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[bookmark: _Toc36148721]Abstract
This is a report on the different tools and laws used in current-day computer forensics. There is also a comparison of tools such as FTK and Encase, and a table that contains the tools that were researched earlier on in the report. The report also contains a case study that was performed by John.

[bookmark: _Toc36148722]Introduction
This report will be on the different tools and techniques of current-day computer forensics, there will also be a section on the current day laws that are related to computer forensics. There will also be a comparison of the two most popular tools. In the second section the report there is a case study that is performed by John.  
[bookmark: _Toc36148723]Task 1 – Research

[bookmark: _Toc36148724]Laws UK
All data forensics must not take place if the piece of hardware has not been seized lawfully, if not then it will go against the current Police and Criminal Evidence Act [1] [2]. When a device is seized, the police or security agencies’ will only have access to the device if they have a warrant. The forensics team will have full authority to hack and break down the device with the verified hardware tools and software, they are protected by the Police and Crime act 1997 [3] and the  Serious Crime Act 2015 [4].
[bookmark: _Toc36148725]Tools
There are hundreds of different tools out on the internet that perform all different sorts of tasks, below are different types of the latest and frequently used tools that will have to be paid for, but some tools are also open source.
[bookmark: _Toc36148726]The Sleuth Kit and Autopsy (Open Source)
The sleuth kit is a library that allows forensic investigators to analyse disk images in autopsy. Sleuth kit can be used in other forensics tools to help find data quickly and accurately [5]. Sleuth kit also works in the command line, the user can run different applications in the bin file to use on their disk image or disk drive. Volume system tools such as “MMLS” gives to the user a list of all the current partitions in the drive and a location on certain partitions in the disk. Other tools such as “HFIND” use search algorithms to find hash values for a user to create a database to identify whether a file that is found in the disk image is known or not. Sleuth kit supports a variety of different file systems such as EXT2, EXT3, EXT4, FAT, NTFS [6]. Sleuth Kit is completely open-source and comes with Autopsy toolkit. Different tools used in the sleuth kit and Autopsy include Multi-user cases, Timeline Analysis, Keyword search, Registry analysis, email analysis, EXIF, media playback and thumbnail viewer [7]. Autopsy combines the tools of the sleuth kit into a user-friendly GUI. It’s a very useful tool to use because it covers all the different computer forensics tools for £0.
[bookmark: _Toc36148727]COFEE (Commercial Use)
COFFEE is a forensics evidence extractor that was created by Microsoft and special security and the police use. The tool is a combination of common forensics tools that are created into an easy to use toolkit that first responders use to gather evidence without breaking or damaging it. COFEE only comes free to special security agencies and the Police [8]. COFFEE is mostly used in situations where forensic data needs to be extracted quickly, such as in crime scenes that cause major disruption [9].
[bookmark: _Toc36148728]Registry Recon (Paid Tool)
Registry Recon is a tool that is used in a lot of investigations to do with the registry. It extracts known registry information from a disk and rebuilds it in a registry representation. The tool can completely restore and rebuild any registry from and known Windows operating system. The downside of these tools is it costs $399 [10].
[bookmark: _Toc36148729]X-ways (Paid Tool)
X-ways is a tool that conveys a lot of different tools and is also portable. The software can run off a USB stick and any versions of the Windows operating system. X-ways includes a lot of different forensics tools such as Disk cloning, Disk imaging, Access to RAID systems, access to very large image sizes, can detect whether a partition has been deleted or not. The software cost for all the package is $5381 plus yearly subscriptions on top [11].
[bookmark: _Toc36148730]ProDiscover Forensic (Paid Tool)
ProDiscover Forensics tool is a very powerful tool used by a lot of security professionals. The software allows security professionals to examine and create cases. ProDiscover contains the latest tools that investigators use such as bit by bit comping of an image, ability to search the entire image, examine and analyse all files including deleted and hidden files and it also allows the use of scripts to allow automation on investigations [12]. The Prodiscover tool costs $12,995 [13].
[bookmark: _Toc36148731]Mobile Forensics
[bookmark: _Toc36148732]Oxygen Forensics
Oxygen forensics is a package that works primarily on mobile device forensics. The focus of the tool is to acquire data at a faster rate from a piece of mobile evidence and using multiple workstations to perform different tasks to spend less time waiting for tools to finish processing the evidence [14]. The techniques used in the tool include:
· Password Decryption
· Advanced physical methods
· Extraction on latest applications
· Backup and image import
· Call history
· CDR analysis
· And many more… [15]
[bookmark: _Toc36148733]XRY
The XRY Forensics tool consists of a physical tool kit for investigators to use to physically assess and retrieve data from mobile devices. The tool can extract data from any mobile device and jailbroken devices. The tool also has the capability of preview all files located on the device before extracting the data. Lastly, the tool has the capability of running self-made python scripts due to the new python API [16].

[bookmark: _Toc36148734]Packages
[bookmark: _Toc36148735]FTK
The FTK Package includes tools such as FTK Toolkit, FTK Imager, Forensics tools, AD Lab, Registry Viewer, AD Triage, Decryption Products and many more. The main forensics tools include FTK Toolkit, FTK Imager, Registry Viewer
[bookmark: _Toc36148736]FTK Toolkit (Paid Tool)
FTK Toolkit is a paid package that includes the ability of analysing evidence files for a case and the ability to save, and close cases. The software also includes tools such as Email analysis, File Decryption, Data Carving, Data Carving, Data Visualisation and many more. The package costs $3995.
[bookmark: _Toc36148737]FTK Imager (Imager Free)
FTK Imager is a tool that is used by a lot of forensics investigators. It’s easy to use and has a lot of useful tools. Some tools include creating bit by bit copies of forensic evidence, mount images for read-only purposes and create hashes on different files and generate a hash report that can help prove that the file has not been edited in any way.
[bookmark: _Toc36148738]Registry Viewer
FTK Registry viewer is a standalone tool included in the FTK package that allows users to investigate and retrieve data from the Windows Registry [17].

[bookmark: _Toc36148739]Encase (Paid Package)
Encase is a package that combines a lot of different tools into one. The tools that are included are Enforce Risk Manager, Encase Endpoint Security, Encase eDiscovery, Encase Forensic 8. The Encase forensics costs ($3,594), other tool’s prices are based on a quote.
Enforce Risk Manager
The Enforce risk manager tool is more orientated towards security and control where companies would use it to secure file storage and file saving across a network. Features such as Patented Graf technology, Automated remediation, and relational data intelligence is covered within the tool [18].
Encase Endpoint Security
The Encase endpoint tool covers threat protection, incident response, and incident prevention. It allows companies to detect and prevent any security threats that pose a great risk to the company. This tool is more towards the detection and prevention of viruses and breaches into the company’s network.
Encase eDiscovery
The Encase eDiscovery tool allows investigators to search and collect data from a storage device and have the ability to be safe within the legal restrictions when doing so. It also allows investigators to look through the data without damaging the integrity of the storage device [19].
Encase Forensic 8
Encase Forensic 8 is the main tool that is used to be security forensics professionals and is one of the most recognisable tools across the spectrum over other tools. The tool has the capability of performing all the processes of an investigation, these include: TRIAGE, Collect, Decrypt, Process, Investigate and report.
TRIAGE
The tool would allow the investigator to search for a piece of evidence. Encase Forensic 8 allows the user to identify and flag certain parts of the evidence for further investigation. The tool would use the TRIAGE technique to prioritise and sort different pieces of data into a hierarchy system, this will help investigators prioritise on the most important parts of the evidence [20].
Collect
The Encase Forensic tool will help investigators to collect as much data of a given piece of evidence that is possible. The tool can cover all different types of devices from laptop hard drives to mobile devices [20].
Decrypt
The Encase Forensic tool has unmatched decryption techniques compared to other tools in the market. They use the techniques and tools from Dell Data Protection, Symantec, McAfee and Tableau Password Recovery [20].
Process
The Encase Forensic tool has the capabilities of automating some parts of the investigation such as at the beginning of the investigation the tool can automatically create a bitstream image of the evidence. This then allows the investigators to have more time investigating the evidence [20].
Investigate
The Encase Forensic tool allows users to investigate a piece of evidence no matter the operating system or port. It uses the likes of mobile investigator and tableau to have an edge over any other competitors’ tools [20].
Report
The Encase Forensic tool has a reporting system that helps investigators show how the investigation went when the case was closed. The clear templates that Encase produces allow a more consistent and understandable approach for a variety of different audiences from juries to non-technical people [20].


[bookmark: _Toc36148740]Comparison of tools
[bookmark: _Toc36148741]FTK Toolkit vs Encase
Encase and FTK Toolkits are similar packages that contain tools that perform similar operations, but some perform better at certain tasks than others.
Keyword Searching
When searching for different keywords in a piece of evidence such as a hard drive, FTK toolkit is a lot slower than encase. Encase normally finds keywords within 3 minutes and 31 seconds and the FTK Toolkit finds keywords in 3 hours and 56 minutes and 3 seconds. As you can see there is a large difference between the two. Encase is the first choice for searching for keywords [21]. 

Features
When looking at features there is a major difference in the FTK Toolkit compared to Encase. Encase contains a lot more features than the FTK Toolkit. This could be because the FTK toolkit is a lot cheaper than Encase. Encase has a lot more tools that perform a variety of different operations from keyword filtering to hash analysis, to file finder, to Windows event log parser and can recover partitions. Whereas the FTK toolkit only has tools that are more towards case creating, compression of files, bit-stream copying, etc [22].
Price
The price difference between the FTK Toolkit and Encase is not that big. The FTK Toolkit cost $3000 and Encase cost starting $3500, also the variety of features in Encase outweighs the variety of features in the FTK Toolkit. To conclude FTK is cheaper than Encase, but it has fewer features than Encase.





[bookmark: _Toc36148742]Conclusion
To conclude there is a lot of forensics tools out in the current market, some are very good to use but some are not so good. Tools such as FTK and Encase are the most popular tools used and other tools such as COFEE which is mostly used by commercial businesses and governments around the world. No one tool performs all operations, but some include a variety.

















	




	Name
	Use
	Decryption
	OS
	GUI
	Bitstream copying
	Data Viewing
	Hashing
	Price
	Version

	FTK Toolkit [23]
	Computer Forensics
	[image: ]
	Windows
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	$3995 [24]
	6.2.1

	FTK Imager [25]
	Computer Forensics
	[image: ]
	Windows
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	Free
	4.2.0

	Encase Forensics [25]
	Computer Forensics
	[image: ]
	Windows 
	[image: ]
	[image: ]
	[image: ]
	[image: ]
	$3,594 [26]
	V8

	Autopsy + Sleuth Kit [27]
	Computer Forensics
	[image: ]
	Windows, Linux and OSx
	[image: ]
	
	[image: ]
	[image: ]
	Free
	4.14.0

	Oxygen Forensics [28]
	Mobile Forensics
	[image: ]
	Android, IOS
	
	
	[image: ]
	
	€6890 [29]
	2015

	XRY [30]
	Mobile Forensics
	[image: ]
	Android, IOS
	
	
	[image: ]
	
	$7,990 [31]
	8.2

	ProDiscover [32]
	Computer Forensics
	
	Windows, Linux, and OSx
Solaris
	
	
	[image: ]
	
	$12,995 [33]
	8.2

	X-WAYS Forensics [34]
	Computer Forensics
	[image: ]
	Windows
	
	
	[image: ]
	
	$899 per year
	19.9

	COFEE
	Computer Forensics
	[image: ]
	Windows
	
	
	[image: ]
	[image: ]
	Commercial Only
	n/a

	Registry Recon [35]
	Computer Forensics
	
	Windows
	
	
	[image: ]
	
	$599 [36]
	V2

	FTK(Package)
	Computer Forensics
	[image: ]
	Windows
	[image: ]
	
	[image: ]
	[image: ]
	
	n/a

	Encase (Package)
	Computer Forensics/Cyber Security
	[image: ]
	Windows
	[image: ]
	
	[image: ]
	[image: ]
	
	n/a
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Task 2 – Case Study
[bookmark: _Toc36148745]Terrorist attack case study

5. What are the other process or forensic methods John would have taken/used before he then prepared a chain-of-custody document and stored the original hard disk in a secure location?
Data seizure
John would make sure that the laptop will not power off by plugging it into a power source to prevent any loss of data that is stored on any volatile memory such as the RAM.
John would have checked and verified any known storage device on the laptop such as there could be USB stick inserted into the laptop or internal components such as RAM or a hard drive etc. Once john found the storage devices, he would oblige by the guidelines in the current cyber laws.
After john gathers the evidence and finds what sort of storage devices contain critical evidence, then he is then able to create a bit-stream image of the evidence to make sure that the original evidence is not changed in any way.


Data Acquisition
The first process john would undertake is to select the evidence that he has been given to create a bitstream image of it. Then to create a name for the duplicate of the evidence, the duplicate evidence is could be named “Evidence001”. Also adding a description to the duplicate evidence will help show what type of evidence it is and where it is from. Then the process of creating the duplicate of the evidence is using a bit by bit process to make sure that all the data on the image is duplicated and nothing was leftover. Once the process has been complete there will be an extra text file allocated with a copy of the evidence. In this text file, there is a hash checksum to show the validity of the duplicate evidence. 



John would then create another bitstream copy of the duplicate evidence for backup to make sure that if something goes wrong there is still a duplicate of the original evidence. 

7. How would John goes about retrieving these?
John would go about using OS Forensics, Paraben’s Email Examiner Tool, Autopsy and Stegspy to extract the required files from the evidence.
OS Forensics
Firstly, John would use tools such as OS forensics [37] to have access to the Microsoft Windows XP Professional Service operating system files. The search for specific files could also be performed such as the files asked to be retrieved. The OS forensics tool will create digital identifiers on files by using hashing algorithms, then john can make sure and show that the files were not changed because of verifying the hash value [38].
Autopsy
The autopsy tool will allow john to search and find any deleted files that are stored on the laptop. John would take the investigation to an extra level by searching for specified files that are deleted [39].
Paraben’s Email Examiner Tool
Secondly, John would retrieve the MS Outlook, email messages, messenger chat history, cache files, and temporary internet files by using Paraben’s Examiner tool. This tool will allow john to filter and retrieve any files that are internet and browser-related [40].
StegSpy Tool
John would use the StegSpy tool to check all the image files for steganography. The process includes identifying programs such as Hiderman, JPHideandSeek, Masker, JpegX, Invisible Secrets and performing anti steganography measures to see whether there is steganography in the files. If steganography was found in the image files, then john will include the results in the end report. 

9. Would he made a detailed list of the videos and prepared a document explaining each of the videos in brief? Justify your answer.
John would have started video analysis. John would have watched the videos, verified the integrity of the data and used tools such as Amped FIVE to explain the images in detail.
Amped FIVE [41]
John would have used Amped FIVE to enhance the images that were not clear enough for him to explain what is going on. The tool will restore and enhance bits in the image if the image was not clear enough, for example, when zooming in on a specific part of the image or if there is sun reflection on windows causing the image to fade out the evidence behind the window, the tool would enhance and change the vibrance of the image to make the more specific part of the image more clear. The use of this tool will allow John to capture screenshots of the faces of the terrorists in some of the videos [42].
John would have prepared a document explaining the videos because the report would not contain the video files and there would be room for him to explain whether the video had been tampered with or not.
14. What software John used to get the list of contacts in the terrorist’s MS Outlook? The contact names matched to the ones found in the earlier documents.
SysExporter Utility
John would have used the tool SysExporter to find all the stored contacts that the terrorist had in his Outlook account. SysExoroter would have found all the contacts within the outlook account and John would have made a list of all the contacts in it. Then john could compare and match the contact names with the names that were in the documents earlier on in the investigation. This could be used as evidence of what, where and who the terrorist had done to help instruct the terrorist to do what he was trying to do.

17. Prepared a report of John forensics analysis to be given to Mr. Mark Wales along with an invoice for his professional service.
[bookmark: _Toc36148746]Forensics Report
1. After being given the laptop bag along with the Dell laptop, photographs of the crime scene and fingerprints. I noticed that there were a few documents and visas. I also noticed that the laptop was on standby mode, so I instantly plugged it into a power source to prevent volatile data loss.
2. I took photographs of the laptop with my Cannon Digital camera and saved them for evidence.
3. I took my laptop out with a specific hard drive for the evidence and proceeded to take a bit-stream image of the laptop’s hard drive. After taking the image I prepared a chain of custody document stating the movements and assessments of the evidence.
4. Then I created a backup image of the duplicated image of the hard drive for emergency purposes.
5. I then verified the hashes of evidence to make sure that nothing was changed within the file. I use the tool FTK Imager to create the hash files earlier on in the acquisition of the data.
[bookmark: _Toc36148747]Findings
1. After acquiring a copy of the drive on the laptop I proceeded to can analyse the drives with forensic tools.
2. I used the following tools on analysing the image: 
· FTK Imager
· OS Forensics
· Autopsy
· Paraben’s Email Examiner Tool
· Stegspy
· SysExporter
· Amped FIVE

3. I first filter and found the files from normal windows files to popular file tags such as MS Word, Excel, Image files, video files, and audio files. I use the tool OS forensics because I noted that the operating system is windows and OS forensics works well with windows. I also used Paraben’s Email Extractor tool to retrieve the files of the MS Outlook and Email messages, chat history and cache files. 
4. I found video files and other content that related to the 9/11 bombings, a video showing terrorist practicing at a terror camp c, killing of hostages, motivational speeches of various terrorist outfits, personal videos, video of Heathrow international airport and a video of 6 other suspects in a hotel room. Then I proceeded to analyse the video files that were found on the drive and prepared a document on explaining the files. I used a tool called Amped FIVE to check the integrity of the image files and enhanced the quality of some images to see them in more detail. 
5. I then proceeded to get the list of contacts in the MS outlook files by using the tool sysExporter to find all the stored contact in the Outlook account.
6. I also found excel sheets that contained bank account details and details of inflow funds.
[bookmark: _Toc36148748]Conclusion
There is substantial evidence of the terrorist communicating with another terrorist around the world. The videos that were found were related to the terrorism act and information retrieved shows strong evidence of preparing to proceed with a terrorism act.
Invoice for Mr. Mark Wales
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22/03/2020
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$1162

Hours
7
7*166
$1162
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$1169
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