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Part A — Restful Web Services

This part of the report will look into Restful Web services and the best practises to put into play
when implementing while showing examples from a web service | have been designing.

What is a Restful Web Service?

REST (Representational State Transfer) is the creation of Roy Fielding in his PHD Architectural Styles
and the Design of Network-based Software Architectures. He best describes REST as being “an
architectural style consisting of the set of constraints applied to elements within the architecture”.
The idea of REST is to represent the best practices when designing a web service and below we will
discuss the big 6 constraints that make up REST. [1]

The six constraints

The 6 constraints are:

Client-Server Architecture
Statelessness
Cacheability

Layered System

Code On Demand
Uniform Interface

ok wnN e

(2]



Client-Server Architecture

This constraint looks to separate concerns between the client side- a front end for the client and the
server side- backend service. It aims to take advantage of the powerful processors in today’s web
clients that are more common now unlike many years ago where these clients would be available to
all computers- just powerful ones capable of running them. While also aiming to simplify the server
side of things by shifting duties away from it to the client when appropriate. [3]

| have utilised a Client-Server Architecture in my design by designing a web service back end.

Figure 1- Backend example

| have implemented a front-end client web page service running off the web service as shown
below.

ABOUT US

1969-2019
Our Humble Beginnings

Ellis Plates Auctions i

March 1969
Y An Agency is Born

Ellis Plate Aucti

Figure 2- Front end example



Statelessness

One of Roy Fieldings constraints is the principle of Statelessness. This is taking into consideration
when a client wants to make a request to the server. To achieve this, they will need to provide the
necessary data to make the request. On the server-side though, the client must be provided with
clear instructions so they can be clear on what the request is. Statelessness aims to achieve this and
by doing so, it is said that the visibility, reliability and scalability of these requests can be improved
using this constraint.[4] In my service, the client will create a request to the server when they wish
to make a bid. They are provided with a form that provides clear instructions on the data they need
to fill in and the request gets sent on when they click the submit button.

Batch 1

Your email address eg. john@hotmail com
Place Bid £5000

Minimum bid: 3000

Time Remaining: Oh Om 56s

Submit Bid

Figure 3- Statelessness frontend example

The server-side then reads the requests sent and communicates back if successful or not with the
use of javascript and ajax.

function postbid() {
var biddata = JSON.stringify({

emailaddress: document.getElementByTd ( ) .value,

bidamount: document.getElementByTd ( ).value
b
$.ajax({

url: c

type: -

dataType: g

contentType: q

data: biddata,

success: successbhid,

error: errorbid,

i
b

function successbid(){
alert( i3
}
function errorbid(){
alert( j)2
+

Figure 4- statelessness js example

Visibility is improved as the service provided for looking after the requests will only need to do the
one request to get the details they need to complete the request. [5] This is expanded on by John
Flanders who says that “If a request contains everything needed for the server to make a proper
reply, the request also contains all the data needed to track and report on that request”. [4]
Reliability gets improved as there is less worry about the failure of the requests. Scalability improves
due to the server being able to process more requests as it is responsible. [5] It is backed up by John
Flanders who claims that the manageability is also said to increase due to the state of a request
being dealt with inside the request itself. [4]



Cacheability

A RESTful service can come across performance issues and one of the issues is caching. A service can
have slow moments when trying to reload data repeatedly and REST deals with this problem in a
clever way, data being stored away in memory can be reused to provide a boost to the performance
of the user’s side. It is a requirement of a REST service that data is declared whether it is meant for
caching or not. [3]

As useful as it is, caching is also said to have some issues that need to be monitored. While it can
give a performance boost, it can also store invalid data after some time if the data being saved isn’t
updating. To fix this, cache can be cleared to give more up-to-date data. It can be looked after in
different ways:

e Client-side through an internet browser
e Server-side
e Inthe middle of both

(3]

| haven’t implemented caching into my service for now due to parts of my system sending data and
caching causing problems. When the system has been designed fully, | would look to implement and
manage it successfully.

However, using Chrome on my service from the client saves caches of the data being sent into my
service. This caused some problems testing and the caching had to be deleted on a regular basis as
shown below.

Clear browsing data

Basic Advanced

Timerange  All time A

Browsing history

Clears history and autocompletions in the address bar.

Cockies and other site data

Signs you out of most sites.

Cached images and files
Frees up 320 MB. Some sites may load more slowly on your next visit.

Figure 5- Cache



Layered System

REST was designed with the purpose of building a web service capable of dealing with excessive
amounts of internet traffic and one of the ways to cope with this is through the use of a layered
system. A layered system works by separating the system into layers by the components that make
it up and allowing the layers to communicate through each other. [6]

The diagram below shows more clearly produced by Harihara Subramanian show a layered system
communicates with each other. As you can see, the layers work their way down one layer at a time
and can also work their way up but they must work their way to the bottom before heading back up
the layers. [7]

The layers are flexible as in they can be reordered and modified throughout the creation of the
service.

Layer

Layer

Layer

Figure 6- Layer diagram

This can have many benefits for example keeping it more simple to understand and when it comes
to coupling. Having a less complex system is considered to be a benefit due to the complexity of a
web service and with the amount of data passing through them it makes sense to keep your system
as simple to understand as possible. [6]

In the REST web service that | have been designing, we have a generated plates java class that
follows a layered system to achieve its purpose. It follows the flow of generating plates, talking to
the batch and reg repositories using the line of code below. rr referring to the reg repository and
then sending a POST request to the database.

Figure 7- Repository code



To talk to the database, it has to go through the repository layer successfully and any new Post
requests require the same process every time.

Figure 8- Repository

Code on demand

The next constraint we will be looking at is code on demand. This constraint looks to give the client
more functionality when using your service. This functionality can come in different forms like scripts
for example and the purpose of them is to make the service to the client simpler by having pre-
loaded scripts for them to use. [8] The clients can go into the service and download code that is pre-
implemented by the server. [6]

This is not considered to be a constraint that is necessary to building a REST service, instead being
offered as an optional constraint. The reason being for this is that it’s said to reduce visibility in your
system and careful consideration is needed before implementing it. [8]

Fernando Doglio gives his opinion on when he would use this constraint, he feels that a REST API
does not require the need to implement the code on demand constraint as an API typically pulls
information from endpoints and processes that information and it wouldn’t be useful. However, he
goes on to say that “for other uses of REST, like web servers, a client (i.e., a browser) will probably
benefit from this constraint”. [6]

| have decided not to use this constraint due to my service being primarily a REST API that relies on
bringing information back from an endpoint. The use of scripts throughout the html pages were
designed to bring back this information.



Uniform Interface

The final constraint that we will be discussing in this report will be Uniform Interface. This is
considered an important constraint. Its concern is that data and messages being communicated to
the client and server are shared. This makes the system simpler to maintain as it would be more of
an issue if your system had different ways of communicating and having to get them talking to
would more difficult than designing a system that communicates together. [9]

There are 4 constraints inside the Uniform Interface that enforces it:
e I|dentification of resources

The idea that each web service on your system will be known as a resource and have its own
identifier such as a URL e.g. a login page could have /login.html to uniquely identify itself as a login

page. [9]

Below is an example of implementing an identification of resources. Here | have made a path called
/bids to represent the bids page.

TODAYS BIDS ABOUT

TODAYS BIDS

Figure 9- Identification of resources
e Manipulation of resources through representations

The representation of resources in different ways to the clients. Being able to represent the same
data in different formats is important to this constraint for example representing customer
information in the form of a HTML page but representing the same information through the use of
JSON to pass it into a database. The data must never change but the way it is represented can
change. [9]

e Self-descriptive messages

A message sent from the client’s side to the server which a response has to be made from the server
side to accept or deny the clients request. An example of this would be a client making a request to
join a fantasy football league and the server side has to accept them into the league.[9]



e Hypermedia as the engine of application state (HATEOAS)

This constraint represents including links into your service to other services for the client to navigate
through. This can be in the form of hyperlinks for example using a header for a webpage with a
navigation bar to other pages. It can also be used to highlight important aspects of your service or
just as a way for the client to navigate back to the homepage. [9]

Here’s an example of the use of HATEOAS in the web service | have been designing. Here | have a
home page with a navigation bar to the bids and about pages while also including a home link in the
top left corner.

TODAYS BIDS ~ ABOUT

R\

Ellis Plate Auctions

Welcome To Ellis Plate Auctions!

Figure 10- HATEOAS example



Part B— Serverless Technologies and

Circuit-breaker pattern

This report will take a look at “Serverless” technologies and their relevance to web hosting. This
report will also be looking into the circuit-breaker pattern and how it can be useful in modern web
development.

What is “Serverless”?

It has been described as the next part of the evolution away from the physical servers of the past. [9]

Despite the name "Serverless" , applications still require a server to run but the technology works by
using an extra abstraction layer on top of the infrastructure placed away in the cloud. This gives the
architectures less to worry about as the management and maintaining of the physical servers are
replaced with servers that they access virtually and maintained elsewhere. [2]

Basically this leaves the developers with just the coding, testing and deploying left to worry about
with everything else managed by the serverless provider. [8]

Serverless is not just a model, it can be used as an Idea and implemented in many different ways. It
can be used to containerise applications as it provides the user with control over their containers
that they’re applications are running on. Where normally a developer would need to be running
these systems, Serverless removes this by maintaining the systems and allowing the user to easily
check up on the state of their containers. [1]

So let’s take a look at the Serverless model.



The Serverless Model

The below diagram show all the different services that are provided by Amazon AWS in the
Serverless model that they offer and I'll explain what each part of the model is providing.

Serverless Model

DynamoDB
(Database)

APl Gateway Lambda N

(Rest Interface) (Compute)

Web Client

S3
(Storage)

Figure 11- Diagram of Serverless AWS model [7]

API Gateway — The API gateway is used to create, maintain, monitor and deploy API services using a
REST interface.

Lambda- This is where the application code gets executed.

DynamoDB — Once the code has been executed, data in the application gets stored into a
DynamoDB database.

S3 Storage — An alternative to storing your data. In a S3 storage you can save your data in different
formats. This can be used later on for example for data analytics. [7]



FaaS

FaaS (Function as a service) is the engine to make Serverless technology possible. It is described by
Chanwit Kaewkasi as being “a computing engine, that allows us to write a simple, self-contained,
single-purposed function to process or compute a task”. It is said to be acknowledged that a Faa$
should be designed to be stateless as it allows the functions to be manageable. [5]

There are a variety of different ways that a FaaS platform can be implemented, not just in a
Serverless environment. It can be run on your own hardware with the use of OpenFaaS and the Fn
Project making this possible. But when implemented into the cloud, its known as a Serverless
environment and called Serverless FaaS. [5]

There are different cloud companies which offer a Serverless environment:

e AWS-Lambda

e IBM - OpenWhisk

e Google Cloud Platform
e Microsoft Azure



Benefits and Drawbacks

Cost is considered to be a benefit when utilising Serverless technologies. The price of operational
costs does not just affect the customers but also the cloud technology providers who offer
Serverless. The providers see an increase in money due to the same infrastructure they provide
being shared by everyone. The infrastructure set up is said to also help with the savings by not
having applications running all day. The increase in money earned by the cloud providers gives them
the opportunity to offer a cheaper service to the customer. They only need to pay for the services
that they are running and the charges are not considered to be expensive, some services are free of
charge. [2]

The ability to development at a much faster rate is another benefit that is said to come from
Serverless technology. The majority of the infrastructure is managed by the cloud providers like
Amazon AWS, Microsoft Azure etc. The developer is left with just writing code to apply to their
business rules with an infrastructure already in place and this can save a lot of time to build and also
the knowledge that the infrastructure is reliable. [2]

However, there are a few drawbacks to using Serverless for your infrastructure. The obvious one
being that the servers running Serverless are not in your control and in some circumstances where
more control is needed then Serverless would provide some limitations. Another drawback is that
infrastructure designed personally makes it impossible to fully implement to a Serverless platform so
in certain designs where a custom infrastructure would be required, then Serverless would not be
possible. [5].

The possibility of being provided with a new set of tools to manage the testing, maintaining and
deploying of your applications could mean that the tools that were being used before could be
totally different and require staff to be trained on the new tools or maybe new staff with the skills to
maintain the applications meaning the costs could become a problem despite the benefit of saving
money from going to Serverless. [6]

The same can be considered to the security side of things. New security tools would normally be
offered due to the difference of a Serverless environment and the change would need to adapted
into the developers. It would make sense to consider these before making the decision to move
over to Serverless. [6]



Circuit breaker pattern

The circuit breaker pattern was designed to solve the problem of waiting long times to get feedback
on a problem with your application. It gets its name due to its similarities to an electricity circuit.
According to Rhuan Rocha this is achieved with the pattern by preventing “an operation from
repeatedly attempting to run in situations where it will likely fail during execution.” There is also a
requirement in this pattern to run a check to see if the issue has been solved. [3]

This pattern can be very useful to modern web development due to the use of web services and the
requests being made to the service. Cloud technology is gaining popularity and it is said that the
possibility of a failure in the service still exists due to connection issues and services being
unavailable to reach. Cloud technology would require some sort of fix to deal with these issues and
the circuit-breaker pattern would offer a solution to many of the problems. [3]

So exactly how does it work?

The first thing you’d look at is the functions in your application and which ones are more likely to
repeatedly fail. These functions can be fed into an object made for checking for failures. The pattern
gets triggered when errors occur that they are searching for and the circuit breaker returns an error.
(4]

The use of a proxy to link the request being made to the operation makes it a faster response as
exceptions are returned immediately if the operation cannot be completed. There is said to be 3
different states that the proxy is said to have:

e Closed
e Open
e Half-open

[3].

The next part of the report will explain the difference in the states.



Closed

When a request is sent, the proxy is set in a closed state. Through the use of a counter which tracks
the failures when an operation is executed it is able to know what state the proxy will be in. The
counter gets incremented every time a failure occurs. The proxy will stay in a closed state until the
counter hits a certain value that can be set by the developer. [3]

Open

The proxy gets changed to an open state when the failure counter limit is reached. When switched
to an open state, a timer is set with a specific time set. The idea of this timer is to fix the failure in
the time set. An exception request will be returned immediately in this process and once the timer
has expired then the proxy state gets changed to the half-open state. [3]

Half-open

In this state, a number of changes are made to the pattern. Requests passed to the operation are
limited, the failure counter is reset back to 0 and the state gets changed to closed. But any request
failures force the state to reopen and the timer gets restarted making it not entirely closed or open.
This state is said to have importance as it helps to reduce the requests and avoid having too many
requests in a short space of time. [3]

The diagram below helps to understand more clearly the flow of the states and how they interact
with each other. The diagram is a representation of the work of Rhuan Rocha. [3]

Closed
Failure limit Request
successful
reached
Timer expired
Open Half-open

Request failure

Figure 12- Diagram of circuit-breaker pattern states [3]



Analysis

The pattern is said to be crucial for:

e Monitoring

e logging
e Recovering

[10]
These work towards ensuring that the service is available to use as much as possible.

Itis also thought to help with the handling of downtime and slowness to services that have key
importance by reducing the load to manage the service better. This is backed up by Martin Fowler
who explains that circuit breakers help to reduce resources and goes on to explain why “You avoid
waiting on timeouts for the client, and a broken circuit avoids putting load on a struggling server.”
[11]

Martin Fowler makes a point that although they are very important to include on your service, the
developers using them have to react to failures when the circuit-breaker detects them. It is
effectively a tool that can be used to highlight and deal with issues with your service and if both
parts are done well then it can be used to many benefits. [11].
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