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1. [bookmark: _Toc184632986]Presentation Skills
1.1 [bookmark: _Toc184632987]Overview
The assignment brief details that students must require a brief overview of themselves.  Firstly, here is some background information on the presenter:
Name: Freddie Wilson
Age: 18 Years old
	From: Pembrokeshire, Wales
For the presentation, it was required that the presenter did a slide on some of their hobbies and interests. Some of these included: travelling; going to the gym; hiking; surfing; the beach and skiing. Furthermore, the author created a slide on his own opinion of his personality traits. These included:
1. Persistence
2. Ambitious
3. Straightforward
4. Considerate
5. Adventurous
6. Confidence
Finally, while creating the PowerPoint, the author did some self-reflection on his strengths and weaknesses. He considers his best attributes to be his problem-solving, attention to detail, his teamwork skills, and his teachability. In contrast, the weaknesses identified were being overly self-critical, extremely competitive nature, and impatience. 
1.2 [bookmark: _Toc184632988]Presentation Screengrabs
Attached in Figures 1,2,3 and 4, are some of the PowerPoint slides from the initial presentation.
[image: A blue cloud with black text
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Figure 1: Slide about the authors hobbies and interests.
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Figure 2: Images from recent travels.
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Description automatically generated with medium confidence]
Figure 3: Slide on personality.
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Figure 4: Academic and career goals.
1.3 [bookmark: _Toc184632989]Key Points
[bookmark: _Toc184632990]During the time spent creating, presenting, and watching peers do their presentations. There were a few key points that determined the success of the creation and delivery of the PowerPoint. The first is projecting your voice and speaking clearly. The reason for this is if the speaker is quiet and mumbling, the audience won’t be able to easily understand the speaker’s words and emotions and will become inattentive. The second key point is making eye contact with the audience and using hand movements and gestures to help with conveying and emphasising important points within the presentation. This ensures that listeners are paying attention to what the speaker is saying and remain engaged. Furthermore, within the PowerPoint itself, the use of visual prompts such as relevant images and bold, large-font titles was an extremely useful tool in retaining the audience’s interest. Moreover, storytelling is a compelling way of engaging listeners. It was discovered during the Presentations of others that ones including this, engrossed the audience far better than those that did not. The final key point was the importance of thoroughly practicing the presentation beforehand. This meant that it was delivered with far more confidence than doing it for the first time in front of an audience.
1.4 Presentation aspects to improve 
To improve on future presentations, feedback was provided from the lecturer and peers. The main aspect was to look at the screen less and look more at the audience. The presenter agreed that this was fair and would be sure to practice this skill and implement this more effectively into his next presentation, to better engage the audience. Upon reflection, if the presentation was to be done again, the presenter would make sure to add one or two short anecdotes to make it more entertaining. 
2. [bookmark: _Toc184632991]Personal research on required skill sets
2.1 [bookmark: _Toc184632992]Skills required for successful learning in a Higher Education environment
When studying in Higher Education, a combination of different soft and hard skills is required. Soft skills enable a person to work effectively and cooperatively with others, such as peers and colleagues [1]. In contrast, hard skills are gained through more formal types of training like school or apprenticeships and are often specific job-related skills [2]. To learn successfully while in higher education, Sheffield University [3] says one of the most important soft skills to develop is time management. This is due to the number of different academic deadlines such as exams, assignments, and lab reports as well as other important tasks in your personal and social life that you will have to manage. The second soft skill required is communication, due to the amount of writing and presenting you will do during your time in higher education [4]. Not only this, but you’ll also need to communicate with lecturers and peers in person and through email. As mentioned on the iHasco website [5], effective communication skills are important because they will result in better working relations, trust, productivity, and conflict resolution. The next soft skill needed is problem-solving [4] because of the various challenges faced when studying. Students need to be able to try different methods and think innovatively to resolve these issues. On the contrary, the hard skills required for higher education are developed more specifically due to the work done and content taught during class. For this reason, they change depending on the type of course and study undertaken. Some examples, of generic hard skills necessary are Microsoft Office skills, writing, presenting, research, and technical skills [6]. 
2.2 [bookmark: _Toc184632993]Transferrable Skills for Job Candidates
When applying for jobs, there are some transferrable skills that employers look for. They can be hard skills that are specific to the job such as software, but they can also be soft skills. According to the Indeed website [7], some examples of many important transferable skills that employers look for are dependability, communication, time management, adaptability, organisation, and problem-solving. All these soft skills are important in the workplace because being competent in conveying your ideas, working through day-to-day problems, ensuring that work you need to complete is done, and even covering and taking over different roles are all things that you may need to do eventually. For an employer, this benefits them by future-proofing the workforce as the organisation progresses and providing them more flexibility during the hiring process as they may be able to match applicants with other job openings, which they might’ve not applied for [8].
3. [bookmark: _Toc184632994]Self-evaluation and action planning
3.1 [bookmark: _Toc184632995]Self-Evaluation
As part of the preparation for this assignment. The author performed a variety of online tests to help in the self-evaluation process. The first of these tests was to determine the strengths and weaknesses of the author. This was completed using the 16 Personalities website [9] and the results of the test are attached below:
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Figure 5: 16 personalities results.
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Figure 6: 16 personalities results.
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Figure 7: 16 personalities results.
Overall, these results are accurate and similar to how the author perceived himself when making the presentation, before carrying out any official tests. For example, being self-critical, impatient, ambitious, and straightforward were all included in the presentation. However, some weaknesses identified in the test are not believed to be entirely correct which are overlooking other’s feelings, work-life imbalance, and overpowering presence. In contrast, two results went unnoticed, and did not realise that they applied to the author until the test was completed and analysed. These were being emotionally reserved and overlooking emotions. From the results, the main areas that could be improved upon are emotions and perfectionism.
The second type of testing the author undertook was personality testing. Two different tests were completed, and these were the ‘Big Five’  [10] and Jungian [11] tests. The results for both are as follows:
[image: A colorful bar chart with text
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Figure 8: Big five results.
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Figure 9: Jungian test results.
The results from the Jungian test were close to what was perceived beforehand. The author described himself as outgoing, future-focused, and conscientious, all of which were outcomes of the tests. From performing this exercise, it was discovered that factor five of the ‘Big Five’ scored lower than expected. This means that familiar experiences are supposedly preferred over new ones, but this is untrue.
The final method of testing undertaken was a career test [12] and the results are as follows.
[image: A screenshot of a chart
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Figure 10: career test results
The top career paths recommended from the results of the test were sales engineer, forestry advisor, construction manager, ICT network admin, and R&D manager. Some of these may be accurate such as sales engineer and R&D manager. However, the other results do not align with the author’s career interests.
3.2 [bookmark: _Toc184632996]Goals
In this section, students are required to list their main goals for the short and long term for their academic studies, personal life, and career. The author’s short-term goals for these are:
Academic – create a refined revision structure and schedule the for upcoming January exam and complete assignments before the due date.
Personal – Run a 5K in under 20 minutes.
Career – Get more experience in a wider variety of projects.
The author’s long-term goals for these areas include:
	Academic – Graduate from university with a 1:1 degree.
	Personal – Own a house and have a family.
Career – Become a chartered electrical engineer and have a lead/managerial position.
3.3 [bookmark: _Toc184632997]Action Plans
Part of this assignment was to create action plans for the short- and long-term goals listed above. The action plans are found below:
Action Plan: Revision Schedule
	[bookmark: _Hlk186457879][bookmark: _Hlk186457935][bookmark: _Hlk186458121]Assessment
	Type of Assessment
	Activities
	Date/Duration
	Description
	Complete By
	Exam Date

	Electrical & Electronic Principles
	Exam
	Identify topic weak points

Put together a revision plan

Mock Exam


Marking

Research


Mock exams
 



Final marking & evaluation
	20th Dec


21st Dec



22nd Dec


22nd Dec

23rd Dec


23rd – 3rd Jan



5th Jan
	Find topics that need extra revision.
Prioritise less confident areas.


Complete past paper questions.

Mark answers

Go over topics that were incorrect.
Complete the rest of the past questions on moodle.

Mark answers and go over anymore topics which require more attention before exam.
	5th January
	6th January





Assignment Action Plan: Workshop Skills
	Assessment
	Type of Assessment
	Activities
	Date/Duration
	Description
	Complete By
	Due date

	Workshop Skills
	Logbook
	Assignment specification

Look at example logbook

Ensure results and testing is complete

Writing up

Develop

Evaluate


Proofread and references
	2nd Dec


2nd Dec



9th Dec




20th Dec

23rd Dec

27th Dec


27th Dec
	Understand what’s required.

Get an idea of layout.


Final lab day to get everything finished ready for report.

Write up results.

Re-read and improve.
Read through and ensure standard.
Ensure grammar, referencing, and layouts are correct.


	31st Jan
	16th Jan



Action Plan: Graduating with a 1:1 degree
	Goal
	Activities
	Date/Duration
	Description
	End date

	Graduate with a first
	Achieve HNC

Achieve
HND

Achieve
BEng
	December 2025


December 2026


May 2028
	Complete all assignments and pass exams.

Complete all exams and assignments with >70%.

Complete all exams and assignments with >70%.

	Summer 2028





Action Plan: Run a 5K in under 20 minutes
	Goal
	Activities
	Date/Duration
	Description
	End date

	Run a 5K in under 20 minutes



	Find current 5K time

Start running 2 times per week

Increase to 3 times per week

Increase to 4 times per week

Time 5K
	07/01/2025


31/01/2025



28/02/2025



31/03/2025



01/04/2025
	Run a 5K and record time (22:41).


Do one distance run and one fartlek session.


Do a 5K, fartlek session and long run.


Time 5K’s and continually increase speed/distance in other sessions.


Attempt to run 5K in under 20 minutes.
	April 2025



4. [bookmark: _Toc184632998]Application
4.1 [bookmark: _Toc184632999]Looking after your data
The author has implemented a backup strategy to look after his data which ensures up-to-date copies of any files and folders are in three separate places simultaneously. These locations include the desktop on a personal PC, a memory stick, and a school PC account. This provides a robust level of security as most of the work is completed on the personal computer, backed up onto a memory stick which is then taken to the university and used to update the relevant folders with the most up-to-date files. This exercise is performed weekly on Monday mornings to ensure that in the event of lost information, a relatively new backup copy is available. A similar strategy is implemented for personal data, however the locations are different. An iPhone local storage, hard drive, and cloud storage backups are used. This ensures personal data such as photos and videos are protected. As part of this module, a report was completed in class on ransomware. In particular, what ransomware is, Cryptowall, the effects, what to do if you are affected, and how to prevent it. The findings of the report were that Cryptowall is a type of ransomware that when it has accessed your device, encrypts different files on your device such as images, music, and documents. In addition, it will affect connected devices such as USB’s. The backup strategies mentioned above will protect against this form of malware as there is a completely independent third location in case a device and connected memory stick are affected and locked down. 
4.2 [bookmark: _Toc184633000]Time management and self-organisation
To improve organisation at work to keep on top of tasks and meetings, the electronic Outlook calendar is used. This helps ensure that days are structured and planned to ensure effective use of time and resources. Below is a screengrab of this calendar.
[image: ]
Figure 11: Screengrab of personal work calendar.
In day-to-day personal life, Google Keep is used from his mobile device to keep track of daily activities and ensure productivity. Creating a to-do list every evening for the next day is a step to reduce stress as nothing will be missed or forgotten. Attached below is a screengrab of today’s to-do list.
[image: A screenshot of a phone
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Figure 12: Screengrab of to-do list on Google Keep.
Below is a screenshot of a completed e-portfolio, which includes a variety of different files and folders covering personal and professional development. It is structured in a way so that it is easy to locate and update all the files with information. In particular, the CPD, training & activities folder because every week it can be updated with all the CPD hours achieved which are also booked on the IET website to ensure continual professional development. This method of organisation was chosen due to everything being in one place on the computer and it is easy to update regularly to ensure that information and files are recent. Below is a screengrab of the complex directory structure of the e-Portfolio.
[image: A computer screen shot of a black screen
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Figure 13: e-Portfolio screengrab.
5. [bookmark: _Toc184633001]Conclusion & Evaluation
During this module, it was discovered that there were insufficient measures in place to protect against ransomware. Since then, additional backup procedures have been implemented to prevent this form of malware. In addition, it was realised that there was a lack of a file system for important documents such as a CV, CPD, and qualifications. To fix this, a proper e-portfolio has been put into practice. Furthermore, another key take-away from this module was learning about the required skill sets for university study and employment. Moreover, the various personality tests that were undertaken helped discover areas for future development and self-improvement. Finally, obtaining feedback from the personal presentation exercise was very useful in finding areas to improve when performing similar activities to practice and ensure future presentations are successful.

6. [bookmark: _Toc184633002]Referencing
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7. [bookmark: _Toc184633003]Appendices
[image: A screenshot of a computer screen

Description automatically generated]More screenshots from the results of the ‘Big Five’ [10] personality test.
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Figure 15: Factor 2 description from the 'Big Five’ test.
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Figure 17: Factor 4 description from the 'Big Five’ test.
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Figure 18: Factor 5 description from the 'Big Five’ test.
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Figure 18: Personality results from Jungian test.
Another Jungian test from the openpsychometrics [13] website.
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Figure 19: Overall score from the Jungian test on openpsychometrics.
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Figure 20: Detailed personality writeup from openpsychometrics.
Screenshots from ransomware report.
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Figure 21: Screengrab of text section from report on ransomware done in class.
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Figure 22: Additional screenshot from in class ransomware report.
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Your Strengths

(© Natural Leadership
YYour charisma and confidence inspire others to follow
your vision.

(©) Process Optimization
Your drive to optimize processes keeps projects running
smoothly.

Your Weaknesses

(1) Overlooking Others' Feelings

You may overlook the human element in your pursuit of
results.

(1) Intimidating Presence

Your strong personality may inadvertently intimidate
colleagues.

(©) strategic Vision
You excel at devising long-term plans and seeing the big
picture.

© Ambitious
Your determination and work ethic propel you towards
success.

(1) Impatience
Your frustration with slower processes can strain work
relationships.

(1) Perfectionism

Your high standards can lead to burnout and stress.
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Your Strengths

(©) Drive for Self-Improvement

You're constantly seeking ways to enhance your skills
and knowledge.

© Goal-Oriented

You set clear objectives for your personal development
and pursue them relentlessly.

Your Weaknesses

(1) Overlooking Emotions
You may overlook the importance of emotional well-being
in your growth.

(1) Work-Life Imbalance

You might prioritize achievement over personal life
balance.

© Logical Approach
Your logical approach helps you tackle personal
challenges head-on.

(©) self-Confident

You're not afraid to stand up for your beliefs and
aspirations.

(1) self-Critical

Your high standards for yourself can lead to unnecessary
stress.

(1) Avoiding Self-Reflection

You may avoid examining your deeper emotions and
motivations.




image7.png
Your Strengths
© Loyal

Once you'e in, you're allin, providing unwavering
support.
(©) Direct Communication

Your straightforward approach leaves little room for
misunderstanding.

Your Weaknesses

(1) Emotionally Reserved

You may find it challenging to articulate or show your
feelings.

(1) Impatient
You may become frustrated when others can't keep up
with your pace.

(@]

(@]

Intellectually Stimulating
You engage partners in thought-provoking conversations
and activities.
Protective

You fiercely defend and support those close to you.

Overpowering Presence

Your strong personality can sometimes overshadow
others’ needs.

Overly Critical

Your high standards might lead to excessive criticism of
loved ones.
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Your Jung personality type

The descriptions you chose about your behavior indicate that the Personality Type that most accurately
describes you is: Extravert-iNtuitive-Feeler-Judger

« Extraverts are outgoing, energetic and action-oriented. They are enthusiastic and expressive

« iNtuitives pay more attention to information that is imaginative and original. iNtuitives focus on the future.

« Feelers let their feelings and emotions play a leading role because of their concern for other people.

« Judgers prefer a lifestyle that is decisive, planned and orderly. They like a life that is organized and
controlled
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Your personality type

You preferred ‘Enterprising’ the most, followed by 'Realistic’ and 'Investigative'. Your six letter personality type is
"ERISAC'. Your personal preference is also shown in a graph below.
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Finish Christmas shopping
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Trait descriptions
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Factor | was labelled as Extroversion by the developers of the IPIP-BFFM. Factor | is sometimes given other names,
such as Surgency or Positive Emotionality.

Extraversion is typically characterized by an individual's tendency to seek out social interaction and stimulation, as
well as their level of enthusiasm and assertiveness in social situations. Individuals who score high on this
dimension tend to be outgoing, sociable, and talkative. They enjoy being around others and seek out social
situations. They are often described as having a high level of energy, enthusiasm, and assertiveness. They may also
be more likely to engage in risk-taking behaviors, such as partying, drinking, or other forms of excitement-seeking

In contrast, individuals who score low on extraversion are more introverted and reserved. They may prefer to spend
time alone or in small groups, and may feel uncomfortable in large social gatherings. They may also be less
assertive and more cautious in their interactions with others.

Research has shown that extraversion is linked to a range of outcomes, including job performance, social support,
and well-being. For example, individuals who score high on extraversion tend to be more successful in careers that
involve social interaction and communication. They may also have more social support networks and experience
higher levels of subjective well-being
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Factor Il was labeled as Emotional Stability by the developers of the IPIP-BFFM. Factor Il is often referred to by its
low end, Neuroticism.

Individuals who score high on emotional stability are characterized as being emotionally resilient, calm, and even-
tempered. They tend to experience fewer negative emotions and are better able to cope with stress and adversity.
‘They are also more likely to exhibit positive emotions, such as happiness, contentment, and enthusiasm

In contrast, individuals who score low on emotional stability tend to be more prone to negative emotions, such as
anxiety, depression, and anger. They may be more reactive to stress and may find it difficult to cope with
challenging situations. They may also exhibit a range of maladaptive behaviors, such as substance abuse or self-
harm.

Research has shown that emotional stability is linked to a range of outcomes, including mental health, physical
health, and interpersonal relationships. For example, individuals who score high on emotional stability tend to have
better mental health outcomes, such as lower rates of depression and anxiety. They may also have better physical
health outcomes, such as lower rates of cardiovascular disease. Additionally, they tend to have more stable and
supportive relationships with others
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Factor IV is labeled as Conscientiousness.

Individuals who score high on conscientiousness are characterized as being reliable, hardworking, and efficient
‘They tend to be well-organized and responsible, and are motivated to achieve their goals. They may also exhibit a
strong sense of self-discipline and perseverance.

In contrast, individuals who score low on conscientiousness tend to be more impulsive and disorganized. They may
have difficulty setting and achieving goals, and may be more likely to engage in behaviors that are not in their best
interest.

Research has shown that conscientiousness s linked to a range of outcomes, including academic and job
performance, health behaviors, and longevity. For example, individuals who score high on conscientiousness tend
to have better academic and job performance, as well as lower rates of absenteeism and turnover. They may also
be more likely to engage in health-promoting behaviors, such as exercising regularly and maintaining a healthy diet.
‘Additionally, they tend to live longer than individuals who score low on conscientiousness.

However, it is important to note that excessively high levels of conscientiousness can also have negative
consequences, such as being overly perfectionistic or
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Factor Il

labeled as Agreeableness.

Individuals who score high on agreeableness are characterized as being warm, kind, and considerate. They tend to
be cooperative and are motivated to maintain harmonious social relationships. They may also have a strong sense
of empathy and concern for the welfare of others.

In contrast, individuals who score low on agreeableness tend to be more competitive and skeptical. They may be
less motivated to maintain social harmony and may be more likely to express their opinions forcefully, even if they
may conflict with others.

Research has shown that agreeableness is linked to a range of outcomes, including interpersonal relationships, job
performance, and mental health. For example, individuals who score high on agreeableness tend to have more.
positive and supportive relationships with others. They may also be more successful in careers that require
teamwork and collaboration. Additionally, they tend to have better mental health outcomes, such as lower rates of
depression and anxiety. However, it is important to note that excessively high levels of agreeableness can also have
negative consequences, such as being overly compliant or lacking assertiveness.
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Factor V was labeled as Intellect/Imagination by the developers of the IPIP-BFFM but it is also most commonly
known in the literature as Openness to Experience.

Individuals who score high on openness to experience are characterized as being imaginative, curious, and open to
new ideas and experiences. They tend to be intellectually curious and enjoy exploring new concepts and ideas.
They may also exhibit a preference for creativity and aesthetics.

In contrast, individuals who score low on openness to experience tend to be more traditional and conservative.
They may have a preference for familiar and predictable experiences, and may be less likely to seek out novel
experiences.

Research has shown that openness to experience is linked to a range of outcomes, including creativity,innovation,
and cultural competence. For example, individuals who score high on openness to experience tend to be more
creative and innovative, and may be more successful in careers that require these skills. Additionally they tend to
be more open-minded and accepting of diverse cultures and perspectives.

However, it is important to note that excessively high levels of openness to experience can also have negative
consequences, such as being overly impulsive or having difficulty with routine tasks.
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An ENFJ at-a-glance

Realizing dreams, your own and those of others, is what life is all about for you. You are outgoing, enthusiastic,
articulate, empathetic, decisive and above all, passionate about lifel You are a productive and organized person who is
very energetic. You are usually very good at anything that captures your imagination and interest

Because your self-confidence and enthusiasm is contagious, people enjoy being around you. They love your straight-
forward approach, directness and drive to get things done. You have the ability to juggle several thoughts and projects at
the same time. You get a kick from your current achievements and are excited about the possibilities of the future.] Every
Jung Personality type has one or two specific nicknames that concisely describe your Jung personalty type, €.
Inventor, Strategist, Protector and others.

Your probable contributions to an organization

Each Personality Type has a different set of skills, talents and attributes that they bring to an organization, group or
relationship. Here is a list of those most commonly associated with Personality Types like you - ENFJ.

« Brings energy, warmth, enthusiasm, fun and cooperation to tasks.

« Seeks to be fair and ethical

« Shines under appreciation - the greater the appreciation, the greater the dedication to an organization.
« Strives to find mutually beneficial solutions and resolutions to projects.

« Truly loves people and how he/she is treated within an organization is extremely important.
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Introversion (T) [ | Extroversion (E)

Tatroversion Extroversion is yout cognitive orientation. atroverts centre themselves
inside their bodies. Extroverts centre their attention outside their bodies. [more]

Sensing (S) | Intuition (N)

Sensing-Intoition & the first pair of cognitive fonctions and the preference for how
your prefer to be served information; through the five semses or from the
Subeonsciovs. [more]

Feeling (F) [ | Thinking (T)

Feeling-Thinking is the second pair of cognitive fonctions, the judging fonctions,
which are vsed to evaluate goals; either through personal values or objective
principles. [more]

Judging (J) [ | Perceiving (P)

Todging-Perceiving is what pair of cogaitive functions your prefer to use; Judging is a
preference for a structured lifestyle and the use of feeling and thinking while
perceiving is the preference for 2 flexible lifestyle and the use of sensing and
intuition. [more]
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When combined, that makes your personality type ESF. A detailed description of this personality type is
below.

People with an ESF] personality are known for their outgoing, loyal, and organized
nature, making them highly sociable individuals who thrive in environments where they
can interact and connect with others.

One of the most defining characteristics of ESFJs is their strong sense of community and
belonging. They are extremely caring and are often seen as the nurturing figures in
their social circles. ESFJs are particularly good at reading the emotional states of
others and are quick to offer support and assistance. This empathy makes them excellent
in roles that involve caregiving or service, as they genuinely enjoy helping and taking
care of people. Their desire for harmony often drives them to become mediators,
smoothing over conflicts and ensuring that everyone feels valued and heard.

In terms of work and organization, ESFIs are meticulous and value structure. They are
often found in roles that require attention to detail and a high level of organization.
Their ability to follow through with tasks and their relisbility make them excellent
team players and leaders. They take their responsibilities seriously and often go above
and beyond to meet the needs of their colleagues and clients. This dedication, however,
can sometimes lead to overcommitment, as ESFJs tend to have difficulty saying no to
requests for help.

Socially, ESFJs are extremely active and enjoy being at the center of attention in
social gatherings. They have a talent for remembering personal details about others,
making people feel special and valued in their presence. This, coupled with their
natural charm and charisma, makes them popular and well-liked in their social circles.
ESFs are traditionalists at heart and often hold their family and cultural values in
high regard. They are likely to be the ones organizing family events and maintaining
Family traditions.

Despite their numerous strengths, ESFJs may face challenges, particularly in situations
where there is a lot of change or ambiguity. They prefer stability and predictability
and can become anxious in uncertain environments. Additionally, their focus on external
harmony can sometimes lead them to neglect their own needs or avoid addressing
underlying issues. It's important for ESFJs to balance their inclination to serve others
with self-care and personal growth. With their natural warmth and genuine interest in
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o Viruses - is a kind of malware that attaches itself to another application such as
documents and when installed onto a user’s device, can multiply and spread. [2]

 Ransomware - is a kind of malware that threatens to lock down the user’s
information or worse if the victim doesn't pay the attacker a ransom fee which
can be hundreds or even thousands of pounds. [3]

o Trojans - pretend to be ordinary, harmless programmes to trick users into
unsuspectingly installing and using them. Once operational, they are able to
steal personal information, crash devices, or spy on a user’s digital activities. [1]

« Spyware - is installed on a computer without the user's permission or
knowledge. The term "spyware" refers to the software's main objective, which is
to "spy” on the user. Its goal is to take control of the device, collect private data
and internet usage information, and then send or sell it to interested third
parties. [4]

2.2 Cryptowalland how it works

One ransomware is gryptowal. Gryptowall s a very dangerous form of
ransomware that makes it nearly impossible to recover your data after your

device has been affected. This is because it deletes shadow copies of files you
have and will try to steal passwords and personal information. [5] As explained
on the Varonis website [5], Gryptowall can affect and gain access to your device
in multiple different ways. For example, phishing emails, exploit kits and
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3. Effects of gryptowall

Once gryptowall has accessed your device, it will run through all your files on
your device such as photos, music, documents and presentations as well as any
connected networks such as USB’s and encrypt them so you can’t access them.
When these files have been encrypted, you will receive a notification on how to
send them payment in return for file decryption. However, most users often do
not ever get their files back even after payment 5.
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