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ABSTRACT
 This report examines how network security can be improved by combining software and hardware technologies to combat the growing threat of cyber attacks. It starts by looking at the stages of a cybersecurity attack, such, as delivery stressing the importance of understanding these phases to enhance network protection. The report also covers cybersecurity frameworks like the NIST Cybersecurity Framework. Explains how they can be used to bolster security.
 
Visual network diagrams created with Draw.io were used to design high availability network setups that prevent points of failure and ensure connectivity. These diagrams are tools for implementing network security on a level.
 
Furthermore the report explores network security technologies like firewalls, Intrusion Detection and Prevention Systems (IDPS) Virtual Private Networks (VPN) and Unified Threat Management (UTM). Each technology is assessed for its effectiveness in a layered security approach designed to prevent intrusions and data breaches.
 
In summary the report consolidates these findings into a strategy suggesting strategies such as security measures, regular updates and continuous education as key practices, for maintaining strong security defenses. 
The goal of these suggestions is to provide organizations, with the information and resources required to build network systems that can withstand the changing cybersecurity environment.
 
 
INTRODUCTION
In todays changing world of technology and digital communication cybersecurity has become a concern, for organizations globally. The growing dependence on systems for business functions has left networks to various cyber threats. These threats not put information at risk but also jeopardize the reliability and accessibility of critical data systems. As cybercriminals develop attack methods the need for strong cybersecurity measures has become increasingly vital.
 
The cybersecurity field faces challenges in adapting to the evolving tactics of cyber attackers who use strategies like the "cyber kill chain" or "attack life cycle." Understanding these strategies is crucial for creating defense mechanisms. To tackle these challenges, different cybersecurity frameworks, such as the NIST Cybersecurity Framework have been created to offer approaches in assessing and enhancing organizations capabilities to prevent detect and respond to cyber incidents.
 
Moreover deploying network layouts and incorporating state of the art security technologies such, as firewalls, intrusion detection systems and virtual private networks play roles in protecting digital assets. This document delves into these components to present an overview of strategies and technologies that boost network security.
In laying down this foundation the report paves the way, for an in depth examination of cybersecurity tactics, tools and frameworks that work together to strengthen security measures, for companies grappling with the challenges of the era.


PART 1
A)        NIST Cybersecurity Framework
The NIST Cybersecurity Framework serves as a resource, in the field of cybersecurity offering guidance to businesses of all types and sizes on safeguarding their information and personal data [1]. In light of the changing landscape of cybersecurity challenges and opportunities outlined in the Abstract and introduction, this framework presents its own framework for recognizing, handling and reducing cybersecurity threats [2]. This is especially critical given the tactics employed by cybercriminals as seen in the "cyber kill chain" [3].
 
            Protection
 At the heart of the NIST Framework lie the functions "Identify" and "Protect," which closely align with the phases of the cyber kill chain. During Reconnaissance attackers collect details about vulnerabilities within a target [4]. The "Identify" function within the NIST Framework plays a role here by helping organizations understand which systems, assets, data and capabilities require protection [5]. This aids in identifying vulnerabilities before they are exploited by attackers. Taking this approach is key to crafting risk management strategies, governance practices and protective measures [6].
 
In stages like Weaponization and Delivery attackers. Deploy their tools, against identified vulnerabilities.
The "Protect" aspect of the NIST Framework is geared towards safeguarding infrastructure by employing measures, like access control, data security technologies maintaining security policies and utilizing protective technology to restrict or manage the impact of potential attacks. This component plays a role in developing and deploying technologies that are essential for attacks before they compromise critical systems[7,8].
 
Following this are the functions of "Detect," "Respond," and "Recover" within the NIST Framework crucial for addressing the stages of an attack. "Detect" involves monitoring of cybersecurity events to spot anomalies that signal security incidents, which is vital for catching attacks that have evaded initial defenses [9]. The "Respond" function focuses on creating and executing actions in response to identified cybersecurity incidents aligning with the urgency to swiftly and effectively counter threats attack initiation [10].
 
The final phase, "Recover " concentrates on reviving any capabilities or services affected by a cybersecurity event. This function ensures restoration of operations within an organization and repairs any damage caused by cyberattacks thereby minimizing the long term effects of breaches and bolstering resilience, against future incidents [11].
 
           Overall Significance
In todays world, where online dangers are becoming more advanced and widespread the NIST Cybersecurity Framework offers guidelines to help organizations handle and lessen their exposure, to risks [12]. It is designed to match the steps of cyber attacks allowing organizations to proactively defend against threats and effectively deal with any that arise [13]. By embracing this Framework organizations not safeguard their resources but also contribute to the broader aim of building a safer and more resilient digital environment [14].
 
To sum up the NIST Cybersecurity Framework plays a role in protecting assets and personal information by offering a structured approach to managing cybersecurity risks. This is especially important considering the stages of an attack described in the cyber kill chain highlighting the need, for defenses and proactive measures to safeguard sensitive data and systems in an increasingly hostile digital world [15].
B)           Nmap and Wireshark
Nmap and Wireshark are tools commonly used during the Reconnaissance phase of a cyber attack to help attackers gather information, about their targets [16].

 Nmap
Nmap, also known as Network Mapper is an open source tool utilized for network exploration and security assessment. It excels in identifying hosts on a network the services they offer (including application names and versions) the operating systems they run and the types of filters or firewalls in place [17]. For instance using Nmap during reconnaissance could involve scanning a network to identify ports on a target system. By running a command like nmap p 1 65535 <target IP> an attacker can discover ports. Potentially uncover the services operating on those ports creating potential entry points for further attacks [18].

 Wireshark
Wireshark serves as a network protocol analyzer that allows users to capture and analyze traffic on a computer network interactively. This tool is highly beneficial, for monitoring an organizations network traffic to detect any communications or data flows [19].
Using Wireshark for reconnaissance involves capturing packets traveling over a network the attacker can access. By filtering for protocols, like HTTP or FTP attackers can obtain credentials, session tokens or other sensitive data sent unencrypted enabling them to gain access and more information about the network and applications, in use [20].
 
These tools show how attackers misuse network utilities at the start of a cyber attack. Knowing how these tools can be misused is crucial for cybersecurity experts to defend against probes and prepare for advanced attacks that may come later on [21].

C)
I) The WannaCry Malware
 
Overview; WannaCry stands out as a known cryptoworm that specifically targets computers running on the Microsoft Windows operating system. It exploits a vulnerability, in the SMB (Server Message Block) protocol called EternalBlue allegedly created by the U.S. National Security Agency (NSA). Once it infiltrates a system WannaCry encrypts files on the drive making them inaccessible and demands a ransom payment in Bitcoin to unlock them. Its ability to spread like a worm enables it to move through networks independently infecting systems without requiring user interaction and escalating its impact swiftly [22].
 
Preventative Measures
 
Software Updates:    update and patch systems to address security vulnerabilities focusing particularly on updates like those from Microsoft that tackle the SMB vulnerability exploited by WannaCry [23].

Data Backup and Recovery:     Establish robust procedures for backing up data to ensure that backups are stored separately from network connections accessible by ransomware preventing encryption of backup data [24].

Anti malware Software:      Deploy malware solutions that are updated regularly to identify and isolate threats such, as WannaCry effectively [25].

Network Security:      Turn off the SMBv1 protocol and configure firewalls to block SMB at the network perimeter whenever possible.. Control any SMB traffic strictly if needed [26].

The TeleRAT Malware
 
Overview
TeleRAT is a type of software that uses the Telegram Bot API to control botnets and steal data unlawfully. It specifically targets Android devices by pretending to be an app often mimicking apps to deceive users into downloading it. Once activated it communicates through a Telegram bot, for commanding and controlling purposes allowing attackers to secretly gather data issue commands and carry out activities. This method of communication via Telegram helps perpetrators avoid detection by network security measures that may not monitor Telegram traffic for risks [27].
 
Ways to Address the Issue
 
Safe App Installation: Encourage downloading apps from trusted, app stores and carefully review the permissions requested by each app to reduce the chances of unintentionally installing malware infected apps [28].

User Education: Increase user understanding about the risks associated with downloading apps and stress the importance of verifying app permissions [29].
Mobile Security Tools: Use security tools designed for devices to identify and block threats like TeleRAT [30].

Regular Monitoring: check installed apps and their activities. Implement mobile device management (MDM) solutions for added security and control over devices, in settings [31].
II)
Whaling
Whaling attacks are a type of phishing that specifically targets top tier individuals such as CEOs, CFOs or other ranking executives. These attacks stand out for their nature involving crafted emails that appear authentic and credible often imitating legitimate correspondence from reputable sources [32].
 
Addressing the Issue:
In whaling incidents attackers conduct investigations on their targets by utilizing social media platforms, corporate websites and other available information to gather personal and professional data about the executive [33]. The phishing emails are skillfully designed to appear professional and urgent containing content that's highly relevant to the targets position—such as notices, customer grievances or confidential business dealings. These emails might contain links leading to websites or attachments capable of installing malicious software on the recipients device [34].
 
Strategies for Prevention:
 
Educational Initiatives: Organize regular training sessions for executives and employees to help them recognize phishing tactics and stress the importance of carefully reviewing email content regardless of who appears to be the sender.
Utilization of Advanced Email Screening: Employ cutting edge email security solutions that can identify irregularities in sender information scan attachments, for malware threats. Pinpoint malicious links before they reach the intended recipient. 

Pharming
Pharming is when users get redirected from websites to ones without their knowledge often through exploiting weaknesses in DNS servers or using malware on the users device [35].
  
Ways to address this issue
 Enhancing DNS Security: Deploy DNSSEC (DNS Security Extensions) to safeguard DNS data using signatures and ensure users connect to the correct website IP address [36].
Regular System Updates: Make sure all systems, those handling DNS requests are consistently updated to patch any security loopholes that pharmers could exploit [37].




PART 2
A)Network Design
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The network design I have come up with ensures availability by incorporating redundancy and failover mechanisms to adhere to both design principles; removing points of failure and ensuring a reliable crossover.
 
Eliminating Single Points of Failure
This design features two sides, each of functioning independently. In case a component fails on one side its counterpart, on the side can seamlessly take over thereby reducing the risk of points of failure.
By having pairs of firewalls, switches and servers in place there is no device that could cause a network shutdown if it malfunctions [38].
The storage servers seem to be connected to both sides of the network indicating that data is duplicated and accessible even if one path to the storage is disrupted. 
 
Ensuring Reliable Crossover
The network is structured with transition capabilities in mind demonstrated by the interconnectivity between corresponding components on each side. This implies that should a switch, firewall or server fail, on one side the network can smoothly transition to the side without disruptions.
In the absence of load balancers, redundant servers and network components allow for load distribution and help prevent overwhelming any single server or pathway.
Linking all servers to both switches ensures network pathways promoting seamless transitions by offering alternative data routes in case a device or connection fails [39].

b)
Network security can be enhanced during operation by utilizing a combination of software and hardware technologies. Here is a brief rundown of the technologies that can be put into practice;
 
1. Firewalls (Both Hardware and Software)
Functionality; Firewalls serve as a barrier, between untrusted networks. They examine outgoing network traffic according to established security protocols and filter traffic based on factors like IP addresses, domain names, applications and other attributes. Hardware firewalls are strategically placed at the network perimeter to effectively block threats before they reach the network while software firewalls are tailored to devices offering security configurations [40].
2. Intrusion Detection and Prevention Systems (IDPS)
Functionality; These systems continuously monitor network traffic to identify and respond to activities and potential threats. Intrusion Detection Systems (IDS) scrutinize traffic for patterns matching known cyber threats whereas Intrusion Prevention Systems (IPS) actively prevent actions. These systems play a role, in thwarting attacks, including zero day exploits by pinpointing and addressing suspicious behavior in real time [41].
3. Virtual Private Network (VPN)
Functionality; VPNs encrypt internet traffic to safeguard the confidentiality and security of data transmitted across the network from interception.
When using VPNs an encrypted connection is established over the internet to ensure that sensitive data remains protected, when accessed from distant locations [42].
 
4. Unified Threat Management (UTM)
 Devices offer a blend of firewall capabilities along, with antivirus, spam and network intrusion detection systems. These all in one devices streamline security management by integrating security functions into a hardware unit making security measures more manageable and less complex [43].
 
Each of these technologies plays a role in strengthening network security. By combining these solutions a layered approach, to security is achieved, effectively safeguarding against threats and maintaining a network security posture.
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Conclusion:
This report thoroughly delves into the strategies and technologies needed to enhance network security in an challenging cyber threat environment. We begin by examining the stages of the cyber attack lifecycle, such, as reconnaissance, weaponization and delivery emphasizing the importance of security protocols and well informed response strategies.
 
The utilization of the NIST Cybersecurity Framework is highlighted as a tool in structuring a defense against potential cyber threats. This framework not helps in identifying vulnerabilities. Also assists in developing comprehensive strategies to effectively mitigate risks. The detailed network diagrams created with Draw.io demonstrate how networks can be designed to prevent points of failure ensuring crossover for increased availability and improved network resilience.
 
Furthermore the analysis of network security technologies like firewalls, IDPS, VPNs and UTM systems offers insights, into their respective roles within a security strategy. Each technology provides advantages that significantly enhance an organizations defense mechanisms when integrated into a layered security approach.
 
In summary this report emphasizes the significance of taking an well informed stance towards network security.
Embracing cutting edge security technologies and frameworks enables companies to not just protect themselves from existing cyber threats but to foresee and get ready, for challenges. The proposed suggestions are designed to assist stakeholders in establishing security protocols that guarantee the security, privacy and accessibility of their assets thereby securing their activities in todays digitalized and interconnected environment.
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