Student: Marios Soulka
Student ID: 1907844
Course: Cloud Computing Architecture
Module code: 5025
University: University of Wales Trinity Saint David



Assessment


1.Introduction.......................................................................................2
2.Virtualization.....................................................................................2
3.Virtual Machine.................................................................................3
4.Cloud Services...................................................................................3
5.Availability........................................................................................5
6.Security..............................................................................................7
7.Creating a VM....................................................................................9
8.References..........................................................................................16





1. Introduction
Cloud computing has emerged as a transformative technology, revolutionizing how businesses handle their applications and services. Previously confined to on-site data centres, these operations have now transitioned to the cloud, offering a host of benefits. This move has facilitated significant reductions in infrastructure costs while enhancing scalability and flexibility. It has also bolstered reliability and service availability.

A pivotal component of cloud computing is virtualization. This innovative technology fosters the creation of virtual resources, such as computers and networks. These resources are distinct from their physical counterparts, offering an additional layer of efficiency and flexibility.

Exploring the various types of cloud services is essential. Each type presents its unique features and applications, which are crucial for businesses considering a shift to the cloud.

However, transitioning applications from on-premises setups to cloud environments is not without its challenges. This process involves weighing the pros and cons carefully. While the advantages are numerous, including cost savings and improved performance, potential drawbacks must also be considered.

Finally, cybersecurity emerges as a critical factor in the deployment of public services to the cloud. Ensuring robust security measures is paramount to protect data and maintain service integrity in the cloud environment. This aspect of cloud computing cannot be overstated, as it forms the backbone of trust and reliability in cloud-based services.




2. Virtualization

Virtualization stands as a key technology in the realm of cloud computing, facilitating the creation of virtual entities like virtual machines (VMs), storage, and networks. This technology enables the separation of these virtual resources from their physical counterparts. A significant advantage of virtualization in cloud environments is the ability for multiple clients to share physical resources. Clients benefit from utilizing only the resources they need and paying solely for their actual usage, leading to substantial reductions in infrastructure expenses while enhancing scalability and flexibility.

One of the primary applications of virtualization within cloud computing involves establishing virtual machines capable of concurrently operating various operating systems and applications on a single physical server. This multi-utility feature allows clients to deploy and oversee their virtualized resources in the cloud without the need for heavy investments in physical infrastructure.
Furthermore, virtualization paves the way for the development of virtual networks. These networks serve a crucial function in linking virtual machines and other resources across the cloud environment. The ability to form virtual networks through virtualization brings about enhanced convenience in configuration and management, offering clients increased flexibility and control over their network resources.
In addition to the flexibility and scalability it provides, virtualization in cloud computing plays a vital role in cost reduction. By pooling physical resources among numerous clients, cloud service providers can realize greater economies of scale. This efficiency in resource utilization leads to lowered infrastructure costs, benefits that are ultimately transferred to the customers.
3. Virtual machine
In the context of cloud computing, a virtual machine (VM) is essentially a digital replica of a physical computer system, running its own operating system and applications while sharing a common physical server. Functioning much like a tangible computer, a VM has its dedicated network interface, CPU, memory, and storage. This capability enables a single physical server to host numerous virtual machines, thereby optimizing the use of physical resources. This approach offers clients a flexible and cost-effective means to deploy and manage their virtualized assets.

Upon deploying a virtual machine on a cloud platform, customers gain substantial autonomy in configuring and managing their VM. This control extends to choosing the operating system, installing desired applications, and allocating system resources like CPU, memory, and storage. Additionally, clients have the authority to adjust network settings and establish security protocols. These measures are crucial for segregating their VM from others on the same server, thereby safeguarding the privacy and security of their data.

The utilization of VMs in cloud computing brings several key advantages. Primarily, they offer a flexible and scalable solution for deploying applications and services. Clients can swiftly create and manage VMs as per their requirements, allowing them to effectively adapt to evolving business needs and manage unexpected surges in demand.

Another significant advantage of VMs is the heightened level of isolation and security they provide. Since each VM operates independently with its own operating system and applications, it remains isolated from other VMs hosted on the same server. This separation ensures a secure environment for running sensitive tasks, greatly reducing the risk of interference or security breaches from other virtual entities on the same physical infrastructure.

4. Cloud services

Cloud services encompass a diverse array of computing solutions provided via the internet by cloud providers. These services span infrastructure, platforms, and software, accessible remotely by users. Their rising popularity stems from several advantages over traditional on-site solutions. First, the accessibility of cloud services from any internet-enabled location greatly facilitates remote work and collaboration. Second, they offer superior scalability and flexibility, allowing businesses to swiftly adapt to changing requirements. Third, cloud services often present a more cost-efficient option, typically requiring less initial investment in hardware and software.


4.1 Infrastructure as a Service (IaaS)

Infrastructure as a Service (IaaS) represents a cloud computing model where virtualized computing resources such as servers, storage, and networking infrastructure are hosted by a third-party provider and made available to businesses over the internet. This model is especially advantageous for Small and Medium Enterprises (SMEs) due to its cost-effectiveness compared to purchasing and maintaining physical hardware.

A key benefit of IaaS for SMEs lies in its scalability. IaaS providers enable businesses to dynamically adjust the resources they utilize, aligning with their immediate needs, such as coping with seasonal demand fluctuations or rapid growth. This scalability is particularly valuable for SMEs, which often face constraints in investing heavily in IT infrastructure. By opting for IaaS, SMEs can avoid the hefty costs associated with buying servers and networking equipment, instead paying only for the resources they use.

Additionally, IaaS allows for the swift provisioning and deployment of new resources. SMEs can rapidly set up virtual servers, storage, and networking resources within minutes or hours, a process that traditionally could take weeks or months. This rapid deployment capability is crucial for SMEs to quickly launch new applications and services, staying competitive in their respective markets.

IaaS also offers enhanced levels of security and reliability, which might be challenging for SMEs to achieve independently. Most IaaS providers invest substantially in securing their infrastructure, offering advanced security and compliance features like firewalls, intrusion detection, and data encryption. They typically operate multiple data centers, ensuring redundancy and high availability. For SMEs reliant on robust IT infrastructure for their operations, access to reliable, secure, and scalable infrastructure is indispensable.

4.2 Platform as a Service (PaaS)

Platform as a Service (PaaS) is a cloud computing model that simplifies the development, operation, and management of applications for businesses, eliminating the need to handle complex infrastructure. As an evolution of Infrastructure as a Service (IaaS), PaaS offers a more abstract level, enabling developers to concentrate on creating applications rather than managing underlying infrastructure. This aspect of PaaS is particularly beneficial for Small and Medium Enterprises (SMEs), as it reduces the time, cost, and complexity involved in application development and deployment.

A key advantage of PaaS for SMEs is its agility. PaaS empowers developers to swiftly develop and deploy applications in various programming languages and frameworks without being concerned about the infrastructure. This accelerates the process for SMEs to innovate, test, and release new applications, aiding them in maintaining a competitive edge and adapting to market changes.

Furthermore, PaaS can lead to significant savings in infrastructure costs for SMEs. By opting for a PaaS provider, SMEs can avoid the expenses associated with purchasing and maintaining servers, databases, and other infrastructure components. Instead, they can adopt a subscription-based model, paying only for the services they use. This approach helps SMEs minimize upfront capital expenses and transition to a more predictable, operational cost model.




4.3 Software as a Service (SaaS)

Software as a Service (SaaS) is another cloud computing model where software is provided over the internet, accessible via a web browser or mobile app. Hosted by a third-party provider, SaaS allows SMEs to use the software on a pay-per-use basis, eliminating the need for costly hardware, software licensing, or maintenance.

SaaS offers considerable flexibility for SMEs. It enables on-demand software access without complex installation or setup, allowing SMEs to quickly utilize necessary software for their business operations without hardware or software maintenance concerns. This convenience saves time and money, allowing SMEs to concentrate on their primary business activities.

SaaS providers often present various subscription plans, giving SMEs the ability to scale their usage according to their evolving needs. This scalability means SMEs can adjust user numbers, storage capacity, or features as their business grows, ensuring they only pay for what they need.
Additionally, SaaS provides SMEs access to high-level software that might otherwise be unaffordable. This includes advanced CRM, ERP software, or project management tools, without significant investment in software licenses, hardware, or IT staff.

However, adopting SaaS also poses challenges. Data security is a primary concern, as SMEs must ensure their chosen SaaS provider has strong security measures to protect data against unauthorized access or cyber-attacks. Compliance with data protection regulations is also crucial.
Another challenge is the limited control over the software. Since SaaS is hosted externally, SMEs may have restricted influence over software features. Therefore, SMEs should thoroughly evaluate the features and capabilities of a SaaS provider to ensure it aligns with their specific needs and requirements.



5. Availability

For any company relying on IT infrastructure, maintaining high availability is crucial. As businesses shift towards the Infrastructure as a Service (IaaS) model, ensuring high availability becomes imperative to reduce data loss and ensure services are accessible 24/7 with minimal or no downtime. This exploration will examine strategies to achieve high availability under two different budget scenarios: one with unlimited funding and another with a medium budget where some service loss might be acceptable under certain conditions. It will also elucidate the concepts of Azure locations, availability zones, and resource groups.

Azure, a comprehensive cloud computing platform, offers various services, including IaaS. It organizes its resources into distinct locations, availability zones, and resource groups. Locations refer to the physical data centers where Azure's infrastructure is housed. Availability zones are separate physical areas within an Azure region, each equipped with independent power, cooling, and networking. Resource groups are logical constructs that organize resources deployed through an Azure subscription.

Case 1: Unlimited Budget

With an unlimited budget, a company's goal is to achieve optimal availability. This can be accomplished by deploying resources across different locations, availability zones, and resource groups. By distributing resources across various locations, a company can ensure continuous service, even if one site experiences an outage.

Using availability zones, a company can establish redundancy and fault tolerance within each location. Each zone is a self-contained entity with independent power, cooling, and networking, reducing the risk of a single point of failure by distributing resources across multiple zones. Additionally, organizing resources into different resource groups allows for efficient management and monitoring based on their lifecycle and interrelationships.

In this scenario, it is advisable for the company to utilize Azure Availability Sets for its virtual machines. Availability Sets distribute VMs across different fault and update domains, enhancing redundancy and mitigating the impact of both planned and unplanned downtime. Moreover, the organization can employ Azure Traffic Manager to distribute traffic across multiple locations, ensuring customers connect to the nearest available instance of the service.

Case 2: Medium Budget

When operating with a medium budget, a company may need to be open to some level of service disruption under certain circumstances. Within this budget constraint, the organization can still aim for high availability by strategically distributing resources across availability zones and resource groups within a single location. This approach, while more cost-effective than distributing resources across multiple sites, still offers a degree of fault tolerance and redundancy.

In this scenario, the company can utilize Azure Availability Zones to distribute its virtual machines across different zones within the same location. This distribution provides fault tolerance and helps ensure that the company's services remain operational, even if one of the zones experiences a failure. Additionally, the organization can use Azure Load Balancer to efficiently distribute incoming traffic among its service instances. This setup enables customers to connect to the nearest operational instance, enhancing service reliability.

To achieve high availability in an IaaS model with a medium budget, it's essential for the company to balance its budget constraints with the desired quality of service. By leveraging Azure's capabilities, such as locations, availability zones, and resource groups, the company can construct a highly available architecture tailored to its specific requirements.
Under an unlimited budget, the ideal strategy involves distributing resources across multiple locations and availability zones to ensure optimal availability. However, with a medium budget, the focus shifts to maximizing fault tolerance and redundancy within a single location, which is a more cost-effective method. This balance allows the organization to maintain a high level of service availability while adhering to its financial limitations.


6. Security

For any organization, especially those deploying public applications in the cloud, security is a paramount concern. Implementing robust security measures is essential in mitigating risks associated with cyber-attacks. This discussion will delineate the differences between authorization and authentication and highlight the importance of multi-factor authentication (MFA), least-privilege permissions, network security groups, and Bastions (also known as jump boxes).

Authorization and Authentication

A strong security strategy requires both authentication and authorization, though they serve distinct functions:

· Authentication is the process of verifying the identity of a user, device, or system attempting to access a resource. Typically, the user presents credentials like a username and password, which are checked against a database of valid credentials. If the credentials match, the user is authenticated.

· Authorization, however, determines the actions an authenticated user is permitted to perform within an application or system. This ensures users access only necessary resources and functionalities for their roles, thus limiting potential attack surfaces.

Multi-Factor Authentication (MFA)

MFA is a security method that necessitates users to provide multiple verification factors to confirm their identity. These factors include something the user knows (like a password), something the user possesses (like a hardware token or smartphone), and/or something the user is (like a biometric identifier such as a fingerprint). MFA significantly enhances security by requiring multiple forms of verification, making unauthorized access more challenging. Implementing MFA, particularly for users with privileged access, is crucial in securing an organization's cloud resources.



Least-Privilege Permissions

The principle of least privilege suggests that users should be granted only the minimum level of access needed to perform their jobs. This minimizes potential damage from compromised accounts or insider threats. In a cloud environment, role-based access control (RBAC) should be employed to ensure users access only necessary resources. Regular audits of user permissions are essential to identify and revoke unnecessary access rights.

Network Security Groups

Network Security Groups (NSGs) control inbound and outbound network traffic to virtual network resources, acting as a virtual firewall. Through NSGs, organizations can establish and enforce network traffic security policies. For example, NSGs can be configured to allow traffic only from trusted IP addresses, thereby reducing the attack surface.
Bastions (Jump Boxes)

A Bastion host, or jump box, is a secure and hardened server that acts as a gateway to other resources within a secure network. By channelling users through the Bastion host before accessing other resources, organizations can enhance control and monitoring of system access. Users must authenticate through the jump box, reducing the risk of direct exposure of critical resources to the internet.

Securing public cloud applications is an ongoing process requiring a comprehensive approach. By understanding the nuances of authentication and authorization and employing security measures like MFA, least-privilege permissions, NSGs, and Bastion hosts, organizations can significantly lower the risk of cyber threats and safeguard their valuable assets.










7. Creating a VM
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Enable Hibernation (preview) © Standard_D2s_v3 - 2 vcpus, 8 GiB memory (US$70.08/month)
Standard_DS1_v2 - 1 vcpu, 3.5 GiB memory (US$53.29/month)

Recommended by image publisher
Admi

rator account Standard_D2s_v3 - 2 vcpus, 8 GiB memory (US$70.08/month)
Authentication type © Standard_D4s_v3 - 4 vcpus, 16 GiB memory (US$140.16/month)
Standard_E2s_v3 - 2 vcpus, 16 GiB memory (US$91.98/month)
See all sizes

virtual machine.
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Home > Create a resource >

Create a virtual machine

Administrator account

Authentication type (O (® sSH public key

QO Password

@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. Itis a fast, simple, and secure way to connect to your
virtual machine.

@ Username must only contain etters, numbers, hyphens, and underscores a
may not start with a hyphen or number.

* azureuser9 v o
Username * © [ I ] @ Usernames must not include reserved words.

The value is in between 1 and 64 characters long.
SSH public key source | Generate new key pair <) @ The value is in n " o

Key pair name * [ Nginx key_0108

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © O None
(® Allow selected ports

Select inbound ports * ‘ SSH (22) v

@ Al traffic from the internet will be blocked by default. You will be able to
change inbound port rules in the VM > Networking page.

Review # croste |
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Home > Create a resource >

Create a virtual machine

Adi

rator account

Authentication type © (® ssH public key
QO Password

@ Azure now automatically generates an SSH key pair for you and allows you to
store it for future use. It is a fast, simple, and secure way to connect to your
virtual machine.

Username * © [(aaureuserss v]
SSH public key source [ Generate new key pair v
Key pair name * [ Nginx key_0108 V]

Inbound port rules

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular
network access on the Networking tab.

Public inbound ports * © QO None
(®) Allow selected ports

Select inbound ports * [ HrTP 80), SSH (22) ~
& e (80)
[ Hres @43)

& ssti22)





