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[bookmark: _Toc213994525]Introduction
In this paper, the author will explore the topic of ransomware, what it is, how it works and why it is a threat. The discussion will cover how ransomware infects computer systems and blocks access to valuable data, how it has evolved in recent years and what the consequences can be for those who become targeted. The author will then examine some of the options available for ransomware victims and attempt to present some of the possible benefits and drawbacks of the differing approaches.
The aim is for the reader to be left with a greater understanding of how ransomware operates, the impact an attack can have on organizational operations and, ultimately, what options are available to reduce that impact.
[bookmark: _Toc213994526]What is Ransomware
Ransomware can be defined as a malicious software, or malware, installed to a computer system by an attacker, which finds important data on the system and renders it inaccessible through encryption [1] [2]. Usually, the attacker will demand a monetary payment, often in the form of cryptocurrency, in exchange for the decryption key needed to restore access to the data [1]. They may also threaten to delete or publicly release the data if payment is not made [1].
Attackers may use vulnerabilities caused by misconfigurations in network security or use phishing emails and other social engineering techniques to infect their victims’ computers [1]. In this case, the victim may click a link in an email and unwittingly download the malicious software [1]. Another common method of gaining access to an organisation’s computer network is through credentials theft [3]. This refers to a scenario in which an attacker is able to steal an employee’s credentials and use them to gain entry to their accounts and access the organization’s data [3].
Although originally designed to target individual computer systems, Ransomware attacks have become increasingly targeted at organizations [1]. A ransomware attack can be highly detrimental both to business operations and data privacy and it is, therefore, essential for organizations to take a proactive approach to protecting their data [1].

[bookmark: _Toc213994527]The Ransomware of Today
[bookmark: _Toc213994528]Ransomware-as-a-Service
Over time, ransomware has developed and become much more sophisticated, with more advanced encryption algorithms that have allowed for larger ransoms, as the victim’s data is much harder to decrypt [2].
This complexity has led to the emergence of new methods of distributing ransomware, such as Ransomware-as-a-Service, or RaaS [2]. RaaS refers to a model of distribution where the task of creating new and more advanced forms of ransomware is handled by a specialised criminal developer [2]. This developer can then assemble their ransomware into kits, which can be distributed to many different cyber-criminals via criminal marketplaces, such as the dark web, usually in exchange for a license fee [2]. This allows for even unskilled cyber-criminals to easily launch an attack whenever they like, without requiring the ability or time to develop ransomware themselves, which can explain why incidents of ransomware attack keep growing exponentially every year [2].
It has also led to ransomware gaining more diverse capabilities, such as cryptocurrency mining, monitoring a victim’s computer activity or taking screenshots of a victim’s login information [2].

[bookmark: _Toc213994529]REvil
One notable example of RaaS is the ransomware REvil, also known as Sodin or Sodinokibi [2]. REvil was created by the developer UNKN and emerged as part of a larger RaaS group in April of 2019 [2]. Since then, many different cyber-criminals have made use of REvil and it has become infamous both for its use in high-profile attacks and its novel RaaS business model [2].
Once REvil has infected a victim’s computer, perhaps through the use of a phishing email, it is directly loaded into PowerShell memory and becomes nearly impossible to detect [2]. At this point, it uses unpatched vulnerabilities to enter the system and persistently encrypt any important data it can find and may also move on to other computer systems on the organization’s network [2]. 
Once all important data has been encrypted, the victim will see a notice on their computer monitor, informing them that the data is being held for ransom, usually with directions to make payment in cryptocurrency [2].
REvil is flexible enough to be used for targeting both large and small businesses and is consistently promoted in criminal marketplaces for cyber-criminals who wish to attack business networks [2].

[bookmark: _Toc213994530]The Consequences of Infection
The threat of ransomware attack remains prominent for organizations around the world and, according to an international survey of 5000 IT managers, the frequency of ransomware attacks is growing exponentially [4].
While ransomware attacks certainly can offer a sizeable financial reward for cyber-criminals, it is only a small part of the damage done to an organization’s reputation and business operation, even when the ransom is not paid [4].
For example, on December 31st 2019, the travel exchange Travelex was targeted with a REvil attack [2]. Despite making multiple attempts, Travelex were unable to fix the damage done by the attack and ended up paying 2.3 million dollars in ransom to the attackers [2]. Travelex was never able to fully recover from the impact of this attack and eventually it resulted in the company going bankrupt [2].
Another public organization, GoveSecA, suffered a large attack, where data on nearly a hundred servers became encrypted [4]. GovSecA lost a lot of critical data because they only had partial backups and were still recovering from the attack eight months later [4].

One study documented 374 ransomware attacks on health care delivery organizations in the US, between 2016 and 2021 [5]. Of all the organizations effected by these attacks, 20.6% had effective backups and were able to restore at least some amount of data [5]. However, for 15.8% of the attacks, the study found evidence that personal health information had been leaked to dark web forums [5].
Typical disruptions to operation included, electronic system downtime (41.7%), delay or cancellations of scheduled care (10.2%) and ambulance diversion (4.3%) [5]. 8.6% of the attacks lead to a disruption of more than 2 weeks [5].

[bookmark: _Toc213994531]Strategies to Mitigate Damage
[bookmark: _Toc213994532][bookmark: _Hlk213703653]Paying the Ransom
Sometimes, paying the ransom is the quickest way for an organization to continue doing business, avoiding loss of revenue from extensive downtime and hopefully recovering their data, however there are many disadvantages to consider [6]. Depending on where an organization is situated, it may be illegal to pay the ransom or there may be limits on the use of public funds for ransom payments and so organizations would be strongly advised to have a legal team aid in the decision [6]. Sometimes, paying the ransom can encourage attackers to continue their activities and may lead them to target more sensitive data or ask for larger ransoms in future attacks [6]. Conversely, there have also been cases where victims have been able to successfully negotiate for a lower ransom, though it is again strongly advisable to seek the aid of professionals with negotiation experience for this endeavour [6].
Though there are many compelling reasons for organizations to avoid paying a ransom but still the decision is not easy [6].  In a survey of 27 IT professionals, the majority of whom had 21-25 years of IT experience, 48% said they were unsure whether they would recommend paying a ransom or not, while another 48% recommended that a ransomware victim should not pay the ransom and only 4% recommended that the ransom should be paid [6]. 
In order to avoid taking on the extensive risks and expenses associated with either option, it is prudent for organizations to focus on implementing preventative measures, such as staff training, robust security policies and comprehensive backups for data recovery [6].

[bookmark: _Toc213994533]Data Backup
Whether the cause is cyber-attack, hardware failure or just accidental deletion, data loss can be catastrophic for both an organization and its customers [7].
To reduce the likelihood of data loss, it is recommended to keep a minimum of three copies of all important data, with at least one copy being stored offsite and another being kept offline and inaccessible from the company network [7]. Backup data should also be stored across at least two different storage mediums [7].
These could include local hard drives, cloud storage or WORM, Write-Once-Read-Many, storage solutions [7]. Local hard drive storage typically refers to onsite storage, made available over the local network infrastructure or hardware that can be physically attached to a user workstation, such as a USB drive [7]. Cloud storage allows you to send a backup of your data offsite to a vendor’s data centre and may include further security benefits like data encryption [7]. WORM storage refers to any storage medium that can only be written to once [7]. Examples include disc-based media, such as single-write CD, DVD and Blu-ray discs, printed media and specialist, single-write solid-state drives [7]. The benefit of this approach is that it prevents the data from being modified at a hardware level [7].
All backups should be monitored and regularly tested to verify integrity of the backup data and ensure the recovery procedures are reliable, effective and efficient [7]. 
[bookmark: _Toc213994534]Conclusion
Ransomware is an existential threat to any organizations, as it can lead to the loss of mission-critical data and sensitive organization or user data being leaked or sold to criminals. Modern ransomware, such as REvil, has pioneered the Ransomware-as-a-Service model that has allowed ransomware to become more sophisticated and made it easier than ever for criminals to obtain the tools to launch a serious cyber- attack. This has led to a notable increase in high profile attacks, with organizations suffering enormous financial and reputational damage from extensive recovery periods or paying millions of dollars in ransom. Although there are legitimate factors to consider in the decision, paying a ransom is expensive and risky and is generally not advised by IT professionals. Instead, it is prudent for organizations to focus on implementing preventative measures, such as data backup and recovery procedures.
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