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[bookmark: _Toc503191919][bookmark: _Toc503192157][bookmark: _Toc536115531]1. Introduction
This report has been produced to provide an overview of risk management, sustainability issues, ethical and legal problems and quality assurance of a hardware/software project.

[bookmark: _Toc536115532]2. Risk Management
As stated by Hoo, risk management is a process where alternative methods are made for dealing with any pre-determined risks [1, p. 3] and is crucial to improve the chance of a project being successful [2, p. 1]. This section will discuss the risk management including risk analysis, planning and monitoring.

[bookmark: _Toc536115533]2.1 Risk Identification
Risk identification can be split into two groups – Strategic, (such as relationships, external politics and organisational reputation) and Operational risk (technical operations, internal politics, finances, management, human resources and the legal side of things) [2, p. 3]. 
	Risk identification can be completed by utilising stakeholders with prior knowledge to the product or project, then brainstorming to highlight any risks to the project, which was completed to obtain a table of risks as shown in table 1. From here a causal map can be produced showing the influence a risk may have and the impact it can cause.

Table 1 – Table of risks
[image: ]

[bookmark: _Toc536115534]2.2 Critical Success Factors
Critical success factors can be defined as the requirements to ensure successful performance for a company [3, p. 73], [4, p. 4]. They can be viewed as a blueprint or roadmap for a company, allowing a project manager to see the project priorities and re-align workload and resources.

[bookmark: _Toc536115535]2.3 Risk Analysis, Prioritisation and Planning
Table 2 - Risk Analysis, Prioritisation and Planning
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[bookmark: _Toc536115536]2.4 Risk Monitoring
The planning in place from section 2.3 regarding the initiation phases and various problems has been successful. Although there have been some hiccups with software integration, most of the risks seemed to be unheard of.
[bookmark: _Toc536115537]2.5 Probability Impact Matrix
Using the risk analysis and prioritisation (P) from section 2.3, the following probability impact matrix [Fig. 2-1] has been produced highlighting the potential impact a risk may have on the project going forwards.
[image: ]
Fig 2-1 – Probability Impact Matrix [5]

[bookmark: _Toc536115538]3. Sustainability
“Sustainable development requires that those who are more affluent should adopt lifestyles within the planets ecological means – their use of energy for example” as outlined by the World Commission on Environment and Development [6, Ch. 3]. Sustainability is required by everybody, including large teams and firms to work toward a common future and help combat climate change, biodiversity loss and deforestation [7, p. 9].
	According to Casal et al [8, p. 3], and further backed by Souter of the International Institute for Sustainable Development [9, p. 8]; the environmental impact of the ICT industry is seen on three different orders. 
The first order impact would be the direct environmental impact the physical ICT industry has had, for example an increase in greenhouse gas emission and an increase in energy consumption.
Second order impact would be related to those affected by the ongoing use of ICT, such as redundancies of employees being replaced by automated services, or the goods or products produced by the industry [10, p. 35].
The third order impact is linked to a large user base over a long-term use of ICT – such as suppliers of products.

[bookmark: _Toc536115539]3.1 First Order
The project could contribute to this impact by the team having to use computers – either their own, or provided by a work/school place, and devices used for testing, such as mobile phones and tablets.
These products will have had to have been produced by a factory, so greenhouse gas emission would be increased, along with a carbon footprint for delivery of the product to the store and to the consumer. During production stages, electronic waste will increase also. For example, as advised by Hoang et al [11], it  requires ~1.8 tons of total raw material to produce an average desktop computer and monitor, the equivalent of a mid-sized vehicle.
The team members of the project could also contribute directly to greenhouse gases depending on their means of transport to the work place. Rather than using private transport, the team members could use public transport to reduce their carbon footprint, or even walk or cycle to the workplace to further reduce said footprint. 
On some occasions rather than travel to a place of work, alternative methods were used for communication such as WhatsApp and Skype – giving members the ability to still communicate verbally and show work completed.
During said meetings, any minutes taken were stored on a collaborative workspace, with each member being able to access and edit the document. This also reduces paper usage (INSERT APPENDIX).
GitHub was used as a platform to host the project, so no additional servers were needed for data storage on the teams end as this was all completed by a 3rd party company.

[bookmark: _Toc536115540]3.2 Second Order
The project may provide opportunity in the job sector as to be successful, when the product is released it may require alerts and updates from the relevant governing or health organisation bodies. This information would need to be populated by said bodies, and this can be stored on a database, or scripts can be written to “mine” the data from the relevant data stores.
	The product upon release may be able to reduce casualties in areas affected by some form of disaster, and/or provide relevant information to people travelling to these areas so they are able to prepare themselves or divert their journey.

[bookmark: _Toc536115541]3.3 Third Order
Post release, the product may even be utilised by emergency or government services to assist with alerting or helping civilians. The application could be used to identify disaster areas and emergency rendezvous locations plotted or pitched, perhaps a safe area for medication and supplies such as food, water, etc…
	The product could also be linked to health records, in case a casualty is found unconscious and it would have access to their health information (with relevant security clearance), possibly increasing the utility of external medical bodies, doctors, hospitals, etc….

[bookmark: _Toc536115542]4. Ethical and Legal
The BCS Code of Conduct [12], sets a precedent for the standards required as a condition for BCS membership. These standards cover the public interest, professional competence and integrity, a level of duty to relevant authority, and a duty to the profession.
	The project shows public interest as the application is being developed to have due regard for public health, privacy, security and wellbeing of others and the environment as outlined in section 1a of the CoC. The application will assist people in disaster areas and is being developed in a sustainable manner.
	From section 2a, while developing the project, the team would only undertake work that is within their professional competence.
	As per section 3e, during production of the application the team would not mis-represent or withhold information on the performance of the application or take advantage of the lack of knowledge of users.
	Finally with section 4f, encouraging and supporting fellow team members in their professional development to build the app.

[bookmark: _Toc536115543]4.1 Brexit
Based on reports provided by the CFG [13] (Charity Finance Group), and the DSC [14] (Directory of Social Change), both assume there will be negative effects on the third sector in regards to funding, procurement and state aid. Although we are uncertain of the outcome of Brexit, if there is no deal then as per guidance from the government, the ECHO could require UK organisations to leave their products, or terminate funding to the UK [15].

[bookmark: _Toc536115544]4.1.1 GDPR
One of the key problems with products, services and systems is data protection. The Data Protection Act 2018 would remain in place and GDPR would be incorporated into it [16]. 
	Post Brexit, the UK won’t be subject to anything decided by the European Court of Justice or Board of Data Protection [17], and the ICO (Information Commissioner’s Office) will no longer be able to influence decisions made by laws or decisions of the EU.

[bookmark: _Toc536115545]5. Quality Assurance
Software failures can lead to serious problems with a system, whether this be a simple mobile phone application gone wrong or a nuclear power plant system malfunction – quality assurance and testing is a must have for any team or company. 
Software malfunctions can cost a company dearly as stated by Humphrey, referenced by Hossain; “Ashton Tate, once the third largest company in the software industry, no longer exists because of software quality defects” [18, p. 133].
From Marchbank and Ross [19, p. 65], there are certain software quality models to follow for development, such as ISO 25010 [20], which defines characteristics that are to be applied to a software project [Fig. 5-1]. 
[image: ]
Fig 5-1 – Quality model from Haoues, et al. [21]

[bookmark: _Toc536115546]5.1 Functional Suitability
As per ISO 25010 [20], the product must meet the stated needs when used under specific conditions. Sub-characteristics of suitability are:
· Completeness - Required to cover all specified objectives.
· Correctness - Required to provide correct results.
· Appropriateness - Required to facilitate the completion of objectives.
The suitability of the application would be primarily gauged during a pilot phase with trial users, obtaining feedback and relevant information.

[bookmark: _Toc536115547]5.1.1 Project Measurement
The application, as it is a prototype, has not been completed so does not currently cover all objectives provided within the PID. Some functionality has been included as show in Appendix 1, therefore meeting the requirement for some objectives, however this is not a full product release.
The application, where it provides relevant information, does provide correct information – such as the currency converter. The currency converter contacts a live web version of a converter and relays the information back to the application. The location tracker, and the information viewer is correct also.
Going forward with a full release, the application would have objective completion, in the fact that it would be able to supply relevant and required information.

[bookmark: _Toc536115548]5.2 Performance Efficiency
From ISO 25010 [20], performance efficiency is the level of performance relative to the amount of resources used. The sub-characteristics of this are:
· Time Behaviour - Response times of a product when performing its objectives.
· Resource Utilisation - Resource types and amounts used by a product when performing its objectives.
· Capacity - The maximum threshold of a product parameter.
Like with suitability, efficiency would primarily be gauged during a pilot stage, obtaining information from test users.

[bookmark: _Toc536115549]5.2.1 Project Measurement
Time behaviour would need to be gauged by users on specific devices perhaps and knowing the processes or features they are attempting to access. There would be a time limit to adhere to as in a disaster, a user wouldn’t want to be waiting a long time for information – it needs to be readily available.
	The application may need to access a various amount of resources, like different types of databases, or different technologies to access information. This would be resolved in the development stage.
	The application would also need to store large amounts of data, so some form of check for memory capacity/usage would be required.

[bookmark: _Toc536115550]5.3 Compatibility
Outlined by ISO 25010 [20], compatibility is  the degree to which a product can exchange information with other systems and/or perform its required objectives. This is comprised of the following sub-characteristics:
· Co-Existence - Performing its functions efficiently while using an integrated work environment and resource with other systems or products
· Interoperability - Where multiple products or systems can utilise data and shared resource with others.

[bookmark: _Toc536115551]5.3.1 Project Measurement
The application needs to be able to run correctly on a device without causing any problems with any other software or hardware in the background – this would need to be resolved on a fault basis, as it would not be possible to identify everything at release.
	Going forwards, the product could be integrated with other applications to exchange information between applications or data stores.

[bookmark: _Toc536115552]5.4 Usability
From ISO 25010 [20], usability is that the system can be used by users to achieve specified goals. Key sub-characteristics of usability are:
· Appropriateness Recognisability - Users can gauge if a system or product is suitable for their requirement(s).
· Learnability - Users can learn how to use the product effectively, efficiently and are satisfied.
· Operability - Product is easy to control and operate.
· User Error Protection - Error prevention/protection for users.
· User Interface Aesthetics – Users find the interface(s) satisfying an supply appropriate interaction.
· Accessibility – Users with the widest range of capabilities are able to achieve their required goal.

[bookmark: _Toc536115553]5.4.1 Project Measurement
The user would be able to gauge appropriateness of a product before downloading it, and there would be some form of feedback the users can provide. User feedback would be key in measuring learnability, operability, aesthetics and accessibility.

[bookmark: _Toc536115554]5.5 Reliability
Reliability is to perform the relevant work under specific conditions for a specific period of time [20]. Under reliability the sub-characteristics are:
· Maturity - Product needs to meet the standard for reliability under normal operation.
· Availability - Product needs to be operational and accessible when the user needs it.
· Fault Tolerance - Product operates as intended, regardless of software or hardware problems.
· Recoverability - If there is a failure, the product can recover the data that has been affected.

[bookmark: _Toc536115555]5.5.1 Project Measurement
The project must be reliable upon release – crash statistics and reports would be required to be sent to the developers for bug and crash fixes. 

[bookmark: _Toc536115556]5.6 Security
This defines the protection of information and data [20] so only authorised products, systems or persons have the relevant access requirements.
· Confidentiality - Accessible by only those who are authorised.
· Integrity - Prevents unauthorised access to, or modification of data
· Authenticity - Identity can be proved.
· Accountability - Entity can be traced uniquely.

[bookmark: _Toc536115557]5.6.1 Project Measurement
The product would need to receive information from relevant, authorised bodies, and not allow the user(s) to update or change information.

[bookmark: _Toc536115558]5.7 Maintainability
Maintainability represented how effective and efficient it may be to modify or improve a product or system [20], and is comprised of the following characteristics:
· Modularity - System is composed of components that if a change were to take place it would have minimum impact on other components.
· Reusability - Asset can be used in more than one system.
· Analysability - Effectiveness and efficiency of assessing impact on a product of a planned change, or to diagnose a product for failures.
· Modifiability - How much a product can be modified without defects or degradation.
· Testability - How effectively test criteria can be established for a product.

[bookmark: _Toc536115559]5.7.1 Project Measurement
Any changes made to the product would be in a test environment, with inhouse developer testing, before being rolled out to trial users. 

[bookmark: _Toc536115560]5.8 Portability
Portability is described as [20] the efficiency of a product being moved from one operational usage environment to another, and is made of the following characteristics:
· [bookmark: _GoBack]Adaptability - A product should have some form of adaptability and integration with current or future systems.
· Install-ability - How easy it is for a product to be installed and/or uninstalled.
· Replaceability - Where a product can replace another software product for the same purpose.

[bookmark: _Toc536115561]5.8.1 Project Measurement
As with maintainability, product releases would be tested in a test environment before being rolled out to a trial phase with a wider user base, this hopefully would allow cover of most systems that use the application.

[bookmark: _Toc536115562]Conclusion
Project management is a requirement for success of a project – there are many methods and standards to complete a project, but without management the best way may not be found – it is a valuable resource to ensure critical success factors are found and hit.
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BeSafs Project - Bi-Weekly Updates

Date: 09-Oct-2018

Assigned Roles

#
Project Member Role Role Change?
David James Back-end Developer N/A (First week of project)
Matthew Dickinson Back-end Developer N/A (First week of project)
Matthew Lewington Ul Developer N/A (First week of project)

[Asgar Ali Database Management N/A (First week of project)
Mohamad Wael Baghdadi Database Management N/A (First week of project)
Jonathan Davies Back-end Developer /A (First week of project)

Bi-Weekly Tasks
Project Member Work Undertaken Completed
David James Researching how to create the PID Yes
Matthew Dickinson Research business case for app Yes
Matthew Lewington Research into relevant technology required for application Yes

[Asgar Ali Researching Disaster recovery application Yes
Mohamad Wael Baghdadi | Researching about the disaster around the world Yes
Jonathan Davies Disaster Research — Specifically the ge s towards disaster Yes

preparedness.
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Bi-Weekly Tasks

Date: 23-Oct-2018

Project Member Work Undertaken Completed
David James Start working in PID Yes
Matthew Dickinson Research Project Scope Yes
Matthew Lewington Further research No
Asgar Ali Discuss and research Disaster Application on the Whiteboard No
Mohamad Wael Baghdadi | Researching what requirement needs for the PID Yes
Jonathan Davies Create a PID to outline the project proposal No

Bi-Weekly Tasks

Dats

e: 06-Nov-2018

Project Member Work Undertaken Completed
David James Researching what we need to build the PID Yes
Matthew Dickinson Research techniques required to develop app No
Matthew Lewington Requirements sheet for application Yes
[Asgar Ali Plan and Design Disaster Application Yes
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Mohamad Wael Baghdadi

Create the PID

No

Jonathan Davies

Start researching potential platforms to build an app

No

Bi-Weekly Tasks

Date: 20-Nov-2018

Project Member Work Undertaken Completed
David James Complete the PID Yes
Matthew Dickinson Complete PID Yes
Matthew Lewington UI/UX requirements No
[Asgar Ali Completed the PID Yes
Mohamad Wael Baghdadi | Research for building the PID, Completed Yes
Yes

Jonathan Davies

Completed PID

Bi-Weekly Tasks

Date: 11-Dec-2018

Project Member

Work Undertaken

Completed
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David James Start to figure out what technology is needed for the app, design the logo Yes
and wireframe

Matthew Dickinson Complete research on back-end app development No

Matthew Lewington Front end development Yes

[ Asgar Ali Discussing the Disaster recovery technology No

Mohamad Wael Baghdadi | Discussing what requirements need to design the app Yes

Jonathan Davies Start to make test programs with Xamarin No

Bi-Weekly Tasks

Date: 19-Dec-2018

Project Member Work Undertaken Completed
David James Tested out the various technology for developing the app Yes
Matthew Dickinson Complete research on back-end app development Yes
Matthew Lewington Further development Yes

[ Asgar Ali Discuss Database and Website Yes
Mohamad Wael Baghdadi | Create a basic design through Word and Marvel website Yes
Jonathan Davies Researched different C# libraries that we may need to implement
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Date: 29-Dec-2018

Bi-Weekly Tasks

Project Member Work Undertaken Completed
David James Starting to implement the front-end design No
Matthew Dickinson Research methods of gathering exchange rate data No
Matthew Lewington Prototype development Yes
[ Asgar Ali Discussing Website design No
Mohamad Wael Baghdadi_| Starting to implement the front-end design Yes
Jonathan Davies Started work on the App front-end/back-end

Date: 05-Jan-2018

Assigned Roles

Project Member Role Role Change?

David James Back-end Developer Front-end

Matthew Dickinson Back-end Developer N/A

Matthew Lewington Ul Developer Database Management
Asgar Ali Database Management Front-end
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Mohamad Wael Baghdadi

Database Management

Front-end

Jonathan Davies

Back-end Developer

N/A

Weekly Tasks

Date: 05-Jan-2018

Project Member Work Undertaken Completed
David James Discussing how to link the database with Android app Yes
Matthew Dickinson Find an API to gather data for exchange rates Yes
Matthew Lewington Research into database requirements No

[ Asgar Ali Discussing the risk categories Yes
Mohamad Wael Baghdadi | Moving to plan B and design a website instead of app No
Jonathan Davies Tried to integrate the database with the application No

Bi-Weekly Tasks

Date: 11-Jan-2018

Project Member

Work Undertaken

Completed
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David James Starting work in HTML, CSS, bootstrap to implement the website Yes
Matthew Dickinson Develop method to retrieve data from exchange rate API Yes
Matthew Lewington Develop database Yes
[ Asgar Ali Started using Visual Studio with Git to collaborate on Website Yes
Mohamad Wael Baghdadi work in website using HTML, CSS, bootstrap Yes
Jonathan Davies Develop a way to link asynchronous pages for the app Yes

Bi-Weekly Tasks

Date: 15-Jan-2018

Project Member Work Undertaken Completed
David James Testing the usability and work out more to improve the website Yes
Matthew Dickinson Implement method to retrieve data from exchange rate APl into the app No
Matthew Le: Continued database development and website integration Yes
Asgar Ali Looking at the Website Design in Bootstrap and test it Yes
Mohamad Wael Baghdadi | Testing the website with the team and see how it looks Yes
Jonathan Davies Help develop method to retrieve data from online/link Json file No

Bi-Weekly Tasks

Date: 17-Jan-2018
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Project Member Work Undertaken Completed
David James Review our team progress Yes
Matthew Dickinson Find alternate methods to parse exchange rate API data
Matthew Lewington Continue website integration, possibly assist with application Yes

[ Asgar Ali Review our team progress. Yes
Mohamad Wael Baghdadi_| Reviewing the prototype Yes

Jonathan Davies

Consolidate team meeting sheets and prepare for demo





