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[bookmark: _Toc223594320]Scope Time Division Calculations (6)

T=8×0.0005=0.004 s

(RC Waveforms and RC Step Response Waveforms, n.d.)
[bookmark: _Toc223594321]Function Generator output square wave (6)
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(Figure 1, From Author)
From the wave we can see the following values:Low Voltage 0V

Peak Voltage = 1.25V
Low voltage = 0
Waveform shape = Square Wave
The function generator produces a square wave alternating between high and low voltage levels. The signal switches between values of 1.25 and 0, giving the wave sharp rising and falling edges
(RC Waveforms and RC Step Response Waveforms, n.d.)
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Capacitor discharging (Exponential)



0V Fully discharged




(Figure 2, From Author)

From the capacitor waveform, we can see an exponential rise and decline where the start of charge is 0%, the time constant is 63% and is fully charged at 100%. The decline mirrors this but in reverse.
(RC Discharging Circuit Tutorial & RC Time Constant, n.d.)


[bookmark: _Toc223594323]Basic Capacitor Calculations (6)

The capacitor equation:    [image: ]
The time constant equation:   [image: ]
Charge time is 2ms
Time constant is 1/5 of a full charge
[image: ]
(RC Integrator Theory of a Series RC Circuit, n.d.)


[bookmark: _Toc223594324]Capacitor discharge table (5)
	Time (s)
	Voltage (V)
	ln (V)
	dy = y2 – y1
dy = ln(V)2-ln(V)1 
	dx = x2- x1 
dx = Time2 – Time1
	dy/dx

	0
	1.25
	0.223
	x
	x
	x

	0.0002
	1.05
	0.049
	-0.174
	0.0002
	-870

	0.0004
	0.90
	-0.105
	-0.154
	0.0002
	-770

	0.0006
	0.75
	-0.288
	-0.183
	0.0002
	-915

	0.0008
	0.60
	-0.511
	-0.223
	0.0002
	-1115

	0.0010
	0.50
	-0.693
	-0.182
	0.0002
	-910

	0.0012
	0.40
	-0.916
	-0.223
	0.0002
	-1115

	0.0014
	0.30
	-1.204
	-0.288
	0.0002
	-1440

	0.0016
	0.20
	-1.609
	-0.405
	0.0002
	-2025

	0.0018
	0.10
	-2.303
	-0.694
	0.0002
	-3470


(Table 1, From Author)
The results in the above table show a decreasing exponential trend; the small variations within the gradient are due to minor measurement inaccuracies caused by human error as well as the resolution of the oscilloscope.


[bookmark: _Toc223594325]Plot log(V) Gradient (5)
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(Figure 3, From Author)
The graph above shows a linear relationship, confirming that the discharge of the capacitor follows an exponential decay. The straight-line behaviour allows for the gradient to be calculated to determine the time constant of the circuit.

[bookmark: _Toc223594326]Gradient Calculations and Compare(8)
[bookmark: _Toc223594327]Gradient Calculations

[image: ]
Using the Excel feature, we can see the equation of the line above. This indicates that the gradient is -1269.7.
Since time is equal to -1/Gradient we know that the time constant of the circuit is:
0.000788 s or 7.88 x 10-4  s

[bookmark: _Toc223594328]Comparison table
	
	Capacitance
	Delta
	Percentage difference

	Actual
	1 µF
	x
	X

	Marker Calculation
	0.50 µF
	0.50 µF
	50%

	Gradient Calculation
	0.79 µF
	0.21 µF
	21%


(Table 2, From Author)

The method of using the gradient provides a closer capacitance value to the marker value. This suggests that the logarithmic method provides more accurate results due to it using multiple data points rather than a single estimate.


[bookmark: _Toc223594329]Capacitor Uses (5)

Capacitors are widely used in all electronic applications; this is due to their ability to store and quickly release electrical energy. They are commonly used in power supplies, where they are used to help smooth out fluctuations in voltage. When the output of the power supply varies, the capacitor quickly discharges to maintain a stable output. This is vital for sensitive components. (Wang, 2016)
Capacitors are also widely used in timing circuits. The charging and discharging of the capacitor can be used to create a time delay. This is then used across equipment such as oscillators, timers and signal generators. This is directly related to the experiment carried out in the lab, as the exponential charge and discharge curves demonstrate how capacitors respond over time.(Timing Circuits, 2017)
Capacitors are also used in the filtering of signals, commonly in audio systems. This is because they can reduce unwanted noise or separate frequencies. For example, in a car audio system, capacitors are used to filter out interference and improve the overall quality.
In automotive systems, capacitors are used to stabilise electrical systems. This can be shown in vehicles with more advanced complex systems. They are used in the ECU, lighting systems and infotainment systems. They are also used in ignition systems due to their ability to quickly release energy used towards the generation of a spark.(What Makes Capacitors Crucial in Automotive Electronics?, n.d.)
Also, capacitors can be used in storage applications such as backup power systems. While they can’t store as much energy as batteries, they can discharge much quicker, making them more useful for certain applications. 


[bookmark: _Toc223594330]Inaccuracies Question (4)

There are several probable reasons for inaccuracies to appear in results, the main one being the oscilloscope’s resolution. The screen is divided into grids, and readings must be visually estimated; this can introduce errors among recorded results.
As well as this, there may have been noise in the signal, electrical interference from surrounding components or poor connections can cause fluctuations within the waveforms. This is mainly noticeable in the discharge curve as it doesn’t appear smooth. This can make taking readings much more difficult. (Mittermayer, 1999)
Human error is also likely to be present across the experiment. When recording values, it is easy to misread or take inaccurate estimates from points on a graph. These small errors may then get amplified across different elements of the experiment as values are used in other sections, such as logarithms or gradients.
Additionally, component loss is also going to be present. The capacitor may not have had an exact level of 1µF as real-life components always have a slight variance from their recorded value. This would impact the time constant and overall behaviour and readings from the circuit.


[bookmark: _Toc223594331]Risk Question (10)

Modern vehicles heavily rely on electronic systems that are networked together, particularly CANBUS, which is used for communication between electronic control units within the vehicle. While this drastically improves functionality and efficiency, it poses an opportunity for cybersecurity-related risks. If these CANBUS systems get compromised, hackers may gain access to vital control systems such as braking, steering an engine control. (Fakhfakh et al., 2022)
This means that methods must be put into place to ensure systems are secure and protected against cybersecurity-related risks, these must be in line with the ISO/SAE 21434 standards. These standards provide a framework which is used for identifying, assessing and managing any risks the system may be exposed to. (ISO/SAE 21434:2021 - Road Vehicles — Cybersecurity Engineering, n.d.)
One key measure is the implementation of secure communication protocols. This includes message authentication and encryption, commonly a form of 2 factor authentication. As well as this, systems are set so that only authorised modules can interact with them, therefore improving security.
Elements within the system are segmented, which means that if the system were to get breached, the severity would be reduced due to only one element of the system being able to be accessed. This means that full control of the vehicle wouldn't be lost. (Bozdal et al., 2020; Pan et al., 2017)
Intrusion detection systems are also implemented into the CANBUS system and are used to monitor the traffic within the system, meaning that non-recognised messages can be detected. If this were to happen, the system could alert the driver to preventive actions to prevent damage. 
Regular software updates and secure coding techniques are also essential to these systems. Vulnerabilities within the ECU can be found and exploited if not managed or designed correctly. Following ISO/SAE 21434 is vital to prevent this.
Vehicle owners must also be aware of physical interactions with the system via the vehicle's OBD port, ensuring that only verified technicians with the correct software and intent can access it.
Recently, vehicle manufacturers have begun adopting a security-by-design approach, in which cybersecurity is considered from the earliest design phases of a vehicle. This includes risk assessments, threat modelling and continuous testing. Secure gateways are also used to control communication between domains, ensuring only safe, controlled data is transmitted. By combining proactive approaches with ongoing monitoring and updates, manufacturers are ensuring systems are encrypted and as safe and secure as possible. (Bozdal et al., 2020)
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