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Introduction 
The database provided is known as Smart IT Equipment Rentals, the purpose of the company is to 
rent IT hardware to a number of local schools, and it documents their activity on the equipment that 
is rented out over a number of years. now the bespoke system needs a redevelopment by editing 
the database without disturbing the data, once the is secured I am then free to pass the updated 
database onto the developers, whilst during this I will research into many different databases 
security threats. And help protect the database.  

Security threats and countermeasures 
unfortunately, database management system is not safe from threats like intrusion, corruption, or 
destruction by people (mainly employees), who have a physical access to the network, once the 
security has been established, from that point the database needs to be protected from 
unauthorized access by authorized users and unauthorized people.  

Intrusion 
This security threat has a specific five stages that it will go through [1], the first stage being recon 
where the threat will study the target before making the attack, it will study the network and its 
systems. The second stage being intrusion, at this point the threat has gained access to the network 
and will disguise itself with the networks traffic and try and detect certain information to then 
exploit or release tools that will inflict damage. the stage three is where the threat will then open 
additional channels and begin launching its Trojans or RATs [2] (backdoors), to then help gain access 
to the system, stage four is then where the threat will begin to remove the data decrypting the 
majority of the data. and finally stage five where the clean-up begins and the threat will then clean 
up its work, if there is no concern for the threat being detected where if the hacker who 
implemented the threat is up to the task, they may then begin to clean up their presence from the 
network leaving no trace of them being there to begin with.  

Corruption 
Data corruption is actually a very common system error or bug that occurs on the system and the 
error appears due to the loss of data or invalid or ill written code [3], in other terms data corruption 
is due to the human error being the most likely term and then hardware and software also being 
alternative sources of the corruption. sometimes corruption due to a bad program is a common 
issue that normally occurs due to a computer fault such as not turning the computer off properly or 
due to not shutting the system down correctly which can cause loss of data or damage to system, 
sometime data corruption can occur due to damage or incomplete spruce code of a file [3]. Data 
corruption may also occur due to hard drive failures or bad RAM.  

A good idea for the system would to be keep regular backups of an up to date system so that you 
can revert back to if needed or compare to your current system to determine where the fault had 
occurred. Using anti-virus software is a good idea also but certain antivirus may mistake source files 
for viruses and erase them because failure to the system which is why it’s a good idea for the backup 
to always be handy on an external device was said by tutorialspoint “prevention is better than 
corruption” [3]. 
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Destruction 
Destruction of data is done by destroying the hard disks of external devices so that they are left in 
readable and cannot be accessed by anyone, some companies may even do this intentionally to stop 
other companies gaining access to their data for unauthorised purposes [4]. Destruction means that 
the data will no longer be accessible by the operating system or application that the author had used 
to create it but that won’t be enough to completely wipe it a dear destruction software will be used 
in order to completely destroy the data it will continuously overwrite the available space until it has 
left the data irretrievable [4].   

Integrity Controls 
Integrity Controls are used to measure the integrity of data, which is a required component of 
information security, it helps refer to the accuracy and consistency of data that is stored in the 
database. integrity controls apply rules that verify database and its operations making sure that the 
database has no corruptions [17]. (see appendix E for screenshot to show permissions granted).  

Use of views 
Views are used for security purposes because they are able to provide an encapsulation of the name 
of the table, a view can be used to show specific data, this could be used to demonstrate simple 
reports of data about the clients in the system [5].  
although views are treated as nothing but logical tables which are used to gather data records from 
a multiple number of tables, it is a simple reporting tool which is used in Sql. but the difference 
between a view and a table is that the definitions of the views are built on top of tables and do not 
hold the data themselves, and if the data is changing in the underlying table, the same changes is 
reflected in the view. [6]  

Authorisation/Authentication issues 
Authentication is the process of verifying who you are before you log on to a computer or into a 
system, When you log into a work or personal computer or system  you are required to use a 
username and password[7], usually the username will be given to you and the password would be 
personal and will follow constraint of a certain syntax such as (Ex4Mpl3) by doing this you are 
authenticating whereas authorisation which is the process of verifying that you have access to a 
resource such as the directory or the hard disk[7]. 

Access control 
The authorisation and authentication issues i have decided to implement access control where I am 
able to grant permissions to people allowing them to select edit or insert into the database [14], by 
allowing users to use the function is risky but can be taken away from users if the tool permissions 
are used inappropriately. (see appendix A for screenshot to show permissions granted).   
But upon looking into the database I discovered that the customer being able to select insert and 
update tables was a bit too much power for them so I revoked their permission to do so. (see 
appendix A for screenshot to show permissions revoked).   
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Backup and recovery of the database 
A backup of a database is a copy of data from your database that can be used to reconstruct that 
data or actually as the same state's backup as in a replacement is the original is damaged and cannot 
be saved, ideally a backup should also be kept up to date as well as the original so that not a huge 
amount of data will be lost[8], a physical backup would be kept on the person as the original may be 
damaged by a system error so the backup will not be damaged as it's kept away from the system and 
then a logical backup can be an exported version of the database where the file will be stored in 
binary form for later re-importing into a database[9].I have created an of network backup for the 
database.(see appendix F for screenshot to show audit).  

Roles of users 
Roles will act sort of as a template for the user in a way to help assign permissions to a database 
user. the roles that could be assigned follow as “read and write” or “read only” and lastly “write 
only” [10] and depending on the role that is granted to the user will then determine the permissions 
that the user is granted.  

Constraints i.e. use of triggers 
Constraints are rules that must be obeyed on the data columns of a table, these are used to limit 
types of data that can go into certain tables, this will then help to ensure the reliability of the data 
entered into the database, constraints are kept on either a column level or also on a table level [11].  
A trigger is an automatic response that is used in a database that takes effect when an event 
happens in the database server. DML triggers will take effect when a user tries to manipulate using 
DML events such as “insert”, “delete” and “update”, which are the statements that are used on the 
table or the view [12].  

Audit 
Using a trigger, I was able to create a manual audit for the customer so it would be able to show, 
who modified a certain record and when it was done [15], which will later allow the user to query 
and report on. (see appendix c for screenshot to show audit).  

Encryption  
Database encryption is split into three different types, there's column level which is voted the best 
as it is the most used in people's databases, and it works by encrypting the columns that are in the 
database [13].  then there's tablespace encryption which is generally used as safeguarding data, 
tablespace allows the user to encrypt all data that the tables are referring. allowing the user to 
choose specific data they want to protect [13], and lastly their file-level which as the name indicated 
protects the whole file rather than row by row or column by column, and when read it will decrypt 
data into the database cache allowing the database to work as id no encryption has taken place [13]. 
I have now encrypted the database to help make it more secure and to protect the customer details 
[16], (see appendix D for screenshot to show Encryption).  
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Conclusion 
In conclusion I feel like I have reached database protection, by following certain procedures I was 
able to then encrypt the database to help protect it against certain aspects and threats, a point I 
would like to make is that due to the protection techniques I have taken I find that I have been able 
to protect the database from when users were able to gain access to data they were not allowed to. 
I can now say I feel as though I helped develop the bespoke system by modifying the structure of the 
database to help it to be more secure.  
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