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Introduction
I am the IT Security Manager for FinSecure Ltd (FSL). A medium-sized financial services company. Recently, the company has experienced a series of security incidents, including phishing attacks and unauthorized access attempts on its network. As a result, the board has mandated the development of a comprehensive security policy aimed at mitigating internal and external threats.
This report aims to show research and appropriate diagrams to produce a solution that will address the identification of threats, security policies, mitigation measures, monitoring and response and training and awareness.

Identification of threats
There are a number of threats both internal and external that FSL are facing such as phishing attacks and unauthorised access attempts on the network. 
Phishing attacks are external threats to FSL where a malicious user or group of users send out fake emails that look official to make employees think that the email came from either a client or someone in a manager position or higher role in FSL, with the goal of getting secure information such as client details or employee details which the malicious user or users will be able to use to either blackmail FSL, sell to competitors or to gain access to the FSL network in which they will be able to create more havoc.
Unauthorized access attempts on the network could be an internal or external threat, in which a user will try to gain access to the network without the permission of a higherup or administrator. These attacks could happen because of an employee has become disgruntled and they can try to gain access to the network to either destroy data or to sell it to a competitor company. Another reason the attack could happen is that a hacker has found a way to break into the network such as using password attacks which the hacker will try all the common password combinations that someone could use in an attempt to break onto the network.

Security policies
Security Policy:
Users:
Must make sure that all devices that are on the network are locked when leaving it unattended at a desk.
Must make sure that passwords are not dictionary words and must have a mixture of numbers symbols and letters which must be changed every 3 months or as soon as a breach has been detected.
Must connect to the office using a VPN as it will make sure their connection is secure and can’t be intercepted by hackers.
Must not respond to any suspicious emails that are flagged as coming from outside the organisation, and must flag them and report it to their higher ups or IT technician.
Must not give out their passwords or have their passwords on a note on their desk.
Admin:
Must make sure that the system that flags external emails is up to date so no potential phishing emails are able to cause a breach.
Must make sure all security measures are up to date at the end of each week unless a breach has happened then it should be checked and improved immediately to stay in compliance with GDPR guidelines.
Must make sure that all employees have access to the VPN on devices such as laptop or company phones that the employees may take home.
Must not have their admin passwords lying about where they can be stolen.
Mitigation measures
VPN
Out of organization email detection 
Locking devices when away.


Monitoring and response

Training and awareness
Staff will be trained on how to deal with scam emails such as how to identify them and what is the correct way to report them. Staff will also be trained on how to keep their devices secured and locked when they are not at them so it prevents any disgruntled staff from accessing the device and causing damage to the company.
To make sure that staff members are trained in the new policy, they will be rotated during their shift where half of the active staff will be working while the other half will be working on the training. They will also have a refresher course every 3 months to make sure that they comply with the policy and if a staff member does not follow the policy and a breach happens then the staff member will face serious consequences while the other members of staff will get the refresher course right after the breach instead of the set time frame since it will make sure that others will not make the same mistakes.
Staff will also be trained on how to use the VPN on the devices they will be given to work from home with, they will also be told who to contact if they are having trouble with their VPNs.
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