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1. Introduction
Enterprise networks are evolving quickly, creating a more complex threat landscape and the need for strong, proactive cybersecurity governance [1].
SOAC Inc. operates across two sites connected by VPN, using both Windows and Linux systems, an effective but potentially vulnerable setup [2]. This report follows the NIST framework and combines Red and Blue Team approaches to assess both attack and defence strategies [3][4][5].
The main goal is to verify connectivity, identify vulnerabilities, test their impact, and recommend practical security improvements [6].
[bookmark: _Toc227003897]2. Network Topology Overview
The SOAC Inc. network simulates a real enterprise across two sites. Swansea (192.168.1.0/24) hosts a Windows Server 2022 Domain Controller providing AD, DNS, and IIS, while London (192.168.2.0/24) runs a Debian server for DHCP relay [7].
Both sites are connected via a secure site-to-site VPN (20.0.0.x). A Kali Linux machine in Swansea (192.168.1.50) is used for security testing with various tools [10][11].
The entire setup runs in VirtualBox, keeping all testing isolated and safe.
[image: ]
Figure 1 shows the SOAC Inc. network layout, with the Swansea (192.168.1.0/24) and London (192.168.2.0/24) sites securely connected through a site-to-site VPN.
[bookmark: _Toc227003898]3. Task 1: Network Verification
Before starting the assessment, the network was carefully checked to make sure IP addressing, routing, and connectivity between both sites were all working correctly [8].
This step is essential; it gives a clear and accurate picture of the network setup before moving on to scanning or exploitation. The results of this verification are recorded as Deliverable 1 of the assessment.
[bookmark: _Toc227003899]3.1 S-DC Network Tests
The ipconfig /all command confirmed that S-DC is correctly configured with IP 192.168.1.10/24, gateway 192.168.1.1, and DNS suffix Swansea.acca.
PING tests verified connectivity within Swansea and across the VPN to London (192.168.2.1 and 192.168.2.10), confirming proper routing and a fully operational tunnel [9].
[image: ]
Figure 2 shows part of the ipconfig /all output from S-DC, highlighting its IP address (192.168.1.10), subnet mask, and default gateway (192.168.1.1).

[image: ]
Figure 3 shows the second part of the ipconfig /all output from S-DC, highlighting the DNS suffix (Swansea.acca) along with detailed network adapter information.


[image: ]
Figure 4 shows a successful ping from S-DC to 192.168.1.10, confirming that local network connectivity and the system’s network adapter are working correctly.
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Figure 5 shows a successful ping from S-DC to 192.168.2.1, confirming that the VPN tunnel is active and the London gateway is reachable.


[image: ]
Figure 6 shows a successful ping from S-DC to 192.168.2.10, confirming end-to-end connectivity with the London server (L-CD).

[bookmark: _Toc227003900]3.2 L-CD Network Tests
The ip address command was run on L-CD to check its network configuration. The results confirm that the server is correctly set up with the IP address 192.168.2.10/24 on its main interface.
To test connectivity, ping checks were performed from L-CD. These showed successful communication across the VPN, with replies from both the Swansea gateway (192.168.1.1) and the Domain Controller (192.168.1.10). A local test also confirmed that L-CD can reach its own interface, indicating there are no issues with the loopback or firewall configuration.

[image: ]
Figure 7 shows the output of the ip address command on L-CD, confirming that the interface is correctly assigned to the IP address 192.168.2.10/24.

[image: ]
Figure 8 shows a successful ping from L-CD to 192.168.1.10, confirming cross-site connectivity to the Swansea Domain Controller (S-DC) over the VPN.
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Figure 9 shows a successful ping from L-CD to 192.168.1.1, confirming that the Swansea gateway is reachable through the VPN tunnel.
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Figure 10 shows a successful ping from L-CD to 192.168.2.10, confirming that the local network stack is functioning correctly.

All network verification tests were successful, confirming that the SOAC Inc. virtual network is correctly configured and the site-to-site VPN is fully operational.
With everything working as expected, this setup provides a solid and reliable foundation for the next stages of the security assessment [9].

[bookmark: _Toc227003901]4. Task 2: Network Security Assessment
[bookmark: _Toc227003902]4.1 Security-Focused OS Deployment (Kali Linux)
Kali Linux was set up as the main security testing machine within the Swansea network, using the IP address 192.168.1.50/24. From this position, it has direct access to local systems and can also reach the London network through the VPN.
As a widely used penetration testing platform, Kali comes with powerful built-in tools like Nmap, Metasploit, Nessus, Wireshark, and enum4linux, making it ideal for both scanning and analysis tasks [10][11]. Before starting any assessment, connectivity from Kali to all target systems across both sites was confirmed to ensure everything was reachable.
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Figure 11 shows part of the ip address output from Kali Linux, highlighting that the eth1 interface is assigned the IP address 192.168.1.50/24 within the Swansea network segment.
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Figure 12 shows the second part of the ip address output from Kali Linux, highlighting the eth2 interface configured with 20.0.0.3/24 for VPN connectivity.
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Figure 13 shows Kali Linux ping test results confirming successful connectivity to the Swansea Domain Controller (S-DC) and the London gateway.

[image: ]
Figure 14 shows Kali Linux ping test results confirming successful connectivity to the London server (L-CD) at 192.168.2.10.

[bookmark: _Toc227003903]4.2 Information Gathering and Reconnaissance
Reconnaissance was performed using Nmap to identify active hosts and scan for open ports, services, and versions across both subnets [12].
Results showed that S-DC (192.168.1.10) has a wide attack surface with services like DNS, IIS, SMB, LDAP, and RDP, while L-CD (192.168.2.10) exposes mainly SSH and DNS. These findings guided the vulnerability analysis phase [13].
Further enumeration with enum4linux revealed domain users, groups, and password policies without authentication, highlighting a significant information disclosure risk [13].
[image: ]
Figure 15 shows the results of the Nmap host discovery scan, identifying all active hosts across the 192.168.1.0/24 and 192.168.2.0/24 networks.
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Figure 16 shows the first part of the Nmap service scan for S-DC (192.168.1.10), highlighting detected open ports and their associated service versions.
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Figure 17 shows the second part of the Nmap service scan for S-DC (192.168.1.10), including script results and operating system detection details.
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Figure 18 shows the Nmap service scan results for L-CD (192.168.2.10), identifying SSH and DNS as the primary exposed services.
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Figure 19 shows the first part of the enum4linux output, where domain users and group information were successfully extracted from the Swansea.acca domain.
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Figure 20 shows the second part of the enum4linux results, highlighting the extracted password policy details and shared resource enumeration.

[bookmark: _Toc227003904]4.3 Vulnerability Assessment
A vulnerability scan was performed using Nessus Essentials across both network ranges to identify security weaknesses [14].
Nessus checks for known vulnerabilities, misconfigurations, and insecure services, ranking each issue using the CVSS v3.1 scoring system for consistent severity assessment [15].
Table 1 summarises six key vulnerabilities, ordered by severity.

[image: ]
Figure 21 shows the first part of the Nessus Essentials scan results, listing identified vulnerabilities along with their severity ratings.
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Figure 22 shows a summary view of the Nessus Essentials scan results, providing an overview of all identified vulnerabilities.

Table 1: Selected Vulnerabilities by Severity
	ID
	Vulnerability Name
	Host
	Severity
	CVSS
	Description

	V-01
	SSL Medium Strength Cipher Suites (SWEET32)
	S-DC
(192.168.1.10)
	HIGH
	7.5
	Uses outdated 64-bit cipher suites (CVE-2016-2183), making encrypted sessions vulnerable to SWEET32 decryption attacks.

	V-02
	SMB Service Exposed / Credential-Based Access
	S-DC
(192.168.1.10)
	HIGH
	7.8
	SMB (Port 445) accepts domain credentials, allowing remote access and potential lateral movement across systems.

	V-03
	Echo Service Running (Unnecessary Service)
	All Hosts
	MEDIUM
	6.5
	Echo service (Port 7) is enabled, which can be abused for DoS amplification and network scanning.

	V-04
	LDAP / AD Information Disclosure
	S-DC
(192.168.1.10)
	MEDIUM
	5.9
	LDAP (Port 389) exposes Active Directory data like users, groups, and policies to enumeration tools.

	V-05
	SSH Weak Cipher Configuration
	L-CD
(192.168.2.10)
	LOW
	3.7
	SSH may allow outdated cipher suites, increasing risk of downgrade-based attacks in certain scenarios.

	V-06
	ICMP Unrestricted / Network Discovery
	All Hosts
	LOW
	3.1
	Systems respond to ICMP requests without restriction, making network mapping easier for attackers.





[image: ]
Figure 23 shows the Nessus findings for the SWEET32 vulnerability on host 192.168.1.10, highlighting a CVSS score of 7.5 and details about the use of weak SSL cipher suites.


[image: ]
Figure 24 shows the Nessus detection results for the Echo service vulnerability, highlighting its CVSS score of 6.5 and associated risk details.

[bookmark: _Toc227003905]5. Task 3: Ethical Hacking of SWANSEA.ACCA
All exploitation activities in this section were carried out strictly within the approved scope of this academic assessment and confined to an isolated VirtualBox environment.
At no point were external or live production systems targeted or impacted, ensuring the exercise remained safe, controlled, and fully compliant with ethical guidelines [16].
[bookmark: _Toc227003906]5.1 Vulnerability Confirmation with Nmap NSE Scripts
Before moving to exploitation, Nmap Scripting Engine (NSE) scripts were used to double-check the vulnerabilities identified by Nessus.
This step is important because it confirms the issues are real and exploitable, not just false positives, and provides extra technical evidence to support the next phase of testing [12].
[bookmark: _Toc227003907]5.1.1 SWEET32 Confirmation — SSL Cipher Enumeration (V-01)
The ssl-enum-ciphers NSE script was run against ports 443 and 3389 on S-DC (192.168.1.10) to identify which SSL/TLS cipher suites the server supports.
The results confirmed the use of weak 64-bit cipher suites (3DES/DES-CBC3-SHA), verifying the SWEET32 vulnerability (CVE-2016-2183) previously flagged by Nessus with a CVSS score of 7.5. In practical terms, this means that if an attacker can capture enough encrypted traffic, they could potentially decrypt parts of the session using a birthday attack [15].

[image: ]
Figure 25 shows the results of the ssl-enum-ciphers scan, confirming that 64-bit block ciphers are enabled on S-DC ports 443 and 3389, validating the presence of the SWEET32 vulnerability (V-01).

[bookmark: _Toc227003908]5.1.2 SMB Signing Disabled Confirmation (V-02)
The smb-security-mode NSE script was used on S-DC to check how SMB signing is configured.
The results showed that message signing is supported but not enforced. In other words, SMB sessions can still run without integrity checks in place. This is important because it opens the door to NTLM relay attacks, where an attacker can intercept authentication traffic and reuse it to access other systems without needing the actual password [17].
[image: ]
Figure 26 shows the smb-security-mode scan results, confirming that SMB signing is not required on S-DC (192.168.1.10), which supports the identified NTLM relay risk (V-02).

[bookmark: _Toc227003909]5.1.3 Echo Service Confirmation (V-03)
An Nmap scan targeting TCP port 7 was run on both S-DC (192.168.1.10) and L-CD (192.168.2.10) to verify the presence of the Echo service flagged by Nessus.
The results confirmed that port 7 is open on both systems, proving the service is active and unnecessarily exposed. This matters because the Echo service can be abused in denial-of-service scenarios, for example, by bouncing traffic between two hosts to create a continuous loop that overwhelms the network [12].
[image: ]
Figure 27 shows the Nmap scan results for TCP port 7, confirming that the Echo service is open on the target hosts and validating vulnerability V-03.

[bookmark: _Toc227003910]5.2 Exploitation Methodology
After confirming the vulnerabilities with NSE scripts, active exploitation was carried out using the Metasploit Framework, a widely used tool in professional penetration testing thanks to its extensive library of modules [11].
The focus was on two key areas: V-02, which involves SMB credential-based access, and V-03/V-06, which relate to network discovery through Echo and ICMP.
[bookmark: _Toc227003911]5.2.1 High Severity — SMB Exploitation (V-02)
SMB exploitation was carried out in several stages to clearly demonstrate the level of exposure.
The first step was a null session attack against S-DC, aiming to enumerate shared resources without any authentication. The results confirmed that unauthenticated SMB access is possible, revealing an immediate security weakness [17].
[image: ]
Figure 28 shows the results of a null session SMB attempt, where smbclient was used to enumerate shared resources on 192.168.1.1 without authentication.

Hydra was used to brute force the SMB service, successfully recovering the Administrator password.
This shows how weak passwords can be easily compromised, giving attackers high-level access.
[image: ]
Figure 29 shows the results of the Hydra brute force attack on SMB, where the Administrator password was successfully recovered using a dictionary-based method.

Further SMB exploitation confirmed that authenticated access was successfully obtained, along with the ability to move laterally across the domain environment.
[image: ]
Figure 30 shows the SMB exploitation results, confirming that authenticated access was successfully obtained on S-DC.

The Metasploit psexec module was then used to attempt remote access over SMB on 192.168.1.1:445. Authentication was successful, showing that the compromised credentials were valid.
However, the Meterpreter payload was detected and blocked by Windows Defender on Windows Server 2022 before it could run. This highlights two key points: Windows Defender can effectively stop known attack payloads, but at the same time, compromised credentials still pose a serious risk to the system [17].
[image: ]
Figure 31 shows the configuration of the Metasploit psexec module, including RHOSTS set to 192.168.1.1, SMBUser as Administrator, and LHOST as 192.168.1.50.


[image: ]
Figure 32 shows the result of the Metasploit psexec attempt, where SMB authentication succeeded but the payload execution was blocked by Windows Defender.
[bookmark: _Toc227003912]5.2.2 High Severity — FTP Service Exploitation
During the rpcclient enumeration phase, a dedicated ftpuser account was discovered on S-DC, suggesting that an FTP service is active.
This was confirmed with Nmap, which showed that port 21 is open and accepting connections. Further testing demonstrated that the FTP service allows unauthorised file access, exposing sensitive data. A key issue here is that FTP sends credentials in plaintext, making it highly insecure and a serious risk in enterprise environments [12].

[image: ]
Figure 33 shows the Nmap scan results confirming that port 21 is open on S-DC (192.168.1.1), indicating that the FTP service is active.
[image: ]
Figure 34 shows the FTP exploitation results, where authenticated access was successfully gained using the ftpuser account on S-DC.

[bookmark: _Toc227003913]5.2.3 Medium Severity — LDAP Information Disclosure (V-04)
The ldapsearch tool was used to query the Active Directory LDAP service on S-DC without needing elevated privileges.
The query successfully returned detailed domain information, including user accounts, organisational units, and other directory attributes. This confirms the LDAP information disclosure issue identified by Nessus, showing that sensitive data can be accessed with minimal effort [13].
[image: ]
Figure 35 shows ldapsearch results, confirming that Active Directory data can be retrieved from 192.168.1.1, validating V-04.

[bookmark: _Toc227003914]5.2.4 Low Severity — SSH Brute Force (V-05)
Hydra was used to run a dictionary attack against the SSH service on L-CD (192.168.2.10), targeting the root account.
The attack successfully recovered the login credentials, showing that weak passwords, combined with the insecure cipher setup from V-05, make it easier for attackers to gain access through both brute force and cryptographic weaknesses [11].
[image: ]
Figure 36 shows the Hydra attack results, confirming that root credentials were successfully recovered on L-CD (192.168.2.10), validating V-05.

[bookmark: _Toc227003915]5.2.5 Medium/Low — Network Discovery (V-03/V-06)
An Nmap ICMP ping sweep (nmap -sn) identified all active hosts, showing how easily a network can be mapped.
Because it operates at a low level, it may avoid detection, and with Echo service (Port 7) active, it increases the risk of DoS amplification attacks [12].
[bookmark: _Toc227003916]5.3 Post-Exploitation Assessment
Although the payload was blocked by Windows Defender, the gained access still poses serious risks.
With domain admin credentials, an attacker could move across systems, maintain access, and retrieve sensitive Active Directory data. This highlights the need for strong passwords, MFA, and network segmentation [18].


[bookmark: _Toc227003917]6. Task 4: Preventive Security Measures
The following security measures are recommended to address the six identified vulnerabilities.
Each recommendation aligns with the NIST CSF Protect function and CIS Controls Version 8, ensuring they follow recognised best practices [19]. To make remediation more effective, the measures are prioritised from high to low severity, helping focus on the most critical risks first.
[bookmark: _Toc227003918]6.1 Mitigate V-01 — SSL/TLS Hardening (SWEET32)
Disable 64-bit cipher suites on IIS, RDP, and LDAP, and enforce TLS 1.2/1.3 using IIS Crypto or Group Policy.
Apply Microsoft Security Advisory 3155527 to fix CVE-2016-2183, removing the SWEET32 risk and protecting encrypted sessions [20].
[bookmark: _Toc227003919]6.2 Mitigate V-02 — SMB Signing and Password Policy
Enable SMB signing through Group Policy by setting “Microsoft network server: Digitally sign communications (always)” to Enabled to block relay attacks.
Strengthen password policies (minimum 15 characters, complexity, and account lockout after failed attempts) and enforce MFA for all administrator accounts to prevent misuse of compromised credentials [21].
[bookmark: _Toc227003920]6.3 Mitigate V-03 — Disable Echo Service
Disable the Echo service (port 7) on all hosts, as it’s unnecessary and increases risk. On Windows, use sc config echo start=disabled, and on Linux, disable it in inetd/xinetd and restart the service.
More broadly, remove any unused services following CIS benchmarks, this helps reduce the overall attack surface and limits potential entry points.
[bookmark: _Toc227003921]6.4 Mitigate V-04 — LDAP Signing and Channel Binding
Enable LDAP signing on S-DC via Group Policy by setting “Domain controller: LDAP server signing requirements” to Require signing. Also enable LDAP channel binding (CBT).
These controls block LDAP relay attacks and prevent unauthorised tools like enum4linux from enumerating Active Directory data.
[bookmark: _Toc227003922]6.5 Mitigate V-05 — SSH Cipher Hardening (L-CD)
Update the SSH configuration on L-CD (/etc/ssh/sshd_config) to allow only secure ciphers like aes256-gcm, aes128-gcm, and chacha20-poly1305, and remove outdated ones such as arcfour, 3des-cbc, and blowfish-cbc.
After making changes, restart SSH (sudo systemctl restart sshd). This prevents downgrade attacks and strengthens SSH security.
[bookmark: _Toc227003923]6.6 Mitigate V-06 — ICMP Restriction and Monitoring
Configure Windows Defender Firewall on S-DC to block ICMP echo requests from untrusted sources, allowing only approved management hosts. On L-CD, apply similar restrictions using iptables.
In addition, use monitoring tools like Wireshark or an IDS to detect unusual traffic patterns, such as ICMP floods or port scans, so threats can be identified and addressed quickly [22].

[bookmark: _Toc227003924]7. Conclusion and Self-Reflection
This report assessed the SOAC Inc. network using the NIST framework, confirming proper connectivity and identifying six vulnerabilities, including critical issues like SWEET32 and SMB exposure. While Windows Defender blocked payload execution, successful authentication showed that credential compromise remains a major risk. Recommended controls address all identified weaknesses [23].
This assessment also strengthened my practical understanding of cybersecurity. Using tools like enum4linux and Hydra showed how easily sensitive data and weak passwords can be exploited, while troubleshooting improved my knowledge of networking and routing. Overall, it helped bridge the gap between theory and real-world practice [19].
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DNS Servers . . . . . .

NetBIOS over Tcpip. . .

Ethernet adapter Ethernet:

Connection-specific DNS Suffix

Description . . . . . .

Physical Address. . . .
DHCP Enabled.

Autoconfiguration Enabled .

Link-local IPvE Address .

Autoconfiguration IPv4 Address.

Subnet Mask . . . . . .
Default Gateway . -
DHCPvE IAID . . . . . .
DHCPvE Client DUID.

DNS Servers . . . . . .

NetBIOS over Tcpip.

C:\Users\Administrator>g

: 168296487
: B0-81-88-81-38-66-31-66-68-608-27-1A-80-9D

1

127.98.8.1
: Enabled

: Intel(R) PRO/180@ MT Desktop Adapter #3
: 0B-00-27-E7-08-71

: No

: Yes

: feB@::963f:3d12:1761:eab6X16(Preferred)
: 20.8.8.1(Preferred)

: 255.255,255.252

: 185873783
. 00-81-00-01-30-66-31-86-88-00-27-1A-80-9D

1

192.168.1.1
: Enabled

Intel{R) PRO/1868& MT Desktop Adapter #4

. BB-8@-27-5A-B4-B2

: Yes

: Yes

: fe86::8176:92:dd5b:4cad®s(Preferred)
: 169.254.128.69(Preferred)

: 255.255.8.0
: 453589159
: 6@-81-0e-01-30-66-31-06-08-00-27-1A-88-9D
: fece:@:@:fFff::1%1
feco:0:0:FFFf::2%1

fece:@:0:fFff::3%1
: Enabled
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Applications ¥ Places ¥ [ Terminal v Fri05:54

root@osboxes: ~
File Edit View Search Terminal Help
root@oshoxes:~# ip a

. 1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default
glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
. inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
«~ 2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
default qlen 1000
link/ether 08:00:27:9b:cf:5¢c brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute ethe
valid 1ft 86149sec preferred 1ft 86149sec
inet6 fdeo::74bl:e8e0:442a:2f24/64 scope global temporary dynamic
valid 1ft 86151sec preferred 1ft 14151sec
inet6 fdee::ae@:27ff:fe9b:cf5c/64 scope global dynamic mngtmpaddr noprefixrou

valid 1ft 86151sec preferred 1ft 14151sec
o inet6 fe80::a00:27ff:fe9b:cf5¢c/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
default glen 1000
link/ether 08:00:27:90:70:2f brd ff:ff:ff:ff:ff:ff

see inet 192.168.1.50/24 brd 192.168.1.255 scope global ethl

LR

valid 1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:fe90:702f/64 scope link
valid 1ft forever preferred 1ft forever

4: eth2: <BROADCAST ,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo_fast state UP gro
un defanlt nlen 1AAA
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> Running

“ Kali2019 [Running] - Oracle VirtualBox — O X

Applications ¥ Places v  [J Terminal » Fri05:54

root@osboxes: ~

File Edit View Search Terminal Help
valid 1ft forever preferred 1ft forever
2: eth®: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default qlen 1000
link/ether 08:00:27:9b:cf:5¢c brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute eth@
valid 1ft 86149sec preferred 1ft 86149sec
inet6 fdeoO::74bl:e8e0:442a:2f24/64 scope global temporary dynamic
valid 1ft 86151sec preferred Lft 14151sec
inet6 fdeo::a@0:27ff:fe9b:cf5c/64 scope global dynamic mngtmpaddr noprefixrou

te
valid 1ft 86151sec preferred 1ft 14151sec
inet6 fe80::a00:27ff:fe9b:cf5c/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default glen 1000
link/ether 08:00:27:90:70:2f brd ff:ff:ff:ff:ff:ff
inet 192.168.1.50/24 brd 192.168.1.255 scope global ethl
valid 1ft forever preferred 1ft forever
inet6 feB80::a00:27ff:fe90:702f/64 scope link
valid 1ft forever preferred 1ft forever
4: eth2: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gro
up default glen 1000
link/ether 08:00:27:70:1b:2b brd ff:ff:ff:ff:ff:ff
o inet 20.0.0.3/24 brd 20.0.08.255 scope global eth2
valid 1ft forever preferred 1ft forever
inet6 fe80::a00:27ff:fe70:1b2b/64 scope link
valid 1ft forever preferred 1ft forever
root@osboxes:~# [J
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“ Kali2019 [Running] - Oracle VirtualBox — O X

Applications ¥ Places v  [J Terminal » Fri06:05

root@osboxes: ~

File Edit View Search Terminal Help
root@oshoxes:~# ping 192.168.1.1
PING 192.168.1.1 (192.168.1.1) 56(84) bytes of data.
64 bytes from 192.168.1.1: icmp seq=1 ttl=128 time=0.582 ms
64 bytes from 192.168.1.1: icmp seq=2 ttl=128 time=0.562 ms
64 bytes from 192.168.1.1: icmp seq=3 ttl=128 time=1.35 ms
~C
--- 192.168.1.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2039ms
rtt min/avg/max/mdev = 0.562/0.831/1.350/0.366 ms
root@osboxes:~# ping 192.168.1.160
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.
64 bytes from 192.168.1.10: icmp seq=1 ttl=128 time=0.885 ms
64 bytes from 192.168.1.10: icmp seq=2 ttl=128 time=0.888 ms
64 bytes from 192.168.1.10: icmp seq=3 ttl=128 time=1.16 ms
64 bytes from 192.168.1.10: icmp seq=4 ttl=128 time=1.92 ms
~C
--- 192.168.1.10 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3008ms
rtt min/avg/max/mdev = ©.885/1.213/1.923/0.424 ms
root@osboxes:~# ping 192.168.2.1
PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.
64 bytes from 192.168.2.1: icmp seq=1 ttl=63 time=2.09 ms

64 bytes from 192.168.2.1: icmp seq=2 ttl=63 time=2.42 ms
s:: 64 bytes from 192.168.2.1: icmp_seq=3 ttl=63 time=2.83 ms

~C
--- 192.168.2.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2005ms

rtt min/avg/max/mdev = 2.085/2.444/2.831/0.305 ms
raontAnchnyepc-~# ninn 192 1AKR 2 1A

>z ON
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“ Kali2019 [Running] - Oracle VirtualBox — O X

Applications ¥ Places v [=) Terminal ~ Fri 06:06 I » ~90-~

root@osboxes: ~

File Edit View Search Terminal Help

PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.

64 bytes from 192.168.1.10: icmp seq=1 ttl=128 time=0.885 ms
64 bytes from 192.168.1.10: icmp seq=2 ttl=128 time=0.888 ms
64 bytes from 192.168.1.10: icmp seq=3 ttl=128 time=1.16 ms

64 bytes from 192.168.1.10: icmp seq=4 ttl=128 time=1.92 ms

~C

--- 192.168.1.10 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3008ms
rtt min/avg/max/mdev = 0.885/1.213/1.923/0.424 ms
root@osboxes:~# ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(84) bytes of data.

64 bytes from 192.168.2.1: icmp seq=1 ttl=63 time=2.09 ms

64 bytes from 192.168.2.1: icmp seq=2 ttl=63 time=2.42 ms

64 bytes from 192.168.2.1: icmp seq=3 ttl=63 time=2.83 ms

~C

--- 192.168.2.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2005ms
rtt min/avg/max/mdev = 2.085/2.444/2.831/0.305 ms
root@osboxes:~# ping 192.168.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data.

64 bytes from 192.168.2.10: icmp seq=1 ttl=62 time=19.1 ms

64 bytes from 192.168.2.10: icmp seq=2 ttl=62 time=23.2 ms

... 64 bytes from 192.168.2.10: icmp seq=3 ttl=62 time=17.5 ms

see "(C

... 192.168.2.10 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2004ms
rtt min/avg/max/mdev = 17.500/19.931/23.233/2.419 ms
root@osboxes:~# [J

>z ON
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= Running root@oshoxes:~# nmap -sn 192.168.1.0/24 192.168.2.08/24
Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-27 06:17 EDT
Nmap scan report for 192.168.1.1

Host is up (0.0025s latency).

MAC Address: 08:00:27:52:B3:AE (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.1.10

Host is up (0.0040s latency).

MAC Address: 08:00:27:A5:22:E8 (Oracle VirtualBox virtual NIC)
Nmap scan report for 192.168.1.50

Host is up.

Nmap scan report for 192.168.2.1

Host is up (0.022s latency).

Nmap scan report for 192.168.2.10

Host is up (©.041s latency).

Nmap done: 512 IP addresses (5 hosts up) scanned in 6.47 seconds
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=> Running root@oshoxes:~# nmap -sV -sC -p- 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-27 06:52 EDT

MAC Address: 08:00:27:A5:22:E8 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

?é IE11 - Win7
| @ Powered Off

V' New group 2

@’@lf’l’;' . Nmap scan report for 192.168.1.10
: R Host is up (0.045s latency).
N . Not shown: 65523 closed ports
= PORT STATE SERVICE VERSION
% Clients1 . 135/tcp open msrpc Microsoft Windows RPC
~ Running -~ 139/tcp open netbios-ssn Microsoft Windows netbios-ssn
O ~ 445/tcp open microsoft-ds?
5040/tcp open unknown
NiE=dzcup) . 49664/tcp open msrpc Microsoft Windows RPC
' New group 49665/tcp open msrpc Microsoft Windows RPC
' 49666/tcp open msrpc Microsoft Windows RPC
Kl 49667/tcp open msrpc Microsoft Windows RPC
¥ Running 49669/tcp open msrpc Microsoft Windows RPC
T, g OWASP Broken Web Apps 1.2 ﬂ 49670/tcp open msrpc Microsoft Windows RPC
I © powered Off 49708/tcp open msrpc Microsoft Windows RPC
o 49734/tcp open msrpc Microsoft Windows RPC

Host script results:

Linux Debian All Packages I_ClOCk'SkeW: -25

= Running s:: | _nbstat: NetBIOS name: CLIENTS1, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:
a5:22:e8 (Oracle VirtualBox virtual NIC)

| smb2-security-mode:

| 2.02:

| Message signing enabled but not required

| emh?-time-
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=> Running 445/tcp open microsoft-ds?
, 5040/tcp open unknown
%;"C‘ 49664/tcp open msrpc Microsoft Windows RPC
! Running 49665/tcp open msrpc Microsoft windows RPC
& EEERT 49666/tcp open msrpc Microsoft Windows RPC
- 49667 /tcp open msrpc Microsoft Windows RPC
Eza Clients1. 49669/tcp open msrpc Microsoft Windows RPC
# Running 49670/tcp open mMsrpc Microsoft Windows RPC
O 49708/tcp open msrpc Microsoft Windows RPC
49734/tcp open msrpc Microsoft Windows RPC

VvV New group

MAC Address: 08:00:27:A5:22:E8 (Oracle VirtualBox virtual NIC)

0 M Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Kali2019

Host script results:
"Running

| clock-skew: -2s
| nbstat: NetBIOS name: CLIENTS1, NetBIOS user: <unknown>, NetBIOS MAC: ©8:00:27:
a5:22:e8 (Oracle VirtualBox virtual NIC)

smb2-security-mode:

i, g OWASP Broken Web Apps 1.2
, @ Powered Off

?é IE11 - Win7 2.02:
- © powered off Message signing enabled but not required

>z ON

D date: 2026-03-27T10:55:55

I

I

|

| smb2-time:
I

| start date: N/A

Linux Debian All Packages
LN ]

> Running ces
s

Service detection performed. Please report any incorrect results at https://nmap.
org/submit/

Nmap done: 1 IP address (1 host up) scanned in 245.86 seconds
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=> Running root@oshoxes:~# nmap -sV -sC -p- 192.168.2.10
Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-27 06:58 EDT
Nmap scan report for 192.168.2.10

Host is up (©.011s latency).

All 65535 scanned ports on 192.168.2.10 are filtered
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Nmap done: 1 IP address (1 host up) scanned in 1332.80 seconds
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