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[bookmark: _Toc98950434]Introduction
In this assignment, the report will perform two separate tasks, task 1 will consist of a detailed research paper about Security Technologies and review why modern organizations need to create an environment that protects, detect, react and safeguards applications using the organization’s IT systems and infrastructure. The second task involves the report using a case scenario to design an approach to meet the needs of the case scenario.

[bookmark: _Toc98950435]Task 1- Research in Data Security and Compliance
 
[bookmark: _Toc98950436]1. What are security technologies?
Security technologies as Stosic, Lazar & Veličković, Draganto put it simply security is “the maintenance of the level of acceptable risk.  The risk is the result of accumulation of threats and weaknesses of the consequences. Since it is a process means that it must be planned and systematically monitor the system status and possible threats that can come from outside.” [1] these in a computing scenario would consist of firewalls, access controls, VPNs, etc. these technologies play numerous roles in protecting users’ data and systems for example firewalls are designed to assess the network traffic coming through and filter out any traffic that could be a potential danger to the user’s system.


[bookmark: _Toc98950437]1.1. Types of Security Technologies
 
[bookmark: _Toc98950438]A- Access control
Access control does what it says on the tin it lets users improve their network security by restricting user access and resources to only the sections of the network that directly apply to specific users’ duties. This is beneficial to a business as a lot of cyber security threats occur within the network and not from outside hackers as some would think for example in September 2018 a former cisco employee used his knowledge of the company’s security mechanism and abused its weakness to gain access to the cloud infrastructure and deploy his code to delete 456 virtual machined used by cisco’s WebEx teams application, as a result of this attach approximately 16,000 users of WebEx could not access their account for 2 weeks. [2] this cost the company around $1.4 million to audit and repair the damage caused and an additional $1 million in compensation for the customers who were affected by the attack this was able to occur as the company supposedly did not have two-factor authentication on their private data as well as lacking addition security methods such as Access control. 

[bookmark: _Toc98950439]B- Anti-malware software
To first understand Anti-malware the report must understand what malware is. The National Institute of Standards and Technology put it simply as “Malware, also known as malicious code, refers to a program that is covertly inserted into another program with the intent to destroy data, run destructive or intrusive programs, or otherwise compromise the confidentiality, integrity, or availability of the victim’s data, applications, or operating system” [3]. Anti-malware technology is designed to detect these unsafe programs that may contain spyware, adware, and/or worms and stop them from spreading throughout the network and system. Anti-malware and antivirus software may additionally be able to assist in resolving malware infections, reducing the damage to the network. The software does all this by utilizing behaviour monitoring which is a technique that looks at a file and if it shows suspicious behaviours the software will flag it as possible malware, another method that anti-malware uses is sandboxing where the software holds certain files it deems as suspicious and analyses it where threats will be removed from the file and then released back into the system while still being monitored for further dangers. The final method that anti-malware deals with malware is to simply remove the malware from the system before it can spread and cause extreme damage to the system/network take note all these methods are performed within seconds of the malware being detected which makes anti-malware an effective and useful tool for an organization to keep their infrastructure secure and safe. 

[bookmark: _Toc98950440]C- Data loss prevention
One of the biggest threats to an organization is undoubtedly human error, as we humans are prone to mistakes which is normal however from an IT and business perspective these mistakes can be catastrophic and cost companies thousands maybe millions to correct the errors. This is where data loss technology come in useful as it is designed to help protect staff and other users from abusing and perhaps compromising sensitive data or letting data out of the network. This is very important to an organization as stolen data is often sold on the Dark Web, where individuals and groups can purchase and use it for their own benefit. Certain data types sell for up to a few thousand dollars [4]. This can be very damaging for a company. the little risk of data loss or leaks can save the organization paying extortionate fines or paying endless amounts to recover what was lost.

[bookmark: _Toc98950441]D- Firewalls
As discussed earlier a firewall is designed to evaluate the network traffic coming through and filter out any traffic that could be a potential threat to the user’s system. To expand on this the firewall normally has predefined security policies in place which will help the firewall determine what exactly needs to be ejected from the incoming network traffic. There are three types of firewalls used one of which is a commercial appliance firewall which is widely used in medium to large scales businesses as these firewalls are very complex. The next type is a small office home office firewall or SOHO firewall which is ideal for small office networks as it runs with limited resources and is cost-efficient. And the final type is a residential software firewall which combines firewall services with antivirus software that is installed directly on a user’s system, which is ideal for general users. These firewalls must be configured correctly and tested before implementation as a poorly configured firewall may result in major security threats; in the case of a network firewall, an organization’s security could be endangered [5].
 
[bookmark: _Toc98950442]E- Virtual Private Network (VPN)
VPNs extend private networks across public networks to enable users to send and receive information as if they were directly connected to the private network. This can be ideal for businesses’ employees that need to stay somewhat connected to their main network when offsite, for example, if an employee needs to access files that are only authorised to be accessed at the main office the VPN can disguise the employee’s home IP to the offices IP, therefore, allowing the employee to access the data.  This can be beneficial to the business as it means the employees can continue working even if they are working from home meaning productivity in the company does not fall behind. Another benefit to using a VPN is that it will protect users from public wi-fi hijacking as the people trying to hijack the connection will only see the VPN connection and nothing past that [6].

[bookmark: _Toc98950443]F- Intrusion Prevention System
Intrusion prevention systems continuously scan and evaluate network traffic, so that various kinds of attacks can be detected and countered promptly. These systems frequently keep a database of common attack techniques, so that the software is familiar with what it is facing and be capable of distinguishing the threats instantly. These systems come in four types which are Network Intrusion prevention systems (NIPS) which are set up only at strategic points to observe all network traffic and search for threats.  The next type is the Host intrusion prevention system (HIPS) which is installed on an endpoint and looks at incoming and outgoing traffic from the machine. It functions better in combination with a NIPS, as it acts as a final shield for threats that have got through past the NIPS. The next is Network behaviour analysis (NBA) which evaluates network traffic to identify unusual traffic flows, such as DDoS (Distributed Denial of Service) attacks. And finally, the last type is a Wireless intrusion prevention system (WIPS) which searches a Wi-Fi network for unauthorized access and removes unauthorized devices off the network. These systems can be beneficial to a company as a modern network has many access points and deals with a high volume of traffic, making manual monitoring and response an unrealistic option.[7] because of this, the IPS can allow an organization to react to threats immediately without causing pressure on the IT team. As part of a company's security infrastructure, an IPS is an important way to help avoid severe and complex attacks.  

[bookmark: _Toc98950444]G- Security Incident and Event Management
Security Incident and Event Management is a security solution that helps organizations identify possible security threats and weaknesses before they have a chance to disrupt business operations. It surfaces user behaviour irregularities and utilizes artificial intelligence to automate several of the manual procedures related to threat detection and incident response and has become a vital tool in modern security operation centres (SOCs) for security and compliance management cases. This technology is important as it is part of regulatory compliance for organisations handling sensitive or personal data. and SIEM systems avoid any breaches from being unnoticed.

[bookmark: _Toc98950445]2. Information Technology Maintenance
As the Security technologies listed above are important to a business’s IT infrastructure by ensuring it is safe from cybercrime and accidental data wipes it is also important that those technologies are maintained to ensure they operate their full potential. This is what the report will discuss in this next section of the assignment. The types of maintenance would be:
 
[bookmark: _Toc98950446]2.1. Server Maintenance
Server maintenance includes examining known and unknown server errors based on fixes applied in the past and new issues unknown by the IT team. Maintenance to servers also require frequently applying important patches and updates and then testing servers to see if it operates properly. IT teams must Often update the anti-virus software and confirm that the anti-virus working and protecting the infrastructure from attacks. They must frequently check disk health and status of all partitions as well as keep track of all free disk space thresholds and set up alerts for free disk space threshold breaches. And finally, to maintain the server the IT team must ensure that server performance is at the best of its ability by consistently inspecting disk I/O, RAM, CPU, and fragmentation. To keep up with all these tasks it’s advisable for businesses to implement a Server Maintenance plan to check off each task accordingly. Server maintenance is something that needs to be done routinely [8].

[bookmark: _Toc98950447]2.2. Desktop Maintenance
Like server maintenance, desktop maintenance involves frequently examining the Windows Server Update Services (WSUS) to guarantee that all-important patches are employed. Again, like the server, the IT team must frequently update the anti-virus and ensure that it is protecting the machine fully. Finally, Audits must be carried out on the desktops for compliance with the IT policies of the company. For instance, to examine the software downloaded to find any unapproved software, also check internet usage, monitor websites used as well as check the available disk space.
 
[bookmark: _Toc98950448]2.3. Backups
To maintain backups the companies IT team must monitor backup notifications to see if the backups were successful and if not, what exactly caused the disruption, i.e., loss of connectivity to low storage space or worst-case scenario corruption. As well as monitoring notifications the IT team must also maintain the actual backup media by ensuring enough space is allocated for the backup as well as ensuring that the media is free from corruption which brings the report to the next maintenance step for backups which is escalating any issues with backup media to the relevant parties for example if there is a coding issue the programmers will need to assess this.

[bookmark: _Toc98950449]2.4. Security
The final type of maintenance in an IT infrastructure is Security maintenance which involves frequently reviewing firewall logs to distinguish any suspicious activity. The IT team must also apply a mandatory change of passwords at regular times by all users at the company as it ensures that the security is constantly changing making it more difficult for cybercriminals guessing passwords for users. The companies IT team are also responsible for backing up the firewall configurations to ensure that if a failure occurs the recovery time and efforts are minimized. And finally, the maintenance requires the IT team to test the security system regularly by imitating internal and external attacks and document the behaviour of the security system in place to improve the quality of the security technologies in place. 
 
[bookmark: _Toc98950450]3. Escalation matrix
In an IT infrastructure and the maintenance of the said structure, it is important for a company to implement an escalation matrix that involves four categories and three major support types- end user, 1st line, 2nd line and 3rd line support. The end-user would, in this case, be the general staff at the organisation who use the IT system to carry out his/her work, if any issue occurs that prevent them from carrying out their work effectively they must report it to the 1st line support i.e. the IT service desk who will take as much information about nature of the issue and log it and also try and troubleshoot some basic fixes and if the fixes do not resolve the issue they will then pass the issue onto the 2nd line support i.e. the IT technicians and the problem management team who will look at the issue deeper and get to the route of it before applying any solutions if 2nd line support cannot resolve the issue then the final support group will be included which would be IT experts such as programmers and even third-party vendors if the issue is occurring on software or hardware that was obtained from the third party. The escalation matrix is essential to an IT infrastructure as it is designed to structure the whole process of maintenance and make it much easier to carry out maintenance as the issues go through a step by step troubleshoot and will be handed to the relevant team and documented.

[bookmark: _Toc98950451]4. Why Modern Organizations Need to Create an Environment That Protects, Detect, React and Safeguards Applications Using the Organization’s IT Systems and Infrastructure.
This report understands that technology controls almost all parts of modern-day businesses, from helping employees carry out their day-to-day tasks to aiding the company in operations and producing and monitoring goods and services. When correctly networked, technology can be adjusted to improve communication, and increase efficiency. If an IT infrastructure is adaptable, consistent, and safe, it can help an organisation meet its targets and offer a competitive advantage in the market. however, if an IT infrastructure isn’t suitably applied, businesses can face connectivity, efficiency, and security problems such as system interferences and breaches. Generally, having a suitably applied infrastructure can be a reason in whether a business is profitable or not. To add to this companies big and small all need an environment to protect, detect, react, and safeguard their IT system and infrastructure because cybercrime has become a big threat in the modern world where criminals are stealing data for personal and financial gain as well as releasing viruses into a system to destroy data costing the companies millions in compensation to customers and to repair the damages caused. This can cripple a business to the point where the business can longer operate. An example of this was back in June 2014 when the company Code Spaces suffered a DDoS attack that caused severe service disruption. The attackers also accessed the firm’s cloud databases and wiped off the data backups, configurations, and deleted offsite backups either wholly or partially. The attack lasted for about 12 hours. Which left the firm unfeasible to operate further due to the very high recovery costs meaning the company had to shut down indefinitely. [9]



[bookmark: _Toc98428230][bookmark: _Toc98950452]Task 2- Case Scenario

[bookmark: _Toc98428231][bookmark: _Toc98950453]1. Introduction
In this assignment, the report must use its knowledge and understanding gained from your research in task 1 to design and discuss its own approach to meet the needs of a company’s new information security system.

[bookmark: _Toc98428232][bookmark: _Toc98950454]2. Organisation structure
Workflows within an organization are governed by organizational structure. It allows functional groups to work together to accomplish tasks. In conventional organizations, employees tend to be grouped by job functions such as finance or operations. Organizations with less traditional structures are more flexible, allowing them to react quickly to business changes. For FlowTech the report will construct a traditional organisation structure for the IT department where the Support engineers will be the bottom of the structure dealing with troubleshooting and general technical issues all the way to the IT manager who will oversee all work tasks carried out by the different employees in the department as a whole and ensure each employee is following workplace regulations. Naomi Stanford says that Organisation structure is arranging how to carry out a business’s purpose and strategy and achieve its aims. Therefore, there are choices and decisions made around “arranging” that keep the organisation adaptable to the operating context [10]. Below is an example of FlowTechs organisation structure.
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[bookmark: _Toc98428233][bookmark: _Toc98950455]3. Polices
With the support of strong policies, businesses can take actions that are more consistent, efficient, and effective. Policies explain what employees are expected to do when using company resources. Documented policies can also give them a clear understanding of how they integrate and manage technology in the corporate environment while helping them combat security threats. IT policies and procedures guide your organization on various aspects of implementing IT the right way. They also bring consistency to organizational processes [11]. The main policies this report will focus on for FlowTech is IT Asset Management, IT Software Management, IT Security, IT Emergency Response, and IT Employment.
 
[bookmark: _Toc98428234][bookmark: _Toc98950456]A- IT Asset Management Policies
[bookmark: _Hlk98414668]This policy outlines the actions taken to protect and preserve technology resources.

[bookmark: _Toc98428235][bookmark: _Toc98950457]B- IT Software Management Policies
This policy makes it easier for companies to maintain their software tools

[bookmark: _Toc98428236][bookmark: _Toc98950458]C- IT Security Policies
Information security is comprised of a number of components, including password management, remote access, and security training. It is crucial for businesses to make sure that their risk mitigation and prevention policies are strong. It is also necessary to provide regular training to the employees to ensure that security efforts are carried out appropriately.

[bookmark: _Toc98428237][bookmark: _Toc98950459]D- IT Emergency Response Policies
In the event of a data breach, businesses can minimize damages and resume operations immediately with a strong incident response plan.

[bookmark: _Toc98428238][bookmark: _Toc98950460]E- IT Employment Policies
There should be a clear understanding of what needs to be done in each specific role in the employment policy. The establishment of a good employment policy needs to include regular training, responsibilities, access to critical information, and performance evaluations. Such a policy can help businesses manage expectations from the normal performance of their employees.

[bookmark: _Toc98428239][bookmark: _Toc98950461]4. Compliance
IT compliance refers to a set of requirements and practices dealing with digital security. It is important for businesses to comply with compliance requirements to ensure that their business processes are protected and that sensitive data will not be accessed by unauthorized individuals. There are times when compliance is a legal requirement for companies in certain industries, and there are also times when it is an IT security standard. The risks of a company being non-compliant are large fines, damage to company reputation and severe legal action. An example would be in In 2007, where Google was fined $147,000 for unwittingly releasing images of the faces, activities, and license plates of passersby when they launched their Google Street View software [12]. This was a clear breach of GDPR compliance which is explained in section 4.1. B.

[bookmark: _Toc98428240][bookmark: _Toc98950462]4.1. Examples of Policies and Acts that Require Compliance

[bookmark: _Toc98428241][bookmark: _Toc98950463]A- PCI Data Security Standard
PCI Security Standard is an international standard for maintaining, evolving, and promoting the security of cardholder data. Security policies for payment systems are described in this standard to help merchants and financial institutions protect their payment systems from breaches and theft of cardholder data. Several methods can be used to maintain compliance for this standard however, the following are the most common. To ensure compliance, firewalls are implemented to prevent access to data by unauthorized individuals. Keeping compliance can also be accomplished by implementing unique IDs for access that require users to have individual credentials to access sensitive data. This ensures that all users who access the data have clearance and if the credential was discovered it could be revoked from the access list.

[bookmark: _Toc98428242][bookmark: _Toc98950464]B- General Data Protection Regulation (GDPR)
In addition to enhancing how individuals can access information about them, the GDPR also restricts what organizations can do with their personal data. According to GDPR's full draft, there are 99 individual articles dealing with how data is kept, how long it is kept, and what can be done with it. An important section of GDPR outlines that an individual can only hold as much information as they require. For example, if you are collecting data for a social media platform, you only need to know the user's name, date of birth, email address, and telephone number. It is the focus of GDPR that personal data remains confidential and secure. It means that the data should only be seen by those who need to see it for their job function and that, when the data is stored, it should become inaccessible, as most of the data is displayed in a digital format and should be encrypted or stored on a highly secure system. One way to maintain compliance with GDPR is to have a clear and transparent policy that outlines how the company will collect data, how it will store that data, and finally how long the data will be retained and how it will be erased. Compliance could also be achieved by auditing all data retrieved and stored by the company to ensure compliance with the regulation and to prove compliance to the appropriate authorities.

[bookmark: _Toc98428243][bookmark: _Toc98950465]C- ISO 27031 standard
ICT Readiness for Business Continuity is the ISO 27031 standard, which outlines what should be considered when developing business continuity for ICT, also known as disaster recovery. ISO 27031 describes how to use a methodical approach to cope with incidents that can disrupt ICT services using the Plan-Do-Check-Act process. Consequently, this standard provides support for both Business Continuity Management and Information Security Management. Businesses must comply with this standard to avoid being penalized for a breach that may occur during a time of vulnerability due to a natural disaster if they could have prevented it. For businesses to stay compliant, they must have a formal plan that should be followed in the event of a disaster of any type. If a server goes down due to natural causes or technical problems, private data should be backed up to a secure location that is also compliant to any other acts or standards.
[bookmark: _Toc98428244]
[bookmark: _Toc98950466]5. Security Governance 
[bookmark: _Toc98428245]The purpose of security governance is to provide strategic direction, ensure that objectives are reached, manage risks appropriately, and make sure that enterprise resources are employed responsibly by executives. According to research, many organizations are taking proactive measures to ensure their investments in security controls are aligned with the business objectives through developing security governance and risk management capabilities. A consistent, organization-wide approach to security risks, which integrates both physical security and IT security, is important to the implementation of this strategy. To compete in the global economy, organizations need a distinct advantage through optimized IT infrastructure and better protection for their digital, physical, and human assets. This comes from managing risk properly and integrating logical and physical security. To create a security governance plan for FlowTech the report must consider the size of the organisation and what the role of the organisation is. In FlowTech’s circumstance, the organisation is a fast-growing threat intelligence and consultancy company that assists businesses to proactively combat real and immediate threats from cyberattacks. In addition to providing consulting services, they provide tools and frameworks to help their customers with compliance, business continuity, data recovery, and risk management, which includes their cloud services and storage. 

6. Contingencies Planning
In response to an event that could occur in the future, a contingency plan describes any action that the management or staff of an organization needs to take. As an integral part of business continuity and risk management, it also plays an important role in disaster recovery. By doing so, businesses can minimize the impact of unforeseen events. The plan also outlines how normal business operations will be resumed after the event has occurred. These plans are also called backup plans and disaster recovery plans. The backup plan can then be implemented if the primary plan fails. The factors that businesses need to consider when drafting out the contingency plan is Time, Cost, Resources, environmental factors, and technical factors. The business then must ideally draft the plan with consideration of each of these factors. It is also good practice to review the contingency plan from time to time and update them as needed [13]. Below is a template of how FlowTechs Contingency plan be laid out.

	Scenario
	Risk
	Probability
	Preparation
	Response

	Colleagues call in sick.
	Impact company productivity.
	High
	Collect employee’s phone numbers to contact them for an emergency shift cover.
	Call employee’s phone numbers to request them for an emergency shift cover.

	Hardware failure.
	Loss of vital data.
	High
	Backup all data on multiple locations i.e., drives and cloud storage.
	Recover all backed up data on emergency hardware.

	Employee quitting
	decreased productivity and increased recruitment costs
	High
	Evaluate your current employees, take inventory of your employees’ responsibilities, set up cross-training initiatives, and establish a formal offboarding process
	Begin recruiting a replacement employee searching for key aspects that the job role requires.


[bookmark: _Toc98428246]
[bookmark: _Toc98950467]7. Protection Mechanisms
On a computer, a protection mechanism acts as a security device that enacts security policies on behalf of various users. If the system does not have a protection mechanism, individual users would be able to obtain full access to it. There would be no restrictions on adding, removing, or changing programs on the computer. Computer administrators can restrict the rights of individual users with the protection mechanism. They can classify some users as limited or restricted users with fewer rights than administrators. The protection mechanism in a computer is like a “security guard standing outside a nightclub, possessing a guest list for a party. Not all guests are created equal, some have full VIP access to the party while others are only permitted to attend in a more basic capacity [14]. In general, computer administrators have the highest level of access, as they can access almost any part of the system and do whatever they please. However, limited users may only do the things they are given permission to do by administrators. A protection mechanism's main function is to maintain the list of regular users and administrators separately so that each user remains within the context of the role he/she was assigned. Basic protection mechanisms are based on matrix access models, which is a grid-based list of the specific abilities of a particular process. For instance, some assets or programs may have permission to read and write to the hard drive. Other programs, however, might only be able to retrieve information from the drive without ever being able to modify or add to it. The firewall on modern Windows operating systems is one of the most common examples of this behaviour. Firewalls intervene and ask for permission to run a program. When the computer does not have a working protection mechanism, it cannot decide who should be allowed access to the computer's files and permissions. As a result of the failure of protection mechanisms on a system, the computer is exposed.
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