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[bookmark: _Toc224042478]DATA SECURITY AND COMPLIANCE
[bookmark: _Toc224042479]Zero Trust Architecture: Critical Evaluation for Anticipation, Protection, Detection and Automated Response
[bookmark: _Toc224042480]Abstract
The expansion of cloud computing, hybrid working, mobile access and interconnected digital services has significantly weakened traditional perimeter-based security models. Users, devices, applications and data are now distributed across on-premises environments, public cloud platforms, Software-as-a-Service applications and third-party ecosystems. In this context, implicit trust based on network location creates substantial risk, particularly when attackers exploit stolen credentials, insecure endpoints, misconfigurations and over-privileged accounts. Zero Trust Architecture has emerged as a strategic security model that assumes breach and enforces continuous verification of identities, devices and access requests.
This paper critically evaluates Zero Trust Architecture as an approach for anticipating, protecting against, detecting and automatically responding to cyber threats. It examines the core principles of explicit verification, least privilege and continuous monitoring, and analyses the technical components required for implementation, including Identity and Access Management, Multi-Factor Authentication, Policy Decision Points, Policy Enforcement Points, microsegmentation, Security Information and Event Management and Security Orchestration, Automation and Response. The paper also compares Zero Trust with traditional perimeter-based models and discusses implementation challenges related to legacy systems, user friction, telemetry quality and governance maturity. The analysis concludes that Zero Trust offers a stronger security framework for modern organisations, but its success depends on disciplined policy design, reliable visibility and sustained organisational commitment. [1] S. Rose, O. Borchert, S. Mitchell and S. Connelly, "Zero trust architecture," vol. 800, no. 207, pp.1–52, 2020,
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[bookmark: _Toc224042481]I. INTRODUCTION
Digital transformation has fundamentally changed enterprise computing. Modern organisations operate across cloud platforms, remote endpoints, SaaS applications, APIs and partner-connected environments rather than inside a single controlled corporate network. This evolution has improved agility and scalability, but it has also expanded the attack surface and weakened the assumptions behind traditional perimeter security. In older models, firewalls, VPNs and gateway controls protected the edge of the organisation, while users and systems inside the boundary were generally treated as trustworthy. Today, this assumption is increasingly unrealistic.
Threat actors no longer need to break through a single hardened perimeter in a conventional way. Many attacks begin with compromised credentials, phishing, unmanaged devices, exposed cloud services or abused third-party access. Once trust is granted too broadly, attackers can escalate privileges, move laterally and access sensitive resources with limited resistance. Ransomware campaigns, insider misuse and supply chain compromise demonstrate that the most serious risk often emerges after an initial access event, not before it. This means that organisations must focus not only on keeping attackers out, but also on limiting what any user, device or workload can do at any moment.
Zero Trust Architecture responds to this challenge by removing implicit trust from access decisions. Instead of trusting a user because they are inside the network or connected through a VPN, Zero Trust requires access to be evaluated dynamically according to identity, device posture, resource sensitivity, behaviour and contextual risk. The model is often summarised by the phrase “never trust, always verify,” but in practice it is more complex than a slogan. It is an architectural and governance approach that changes how trust is defined, enforced and monitored across the organisation. [2] S. M. Zohaib, S. M. Sajjad, Z. Iqbal, M. Yousaf, M. Haseeb and Z. Muhammad, "Zero trust vpn (zt-vpn): A systematic literature review and cybersecurity framework for hybrid and remote work," vol. 15, no. 11, pp.734, 2024,
The purpose of this paper is to critically analyse Zero Trust Architecture as a framework for anticipating, protecting against, detecting and automatically responding to cyber threats. The discussion examines its principles, architectural controls, monitoring model and automation capabilities, while also evaluating its implementation challenges and effectiveness compared with traditional perimeter-based security.
[bookmark: _Toc224042482]II. CONCEPTUAL FOUNDATIONS OF ZERO TRUST
[bookmark: _Toc224042483]A. Core Principles
Zero Trust Architecture is formally described in NIST Special Publication 800-207 as a security model centred on the protection of resources rather than the defence of a broad internal network. It assumes that threats may already exist inside the environment and that no access request should be trusted automatically. This assumption is especially relevant in hybrid and cloud environments where users, devices and services interact across changing locations and platforms. [3] L. Shen, "The NIST cybersecurity framework: Overview and potential impacts," vol. 10, no. 4, pp.16, 2014,
The first core principle is explicit verification. Every access request must be authenticated and authorised based on multiple data points rather than a single factor or network position. Relevant signals may include user identity, device compliance, geolocation, time of request, session risk, application sensitivity and behavioural anomalies. This approach treats trust as contextual and dynamic. A session that is low risk in one circumstance may become high risk if the device posture changes, the user travels unexpectedly or unusual activity begins after authentication.
The second principle is least privilege access. Users, administrators, service accounts and workloads should receive only the permissions needed for their legitimate tasks. Least privilege reduces the impact of compromise because even if an attacker gains access to one account, that account should not provide unrestricted visibility or control across the environment. In practical terms, least privilege is supported by role-based access control, attribute-based access control, just-in-time privilege elevation, separation of duties and regular access reviews [4] G. Oladimeji, "A critical analysis of foundations, challenges and directions for zero trust security in cloud environments," 2024.
The third principle is assuming breach. Instead of designing controls only to stop initial entry, Zero Trust assumes that compromise is possible and focuses on limiting blast radius, improving visibility and supporting rapid containment. This mindset leads to stronger segmentation, stronger authentication, more detailed logging and greater attention to internal movement patterns.
Continuous monitoring is closely linked to all three principles. Traditional access models often authenticate once and then maintain trust for the whole session. In Zero Trust, trust can be re-evaluated continuously. If new telemetry suggests elevated risk, the system can require re-authentication, downgrade privileges or terminate access.
[bookmark: _Toc224042484]B. Architectural Components
Zero Trust depends on several technical components working together. Identity and Access Management systems form the core because identity becomes the main control plane for access decisions. IAM platforms manage authentication, federation, lifecycle management, policy assignment and access governance across cloud and on-premises systems. Without mature IAM, Zero Trust becomes inconsistent and difficult to enforce.
Multi-Factor Authentication strengthens identity assurance by requiring more than one factor during authentication. This is critical because password-only access is vulnerable to phishing, credential stuffing and reuse attacks. In a mature Zero Trust environment, phishing-resistant MFA such as FIDO2 security keys or device-bound authenticators is preferable to weaker methods like SMS codes. Strong authentication is particularly important for privileged users, remote access and high-value applications. [5] N. F. Syed, S. W. Shah, A. Shaghaghi, A. Anwar, Z. Baig and R. Doss, "Zero trust architecture (zta): A comprehensive survey," vol. 10, pp.57143–57179, 2022.
Policy Decision Points evaluate access requests according to policy logic and contextual inputs. Policy Enforcement Points then apply the result at the relevant control layer, which may include a gateway, reverse proxy, endpoint agent, cloud access layer or application connector. Separating decision from enforcement makes policy more consistent and scalable.
Microsegmentation is another essential component. Instead of allowing broad east-west traffic inside the environment, systems communicate only through explicitly approved paths. Segmentation can be based on application function, environment, data sensitivity or workload identity. This makes lateral movement significantly harder for attackers and improves containment during ransomware or intrusion events.
Device posture assessment also plays an important role. The trustworthiness of an access request depends partly on whether the device is patched, encrypted, managed and protected by endpoint security controls. An unmanaged or unhealthy device may be denied access or limited to low-risk resources.
[bookmark: _Toc224042485]C. Identity-Centric Security
A major difference between Zero Trust and traditional models is the shift from network-centric trust to identity-centric trust. In the past, internal network access often implied broad trust. In Zero Trust, identity is continuously evaluated regardless of location. This makes the model more suitable for modern organisations whose users and services operate across multiple networks and clouds.
Identity-centric security also includes service identities, workload identities and machine-to-machine trust. Modern applications depend heavily on APIs, containers, automation tools and service accounts. If these identities are unmanaged or over-privileged, they create serious risk. Therefore, Zero Trust must extend beyond human users and include certificate-based trust, secrets management and controlled token issuance for services.
[bookmark: _Toc224042486]III. ANTICIPATING THREATS THROUGH RISK-BASED ACCESS
[bookmark: _Toc224042487]A. Dynamic Risk Evaluation
Zero Trust supports anticipation by making risk part of the access decision itself. Conditional access engines can analyse contextual information such as IP reputation, impossible travel, device compliance, unusual session timing or sign-in anomalies from identity providers. If risk is high, the system may deny access, require additional verification or restrict the session to specific functions.
This is particularly valuable against credential-based attacks. Many breaches now involve attackers using legitimate accounts rather than exploiting network vulnerabilities directly. By examining context rather than only credentials, Zero Trust makes it harder for attackers to convert stolen usernames and passwords into successful access. [6] H. Joshi, "Emerging technologies driving zero trust maturity across industries," vol. 6, pp.25–36, 2024,
Behavioural analytics strengthens this capability by identifying deviations from normal patterns. A user who suddenly downloads unusually large volumes of data, accesses new systems or logs in from unfamiliar conditions may trigger an alert or a policy response. These analytics do not replace security controls, but they improve the organisation’s ability to detect risk earlier in the kill chain.
Threat intelligence can also feed into risk decisions. Indicators of malicious infrastructure, current phishing campaigns or known adversary techniques can increase the caution applied to certain access attempts. This helps organisations anticipate rather than merely react.
[bookmark: _Toc224042488]B. Limitations in Threat Anticipation
Despite these strengths, Zero Trust does not eliminate all risk. Sophisticated attackers may compromise trusted devices, hijack legitimate sessions or imitate normal behaviour over time. Risk engines may also produce false positives or false negatives depending on data quality and tuning. Anticipation therefore depends on accurate telemetry, mature policies and operational review. Zero Trust reduces exposure, but it does not guarantee prevention of advanced attacks.
[bookmark: _Toc224042489]IV. PROTECTION MECHANISMS IN ZERO TRUST ARCHITECTURE
[bookmark: _Toc224042490]
A. Identity-Centric Controls
Protection in Zero Trust begins with strong identity controls. Phishing-resistant MFA, privileged access management, session restrictions and access reviews reduce the chance that compromised identities can be abused at scale. Privileged accounts should be tightly controlled because they can alter infrastructure, logs and security tooling. Just-in-time elevation and approval-based access are important safeguards [7] J. M. Finger and A. Harrison, "The MFA paradox: More protection and more trade?" in The political economy of American trade policy, University of Chicago Press, 1996, pp. 197–260..
[bookmark: _Toc224042491]B. Microsegmentation and Network Isolation
Microsegmentation reduces internal attack paths by limiting connectivity between systems. Rather than treating the internal network as a trusted flat environment, Zero Trust defines narrow communication rules based on business need. This is especially effective against ransomware because malware often relies on broad internal connectivity to spread. Strong segmentation also helps separate development, production and sensitive data environments.
[bookmark: _Toc224042492]C. Data Protection and Encryption
Data-centric controls complement access controls. Sensitive information should be classified according to business and regulatory impact, then protected with encryption in transit and at rest, strong key management and restricted sharing paths. Data Loss Prevention controls can help prevent unauthorised exfiltration through email, endpoints, cloud storage or web uploads. Zero Trust becomes stronger when access to data is also context-aware, such as allowing view-only access while blocking download or external sharing. [8] G. Spindler and P. Schmechel, "Personal data and encryption in the European general data protection regulation," vol. 7, pp.163, 2016,
[bookmark: _Toc224042493]V. DETECTION AND CONTINUOUS MONITORING
[bookmark: _Toc224042494]A. Integrated Monitoring Architecture
Zero Trust requires broad visibility across identities, endpoints, applications, cloud services and network flows. Security Information and Event Management platforms aggregate these logs and correlate them to identify suspicious patterns that may not be visible in isolation. For example, a risky sign-in, followed by a privilege change and then an abnormal data transfer, may indicate a compromise sequence.
Endpoint Detection and Response tools add process-level and device-level telemetry, including suspicious execution, persistence techniques, file changes and ransomware indicators. Cloud telemetry provides visibility into administrative actions, configuration changes, storage access and API activity. Together, these sources create the evidence needed for effective detection. [9] W. U. Hassan, A. Bates and D. Marino, "Tactical provenance analysis for endpoint detection and response systems", 2020 IEEE symposium on security and privacy (SP), pp. 1172–1189.
[bookmark: _Toc224042495]B. Operational Challenges in Detection
Detection quality depends on the quality of data and the maturity of analysis. Too many low-value alerts can overwhelm analysts and reduce effectiveness. Incomplete logs create blind spots. Organisations therefore need detection engineering, prioritisation and continuous tuning. Zero Trust does not remove the need for skilled operations; it increases the need for disciplined monitoring.
[bookmark: _Toc224042496]VI. AUTOMATED RESPONSE AND SECURITY ORCHESTRATION
[bookmark: _Toc224042497]A. SOAR and Automated Playbooks
The requirement to respond automatically to threats is supported by Security Orchestration, Automation and Response platforms. SOAR tools can connect identity systems, endpoint tools, SIEM alerts and ticketing workflows to run predefined playbooks. If a high-risk user account shows clear signs of compromise, the system may disable the account, revoke tokens, force password reset, isolate the device and open an incident record automatically. These actions reduce response time and help contain damage before manual investigation is complete. [10] H. Hu, L. Zhang, Z. Zhang, X. Yao and X. Wu, "An Intelligent Playbook Recommendation Algorithm Based on Dynamic Interest Modeling for SOAR," vol. 17, no. 11, pp.1851, 2025. [11] D. R. Miller, Security information and event management (SIEM) implementation, McGraw-Hill Higher Education, 2011.
[bookmark: _Toc224042498]B. Guardrails and Risks of Over-Automation
Automation must be governed carefully. If detections are inaccurate or policies are too aggressive, legitimate users may be blocked, and critical operations may be disrupted. Effective automated response therefore requires confidence thresholds, approval stages for disruptive actions and regular playbook testing. The goal is not to automate everything, but to automate the right actions safely.
[bookmark: _Toc224042499]VII. COMPARISON WITH TRADITIONAL SECURITY MODELS
Traditional perimeter-based security focuses on protecting network boundaries and often grants broad trust once users enter through the firewall or VPN. This approach can still support some legacy environments, but it struggles in cloud-first, mobile and hybrid settings because the perimeter is no longer stable. Zero Trust differs by making identity, context and resource sensitivity central to every access decision. It is generally more effective against lateral movement, credential theft and insider misuse, although it is also more demanding in terms of identity maturity, telemetry integration and policy management.
[bookmark: _Toc224042500]VIII. CONCLUSION
Zero Trust Architecture provides a stronger framework for modern cybersecurity than traditional perimeter-based models because it removes implicit trust, enforces least privilege and supports continuous monitoring and automated containment. Its value is especially clear in hybrid and cloud-centric organisations where users, devices and services operate beyond fixed network boundaries.
However, Zero Trust is not a product and not a shortcut. It requires mature identity governance, high-quality telemetry, carefully designed policies and ongoing operational commitment. When implemented strategically, it improves an organisation’s ability to anticipate, protect against, detect and automatically respond to cyber threats while reducing the blast radius of compromise.
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[bookmark: _Toc224042502]IX. INTRODUCTION
MediTrust Analytics Ltd operates in a highly sensitive technological environment where cybersecurity failures could directly affect healthcare services, patient data confidentiality and organisational reputation. The company develops AI-powered clinical decision support systems and cloud-based healthcare platforms used by hospitals and private healthcare providers. These platforms process large volumes of sensitive medical data including diagnostic imaging, electronic health records and real-time telemetry generated by Internet of Things (IoT) patient monitoring devices.
As the organisation expands its operations into the European healthcare market, it must operate within strict regulatory frameworks including the General Data Protection Regulation (GDPR), the Digital Operational Resilience Act (DORA) and the Network and Information Security Directive (NIS2). These regulations place strong emphasis on cybersecurity governance, operational resilience, incident reporting and protection of critical infrastructure. In addition to regulatory compliance, MediTrust must also maintain trust with hospitals, research partners and patients who rely on the integrity of its technology.
The company’s operational model introduces several additional security challenges. MediTrust operates with a fully hybrid workforce consisting of remote developers, clinical data analysts and external research collaborators. This distributed workforce increases the complexity of identity management, endpoint security and access governance. At the same time, MediTrust relies heavily on multi-cloud infrastructure to deliver scalable services to international healthcare providers. Multi-cloud architectures introduce potential risks related to configuration errors, fragmented visibility and inconsistent security controls.
Another major concern involves the integrity of AI training data and software supply chains. Modern healthcare analytics platforms depend on large datasets and external software dependencies. If these components are compromised, attackers may manipulate models, inject malicious code or introduce vulnerabilities into production systems.
To address these challenges, MediTrust requires a comprehensive security programme aligned with Zero Trust principles. A Zero Trust approach ensures that access to systems and data is continuously verified rather than implicitly trusted. This section proposes a strategic security programme for the company’s new information security unit, combining organisational structure, governance frameworks, security policies, risk management and modern protection technologies.
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                                               Figure 1. Zero Trust security architecture designed for MediTrust hybrid healthcare environment.



[bookmark: _Toc224042503]X. ORGANISATIONAL STRUCTURE
[bookmark: _Toc224042504]A. Security Governance Leadership
A strong organisational structure is essential for implementing an effective cybersecurity programme. MediTrust should establish a dedicated information security unit responsible for overseeing security governance, technical architecture, compliance and operational security. This unit should report to senior leadership through a Chief Information Security Officer or equivalent security executive in order to ensure that cybersecurity priorities are aligned with business strategy.
The security unit should coordinate closely with engineering, cloud infrastructure teams, legal and compliance departments and research teams responsible for AI development. Because healthcare platforms process sensitive patient data, security governance must integrate technical controls with regulatory oversight and risk management practices [1].
[bookmark: _Toc224042505]B. Cloud Security Architect
The Cloud Security Architect plays a critical role in protecting MediTrust’s multi-cloud infrastructure. This role is responsible for designing secure cloud architectures, defining configuration baselines and implementing segmentation strategies across cloud environments. Since MediTrust relies on multiple cloud providers, the architect must ensure that security controls remain consistent across platforms even when technical implementations differ.
The Cloud Security Architect should oversee the implementation of identity-based access controls, encryption standards, logging configurations and network segmentation policies. They are also responsible for integrating cloud environments with central identity systems and ensuring that sensitive healthcare data is stored and processed in compliant environments. Continuous monitoring of cloud configurations through Cloud Security Posture Management tools should also fall within this role’s responsibilities [2]. 
[bookmark: _Toc224042506]C. DevSecOps Lead
The DevSecOps Lead ensures that security is embedded directly into the software development lifecycle. MediTrust develops complex healthcare applications and AI models, meaning that vulnerabilities introduced during development could affect clinical systems and patient data.
The DevSecOps function integrates security testing into continuous integration and continuous deployment pipelines. This includes Static Application Security Testing, Dynamic Application Security Testing, container image scanning and Software Composition Analysis for third-party dependencies. Infrastructure-as-Code validation and secrets scanning should also be integrated into development pipelines [3].
By embedding security into development workflows, the organisation reduces the risk that insecure code or vulnerable dependencies reach production environments. This proactive approach is particularly important when managing AI-driven applications and cloud-native platforms.



[bookmark: _Toc224042507]XI. POLICIES AND PROCEDURES
[bookmark: _Toc224042508]A. AI Usage Policy
AI systems represent a critical component of MediTrust’s products and therefore require strong governance. An AI Usage Policy should define how training data is collected, stored, processed and validated. Because AI models may influence clinical decision-making, maintaining data integrity and model reliability is essential.
The policy should require strict access controls for training datasets and model repositories. Only authorised personnel should be able to modify training data or model parameters. Version control should be applied to datasets and models to track changes and support reproducibility. Logging of dataset access and model updates should also be mandatory to support auditing and incident investigation [4].
The AI Usage Policy should also address ethical considerations such as data privacy, bias mitigation and responsible use of patient information. These measures ensure that MediTrust’s AI systems remain trustworthy and compliant with regulatory standards.
[bookmark: _Toc224042509]B. Secure SaaS Configuration Policy
Because MediTrust relies heavily on cloud services and SaaS platforms, a Secure SaaS Configuration Policy is necessary to prevent misconfigurations and unauthorised access. This policy should define security baselines for identity integration, logging, encryption and access management.
All business-critical SaaS services should integrate with the organisation’s central identity provider to ensure consistent authentication and access policies. Administrative privileges should be limited and subject to approval processes. External sharing of sensitive healthcare data should be restricted and monitored through data protection controls [5].
Regular configuration reviews should be conducted to identify policy drift and misconfigurations. Automated tools can assist in detecting insecure settings and ensuring compliance with internal standards.
[bookmark: _Toc224042510]C. BYOD Policy for Hybrid Workforce
MediTrust’s hybrid workforce requires a Bring Your Own Device policy to manage the security risks associated with personal devices accessing corporate systems. The policy should define which applications and data can be accessed from personal devices and under what conditions.
Device posture checks should verify that devices meet minimum security requirements before granting access. These requirements may include updated operating systems, encryption, secure authentication methods and endpoint protection software. For highly sensitive systems, access should be restricted to managed devices or secure virtual environments.
A Zero Trust Network Access model should replace traditional VPN access. Instead of granting broad network access, ZTNA allows users to connect only to specific authorised applications after successful authentication and device verification.



[bookmark: _Toc224042511]XII. COMPLIANCE WITH DORA AND NIS2
[bookmark: _Toc224042512]A. DORA Operational Resilience Requirements
The Digital Operational Resilience Act requires organisations in the financial and digital sectors to maintain the resilience of critical ICT systems. Although MediTrust operates in healthcare technology, similar resilience principles apply. Systems must remain operational during disruptions, cyber incidents and infrastructure failures [6].
To support resilience, MediTrust should implement continuous monitoring across cloud infrastructure, applications and network environments. Incident response procedures must be documented and regularly tested through exercises and simulations. The organisation should also maintain clear recovery procedures for restoring systems after major incidents.
Third-party risk management is also essential because many services depend on cloud providers and software vendors. Contracts with these providers should include security and resilience expectations.
[bookmark: _Toc224042513]B. NIS2 Incident Reporting
The NIS2 directive requires organisations operating critical services to report significant cybersecurity incidents to national authorities within specific timeframes. MediTrust must therefore establish a structured incident response process capable of identifying and classifying incidents quickly.
The organisation should integrate SIEM platforms with case management systems so that security events can be investigated and escalated efficiently. Clear responsibilities must be defined for security analysts, incident managers and compliance officers. Evidence collection procedures must also be established to support reporting obligations and regulatory investigations.


[bookmark: _Toc224042514]XIII. GOVERNANCE AND STRATEGY
[bookmark: _Toc224042515]A. NIST Cybersecurity Framework Alignment
The proposed security programme aligns with the NIST Cybersecurity Framework 2.0, which provides a structured model for managing cybersecurity risk. The framework consists of five core functions: Identify, Protect, Detect, Respond and Recover [7].
The Identify function involves asset inventory, risk assessment and business impact analysis. Protect focuses on access control, data security and system hardening. Detect emphasises monitoring and anomaly detection. Respond covers incident management and communication processes. Recover focuses on restoring systems and improving resilience following incidents.
Using this framework helps MediTrust organise its security activities in a structured and measurable way.
[bookmark: _Toc224042516]B. Strategic Security Alignment
[image: A diagram of a security system

AI-generated content may be incorrect.]Cybersecurity strategy must support MediTrust’s broader business objectives. As the company expands into international markets, security investments must support regulatory compliance, customer trust and operational continuity. Aligning security strategy with business goals ensures that cybersecurity becomes an enabler rather than a barrier to innovation.

                                                         Figure 2. Security governance structure aligned with NIST Cybersecurity Framework 2.0.




[bookmark: _Toc224042517]XIV. RISK MANAGEMENT
[bookmark: _Toc224042518]A. Software Supply Chain Risks
Modern software development relies heavily on third-party libraries, open-source frameworks and external APIs. These components introduce potential vulnerabilities that attackers may exploit. Supply chain attacks may involve malicious code embedded in dependencies or compromised development tools [8].
To mitigate these risks, MediTrust should maintain a Software Bill of Materials and implement automated dependency scanning. Development pipelines should verify the integrity of external packages and enforce secure coding standards.
[bookmark: _Toc224042519]B. Cloud Misconfiguration Risks
Cloud misconfigurations remain one of the most common causes of data breaches. Incorrect access permissions, exposed storage buckets or insecure API configurations can allow attackers to access sensitive data [9].
[image: A table with text overlay

AI-generated content may be incorrect.]Continuous monitoring tools such as Cloud Security Posture Management systems should be used to detect insecure configurations. Automated remediation workflows can help correct misconfigurations before they are exploited [9].

                                                                           Table 1 – High-Level Risk Assessment for MediTrust
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XV. DISASTER RECOVERY AND CONTINGENCY PLANNING
[bookmark: _Toc224042521]A. Ransomware Scenario
A ransomware attack targeting MediTrust could encrypt AI training datasets and software repositories, disrupting both product development and clinical services. Such an incident could also compromise sensitive healthcare data and violate regulatory obligations.
[bookmark: _Toc224042522]B. Recovery Strategy
To mitigate this risk, MediTrust should implement secure backup strategies based on the 3-2-1 backup principle. Multiple copies of critical data should be stored across separate locations with at least one copy stored offline or in immutable storage.
Recovery procedures must be tested regularly to ensure that systems can be restored quickly. Backup data must also be protected from tampering to prevent attackers from encrypting or deleting backup copies [10].


[bookmark: _Toc224042523]XVI. PROTECTION MECHANISMS
[bookmark: _Toc224042524]A. Identity and Access Controls
Strong identity controls form the foundation of MediTrust’s security architecture. Phishing-resistant Multi-Factor Authentication should be implemented across all user accounts. Privileged Access Management systems should control administrative privileges and ensure that high-risk operations are monitored [11].
[bookmark: _Toc224042525]B. Monitoring and Response Technologies
Endpoint Detection and Response tools provide visibility into endpoint behaviour and allow compromised devices to be isolated quickly. Security Information and Event Management platforms centralise security telemetry and enable correlation of events across systems. Security Orchestration, Automation and Response platforms allow automated containment actions such as disabling compromised accounts or isolating infected devices [12].
[bookmark: _Toc224042526]C. Zero Trust Access Model
Zero Trust Network Access should be used to provide secure remote access to internal applications. Instead of granting network-level access, ZTNA verifies identity and device posture before allowing connections to specific resources. This significantly reduces the risk associated with remote access [13].







[bookmark: _Toc224042528]XVII. CONCLUSION
MediTrust Analytics Ltd faces complex cybersecurity challenges due to its reliance on AI systems, cloud infrastructure and hybrid working models. Expanding into the European healthcare market introduces additional regulatory obligations related to data protection, operational resilience and incident reporting.
A Zero Trust aligned security programme provides an effective approach for addressing these challenges. By combining strong identity governance, secure development practices, cloud security controls and continuous monitoring, MediTrust can reduce the risk of cyber incidents while supporting regulatory compliance and business growth.
Implementing this programme requires coordinated effort across organisational leadership, technical teams and compliance functions. When executed effectively, the proposed strategy will strengthen the organisation’s security posture and ensure that its healthcare technologies remain trustworthy, resilient and compliant.


References

[1] D. N. Ashton, "The impact of organisational structure and practices on learning in the workplace," vol. 8, no. 1, pp.43–53, 2004.
[2] S. R. Gundu, C. A. Panem and A. Thimmapuram, "Hybrid IT and multi cloud an emerging trend and improved performance in cloud computing," vol. 1, no. 5, pp.256, 2020.
[3] V. Vangala, "DevSecOps: Integrating Security into the DevOps Lifecycle," 2025.
[4] S. Jawhar, J. Miller and Z. Bitar, "AI-based cybersecurity policies and procedures", 2024 IEEE 3rd International Conference on AI in Cybersecurity (ICAIC), pp. 1–5.
[5] S. Reddy and G. K. Shyam, "A machine learning based attack detection and mitigation using a secure SaaS framework," vol. 34, no. 7, pp.4047–4061, 2022,
[6] F. Espinoza, M. Maryska, P. Doucek and M. Kovářova, "DORA and NIS2 and their Impact on Database Security," 2023,
[7] J. Edwards, A comprehensive guide to the NIST cybersecurity framework 2.0: Strategies, implementation, and best practice, John Wiley & Sons, 2024.
[8] S. K. Jangam, N. Karri and P. S. R. P. Muntala, "Advanced API Security Techniques and Service Management," vol. 3, no. 4, pp.63–74, 2022,
[9] S. Loureiro, "Security misconfigurations and how to prevent them," vol. 2021, no. 5, pp.13–16, 2021,
[10] K. Fabián, P. Kottman and M. Dobrík, "Ransomware crisis management and crisis scenario simulation," vol. 17, pp.533–540, 2017,
[11] S. Parkinson, "Use of access control to minimise ransomware impact," vol. 2017, no. 7, pp.5–8, 2017,
[12] A. Sridharan and V. Kanchana, "SIEM integration with SOAR", 2022 International Conference on Futuristic Technologies (INCOFT), pp. 1–6.
[13] Y. He, D. Huang, L. Chen, Y. Ni and X. Ma, "A survey on zero trust architecture: Challenges and future trends," vol. 2022, no. 1, pp.6476274, 2022,

image3.png
Fiybrid

Remote Users Workforce

Developers, Analysts, Researchers, Healthcare Staff

|

Identity Provider
R

!

Policy Decision Engine
(Conditional Access)

|

Zero Trust Access Gateway
(ZTNA/ Secure Access)

1

Al Platform

(A1 Mogels)

T T

Healthcare DB loT Monitoring
(Patient Data) Devices

Security Monitoring Layer
(SIEM + EDR + CSPM + SOAR)





image4.png
MediTrust Security Governance

GOVERN
+ ¥ 1
Identify Protect Detect
Aot iventonyRisk Aocess control Continuous moritoring
ssessmont Encryption S ators
¥ +
Respond Recover
Incident response Threat Disasterrecovery Baciap
containment Testoration





image5.png
““ —

Al Model Poisoning
Software Supply Chain
Attack

Could misconfiguration

Credential Theft

Manipulation of training
datasets

Malicious dependency
or compromised library

Incorrect access
permissions or exposed
storage

Phishing attack against
staff

Incorrect clinical
analysis

Compromised
healthcare platform

Patient data exposure

Unauthorised system
access

Dataset validation and
restricted access

Software composition
analysis

CSPM monitoring

Phishing-resistant MFA




image1.jpeg
UWTSD
BIRMINGHAM




image2.png
Research and case
scenario in Data
Security and
Compliance




