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1. [bookmark: _Toc71238209]Introduction
The purpose of this report is to discuss what cloud computing is and what the many benefits of it are as well as talking about the drawbacks of it such as the cost implications of cloud computing. The reliability of cloud computing and scalability will also be discussed and how important these principles are when it comes to cloud computing. Docker and Node.js are two examples of technologies for building web applications that can be used to for cloud web services. There are fundamental differences when it comes to Dockers that will be covered such as the virtualisation virtual machines and containers. An evaluation will be done of the process of the development of producing node.js applications that run in Docker.

2. [bookmark: _Toc71238210]Cloud computing
2.1 [bookmark: _Toc71238211]What is cloud computing?
Cloud computing is when resources are accessed on demand with the use of computing services over the internet. Companies will not need to own physical data centres and servers, they can access the technology services such as applications or storage by it Those resources being provided by a cloud service provider instead. According to Cisco, the cloud will be used for 94% of the internet’s workload.
There are various services provided by cloud computing. Examples of these are Gmail or google photos. Google relies on cloud computing to store the photos from users’ phones in the cloud. Netflix also uses services provided by cloud computing so its streaming services can run. Most applications services are provided with the use of cloud computing. The cloud services will also be able to be used as data backups and recover data after a disaster. Some organisations such as universities might use cloud computing for virtual machines. Software developers will also find use of it as it can help them with various things such as testing. Healthcare companies are using the cloud services so they can find and develop more personalized treatments for their patients. Fraud detection and prevention services are cloud services used by financial services. Cloud services are also used to allow users to play online games. There are various cloud service models that are used by organisations. Companies can use cloud computing to provide software as a service to the users. This will give the users host applications that they can access online using the browser. Examples of these are Gmail, Cisco and Microsoft Office 365. Another service that could be provided are software platforms in the cloud. Examples of these would be Heroku and AWS elastic Beanstalk. Cloud computing will also be used to provide infrastructure too. The users can gain access to various computing resources such as virtual machines, storage and servers by the cloud provider. HP Cloud and Windows Azure are examples of these companies. 

2.2 [bookmark: _Toc71238212]Advantages 
There are various advantages to cloud computing as will be discussed in this section. One of the biggest ones would be the cost savings. Companies can avoid spending upfront on getting data centres or physical servers as avoiding spending a significant amount of money on making sure the IT infrastructure is maintained. IT is the only thing being consumed and only thing that would need to be paid for with cloud computing. 
The speed of cloud computing is also an advantage that it is fast. The services provided by cloud are provided on demand and provided as self-service. Resources can be accessed faster with the use of cloud computing within a few clicks of the mouse. Companies will be able to work more efficiently on projects as they can be more flexible and there will not be as much pressure on capacity planning.
The reliability on cloud computing is also a big advantage as it makes it easier to have data backed up. The data being backed up will reduce the amount of worked lost in disasters. Cloud servicing will also allow work to be mirrored which makes the work easier as well as cheaper too.
Security will also be improved with cloud computing. There are various advanced security features that are provided with cloud computing that will ensure that the data being stored is secure such as authentication, encryption and access control. 
The performance of cloud computing is another advantage many cloud computing services have a network of data centres that where the hardware will be updated regularly to be as fast and as efficient as possible. The latency on the network will be reduced too. 
Cloud computing is also a lot more flexible for users as the users will be able to work from various locations in a secure manner. This is very useful as many employees of companies were forced to work from home in a global pandemic and cloud computing has made that easier. The users can access the resources from the cloud.
The need for various tasks such as the hardware setup and patching software that users might find at data centres can be removed so the users tasked with managing the hardware will have more time focusing on other tasks. Less resources are also required to update the software with cloud computing. The software updates can also be automatic, so the cloud-based applications update automatically without the need of people from the IT department updating the software manually through the whole organization. This will also save the time and money spent by and for IT staff. The capacity for storing data will also be close to limitless with cloud computing as the storage capacity can be expanded at any time.
Using cloud services will save the company time spent on setting up the network as it is a lot faster and easier to do so as the IT team for the company can have it set up remotely using the providers website and it can be managed over the internet too. There will also be less need for maintenance as it is down the cloud service provider to maintain the clouds hardware software and networks. 
2.3 [bookmark: _Toc71238213]Disadvantages
There are a few disadvantages when it comes to cloud computing such as the fact that it does have to go through some downtimes. The huge disadvantage to cloud computing is its reliant on internet access. The cloud cannot be accessed if there is no internet access. There is a risk that there is an internet outage that can occur at any moment and it can halt the users work. Users might also have issues with the bandwidth and that can also slow down them doing their work.
While the security of cloud computing is an advantage it has it can also be its disadvantage. This is because the user can be used as the weak link for the security. If the use does not follow the basic security methods, then there is a risk of people gaining access to the users’ details and accessing their data.
Cloud computing will also be more vulnerable to experience attacks. This is largely due to most of it being online which would make it more exposed. Security breaches can happen, and many large organisations have experienced attacks and breaches in their security.
Not all features are provided with cloud computing. It depends on the service provider. Various service providers might provide limited features so the users will have to look at the features provided before using the cloud services.
2.4 [bookmark: _Toc71238214]Costs 
As discussed earlier, the costs will decrease largely due to less money being spent on hardware. Companies will have to pay for the hardware failures when hardware fails. With cloud computing, the cloud provider will have to pay for the when a virtual machine, a server or data centre goes down. This will make cloud computing cheaper for businesses. 
The cost of cloud services is determined by various things. These are the networking costs, computing costs and storage costs. The cost the hardware, setting up of the network and maintenance will be considered for the networking costs. The computing costs would take into consideration the costs of the CPUs. These costs might also have licensing fees that will depend on what operating system is being used by the organization. The cost of hardware bought for each gigabyte of virtual RAM used by the company will be calculated by the provider too. When it comes to calculating the costs of the storage services, the provider will calculate the amount it would cost for the company’s storage hardware to be operated as well as the amount that will have to be spent when purchasing new hardware to suit the company’s storage needs. With cloud services, businesses don’t have to spend money on upfront capital costs that would be used for hardware, less software costs as cloud service providers could upgrade them and the IT support costs will be less. 

2.5 [bookmark: _Toc71238215]Reliability 
Cloud computing services are reliable to use. Users of those services can rely on the rep to be running when they need to use it and access it from anywhere. They can also trust that they will not experience many interruptions or downtimes due to the cloud service provider and it will have a secure connection. 
2.6 [bookmark: _Toc71238216]Scalability
It is important for cloud computing to be scalable. Companies will need the scalability as there will be a need to add more resources as the company grows and not lose the services quality as it grows too. Same applies when the demand for resources required decreases. Companies should be able to downscale efficiently so there is no need to spend money on resources that are not needed. Cloud elasticity is when the resources on cloud services can be added and removed on demand. It is best that this is automatic, so the users won’t be able to tell if a resource has been taken away or added on. This is crucial for businesses as it can make sure that the employees and clients have the adequate number of resources. The types of scaling that are performed are vertical scaling, horizontal scaling and autoscaling. Vertical scaling is when the resources are added. An example oft this would be having more memory installed or upgrading the server’s storage capacity.  Horizontal scaling is when there are more components being added to the server such as having a server linked with other servers to add more memory. This is useful as companies will be able to add more resources and have less impact. Autoscaling is a feature where the various forms of scalability in cloud can be managed automatically. Amazon is a cloud service provider that provides auto scaling to their users so they can have a consistent performance on any number of resources.
2.7 [bookmark: _Toc71238217]Spotify
Spotify is a company that allows users to stream music on demand online. This is done with the use of cloud computing. Spotify is supported by Google Cloud and moved 1200 online services from Spotify data centres to the cloud as well as 20000 job executions that are done daily. Over 100 Spotify teams have been affected by this. This allows Spotify to allocate more time, effort and focus onto the main part of the business while Google handles the cloud services, they are providing for Spotify such as the data analytics. Spotify users can gain more access and features to Spotify once they purchase a subscription where they can play any music on Spotify without getting any ads.


3. [bookmark: _Toc71238218]Virtualisation and Containerization 
3.1 [bookmark: _Toc71238219]Docker
This is an open platform that uses containers so applications can be created deployed and run. Applications and the infrastructure can be separated with the use of Docker which will cause the software to be delivered faster. The infrastructure will then be able to be managed in the manner applications are managed. The delay that would be there between righting the code and running it will also decrease. The containers lifecycle is managed using the tools provided by Docker. Containers can be used for the development of the application as well as its supporting components. Docker’s containers can be used t distribute the application as well as testing It. The application can then be deployed into a production environment. Docker’s deployment and scaling are quite responsive too as it is a container-based platform which means it can be ran on various devices such as a user’s laptop, virtual machines, data centres or on cloud providers. Docker containers are also used by developers to share the work they did with other developers. Docker can also perform manual and automatic tests as an application is put in a test environment. If any bugs in the software is found, it can be fired in the development environment before it is tested again and validated in the test environment.
3.2 [bookmark: _Toc71238220]Virtualisation 
Virtualisation is when Virtual servers, computing resources, devices and infrastructures are created. The service being provided will not have to be a physical service as virtualization will take the need for that. Users will be able to use several machines at once on single machine. The workload will also be able to be made more scalable with the use of cloud virtualization. Cloud virtualization is used to allows numerous customers and businesses to share applications. The various types of virtualization are emulation, full virtualisation operating system virtualisation and paravirtualization. Server virtualization will increase the IT efficiency, decrease the costs that it would require to perform the operations, the workload will be deployed quicker, the applications will have better performance and the server availability will increase. 
3.3 [bookmark: _Toc71238221]Virtual machines
Virtual machines are run by operating systems and applications, but it is not a physical computer. It is more of a software computer. The virtual machines host will back up configurations files and specification set to make up a virtual machine. The virtual machines functionality is the same as those from physical hardware. However, virtual machines will have extra features too. It is easier to manage, has improved security and it is more portable.
3.4 [bookmark: _Toc71238222] Containers
Containers are executable units of software. The application code is packaged up in a container as well as the libraries of the application and the dependencies. This is so that the application can run faster and reliably between various computing environments. These are used by most of the technology businesses such as Google and Microsoft. A type of operating system virtualization is used to perform these. The operating systems features are used so the processes can be isolated and the memory, CPU and disk which is accessed by the processes can be controlled. There are two ways to deploy containers. One of them will have an image created in a container and run it there while the other method will have a pre created image downloaded. 
One of the advantages of containers are that they are small, portable, fast and have no need for a guest operating system in all the instances. The host operating system can be used instead. Since containers need less resources than a virtual machine, servers will be able to have more containers deployed than they could with virtual machines. However, if too many containers have been deployed it could be difficult to manage. One format of containers that are used often is Docker but there are many more formats. Docker is an open-source container, and it is supported on Google Kubernetes Engine and Google Cloud Platform. Servers can easily have containers sent to them as they can by copied fast and environments to develop or test can then be created. It is best to use a virtual machine when multiple applications are going to be ran together.


4. [bookmark: _Toc71238223]Node.JS in docker

The first step to get a Node.JS application into a Docker container, a Node.JS app will have to be created first. A new directory for the files that will be used will be created including a package.json file in that directory. This file should describe the app and its dependencies. Then run Npm install with the package.json file that was created. Creating a server.js will be the next step as this file will define the web app with the use of the express.js framework.  
Once these are done, a docker image of the app will be built. An empty filed called Dockerfile will be created. That file should then be opened in the preferred text editor. The image that will be built from will then be defined.  A directory will then be created so the image can then have the applications code held inside it. This will be the applications working directory. The npm binary will then be used to install the app dependencies. Only the package.json files will be copied instead of the whole directory as this will help make more use of the Dockers cached layers.  The copy instruction will have the source code of the app bundled inside the Docker image. The expose instruction will then have to be used map the application the the docker daemon as it binds to port 8080 otherwise. 
The command to have the app run with the use of CMD should then be defined. To have the server started, node server.js will be used.  A .dockerignore file should then be created in directory with the Dockerfile as it can stop Docker image copying local modules and debug logs.  
An image will then be built. In the directory of the Dockerfile, a command will be run so the image can be tagged. The image can then be running in the container in a detached mode so the container could run in the background. The public port will then be redirected to a private port that is inside the container with the -p flag. The image that was built should then run.
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