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Task 1
Section 1. Understanding NTFS and Share Permissions
[image: A screenshot of a computer screen

Description automatically generated]
Share Folder Creation on VM Client 1. The folder to be shared is named as Share_Files_NOSS
[image: A screenshot of a computer screen

Description automatically generated]
Document Named “Important File” placed inside shared Folder Share_Files_NOSS.
[image: A screenshot of a computer

Description automatically generated]
The Full Control Permissions has been set for User Richard J Stephens. Full control over this folder is now established.
[image: A screenshot of a computer

Description automatically generated]
Displaying inherited permissions on “Important File” from the Shared Folder Share_Files_NOSS.
[image: A screenshot of a computer

Description automatically generated]
Permissions for “Important File” changed to altered for User Rick Stevens to prevent the user from modifying the file.
[image: Graphical user interface, application

Description automatically generated]
If User Rick Stevens tries to change the document the above message appears.
Section 1.2 Share Permissions
[image: A screenshot of a computer

Description automatically generated]
Creation of two users with Full Admin access and two users with read access.
[image: Graphical user interface

Description automatically generated]
Successful creation of the network file share

[image: Graphical user interface, text

Description automatically generated]
Summary of the creation of Share_Files_NOSS.

















1.3 Accessing the file share server over the Network.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
On Client 1 VM a mapped network drive to the VM server 1 has been created and implemented (Share-Files_NOSS).
















Section 2
Utilising Group Policy Management Console to better facilitate network object management.
GPO 1 Removing Access to the Control Panel
[image: Graphical user interface, text, application, Word

Description automatically generated]
User John K Stone created within the created folder Non-Admin Users.
[image: Graphical user interface, text, application

Description automatically generated]
Group policy object NoCtlPanAccess created to prevent user access to the PCs control panel.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Gpupdate command used to force the policy to be created and initialised.
[image: A screenshot of a computer

Description automatically generated]
On Client 1 VM user John K Stone has tried to launch control panel however due to Group Policy the above message is displayed.

Group Policy 2 Removing Access to Command Prompt
[image: Graphical user interface, text, application

Description automatically generated]
New object NoCmdPrmptAccess created to prevent user access to the command prompt within the Windows Operating System.
[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]
Gpupdate command used to force the policy to be created and initialised.
[image: A screenshot of a computer

Description automatically generated]
On Client 1 VM user John K Stone has tried to launch command prompt however due to Group Policy the above message is displayed.















GP03 Restricting Access to Removable Media Drives
[image: Graphical user interface

Description automatically generated]
New object NoRemDriveAccess created to prevent user from using Removeable Drives within the Windows Operating System.
[image: Graphical user interface, text

Description automatically generated]
Gpupdate command used to force the policy to be created and initialised.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
On Client 1 VM user John K Stone has tried to Insert and Access HND DRIVE (E) however due to Group Policy the above message is displayed.













GPO4 Restricting Software Installs.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
New object NounauthSoftInstallS created to prevent user from using Removeable Drives within the Windows Operating System.
[image: A picture containing text, screenshot, monitor, computer

Description automatically generated]
Gpupdate command used to force the policy to be created and initialised.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
On Client 1 VM user John K Stone has tried to download and installed the Valve Steam Client however due to Group Policy the above message is displayed as only Administrators are authorised to install software.














GPO5 Enforcing Password Policy in the ‘nosstasks.msft’ domain
[image: Graphical user interface, text, application

Description automatically generated]
Password policy enforced using the below parameters.




	Enforce password history:
	6 passwords

	Maximum Password Age:
	10 days

	Minimum Password Age: 
	1 day

	Minimum Password Length:
	8 Characters

	Passwords must meet complexity Requirements: 
	Enabled

	Store Passwords using reversible encryption:
	Disabled









[image: A screenshot of a computer

Description automatically generated]
Gpupdate command used to force the policy to be created and initialised.
[image: Graphical user interface, application

Description automatically generated]
Password entered is “Gnat”. However, the below error message is displayed.






Task 2
1. Utilising ARP and Routing Tables
[image: A screenshot of a computer

Description automatically generated]
ARP-A Display Server 1
[image: Graphical user interface, text

Description automatically generated]
Route Print screen

2. Deploy Core Services (FTP) Server
[image: Graphical user interface, text

Description automatically generated]
Feature based FTP Server on VM Server 2. User ftpuser22 created.
[image: Graphical user interface

Description automatically generated]
Unfortunately, I am not able to complete the FTP section due to the above error. Client 2 has been removed and re-added and the above error message appears denying access to Client 2. All Firewalls are turned off on both server and client and the pings are successful.
3. Installing and configuring the Routing and Remote Access Service
[image: Graphical user interface, application

Description automatically generated]
Both PrivateNet1 and PublicNet1 added as interfaces to VM Server 1.
[image: Graphical user interface

Description automatically generated]
Both PrivateNet2 and PublicNet2 added as interfaces to Server 2.
[image: Text

Description automatically generated]
Unfortunately, all Pings from Server 1 to Server 2 and Client 2 are failing and I have not been to work out why.














4. IP Packet Filtering
[image: A screenshot of a computer

Description automatically generated]
Inbound filter applied to the above IP addresses on server 1 and then tested on Client1 VM.
[image: A screenshot of a computer

Description automatically generated]
Ping to 192.168.101.1 unsuccessful.

Filter 2 Restrict Access to FTP Service running on Server2 to only hosts in PrivateNet2.
[image: A screenshot of a computer

Description automatically generated]
Inbound filter applied to the above IP addresses on server 1 and then tested on Client2 VM.













Filter 3: Only allow specific hosts in PrivateNet1 to access the FTP service running of Server 2.
[image: A screenshot of a computer

Description automatically generated]
Restrict FTP access to all client except Client1












Task 3: Observational Tasks
i. Password Principles in a Modern Network Environment
The following password principles should be applied to secure a Modern Network Environment and must consist of the principles and definitions of a strong password.

Strong password should consist of [1]:
· Upper- and lower-case letters
· No less than 8 characters in length
· Have at least one special character such as @.
· Should consist of completely random characters that do not make up an identifiable word or phrase.
· Should not be something personal to the user such as a pet name.
· Should not be a word that exists in a dictionary.
· Should not be a simple letter swap for another character i.e., Rover becomes R0v3r.
· Should not be based on family names.

Passwords should not be shared between employees or anyone else and must be changed on a rotating 30-day basis via the Maximum Password Age within Windows [2]. Furthermore, passwords should be changed upon first log in to ensure that the password is known only to the user and no one else including the IT department [3]. 

Passwords should also not be written down in case they are forgotten as this is a major risk to the network’s security [4]. Additionally, passwords should not be the same as any other password the user employs in case the other source is compromised [5].  

Encryption should also be employed to ensure that any access point to the network is secured using high level encryption protocols that are based on 128 bit or 256-bit encryption (such as AES) to prevent a hacker using brute force to compromise a network [6].

ii. Failover Clustering
Fail over clustering is one a group of independent computers that work together to increase the availability of clustered roles within a network environment. Clustered servers, referred to as nodes, are physically connected hardware that provide redundancy of one server fails or develops an error which would result in another server been restarted to take over the workload. This provides high availability of the services provided by the organisation and often consist of two or more nodes [7]. Nodes may also contain storage that utilises RAID mirror to continually back up and store data in real time using RAID mirroring principles. 
In the deployment of a failover cluster there are various prerequisites that must be considered and implemented.  All the servers in the cluster must be running the exact same version of Windows Server with all the updates matched to prevent errors [8]. The hardware requirements should be reviewed and assessed to create a successful cluster and the amount of storage drives in each node must be identical and sufficient for the purpose of the organisation [9]. It is recommended to use the Internet Small Computer Interface (ISCSI) protocol which is a networking standard for linking data storage components over a small network. It is an established method of providing a way to deal with the high volumes of data been moved between the nodes and their failover nodes [10].

Failover Cluster Deployment in Windows Server 2019
The following is a brief summary showing screen shots of a Cluster Deployment in Windows Server 2019. At this point the Roles and Features for Failover Cluster has already been added.

[image: ]
Confirmation the Failover Cluster Role and Features has been added.
[image: D:\Server Assignment 2\ClusterCreation1.PNG]
Server DC1-NWT has been added as the server to deploy the Failover Cluster in.
[image: D:\Server Assignment 2\ClusterIPConfig.PNG]
The IP address have been set within the IP address range for both the Public and PrivateNet IP addresses.
[image: D:\Server Assignment 2\Cluster1Confirmation.PNG]
Confirmation Screen of the details for ServerCluster1 confirming the Node Details
[image: D:\Server Assignment 2\ClusterSummary2.PNG]
Summary screen showing the successful creation of the Cluster. As in the “Cluster Core Resources” the Cluster Server name is set as Server1Cluster1.
[image: D:\Server Assignment 2\FailoverClusterNodes.PNG]
Node Screen displaying the primary server.
[image: ]
Local Server screen displaying both Server DC1-NWT and ServerCluster1.
[image: ]
DC1-NWT Server and Server1Cluster1 in all servers Summary Screen.

*****For the Validation Report Please Refer to Appendix 1****

Role of Active Directory
In terms of the Active Directories all the nodes must be linked to the same active directory domain which can be achieved by creating an Organisational Unit (OU) within Active Directory. Any failover clusters can then be placed in their own OU as the failover node [11].
The Active Directory user account should be a high-level administrator account that has rights to all the servers or nodes within the cluster to ensure they are able to perform the required administrative tasks. The account used to create the cluster is highly important and provides the basis on which the computer account for managing the cluster is created [12],





iii. Network Administrator Recommendations for Enterprise Network

As Network Administrator I have been asked to design and implement a failover system inclusive of a redundancy policy that will implement in the event of failure of the system over 3 nationwide sites. Additionally, a security policy is to be implemented to provide robust network security and practices that will be implemented in a failure.

The proposed network will incorporate two servers at a secure location within the premises of one of the proposed business locations. The company will then link these servers to their other 2 locations using a WAN network each with their own IT equipment connected to provide high speed access and server storage. 

Below is the proposed network diagram which considers that the servers will have the storage already built in for the enterprises data storage requirements.

[image: ]
(i) The diagram shows normal operation with Primary Server up.
[image: ]
(ii)  Primary Server in Error state. Secondary Server now takes over maintaining network functionality.


Site 1 is the main headquarters of the enterprise and will have an on-site server room that will be kept at the necessary temperature to ensure efficient cooling for the servers. Please note that this diagram is a basic representation of the requirements, and it is presumed that the servers will incorporate the storage media. The primary server and the secondary server will be linked, and RAID mirroring will be used to ensure that the data is duplicated across both servers. 

The servers will be linked via WAN utilises and server 1 will be kept in a constant active (diagram i) state whilst all data is mirrored to server 2 (Secondary). In the event of an error or server 1 going down then server 2 will then switch to an active state and take over (diagram ii above).

Once server 1 is restored server 2 will then go back to an inactive state and will then mirror itself to server 2. This will result in the high availability of the system for the enterprise and will prevent the system from suffering data loss. It is advised that the enterprise incorporates at least 4 servers, 2 active 2 inactive to ensure continual system availability. As stated above this system can be scaled with the growth of the enterprise.
Storage
Each server will feature a storage solution that will be mirrored between the servers to ensure that there is no loss of data in a disaster scenario. The storage media will consist of high-capacity mechanical hard drives and must be the same size, type and manufacturer. The servers must have duplicated storage media in each server. At present Seagate offer a series of high-capacity storage drives for use within a storage rack and these should be considered as the ideal media.

If one of the drives corrupts or becomes damaged, then data can be recovered from the secondary server and restored. This ensures high availability of the data.

Server Access
Only individuals within the IT department will be permitted to access or modify data on the servers. System Administrators will be responsible for the maintenance of the server and the connected devices. They will have the relevant access to process requests from each of the individual departments within the business to edit and add to the data within the server. Each department must submit a request to the IT Department and these requests must be approved at Manager level. Only the Senior IT Administrator will have full access to the server.

Security Team
The Security team will be responsible for setting the policy and standards that the Business will adhere to [13]. They will develop and supervise the overall IT security of the network and ensure that all measures are enforced. They will ensure that the Security Architecture will conform to the needs of the enterprise as well as ensuring that they conform to the local governance (E.g., GDPR) [14]. The Security Team will ensure that all data is processed and dealt with within the relevant governance as well as reviewing processes and auditing the day-to-day changes made to the data to ensure that they are compliant. Any software must be reviewed by the Security Team and updated to ensure that the latest security patches are installed [15]. 
The Security Team will also ensure that the network is secure, and that the companies’ data is monitored. This includes continual monitoring and detecting potential vulnerabilities within the network. 

The Security Team will also be responsible for user’s password policy and will create a rigid policy for password security. As specified passwords MUST be more than eight characters in length and feature numbers, letters both upper and lowercase and at least one special character. The team’s policy will specify that the password cannot be anything personal to the user due to the dangers of social media [16].

In addition, the Security Team will implement necessary physical security to the server room to prevent unauthorised individuals from gaining access. Such measures can include NFC ID badges and/or biometric security. Biometric security such as fingerprint ID would be preferable as ID badges are items which can be taken and used by those other than the user. Biometric security, although not infallible, is more secure as it is difficult to forge fingerprints or retina scans [17].

Network Policies via Active Directory
As the enterprise will consist of different functions within the organisation MS Active Directory is recommended.

Each department will have an accessible drive specific to each and will be implemented in a way to prevent access by unauthorised members of other departments. Each drive will be set as a virtual folder. For example, a drive will be set up for the Human Resources department under its letter (such as H for example) and only people within that department will be able to access that drive. This will be accomplished via the use of Roles and Features within active directory and will be set by the enterprises system administrator. 
[image: Graphical user interface, application

Description automatically generated]

The above screen capture shows different “sites” set up within the server for each individual department. This will exist on the server and will be managed by the system administrator.
[image: Graphical user interface, text, application

Description automatically generated]
Within the Active Directory for Users and Computers there will be different user groups set up for each department. Within these groups specific users will be added who are only part of each of the groups and who will only be able to access, view and write to drives, folders and files within their own groups.


Example - Human Resources (H Drive)
Only individuals in the Human Resources department will be able to access this drive. Each member will have access to only the information required to carry out their day-to-day tasks. Their permission levels will be set according to roles such as Read, Write or full access. It is recommended that only the senior members of the HR department be given full access. The payroll function within the HR department should be restricted further due to the sensitive nature of the data. In this case lower-level Payroll associates should only have read access to process queries from employees and Senior Associates will be given Read and Write access to process payroll. Each instance of changes made to the payroll should only be approved by the Department Manager.


For example, an employee named as Domingo Sanchez has been created and added to the Human Resources Group.
[image: Graphical user interface, application

Description automatically generated]
This individual is only able to access the Human Resources functions and drives and cannot view or edit any files or folders within the department of other business functions.
[image: Graphical user interface, application

Description automatically generated]
The user computer (HRUser1) is also locked to the Human Resources group and only has access to this group.

The same process can be set and created for each individual user and their relevant department. Some users such as managers and supervisors will have increased access rights within their department, but they will not be able to view the documents, files or folders on other drives.
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Appendix 1 - Failover Cluster Validation Report
	Node: 
	DC1-NWT.nosstask.msft
	Validated

	Started
	3/22/2022 2:53:25 AM
	

	Completed
	3/22/2022 2:54:45 AM
	


The Validate a Configuration Wizard must be run after any change is made to the configuration of the cluster or hardware. For more information, see https://go.microsoft.com/fwlink/p/?LinkId=280145.
Results by Category
Name	Result Summary	Description
Inventory	Success
Network	Warning
Storage	Not Applicable
System Configuration	Not Applicable
Inventory
Name	Result	Description
List BIOS Information	Success
List Environment Variables	Success
List Fibre Channel Host Bus Adapters	Success
List Host Guardian Service client configuration	Success
List iSCSI Host Bus Adapters	Success
List Memory Information	Success
List Operating System Information	Success
List Plug and Play Devices	Success
List Running Processes	Success
List SAS Host Bus Adapters	Success
List Services Information	Success
List Software Updates	Success
List System Drivers	Success
List System Information	Success
List TPM Information	Success
List Unsigned Drivers	Success
Network
Name	Result	Description
List Network Metric Order	Success
Validate Cluster Network Configuration	Success
Validate IP Configuration	Warning
Validate Network Communication	Not Applicable
Validate Windows Firewall Configuration	Success
Storage
	Name
	Result
	Description

	List Disks
	
	Success

	List Disks To Be Validated
	
	Not Applicable

	Validate CSV Network Bindings
	
	Not Applicable

	Validate CSV Settings
	
	Not Applicable

	Validate Disk Access Latency
	
	Not Applicable

	Validate Disk Arbitration
	
	Not Applicable

	Validate Disk Failover
	
	Not Applicable

	Validate File System
	
	Not Applicable

	Validate Microsoft MPIO-based disks
	
	Not Applicable

	Validate Multiple Arbitration
	
	Not Applicable

	Validate SCSI device Vital Product Data (VPD)
	
	Not Applicable

	Validate SCSI-3 Persistent Reservation
	
	Not Applicable

	Validate Simultaneous Failover
	
	Not Applicable

	Validate Storage Spaces Persistent Reservation
System Configuration
	
	Not Applicable

	Name
	Result
	Description

	Validate Active Directory Configuration
	
	Success

	Validate All Drivers Signed
	
	Success

	Validate Memory Dump Settings
	
	Success

	Validate Operating System Edition
	
	Success

	Validate Operating System Installation Option
	
	Success

	Validate Operating System Version
	
	Success

	Validate Required Services
	
	Success

	Validate Same Processor Architecture
	
	Not Applicable

	Validate Software Update Levels
	
	Not Applicable

	Validate System Drive Variable
	
	Success


Overall Result
Testing has completed for the tests you selected. You should review the warnings in the Report. A cluster solution is supported by Microsoft only if you run all cluster validation tests, and all tests succeed (with or without warnings).

List BIOS Information
Description: List BIOS information from each node. Start: 3/22/2022 2:53:26 AM.
DC1-NWT.nosstask.msft
	Gathering BIOS Information for DC1-NWT.nosstask.msft 
	

	Item
	Value

	Name
	VMW71.00V.16722896.B64.2008100651
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C:\Users\Administratorsping 192.168.1.101

Pinging 192.168.1.161 with 32 bytes of data:

Reply from 192.168.1.160: Destination host unreachable.
Reply from 192.168.1.160: Destination host unreachable.
Reply from 192.168.1.160: Destination host unreachable.
Reply from 192.168.1.160: Destination host unreachable.

Ping statistics for 192.168.1.161
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C:\Users\Administratorsping 192.168.161.1
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PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.101.1:
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C:\Users\Administratorsping 192.168.161.2

Pinging 192.168.101.2 with 32 bytes of data:
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.
PING: transmit failed. General failure.

Ping statistics for 192.168.101.2
Packets: Sent = 4, Received = ©, Lost = 4 (166% loss),
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