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Abstract- This report will contain a detailed outline of policies that FinSecure should adopt to secure the company from cyber-attacks. This report will be research-based and will highlight key policy principles that will need to be enacted to secure the company due to threats and attack vectors. This will, therefore, contain policies and mitigation strategies that will secure the company and aid the company’s compliance with current UK legislation.
I. Introduction
FinSecure Ltd. noticed an increase in unauthorised attempts to gain access to the company's internal network. This is concerning for the company, as it has experienced numerous phishing attacks and unauthorised access attempts on the internal network. Within the company, numerous employees now work from home, either full-time or in a hybrid working environment. Therefore, a new comprehensive security policy must be developed to prevent unauthorised attempts on the network, along with compliance with current legislation and industry guidance. Creating new guidelines and company policies will enable the company to maintain its reputation within the industry, as if a cyber-attack is successful, it can be catastrophic for the company’s image and customer base, and costly in fines. The industry guidance that will aid in the creation of the policy, along with security principles and legislation, is as follows:
-	ISO 27001
-	NIST
-	Data Protection Act 2018
-	NIS Regulations 2018
-	Computer Misuse Act 1990
-	CIA Triad

Therefore, this report will utilise the above legislation and industry guidance to provide a security policy that will aid the company’s security, bringing it up to comply with the newest frameworks and legislation.  
II. Threats to the organisation
There are many potential threats to an organisation, both internally and externally. Some include disgruntled employees, unsecured systems and policies, denial of service attacks (DDOS), competitors, malware, and phishing attacks [1]. These can be mitigated by creating strong policies utilising industry guidelines and UK laws to help secure the company against these attack vectors. Some of the root causes for specific threats stem from poor practices, such as poor password practices, such as leaving passwords written down, making it easy to guess, not using special characters and not enabling 2-factor authentication (2FA), not securing the work devices with secure passwords, or not locking the devices that are not in use [2]. Furthermore, with certain employees having a hybrid work schedule or working from home with no policy over who is allowed to work from home, potentially sensitive company data leaves the internal network, potentially to another insecure network or being worked on by personal devices which are not secured. These issues make the company vulnerable to malicious or disgruntled employees. 
In addition, because there is no compressive internal campaign to educate employees over phishing attacks, the dangers of unsecured Wi-Fi networks, and tactics used in social engineering attacks, employees are left helpless regarding what to look for in their emails, phone calls, and meetings with clients/potential clients with what could potentially be a phishing email, document, or cyber attacker. 
Training should also focus on the Data Protection Act 2018 which dictates the reasonability that businesses have over customer data at all aspects and what the employees’ roles are in this which also dictates the appropriate locations where sensitive data should be worked on as it cannot be in an open area of public view as it discloses the personal data of the customers without permission, as anyone could view it in a café or by sniffing network traffic if it is an open unsecure network [3]. Furthermore, employees also have certain protections under the Data Protection Act when it comes to the handling of their own sensitive data in the workplace, which should also be stated in the training and policies [3]. Some examples of incidents which have happened recently are:
· M&S and Co-Op cyber attack 2025 [4]
· Capital one 2022 [5]
· Santander 2024 [6]
· MOJ (Legal Aid Agency) 2025 [7]

III. Network Security Policies
This policy sets out access control restrictions for files within the company so that fewer people have access to files. By restricting the files to only those that need access to them, this reduces the likelihood that someone could gain access to all the internal files in an area and, therefore, will aid in the security of the files and help to comply with the data protection regulations [8] [9]. Part of the security of the files would rely on the security of the staff’s work login credentials for computers and emails [1]. Therefore, computers need to have a password policy configured to mandate good password practice, including changing the password regularly, along with mandating, where possible, Multi-Factor Authentication (MFA) on the emails and, if required, utilising security key devices instead of using a password to log into the computers [2] [1]. 
Deploying a strong and secure network security policy will help to avoid entry into the system. Utilising a strong Password policy would enforce strong and good practices such as special characters and more then 8 characters ideally longer that change regularly will aid security [10], also mandating MFA on all accounts will also aid in adding an extra layer of security to all systems [8] [2]. While ensuring no device doesn’t stay unlocked when a staff member walks away from their computer. Furthermore, by having no one singular individual having access to the entire system this would aid in security by needing multiple people’s credentials to gain full access to the computer system which would increase the complexity of the attack. People with higher authority would also only have access to perform their role and not necessarily have access to the entire file system for example normal IT staff will not have access to see files if they only monitor the Internet network or only monitor backups.


IV. Device and Endpoint Protection Policies
This policy sets out the standard that the company must follow with regard to what is allowed to be conducted on what devices. For example, any work that is to be carried out must be completed on a secure, non-public WIFI network which has encrypted storage and antivirus software installed and activated. This would be the basis for any work to take place, but for certain areas, further restrictions may also be implemented, for example, any work which involves sensitive employee data or any individual customer’s data, which must be completed in the workplace and not remotely. This is for both the security of the data being transmitted across the network and the environment being controlled in the office with other employees, whereas at home or at a café, the environment is not controlled; therefore, someone could be watching the employee work on sensitive material, resulting in a serious data breach [3] [2] [1]. By implementing this strictly it will limit the amount of eavesdropping that can be conducted by cyber criminals and aid in securing any potential company secrets from being easily obtained and will help to set a president for good practices within the company.
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This policy sets the classifications for the different types of data that are stored or processed by the company, and therefore how or if the data should be encrypted and to what standard along with who should be able to access the data. In figure 1 it shows how the data could be classified as. For example, business strategies while important is not as critical as client data or employee data and therefor control measures should be implemented like encryption and file access should be utilised to avoid breaches. It will also provide more guidance on backup policies for the data held by the company, including both customers and employees. This policy will also aid in data security and redundancy, as if the system is infiltrated, it can be restored easily if this policy is utilised correctly. It utilises the 3-2-1 rule for data redundancy, so that the data is secure [11]. Furthermore, if any paper is used within the business, it will set out how and what should be disposed of securely to avoid data breaches. By following this policy, it will aid in compliance with the UK’s data protection legislation 2018 as the company would be responsible to the secure handing of the data from collection to processing and ultimately destruction of the data therefore due diligence should be carried out so all data procedures must be compliant with guidance and UK Law [3].
VI. Email and Internet Usage Policies
This policy sets out how internets/computers should be used at work. It will not allow staff to work on computers for personal reasons, including researching for personal gain, as this can induce malicious links and programs from websites onto computers, infecting the company’s networks [1].  Furthermore, this policy will set out clear guidelines on emails and what to look for in email addresses and links, how to deal with suspicious emails, and what to do if you believe that the email is infected such as speaking to a line manager, sender (which is being imitated) or the cyber security team. It will also set out the training that all staff will receive along with the phishing emails sent by the IT department through Microsoft’s Azure service [12]. Additional training can then be  provided if anyone clicks on the link. 

VII. Incident Management Policy
This policy will define some principles and responsibilities for dealing with any incident, both internal breaches where no data have left the company and full data breaches where data has left the company and, therefore, needs to be recovered and therefore The Information Commissioner’s Office (ICO) must be notified within 72 hours in accordance with the Data Protection Act 2018, and if necessary, affected individuals will be notified [1]. This policy will utilise the ISO 27001 standard along with Data protection act 2018 and other relevant guidance and legislation to produce a comprehensive plan/ policy. Some of the pillars that will be part of the policy is as follows [13]:
· Identify current legislation and guidance relevant to data security and breaches.
· Analise current security incidents.
· Utilise monitoring for potential breaches or vulnerabilities.
·  Incident coordination
· Logging of incident events
· Cautious handling of evidence and log files.
· Identify the root cause of the incident.
· Implement an action plan to prevent concurrent attacks/ breaches.

VIII. Mitigation Measures
A. Preventative Measures.
Some preventive measures that will be taken to help secure the company include ensuring that firewalls are implemented across the entire company network with comprehensive settings [14], with continuous network activity monitoring. The company network will also be segmented by department and, if necessary, by managers and/or projects if the team is large or deals with hypersensitive documents or data. This aids the security as they would be separate networks by utilising subnetting, so if one computer is infected, it would not be able to cross into other parts of the company network, resulting in a larger data breach therefore securing he company without affecting the overall operating of the business [15].
A script will also be implemented on every system possible, where at midnight, it will update the operating system (OS) of the computer along with any and all security patches and applications so that the newest and most secure OS and applications are installed at all times [16]. It will also provide a timeframe where small security patches must be installed on all servicers within one month (unless it has caused issues on servers that are already installed) and major security patches must be installed within one week of release unless it is known to cause compatibility issues, and then a compressive risk assessment must be performed to secure the known insecure server. For remote workers, a secure virtual private network (VPN) must be used to access any part of the company’s network; without it, it will not allow any access [17]. 
B. Detective measures 
This is a 2-part system utilising both an intrusion detection system (IDS) and a security information and event management system (SIEM). An IDS system monitors network traffic and system activity for any behaviour which could potentially stem from malicious programs, services, or policy violations [18]. It analyses network packets and system logs and compares them to a database of patterns of known threats or suspicious activity. If the system suspects that a system is infected, it will alert the person in charge of the system to the potential threat of further investigation. 
The second part of the system is the SIEM system, which aliases system log files, user logins, file access, etc, from various parts of the system and network, including firewalls, applications, and servers [19]. It then analyses the log data, events, and other information collected across the entire network to determine security threats and potential vulnerabilities and then will aid the security team in the anomalies and then aid the investigating team as software analysis patterns. Some also utilise artificial intelligence (AI) to investigate potential issues [20]. 
C. Corrective measures
This will create a new team that will be responsible for securing the company’s data and provide continuous, ongoing security monitoring. It will aid the company in recovering from a major cyberattack as the team will monitor and secure the backups, initiate the recovery procedures, investigate what went wrong, and implement further policies to secure the company [13] [3]. By doing this the team can continually assess the company’s security policy’s along with adapting to new threats and can react to a cyber threat quickly and if necessary, perform the data recovery and enable the company to start to operate quick in the advent of a major cyber threat.
 	By implementing all the various mitigation measures the company can fully secure its self against the cyber threats the company faces and will enable the company to adapt quickly and respond in the advent of a cyber-attack quickly reducing the amount of sensitive data that could possibly be obtained.

IX. Monitoring and response plan
This details the day-to-day operational plan, which will help detect any suspicious activity across the network. It will require that the system log files be analysed for any suspicious activity; If any is detected, then it should be investigated by the security team, and the devices should be isolated from the network by the 24/7 Incident management team.  The team should follow the principles set out in the Incident Management Policy of identification, containment, eradication, recovery and reflection. Following this principle, there is always a continuous cycle of investigation and improvement required in the ever-evolving landscape of cyber threats so that the company can adapt and evolve so it becomes less likely for another cyber-attack utilising the same or similar vulnerabilities. 

X. Staff Training and Awareness Program
This will set out all training related to the IT and cybersecurity aspects of the onboarding process along with all refresher requirements to maintain knowledge in the appropriate areas. It will also set out the frequency of phishing email simulation exercises that will be conducted by the company [12], along with any additional role-specific training required in addition to the basic training in the Data Protection Act 2018 and cybersecurity basic training, which is mandatory for all employees. It also covers other important aspects of security, including password safety and physical device security, along with environment/location security and confidentiality.  The training should focus and utilise the policy’s layered out in this report so employees are aware of the company’s risks and are knowable with company policy’s so they can best secure them self’s and the company. One method of training could be utilising a online training platform that has cyber security courses and GDPR courses which allows the employer to set certain course that employees must complete [21]. Some relevant courses could be a type of Cyber security essentials and GDPR training. The Cyber security course could teach among other things about types of attacks which include social engineering and methods both over email/ phone and in person.  A tool like this could be a very useful tool for the training of all employees easily and cheaply and could therefore educate everyone and therefore increase staff knowledge making everyone self-aware heightening the company’s security. A newsletter will also be created at regular intervals to update employees on current threats and to update how successful the company has been in securing itself against digital threats.
XI. Conclusion
If the policies are implemented within the company, they will ensure that the company remains compliant with current UK legislation and will also use industry best practices and industry guidance to ensure that the company can react swiftly to cyber-attacks and will be able to secure the company to reduce or eliminate cyberattacks. This is because it tackles both internal and external threats and implements control measures to reduce or eliminate threats. Mitigation measures are implemented to reduce the scope of each attack entry point, which can reach the company’s computers if successful. It also sets up a system which will continuously monitor the computer systems and will alert of any suspicious activity so that it can be dealt with promptly and within the UK law. It also sets out a comprehensive and ongoing training plan to help keep employees up-to-date with their training, so everyone is as vigilant as possible. 
This group of policies and ethos will enable the company to grow and adapt quickly, so it is an ongoing and continuous improvement/growth mindset, so that the company remains vigilant and compliant. In addition, at the heart of the company is the understanding that security is a shared responsibility and not down to any one signal team or employee.
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