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Risk management

	Risk
	Risk reduction techniques

	Insufficient Knowledge in required areas

	· Seek out Professionals with a better understanding of require knowledge
· Expand team to include a more varied knowledge base
· Reduce size of project to exclude areas of knowledge shortfall

	Breach of GDPR

	· Research GDPR guidelines and procedures
· Understanding of security measures to increase security and eradicate data leak
· 

	Poor time management and delay of project completion

	· Defined Project plan and time allocation schedule
· Monitoring of each team members workload and delivering on time specified
· 

	Poor implementation of interface design 

	· Clearly thought out design and correct implementation of design
· Good communication between both the creative and technical leads
· Working closely with stakeholders and working through feedback

	Team disagreements and Collapse

	· Increase communication and discuss problems with the team
· Correct management of each team member workload
· Preparation for another member to spread time over other tasks

	Insufficient accessibility for people with difficulties







	· Increase accessibility including dark mode (light sensitivity), changing background colour (yellow, white, blue)
· Implementing feedback from stakeholders efficiently and quickly
· Discussion with stakeholders and research into requirements 




Sustainability issues

	First Order:

	· Increase of diagnoses of problems people face
· Increase of waiting times
· Increase of people using emergency provisions

	Second Order:

	· Higher requirement for more staff in help providing areas
· More premises for private practice
· 

	Third Order:

	· Increase power usage
· More fossil fuels used 
· Larger requirement for data storage facilities




Code of Practice 

During this section we will cover the legal and ethical issues our project will face. During this section there will be points raised of how GDPR and legal guidelines will impact the project and how the project will adhere to these guidelines.

Legal issues

The first problem to face when dealing with legal issues would be data protection/privacy, the main point as stated earlier would be making sure that we keep the personal data we store safe and protected. This would be accomplished by making sure that we have adequate encryption on the data but that we also have protection on the servers we use, and making sure that we use a reputable provider to also stop in house access to the stored data.

The second problem the project would face would be and copyrights or patents, for this project there would be no patents required so this wouldn’t be and issue for the project. But we would need to copyright the project name as well as the logo to make sure that firstly the name and logo don’t already exist but to also make sure that there isn’t any breach’s in the future.

The final problem under the legal issues is to make sure there isn’t any computer misuse, to make sure this doesn’t happen we will need to make sure that all our code is our own and created from scratch. But secondly we aren’t misusing peoples data to benefit our company. To expand on this we would need to make sure like previously stated that we have safe and secure servers to host our data and our website domain.


Ethical concerns

To make sure that the project is as ethical as possible we need to make sure the project is transparent with all our on goings to make sure that there is peace of mind for our stakeholders, this would need to include as well the people that our using our service to make sure that they feel safe whilst using the service. The project would need to make sure that we are as reliable as possible especially to make sure that when users come to use our services that they can access the information quickly and effectively and at any time. Additionally the project would need to make sure that people feel safe whilst using our service this would be combated by making sure that we are transparent and that our privacy and security our always up to date and constantly under review to either update or upgrade the features.

GDPR

GDPR will be a massive part of this project due to the fact we will be handling sensitive data. GDPR laws and regulations must be adhered to at all times due to the fact of personal data as well as making sure that people can be reassured whilst using the service that their data as well isn’t being misused. To make sure that all of these points are adhered to the project would need to register with the appropriate bodies to make sure that the relevant people are notified of how we are using this data to make sure that when we have audits that we are continuing to be above board, this leads onto being transparent with the project to that everyone feels safe.

Project Plans

As previously stated above there have been many issues raised that the project will face and to summarized what the team for this project will do moving forward, the project will need adequate security on both the server that is hosting the domain and storing the data but additionally making sure we are transparent with all stakeholders as well as the commission that will supervise our GDPR 















Quality Assurance

During this section we will be coving the quality assurance issues as well as how to minimize the impact of these issues along with how to continue to meet this expectation.

· First issue would be dropping packets or losing data whilst the user is trying to access the data from the server. The easiest way of combating this would to upgrade the server to make sure that the server can handle the traffic coming into the system. As well as making sure that the code used in the interface has allowances for that is data has been lost in transmission that it will quickly resend the data to minimize the impact it could have
· Second issue that the project could face could be that the server could crash all altogether which would render the whole service down, this could be combatted by spreading the data over a few different servers to minimize both the data loss and the down time of the domain. Additionally this would minimize resource strain by spreading the load.
· The main point of all would be to make sure that the users are satisfied with the service, this would be achieved by making sure that the team quickly and effectively making changes and tweaks when the stakeholders bring them to the attention of the team and implemented quickly. Also we could conduct surveys to get feedback.
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