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This report outlines a through cybersecurity strategy based on Zero Trust principles for Vigilant Trust & Asset Management (VTAM). Addressing the increasing modern threats such as Ransomware-as-a-Service (RaaS), AI-driven social engineering, supply-chain vulnerabilities, and cloud misconfigurations 
Rooted in established frameworks like the NIST Cybersecurity Framework (CSF), ISO 27001, and CISA’s Known Exploited Vulnerabilities (KEV), the report highlights significant risks and suggests a multilayered defence approach. The proposed solution encompasses contemporary security policies that adhere to Zero Trust principles, practical technical controls including MFA, EDR/XDR, SEIM, SOAR, CSPM, and immutable backups, along with 24/7 monitoring and incident response capability enhanced by automated playbooks. 
Additionally, it details continuous training and awareness program that includes phishing/vishing simulations and role-specific education to foster a security-aware culture. The recommendations offer VTAM a pragmatic and scalable roadmap to bolster its resilience, minimize exposure to severe cyber threats, and maintain operational stability amidst a changing threat environment. 
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Vigilant Trust & Asset Management VTAM) is confronted (VTAM) with a contemporary threat environment characterized by Ransomware-as-a-Service (RaaS), AI-driven social engineering tactics (such as phishing and vishing), supply-chain vulnerabilities, and the risks associated with cloud adoption and hybrid work agreements. 
Implementing a Zero Trust architecture – which emphasizes identity verification, device posture assessment, least privilege access, and ongoing verification – offers a pragmatic, standards-compliant verification – offers pragmatic, standards-compliant approach to mitigating risks and minimizing impacts. 
This approach aligns directly with the core functions of the NIST Cybersecurity Framework (CSF), which include Identify, Protect, Detect, Respond and Recover, while also prioritizing the patching and mitigation of CISA’s Known Exploited Vulnerabilities (KEV) 
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Contemporary cyber threats have progressed in both magnitude and complexity, presenting unprecedented dangers to organizations across all industries particularly financial services companies such as VTAM. The growth of hybrid work arrangements, swift cloud integrations, dependence on third-party suppliers, and extensive utilization of mobile and SaaS platforms have collectively increased the attack surface. Current threat actors now utilize highly automated, financially driven, and actors now utilize highly automated, financially driven, and progressively AI-enhanced methods that circumvent traditional security measures and take advantage of human behaviour as well as technological vulnerabilities. Grasping these emerging threats is crucial for establishing a robust, Zero Trust-orientated security framework capable of protecting against both internal and external threats [1]
These threats include the following:
Ransomware-as-a-Service (RaaS) – The RaaS ecosystems facilitate advanced operators in deploying ransomware on a large scale, frequently in conjunction with double-extortion tactics and public leak sites. RaaS operators utilize phishing techniques and exposed RDP or inadequately patched services as initial access points. CISA, along with various industry reports, continues to highlight ransomware as a significant and evolving threat [2]
AI-driven social engineering (phishing/vishing) – Advanced language models and voice synthesis technologies allow for the creation of highly persuasive emails and voice calls (known as “vishing”) specifically designed for executives and finance personnel, thereby enhancing by the success rate of credential theft and payment fraud. ENISA and other organizations identify these as emerging, high-impact threats necessitating both behavioural and technical countermeasures [3] 
Supply chain and software comprise (MOVEit-style) – Attacks that target third-party software (such as MOVEit) or development toolchains can lead to the mass exposure of customer and employee data. Compromise of third-party services often circumvents company controls and poses significant risks, particularly for financial institutions. Recent incidents involving MOVEit and other supply-chain breaches illustrate the extensive scale and consequences of such attack [4]
Cloud misconfiguration and hybrid work risks – the swift adoption of cloud technologies and the widespread shift to remote of hybrid work arrangements have expanded the attack surface due to misconfigured storage, excessive permissions in SaaS applications, weak identity management, and unmanaged devices. Both ENISA and NIST emphasize the importance of addressing cloud posture and identity management as critical focus areas [5]
Activate exploitation of known vulnerabilities – The CISA KEV catalogue serves as a vital operational resource: advisories are actively exploiting known CVEs, and CISA regularly updates this catalogue with remediation guidance. Prioritizing KEV items during patching efforts significantly lowers the risk of compromise [6].
[bookmark: _Toc216234913]
Security Policies 
All policies outlined below are constructed based on Zero Trust principles (never trust, always verify; least privilege; assume breach) and correspond to the functions of the NIST Cybersecurity Framework (CSF).
Zero Trust Access Policy (Identity & Device posture):
· Requirement: All access to corporate applications (cloud/SaaS/on-prem) necessitates robust identity verification along with device posture assessments [7]. 
· Controls: Implement Multi-Factor Authentication (MFA), conditional access, device compliance (Mobile Device Management – MDM), and Just-In-Time privileged access [7].
· NIST CSF mapping: Protect (PR.AC: Identity management, authentication, and access control) [7]. 
Least Privileged Access Management (PAM):
· Requirement: Implement role-based access control with time-limited elevated privileges; ensure the recording and audit[8].
· NIST CSF mapping: Protect (PR.AC), Detect (DE.CM: Audit and logging) [8].
Patch & Vulnerability Management Policy (KEV-prioritised):
· Requirement: Incorporate CISA KEV as a top-priority element patching, establishing SLA targets for critical and known exploited vulnerabilities. Ensure the continuation of automated [9].
· NIST CSF mapping: Identify (ID.RA), Protect (PR.MA) [9]. 
Data Classification & Data Protection Policy 
· Requirement: A formal classification system is necessary (Public/Internal/Confidential/Restricted). Implement encryption both at rest and in transit, utilize Data Loss Prevention (DLP) measures to prevent exfiltration, and apply rights management for sensitive documents [10].
· NIST CSF mapping: Protect (PR.DS) [10]. 
Third-Party/Supply Chain Risk Management Policy
· Requirement: Security stipulations in agreements, SBOM (software bill of materials) for essential suppliers, continuous oversight, and segmentation for vendor connections [11].
· NIST CSF mapping: Identify (ID.SC), Protect (PR. IP) [11].
Incident Response & Business Continuity Policy
· Requirement: Continuous 24/7 SOC coverage or an MDR contract, documented playbooks addressing ransomware and credential compromise, annual tabletop exercises, and a policy for retaining immutable backups [12].
· NIST CSF mapping: Respond (RS) and Recover (RC) [12].

Acceptable Use & Remote Work Policy:
· Requirement: Implement corporate device utilization for sensitive tasks, utilize VPN/ZTNA for remote access, and establish clear guidelines for shadow IT approvals.[13].
· NIST CSF mapping: Protect (PR.AT) [13].
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The description below shows us a list of feasible, prioritized technical and administrative measures. 
Identity & Access (Protect) 
· MFA + Conditional: Deploy enterprise-level Multi-Factor Authentication (MFA) for every account, with a preference for phishing-resistant techniques such as FIDO2/WebAuthn and hardware tokens. Establish conditional access protocols to prevent entry from unmanaged devices or high-risk geolocations. Incorporate Identity Governance and Administration (IGA) for effective lifecycle management. (This is a requirement under NIST/Zero Trust principles) [14].
· Privileged Access Management (PAM): Implement the PAM solution (temporary credential vaulting and session recording). Integrate[15].
Endpoint & Workload Security 
· EDR/XDR & EPP: Implement Endpoint Detection & Response Utilizing behaviour analytics and rollback functionality. Managed Detection and Response (MDR) can enhance the capabilities of the internal Security Operations Centre (SOC). It is essential to ensure that EDR is integrated with SIEM/SOAR systems for the automation of playbooks. (Detect/Respond) [16].
· Immutable Backups: Utilize air-gapped or immutable backups accompanied by verified restore procedures. Integrate with object-locking in cloud storage and conduct regular verification. This approach diminishes the leverage of ransomware and expedites the recovery process [17].
Cloud & SaaS Controls 
· CSPM & CWPP: Continuous Cloud Posture Management (CSPM) is utilized to identify misconfigurations, while Cloud Workload Protection Platform (CWPP) provides runtime protection. It is essential to enforce the principle of least privilege on cloud IAM roles and to conduct thorough reviews of SaaS application permissions (CASB/Gateways) [18].
· Secure DevOps & SBOM: It is imperative to enforce secure Software Development Life Cycle (SDLC) practices including code signing, dependency scanning, and the implementation of Software Bill of Materials (SBOM) for critical services to mitigate supply-chain risks [19].
Network & Segmentation 
· Micro-segmentation & ZTNA: Substitute extensive network trust with micro-segmentation and Zero Trust Network Access (ZTNA) for accessing applications. Restrict east-west traffic and record inter-segment flows [20].


Visibility, Detection & Orchestration 
· SIEM + Threat Intelligence: Consolidate logs (cloud, network, identity, EDR) into a SIEM that executes normalization and correlation. Incorporate threat intelligence feeds and KEV monitoring to initiate prioritized patch workflows [21].
· SOAR playbooks: Automated containment playbooks (for instance, isolating endpoints, revoking tokens, blocking IP addresses) minimize Mean Tiem to Contain (MTTC). Integrate ticketing systems and forensic evidence (Obi Ibeto, Taiwo Olomola and M
Patch & Vulnerability Management
· Integration & prioritization of KEV: Automate the mapping of the internal asset inventory to CISA KEV; escalate patching within target SLAs for KEV items. Implement network isolation for assets that cannot be patched without delay [22]
Administrative & Process Controls
· Third-party security assessments: Regular audits and oversight of vendor security status, contractually mandated security provisions, and essential baseline controls for suppliers [23].
· Secure Email & Anti-phishing: Enhanced email security (BIMI, DMARC, DKIM, SPF), URL rewriting/sandboxing for attachments, and immediate phishing detection [24].
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In alignment with a Zero Trust security framework, Vigilant Trust & Asset Management (VTAM) is required to implement an initiative-taking and continuous monitoring approach that can identify and mitigate threats in real time. The complexity of contemporary attacks such as Ransomware-as-a-Service (RaaS), supply chain intrusions, AI enhanced phishing/vishing, and cloud security breaches necessitates automated detection, swift incident triage, and synchronized response protocols. This section delineates a comprehensive monitoring and incident-response capability utilizing SIEM, SOAR, UEBA, EDR, and cloud security telemetry, aligned with the NIST CSF Detect (DE) and Respond (RS) functions [25]. 
A Monitoring Strategy (24/7)
a. Security Information and Event Management (SIEM)
A Security Information and Event Management (SIEM) platform will consolidate logs from various sources including endpoints, servers, cloud workloads. networks devices, identity management systems, Software as a Service (SaaS) platform, and authentication logs [26]. 
These may include:
· Real-time notifications regarding anomalies such as failed login attempts, privilege escalation, and multi-factor authentication (MFA) bypass attempts. 
· Event correlation utilizing threat intelligence feeds like CISA Known Exploited Vulnerabilities (KEV) and MITRE ATT&CK framework.
· Extended log retention to facilitate audits and forensic investigations. 
· Identification of lateral movement activities, for instance, SMB scanning and PowerShell exploitation. 
· Notable examples of SIEM platforms are Microsoft Sentinel, Splunk Enterprise Security, and IBM QRadar.
b. User & Entity Behaviour Analytics (UEBA)
UEBA identifies insider threats and account breaches by examining behavioural baselines [27].
These include: 
· Unusual login times and impossible travel incidents 
· Abrupt mass file downloads 
· Privilege escalation that does not align with the designated role.
· Access originating from untrusted devices or geographical locations. 
These points presented above show Zero Trust’s principle of continuous verification. 


c. Endpoint Detection & Response (EDR)    
EDR agents offer behavioural detection for malware, ransomware, credential theft tools, and attempts at privilege escalation [28]. 
Capabilities encompass:
· Ransomware rollback and file isolation.
· Memory scanning and exploit detection (such as Mimikatz and Cobalt Strike).
· Remote endpoint insolation during investigations.
Examples include: CrowdStrike Falcon, Defender for Endpoint, and SentinelOne.
d. Cloud & Saas Monitoring (CSPM + CASB)
Given that VTAM depends on cloud-based financial and SaaS systems, it is crucial to monitor cloud risks [29].
Control encompasses:
· Scanning for misconfigurations (such as public S3 buckets and weak API keys)
· Identifying anomalous OAuth grants
· Oversight of shadow SaaS utilization 
· Ongoing compliance assessments (NIST, CIS Benchmarks)
Incident Response (IR) Framework
VTAM’s Incident Response program adheres to NIST SP 800-61 and ISO 27035 [30]. They come into six contemporary phases:
1. Preparation – development of playbooks, maintenance of backups, utilization of tools, assignment of IR team roles.
2. Detection & Analysis – implementation of SIEM/SOAR alerting, execution of triage, validation of threats. 
3. Containment – isolation of endpoints, blocking of accounts, revocation of tokens. 
4. Eradication – elimination of malware, rectification of vulnerabilities, application of patches to systems 
5. Recovery – restoration from immutable backups, confirmation of system integrity.
6. Lessons Learned – enhancement of playbooks, revision of Zero Trust policies. 
Automated Response via SOAR 
Security Orchestration, Automation and Response (SOAR) enhance the speed of response by automating repetitive tasks such as [31]:  
· Automatically blocking suspicious IP addresses and domains
· Automatically revolving compromised tokens 
· Automatically infected endpoints
· Automatically resetting suspicious user passwords 
· Coordinating workflows across multiple teams (IT, legal, compliance)
SOAR playbooks for VTAM should include:
Critical Playbooks
· Ransomware Response Playbook 
· Identify encryption activities.
· Automatically isolate endpoint. 
· Initiate verification of immutable backups.
· Inform IR team immediately.
· Phishing/Vishing Response Playbook 
· Automatically scan tenant for similar emails
· Automatically block sender.
· Automatically quarantine affected messages
· Account Compromise Playbook
· Revoke all active sessions. 
· Force MFA reset 
· Investigate unusual data access. 
· Cloud Misconfiguration Playbook
· Automatically remediate exposure of public cloud storage.
· Notify the cloud security team.
Integration into Zero Architecture 
Monitoring and Incident Response (IR) strengthen Zero Trust principles by means of:
· Ongoing diagnostics and telemetry (Always Verify)
· Immediate evaluation of device and user trust utilizing SIEM/UEBA 
· Dynamic access controls (for instance, step-up MFA when anomalies identified)
· Micro-segmentation containment (restricts the spread of attacks)
Zero Trust transcends being merely an identity model it constitutes a perpetual feedback loop driven by analytics and automated responses. 


Incident Response Diagram 
Down below displays a diagram covering monitoring tools like SIEM, 27/7 monitoring and how each tool helps detect the threats.
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A contemporary program must be both continuous and adaptive:
· Phishing and Vishing simulations: Conduct monthly targeted phishing campaigns and quarterly voice-phishing (vishing) simulations specifically for high-risk roles such as finance, HR, and executives. Customize campaigns utilizing realistic lures based on current threat intelligence [32]. 
· Role-based training: For developers: focus on secure coding practices and supply-chain hygiene; for Operations: emphasize cloud posture management; for Finance: prioritize invoice fraud detection [33]
· Purple Team exercises & Red Teaming: Implement red-team operations biannually, accompanied by purple-team learning sessions aimed at strengthening detection rules [34] [35].
· Metrics & Reporting: Monitor metrics such as phish click rate, time-to-report, TTD (time-to-detect), TTC (time-to-contain), compliance with patch SLAs, and completion rates of user training. Provide monthly reports to the executive dashboard [36].
· Security champions: Integrate security champions within business units to fosters mental models of Zero Trust and assist in addressing local risky behaviours [37].

[bookmark: _Toc216234917]Conclusion
In conclusion, this report has detailed the immediate priorities necessary to enhance our security posture and align the organization with contemporary threat landscapes. Based on the findings and recommendations provided, it is crucial that we proceed with a targeted, phased strategy that achieves measurable risk reduction within the next 12 months.
Consequently, we recommend the approval of the Year 1 cybersecurity budget, which will facilitate investments in Identity and MFA modernization, Endpoint Detection and Response (EDR), KEV-driven patching, and the commencement of a SIEM pilot in collaboration with a Managed Detection and Response (MDR) partner. These essential capabilities will enhance our capacity to prevent, detect, and respond to emerging threats. 
Additionally, we suggest instituting a formal Zero Trust policy and designating a cross-functional security leader such as the CISO or IT Security Manager to oversee the execution of strategy, governance coordination, and organizational adoption. Establishing clear leadership and accountability will guarantee momentum and consistent implantation throughout the organization.
To assess our preparation and bolster operational resilience, we recommend executing a tabletop exercise and initiating an initial purple team engagement, both of which will yield vital insights into detection deficiencies, response effectiveness, and overall incident management maturity. 
By endorsing these targeted investments and initiatives, the organization will make a significant advancement toward establishing a robust, initiative-taking, and adaptable cybersecurity framework. This strategy not only addresses current risks but also strategically positions us to confront future challenges with assurance, resilience, and operational clarity. 



[bookmark: _Toc216234918]References 
[1] Obi Ibeto, Taiwo Olomola and Mathias Madewa, "ANALYSIS OF MODERN CYBERSECURITY THREAT TECHNIQUES
ANDAVAILABLE MITIGATING METHODS," 2020. Available:   
[2] Per Håkon Meland, Yara Fareed Fahmy Bayoumy&nbsp and & Guttorm Sindre, "The Ransomware-as-a-Service economy within the darknet," 2020. Available:   
[3] Sanjog S. Harihar and Dr. Mahesh Potdar, "PHISHING IN THE DIGITAL AGE: A REVIEW OF TECHNIQUES AND TRENDS," Institute of Management Studies & Career Development and Research, Ahmednagar, Maharashtra. Savitribai Phule Pune University, India., 2024. Available:   
[4] Kristin McCann. "Amazon: How MOVEit Supply Chain Attack Left Echoing Effects." CyberMagazine. November 12, 2024 Available:    
[5] CRA, "The Harsh Realities of Cloud Security: Misconfigurations, Lack of Oversight and Little Visibility." 2022. Available:   
[6] Mohamed Abomhara and Geir M. Køien, "Cyber Security and the Internet of Things:
Vulnerabilities, Threats, Intruders
and Attacks," Department of Information and Communication Technology, University of Agder, Norway, 2015. Available:   
[7] Microsoft Security Learn. "Securing identity with Zero Trust." Microsoft Security. [Online]. 08/01/2024, Available:   
[8] Anonymous "Security and Privacy Controls for Information Systems and Organizations," 2020. Available:   
[9] "Reducing the Significant Risk of Known Exploited Vulnerabilities." CISA. 12 December 2025 [Online]. Available: https://www.cisa.gov/known-exploited-vulnerabilities?utm_source= 
[10] V. P. Ron Ross, "Protecting Controlled Unclassified Information in Non-federal Systems and
Organizations," 2024. Available:   
[11] Betul Gokkaya, Leonardo Aniello and Basel Halak, "Software supply chain: review of attacks, risk assessment strategies and security controls," School of Electronics and Computer Science, University of Southampton, 2023. Available:  
[12] Eric C. Thompson&nbsp, "Cybersecurity Incident Response," 2018. Available:   
[13] Jeevan Manda, "Securing Remote Work Environments in Telecom:
Implementing Robust Cybersecurity Strategies to
Secure Remote Workforce Environments in
Telecom, Focusing on Data Protection and Secure
Access Mechanisms," 2020. Available:  
[14] Ishaq Azhar Mohammed, "Analysis of Identity and Access Management
alternatives for a multinational information-sharing
environment," Sr. IAM Engineer & Department of Information Technology London, UK, 2012. Available:   
[15] Vivekchowdary Attaluri, "Securing SSH Access to EC2 Instances with
Privileged Access Management (PAM)," 2022. Available:  
[16] Guven Boyraz, Endpoint Detection and Response Essentials, Packt Publishing, 2024. Available:  
[17]  https://www.researchgate.net/profile/Kiran-Kumar-11/publication/393356776_Commvault-TSM_Based_Immutable_Backup_Framework_for_Biomedical_Research/links/68665a32b991270ef3014836/Commvault-TSM-Based-Immutable-Backup-Framework-for-Biomedical-Research.pdf 
[18] Faraz Ahmed, "Cloud Security Posture Management (CSPM): Automating
Security Policy Enforcement in Cloud Environments," 2023. Available:  
[19] X. Z. Can Ozkan and & Dave Singelee, "Supply Chain Insecurity: The Lack of Integrity Protection in SBOM Solutions," 2025. Available:   
[20] Ibu A Wonor, Dr. Martha O Musa & and Christopher M. Osazuwa, "Zero Trust and Micro-Segmentation: Strengthening Network Security," 2025. Available: https://emergingsociety.org/index.php/efltajmei/article/view/382/378 
[21] Tyler Owen, "Threat Intelligence & SIEM," Lewis University, 2015. Available:   
[22] Naoyuki Shimizu & Masaki Hashimoto, "VULNERABILITY MANAGEMENT CHAINING: AN INTEGRATED FRAMEWORK FOR EFFICIENT CYBERSECURITY RISK
PRIORITIZATION," Kagawa University, Japan, 2025. Available:   
[23] Veselin Monev, "The "Self-Assessment" Method within a Mature
Third-Party Risk Management Process in the
Context of Information Security," Department of National and International Security New Bulgarian University, 2021. Available:  
[24] abab Alayham Abbas Helmi, &. Chua Shang Ren, Arshad Jamal &&nbsp and Muhammad Irsyad Abdullah, "Email Anti-Phishing Detection Application," Management & Science University Shah Alam, Malaysia, 2019. Available:   
[25] Omoniyi Babatunde Johnson, Jeremiah Olamijuwon, Emmanuel Cadet, and Olajide Soji Osundare & Yodit Wondaferew Weldegeorgise, "Developing Real-Time Monitoring Models to Enhance
Operational Support and Improve Incident Response
Times," International Journal of Engineering Research and Development, 2024. Available:  
[26] Sandeep Bhatt, Pratyusa K. Manadhata, and Loai Zomlot, "The Operational Role of Security Information
and Event Management Systems," Hewlett-Packard Laboratories, 2014. Available:  
[27] University of Bahrain, Department of Information System, International Conference on Innovation and Intelligence for Informatics, Computing, and Technologies (3ICT), 2018, https://www.researchgate.net/profile/Ali-Zolait/publication/336259455_The_role_of_User_Entity_Behavior_Analytics_to_detect_network_attacks_in_real_time/links/6593d6360bb2c7472b2b2ba8/The-role-of-User-Entity-Behavior-Analytics-to-detect-network-attacks-in-real-time.pdf 
[28] Asad Arfeen, Saad Ahmed, Muhammed Asim Khan & Syed Faraz Ali Jafri, "Endpoint Detection & Response: A Malware Identification
Solution," International Conference on Cyber Warfare and Security, 2021. Available:     
[29] Eduardo B. Fernandez, Nobukazu Yoshioka & Hironori Washizaki, "Cloud Access Security Broker (CASB): A pattern for secure
access to cloud services," Florida Atlantic University, National Institute of Informatics & Waseda University, Available:   
[30] D. Mahima, "Cyber Threat in Public Sector: Modeling an Incident Response Framework," International Conference on Innovative Practices in Technology and Management, 2021. Available:  
[31] Felix Neumann & Claudia Weber, "Automated Security Operations: Scaling Threat
Response with SOAR and AI-Driven Playbooks," Department of Cybersecurity, University of Bonn, Bonn, Germany 2Chair of Information Systems and Security, Karlsruhe Institute of Technology (KIT), Karlsruhe, Germany, 2021. Available:  
[32] Bello Bello Musa, Adamu Ahmad Bahago, Nasir Auwal Muhammad & Dr. Fakhrun Jamal, "Emerging Trends in Phishing: A Look at Smishing,
Vishing, Quishing," Student Department of Computer Science and Engineering, Shobhit University Meerut, Uttar Pradesh, India., 2025. Available:  
[33] Patricia Toth & Penny Klein, "A Role-Based Model for
Federal Information Technology/
Cybersecurity Training," 2014. Available:  
[34] Siddharth S. Chowdhury, "Perceptions of Purple Teams Among Cybersecurity Professionals," Department of Computer and Information Technology, West Lafayette, Indiana, 2019. Available:  



[35] Johann Rehberger, "Cybersecurity
Attacks – Red Team Strategies," 2020. Available: https://www.academia.edu/43644842/Cybersecurity_Attacks_Red_Team_Strategies_A_practical_guide_to_building_a_penetration_testing_program_having_homefield_advantage 
[36] Tony Smith, "Learning Microsoft's Business Collaboration Platform: Learning Microsoft's Business Collaboration Platform," 2013. Available:  
[37] Ingolf Becker, Simon Parkin & M. Angela Sasse., "Finding Security Champions
in Blends of Organisational Culture," 2017. Available:  





Appendices 
Microsoft PowerPoint 
[image: A close-up of a document

AI-generated content may be incorrect.]
[image: A close-up of a document

AI-generated content may be incorrect.]
[image: A close-up of a document

AI-generated content may be incorrect.]
[image: A close-up of a computer screen

AI-generated content may be incorrect.]
[image: A close-up of a security policy

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A document with text on it

AI-generated content may be incorrect.]
[image: A diagram of a project

AI-generated content may be incorrect.]
[image: A close-up of a security awareness program

AI-generated content may be incorrect.]
[image: A close-up of a document

AI-generated content may be incorrect.]
[image: A close-up of a list

AI-generated content may be incorrect.]
[image: A white background with black text

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A close-up of a computer screen

AI-generated content may be incorrect.]
[image: A screenshot of a computer program

AI-generated content may be incorrect.]

Cisco Network Academy
[image: A certificate of completion

AI-generated content may be incorrect.]


Lucidchart 
[image: A diagram of a software company

AI-generated content may be incorrect.]



P a g e 2 | 5 
 
P a g e 2 | 29
 
image3.png
Prifysgol Cymru
Y Drindod Dewi Sant

University of Wales
Trinity Saint David




image4.png
] rowon
& ey oo ssomen

() st s, s

Pl

SIEM
(Correlation +
Internence)

J———
« Correlation
+ Alort Scoring

v
SOC Analyst

« Triage

« Validate Alerts

« Escalate High
Severity
Process

Lossons Losmea—— Rule pcites

improved Playbooks - Gete Deecton

SOAR
Automated
Recovery

« Restore from

immutable
backups.

« Reconnect to
network

« Monitor for
reinfection





image5.png
My Zero Trust
Security Framework

A VIGILANT TRUST & ASSET MANAGEMENT SCHEME

Presented to: Board of Directors

Created by: Michael Ziumbe

Course: Certificate in Higher Education, Computing Skills for the Workplace Level 4
Module: Network and Cybersecurity Essentials (ACCA3024_LON)




image6.png
Introduction

This slideshow presents us how cybersecurity became an essential
business risk for organizations in the financial services sector. The growth
of cloud services, hybrid work environments, and reliance on third-party
vendors has greatly heightened vulnerability to cyber threats, including
ransomware, Al-enhanced phishing, and supply-chain assaults.

For Vigilant Trust & Asset Management (VTAM), these threats carry
immediate financial, operational, regulatory, and reputational
consequences. This presentation details a contemporary security strategy
aligned with the Zero Trust framework, based on established standards,
aimed at enhancing resilience, minimizing the impact of incidents, and
facilitating secure business operations.
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The Modern Threat Landscape

Ransomware-as-a-Service (RaaS) [1]

Advanced operators deploy ransomware at scale with double-extortion tactics phishing and exposed services.
Al-Driven So:

Enhanced phishing and vishing attacks targeting executives using advanced Al models.

Supply Chain Attacks [3]

Third-party software compromises bypass company controls and exposure customer data at scale.

| Engineering [2]

Cloud Misconfigurations [4]

Rapid cloud adoption creates risks though weak identity management and excessive permissions.
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Zero Trust Architecture Principles

1. Never Trust, Always Verify [5]

Continuous authentication and validation of every access request

2. Least Privilege Access [6]

Grant minimal permissions required with time-limited elevation

3. Assume Breach [7]

Design systems with micro-segmentation and rapid containment

4. Device Posture Verification [8]

Continuous assessment of device health and compliance

5. Micro-segmentation [9]

Restrict lateral movement through network segmentation
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Security Policies

Zero Trust Access Policy [10]

MFA, conditional access, device compliance for all applications.
Privileged Access Management [11]

Role-based control with time-limited elevation and session recording.
Patch & Vulnerability Management [12]

CISA KEV-prioritized patching with defined SLAS.

Data Protection Policy [13]

Classification, encryption at rest/transit, DLP controls.

Supply Chain Risk Management [14]

Security requirements in contracts, SBOM for critical suppliers.
Incident Response Policy [15]

24/7 SOC coverage, documented playbooks, immutable backups.
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Technical Mitigation Measures

Identity & Access [16]

Enterprise MFA wiith FIDO2, confidential access, PAM with credential vaulting
Endpoint Security [17]

EDR/XDR with behaviour analytics, immutable backups, ransomware rollback.
Cloud & Saas Controls [18]

CSPM for misconfigurations, CWPP runtime protection, CASB gateways.
Network Security [19]

Microsegmentation, ZTNA for applications, east-west traffic monitoring

Detection & Response [20]

SIEM with threat intelligence, SOAR automated playbooks, UEBA analytics.
ity Management [21]

CISAKEV integration, automated patch workflow, secure SDLC with SBOM.

Vuineral
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Monitoring & Incident Responses

24/7 Monitoring Architecture [22]

«Security Information and Event ManaFgement (SIEM), User & Entity BehaviourAna‘IBytics (UEBA),
Endpoint Detection & Response (EDR) & Cloud & Saas Monitoring (CSPM + CASB)

Incident Response (IR) Framework [23]

+Preparation — development of playbooks, maintenance of backups, utilization of tools, assignment of IR
team roles. Detection & Analysis — implementation of SIEM/SOAR alerting, execution of triage,
validation of threats. Containment — isolation of endtpoints, blocking of accounts, revocation of tokens.
Eradication — elimination of malware, rectification of vulnerabilities, a{)plication of patches to systems.
Recovery — restoration from immutable backups, confirmation of system integrity. Lessons Learned —
enhancement of playbooks, revision of Zero Trust policies.

Automated Response via SOAR [24]

«Security Orchestration, Automation and Response ﬁSOAR) greatly enhance the speed of response by
automating repetitive tasks such as Automatically blocking suspicious IP addresses and domains ant
revolving compromised tokens. Ransomware Response Playbook, Phishing/Vishing Response

Playbooks, Account Compromise Playbook, Cloud Misconfiguration Playbook & Integration into Zero
Architecture.
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Incident Response Diagram
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Security Awareness Program

Role-based training [25]:
= Monthly phishing simulations
- Quarterly vishing tests for high-risk roles
- Role-based training (Developers, Operations, Finance & Executives)

Key Metrics [26]:
- Pish click rate
= Time-to-report
- TTDTTC
= Training completion
- Patch SLA compliance

Security champions [27]:

Integrate security champions within business units to fosters mental models of Zero Trust and assist in addressing local
risky behaviours.
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Year 1 Implementation Roadmap

Q1 - Foundations

Deploy enterprise MFA, implement EDR/XDR, CISA KEV integration, initial policy.

Q2 - Detection

SIEM pilot launch, MDR partnership, log source integration, and threat intel feeds.

Q3 — Automation

SOAR deployment, playbook development, CSPM for cloud assets and tabletop exercise.
Q4 — Maturity

Purple team engagement, full SIEM deployment. PAM implementation & security champions.
Critical Success Factors

Executive sponsorship, budget allocation and organization adaption.
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Recommendations & Next Steps

Immediate Actions (0-3 Months)
Approve Year 1 Cyber-security budget.
Appoint CISO OR IT Security Manager.
Deploy enterprise MFA and EDR.
Integrate CISA KEV into patching.
Initiate SIEM pilot with MDR partner

Strategic Prioritises:
+ PREVENT — MFA, conditional access and least privilege.
« DETECT - SIEM, EDR, UEBA & continuous monitoring
+ RESPOND — SOAR playbooks, 24/7 SOC, rapid containment.

Goal

Robust, proactive, adaptable cybersecurity framework with confidence and resilience.
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THE END
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