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[bookmark: _Toc40092518]Abstract
The present version of Internet Protocol (IPv4), is gradually losing its use in the IT world due to its number of challenges that it exhibits. For instance, it has less address space, which cannot accommodate the number of global objects which are required to access the Internet. Two, it has born inadequacy in security mechanisms. Three lacks functionality and support of some applications. In the expectancy of the approaching departure of IPv4, the Internet Engineering Task Force invented a new Internet Protocol. The protocol expresses the succeeding generation of Internet Protocol. The new borne protocol is termed the IPv6 or the IPng. The IPv6 outcomes all the challenges which are being faced by the present Internet Protocol. Besides that, it features scalability ease of configuration and advanced security. The IPv6 is standardized and is capable of handling the TCP/IP networks and their applications. The determination of this paper is to present the benefits that IPv6 has brought and the challenges encountered during the implementation.  


[bookmark: _Toc40092519]Introduction
With the extraordinary growth of the Internet, especially with the invention of IoT, there is an urgency to bulge the space availed to the objects which require to access the Internet. The current address space has not changed anything since it was incepted while the applications are dynamically changing. The IPv4 address was developed purposely for the defense team. This design did not consider the future scalability. More and more appliances and people have continued to use the service leading to continued growth. The IPv4 users require more and addresses and the support of the emerging and the existing services which include the flexible congestion control schemes, real-time traffic and security features which are easy to use. In addition, the requirement of more IP addresses has been fueled by the emerging range of intelligent network devices such as the handheld co putting devices, home area networks, and the Internet of things. These needs cannot be met by the present IPv4 address (Minoli, 2013). As the drawbacks of the present internet protocol continue to grow and more evident, the new IP has been defined.  This is IPv6. This new protocol intends have IPv4 replaced. 
The exercise of examining IPv6 was also given to IETF to revisit the functionality and definition of IPv4. The implementers of IPv6 came up with a more streamlined format that integrates the support for the emerging services. Such emerging technologies and services include the quality of service, expanded address configuration, mobility support and security (Hagen, 2014). 
Most of the IPv6 architecture has already covered the drawbacks of IPv4. However, there are other implementations such ones for Nortel, Cisco, Compaq, and Sun are upcoming. Nonetheless, the IPv6 is far much ahead and will be a production network in the recent coming days.  The most burning issue of address space is addressed. Despite all the praises, IPv6 has benefits, and worst of all, it has some challenges which alter the process of implementation.
[bookmark: _Toc40092520]Overview of IPv6
The IPv6 refers to a network layer protocol developed as the development from IPv4. The IPv6 answers many of the unanswered questions which are inherent in IPv4. In addition, it incorporates many advancements.  It sorts out the internet scaling issue, meets the requirements for the mobile users, offers a flexible transition approach, and it supports autoconfiguration.
[bookmark: _Toc40092521]IPv6 salient features
[bookmark: _Toc40092522]Header Format
The IPv6 options are put in discrete leeway headers and placed amongst the headers and transport IPv6. The routers are not required to determine the header options. 
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(Dye, 2013)
[bookmark: _Toc40092523]Addressing 
The IPv4 addresses use the dotted-decimal. Each byte has a range from 0 to 255. On the other hand, IPv6 address has eight sets of four hexadecimal addresses which are separated by full colons. IPv6 takes the format of nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn:nnnn(n is hexadecimal value between A and F). the hexadecimals can either be written in lower or upper case. The 128-bit is used to identify sets of interfaces. The main categories of IPv6 are Anycast, multicast, and unicast (Graziani, 2017).
The unicast address classifies a single interface; the anycast address classifies several interfaces, and the packet which is dropped to this interface and multicast address identifies a class of interfaces and the packets which are delivered to everyone in that particular group.  
[bookmark: _Toc40092524]Quality of Service
The priority and flow labels in the IPv6 header can be deployed to determine the packets which need special attention by the router. Such special attention includes the real-time service, non-default quality of service, and the relative priority. Multimedia applies the use of this so much. 
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The IPv6 has two integrated options which offer security services;
· IPv6 encapsulation security header offers confidentiality and integrity of the datagrams.
· IPv6 uses the second technique called Authentication header, which offers integrity and authentication of the datagrams.
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This feature enables host devices to learn its interface addresses in an automated manner. This way, hosts are able to operate in a plug and play mode. Just in case there is administrative control required, the network users will be required to boot their personal computers with the DHCPv6 option (Pyles, et al., 2016).
[bookmark: _Toc40092527]Routing 
The OSPFv6 and RIPv6 authorize routers to interchange information for the computing paths via an IPv6 network. 
[bookmark: _Toc40092528]Benefits of IPv6
Having IPv6, each object that requires to be connected to the Internet can be connected. This is not the only benefit that IPv6 has over the IPv4. Below are the benefits of IPv6;
i. Simplified network configuration – the address autoconfiguration feature, a built-in feature of IPv6, enables ease of network management. The router leads out prefix of local link in its router advertisements. The interfaces on the network will then generate their own IPv6 address by attaching their link-layer address then transformed to EUI-64-bit format.
ii. Directed Data Flows - the IPv6 aids directed data flows instead of having broadcast, which consumes a lot of bandwidth. The multicast process permits the bandwidth-intensive packets to flow to many destinations in a concurrent way. This keeps network bandwidth. 
iii. More efficient routing – the IPv6 has reduced the scope of routing tables, making routing more hierarchical and efficient. The IPv6 permits ISPs to syndicate precedes of the customer’s network in a single prefix and announce only one prefix to the IPv6 internet. Additionally, the fragmentation process is managed by the basis device instead of the router doing it.  
iv. More efficient packet processing – the IPv6 packet header is simplified with few packets. These brands packet dispensation to be further efficient as compare IPv4. The IPv6 has no IP-level checksum, therefore checksum prerequisite no recalculation at the hop’s router. 
v. Support of new services – the IPv6 eliminates the NAT implementing true end-to-end connection at IP layer, this enables valuable and new services to connect to one another.
vi. Security – the IPSec that offers authentication, data integrity and confidentiality is baked in IPv6. Since IPv4 addresses are potential to carry the ICMP packets which carry malware they are blocked with company firewalls, with ICMPv6 implementation, the ICMP packets are permitted since the IPSec can be applied. 
[bookmark: _Toc40092529]Challenges facing IPv6 implementation.
Despite all the praises that IPv6 has received on its arrival, till now, it is still facing some challenges in its rollout process. Some of the challenges include;
i. Commonality – convincement of the CFO or CIO of migration to IPv6 has been a mountain to many CIos and CFOs. Most likely, the IPv6 address will not replace the existing and working IPv4, and the IPv6 will not replace the IPv4 once the migration has been done, and they have to operate together. The migration process impacts things on financial matters makes it hard to explain to management.  
ii. Cost – IPv6 transition process incurs some costs. The costs can be in terms of personnel, time, and monetary assets. The migration of the IPv6 consumes all three costs, especially time and personnel. The need for lump sum money to carry out a transition process slows down the effective rollout of IPv6.
iii.  Complexity – the migration process to IPv6 is very complex. We can imagine an organization comfortably working on IPv4 with all its devices that require to be on the network already connected, which all devices at one time is daunting since all the devices will be required to be connected and working ok. The worst of all is the compatibility of IPv6 with some devices. Many of the IT heads have a phobia of jumping into IPv6 without making sure that everything on their network will be supported.
iv. Handling the legacy systems issues – the older systems are likely to be missing most of the common functionality of the present technology; however, these legacy systems are comfortably being used with IPv4 and are performing key roles within the network. This makes the IT experts within the organization to freak about IPv6.
[bookmark: _Toc40092530]Conclusion 
In conclusion, as much as IPv6 is bringing the solutions to the drawbacks of IPv4 and immense address space the most flouted by many IT experts, it should consider the legacy systems and the transition costs. Everybody is waiting for its complete rollout, but due to minor tithing challenges, it seems to be very difficult in implementation. 
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Let’s assume we have been allocated an IPv6 address of 2001:db8:a::/64 and we have the below departments/labs in table 1 below; our subnetted network is as shown in table 2 

IP addressing
Table 1: Hosts per subnet
	Department 
	Number of hosts

	AppliedComputing staff
	25

	lab301
	50

	Lab302
	30

	Lab303
	30

	Lab 304
	45

	Lab 305
	20

	Lab306
	40

	Lab308
	120

	Lab411
	30

	Lab410
	60

	Lab412
	36

	Automotive EngineeringStaff
	20

	lab101
	25

	Lab102
	35

	Lab103
	30

	Lab205
	20

	Lab206
	55

	CAD
	20

	Lab301
	80

	Engineering, Manufacturing, and Logistics staff 
	18

	lab101-ML
	35

	Lab102
	30

	Lab103
	30

	Lab105
	25

	Lab206
	50

	Lab208
	90

	Test centre
	18

	Open Access lab
	245

	Servers
	6

	MP and ISP Link
	2







Table 2: IP addressing Scheme
	Department
	Number of hosts
	Network
	Prefix
	network range

	Open Access lab
	245
	2001:db8:a::
	/120
	2001:0db8:000a:0000:0000:0000:0000:0000-
2001:0db8:000a:0000:0000:0000:0000:00ff

	Lab308
	120
	2001:db8:a::100
	/121
	2001:0db8:000a:0000:0000:0000:0000:0100-
2001:0db8:000a:0000:0000:0000:0000:017f

	Lab208
	90
	2001:db8:a::180
	/121
	2001:0db8:000a:0000:0000:0000:0000:0180-
2001:0db8:000a:0000:0000:0000:0000:01ff

	Lab301
	80
	2001:db8:a::200
	/121
	2001:0db8:000a:0000:0000:0000:0000:0180-
2001:0db8:000a:0000:0000:0000:0000:01ff

	Lab410
	60
	2001:db8:a::280
	/122
	2001:0db8:000a:0000:0000:0000:0000:0280-
2001:0db8:000a:0000:0000:0000:0000:02bf

	Lab206
	55
	2001:db8:a::2c0
	/122
	2001:0db8:000a:0000:0000:0000:0000:02c0-
2001:0db8:000a:0000:0000:0000:0000:02ff

	lab301
	50
	2001:db8:a::300
	/122
	2001:0db8:000a:0000:0000:0000:0000:0300-
2001:0db8:000a:0000:0000:0000:0000:033f

	Lab206
	50
	2001:db8:a::340
	/122
	2001:0db8:000a:0000:0000:0000:0000:0340-
2001:0db8:000a:0000:0000:0000:0000:037f

	Lab 304
	45
	2001:db8:a::380
	/122
	2001:0db8:000a:0000:0000:0000:0000:0380-
2001:0db8:000a:0000:0000:0000:0000:03bf

	Lab306
	40
	2001:db8:a::3c0
	/122
	2001:0db8:000a:0000:0000:0000:0000:03c0-
2001:0db8:000a:0000:0000:0000:0000:03ff

	Lab412
	36
	2001:db8:a::400
	/122
	2001:0db8:000a:0000:0000:0000:0000:0400-
2001:0db8:000a:0000:0000:0000:0000:043f

	Lab102
	35
	2001:db8:a::440
	/122
	2001:0db8:000a:0000:0000:0000:0000:0440-
2001:0db8:000a:0000:0000:0000:0000:047f

	lab101-ML
	35
	2001:db8:a::480
	/122
	2001:0db8:000a:0000:0000:0000:0000:0480-
2001:0db8:000a:0000:0000:0000:0000:04bf

	Lab302
	30
	2001:db8:a::4c0
	/123
	2001:0db8:000a:0000:0000:0000:0000:04c0-
2001:0db8:000a:0000:0000:0000:0000:04df

	Lab303
	30
	2001:db8:a::4e0
	/123
	2001:0db8:000a:0000:0000:0000:0000:04e0-
2001:0db8:000a:0000:0000:0000:0000:04ff

	Lab411
	30
	2001:db8:a::500
	/123
	2001:0db8:000a:0000:0000:0000:0000:0500-
2001:0db8:000a:0000:0000:0000:0000:051f

	Lab103
	30
	2001:db8:a::520
	/123
	2001:0db8:000a:0000:0000:0000:0000:0520-
2001:0db8:000a:0000:0000:0000:0000:053f

	Lab102
	30
	2001:db8:a::540
	/123
	2001:0db8:000a:0000:0000:0000:0000:0540-
2001:0db8:000a:0000:0000:0000:0000:055f

	Lab103
	30
	2001:db8:a::560
	/123
	2001:0db8:000a:0000:0000:0000:0000:0560-
2001:0db8:000a:0000:0000:0000:0000:057f

	AppliedComputing staff
	25
	2001:db8:a::580
	/123
	2001:0db8:000a:0000:0000:0000:0000:0580-
2001:0db8:000a:0000:0000:0000:0000:059f

	lab101
	25
	2001:db8:a::5a0
	/123
	2001:0db8:000a:0000:0000:0000:0000:05a0-
2001:0db8:000a:0000:0000:0000:0000:05bf

	Lab105
	25
	2001:db8:a::5c0
	
	2001:0db8:000a:0000:0000:0000:0000:05c0-
2001:0db8:000a:0000:0000:0000:0000:05df

	Lab 305
	20
	2001:db8:a::5e0
	
	2001:0db8:000a:0000:0000:0000:0000:05e0-
2001:0db8:000a:0000:0000:0000:0000:05ff

	Automotive EngineeringStaff
	20
	2001:db8:a::600
	
	2001:0db8:000a:0000:0000:0000:0000:0600-
2001:0db8:000a:0000:0000:0000:0000:061f

	Lab205
	20
	2001:db8:a::620
	
	2001:0db8:000a:0000:0000:0000:0000:0620-
2001:0db8:000a:0000:0000:0000:0000:063f

	CAD
	20
	2001:db8:a::640
	
	2001:0db8:000a:0000:0000:0000:0000:0640-
2001:0db8:000a:0000:0000:0000:0000:065f

	Engineering, Manufacturing and Logisticsstaff
	18
	2001:db8:a::660
	
	2001:0db8:000a:0000:0000:0000:0000:0660-
2001:0db8:000a:0000:0000:0000:0000:067f

	Test centre
	18
	2001:db8:a::680
	
	2001:0db8:000a:0000:0000:0000:0000:0680-
2001:0db8:000a:0000:0000:0000:0000:069f

	Servers
	6
	2001:db8:a::6a0
	/125
	2001:0db8:000a:0000:0000:0000:0000:06a0-
2001:0db8:000a:0000:0000:0000:0000:06a7

	MP and ISP Link
	2
	2001:db8:a::6a8
	/127
	2001:0db8:000a:0000:0000:0000:0000:06a8-
2001:0db8:000a:0000:0000:0000:0000:06a9
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