Improving Security with prepared statements
In this handout, we will use prepared statements to improve the security of our system. The main threat is SQL Injection (see SQL Injection handout for details of this). In addition, user error or inadvertent use of special characters can be a problem too.
For example, look at this table:
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A simple search function was created to search for a surname, using familiar-looking code:
[image: image2.png]<?include "gonninfq-php!

Ssearch=§_POST ["surname”];

$query="SELECT * FROM people WHERE surname like '$search'";
$result=mysqli_query ($link, $query) ;
while ($r = mysqli_fetch_array ($result))
{
echo Sr["ﬁgxﬁxngmg"] "
echo $r["surname"]."<kr>";

}




The code above is perfectly reasonable, and works for most data input into the search facility. 

However, look carefully at this record:

[image: image3.png]O o Edit %< Copy @ Delete 2 Nik O'Brien 020766




O'Brien is a perfectly reasonable name, which thousands of people have as their surname (along with other similar names starting "O' ")
However, the inclusion of a ' character gives an inadvertent problem because it interferes with the query, which also uses the ' character. When searching for O'Brien the code shows an error:
[image: image4.png]Warning: mysqli_fetch_array() expects parameter 1 to be mysqli_result, boolean given in C:\wamp\wwwtestsec.php on line 9|

Call Stack
# [Time Memory [Function Location
1 0.0000 243328 {main} () testsec.php:0
2 0.0000 253672 mysali fetch array () testsec php:9





This is another reason why prepared statements are useful where variables are used inside queries. Use of prepared statements will convert special characters such as ' into text correctly – avoiding both the problem above, and SQL injection. 

(In some cases where queries containing variables are re-used, they can also be more efficient, and allow us to reuse code)
We will learn how to write prepared statements with mysqli.

Writing prepared statements
Here is a screenshot of the current state of the table (people)
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Firstly, we take the existing query and replace the variable with a question mark (?) :

was: [image: image6.png]$query="SELECT * FROM people WHERE surname like 'search'";




becomes:

[image: image7.png]$query="SELECT * FROM people WHERE surname like 2";




We do not immediately execute the query as we did before, instead we prepare it as follows:

[image: image8.png]$stmt - mysqli_stmt_init ($link);//link to database
mysqli_stmt_prepare ($stmt, $query);//prepare query




Next we bind the parameter (variable) for the search. This is inserted into the query where the question mark (?) falls. ("s" indicates the type, which is string in this case.)
[image: image9.png]mysqli_stmt_bind_param($stmt,

$search);//attach parameter to query
// (type, variable name)




Finally, we execute the query:
[image: image10.png]mysqli_stmt_execute ($stmt) ; //execute query




To print out the results, it is much the same code as previously:

[image: image11.png]sresult = mysqli_stmt_get_result ($stmt);//get results

while ($r = mysgli_fetch_array($result))//print as normal
{

echo $r("firatnamg"]l." ";

echo $r["surname"]."<kr>";

}




Here's the full code:

[image: image12.png]<?include "gonninfo-php
$search=$_POST["surname”];

$query="SELECT * FROM people WHERE surname like 2?";

$stmt - mysqli_stmt_init ($link);//link to database
mysqli_stmt_prepare ($stmt, $query);//prepare query

$search);//attach parameter to query
// (type, variable name)

mysqli_stmt_bind_param($stmt,

mysqli_stmt_execute ($stmt) ; //execute query
sresult = mysqli_stmt_get_result ($stmt);//get results

while (Sr = mysqli_fetch_array($result))//print as normal

1 {
echo $r("firsfname"]
echo $r["surname"]."<kr>";

}

mysqli_stmt_close ($stmt) ;
mysqli_close ($1ink) ;2>




Writing prepared statements (multiple variables)
Suppose we wanted to turn a query with more than one variable into a prepared query. 

We might write a query such as this:

[image: image13.png]$searchl=$_POST["firstname"]l;

$search2=§_POST ["surname”];

$query="SELECT * FROM people WHERE firstname like '$searchl’
AND surname like '$search2'";




This query can be prepared in a similar way to before.

First we add question marks to replace both the variables in the query:

[image: image14.png]$query="SELECT * FROM people WHERE firstname like ?
AND surname like 2";




Then we bind both parameters as follows:

[image: image15.png]mysqli_stmt_bind_param($stmt, "ss", $searchl,$search2);
//attach parameters to query (both types, variable names)




Each variable is inserted into the ?s in the query, in sequential order.

(Note: If we are working with numbers, we might use i as the type (for integer))
Here is the full code for a query binding two parameters:

[image: image16.png]<?include "gonninfo.php";

$searchl=$_POST ["£irstname"] s

$search2=5_POST [ "surname"];

$query="SELECT * FROM people WHERE firsiname like ?
AND surname like 2";

$stmt - mysqli_stmt_init ($1link);//link to database
mysqli_stmt_prepare ($stmt, $query);//prepare query

mysqli_stmt_bind_param($stmt, "ss", $searchl,$search2);
//attach parameters to query (both types, variable names)

mysqli_stmt_execute ($stmt) ; //execute query
sresult = mysqli_stmt_get_result ($stmt);//get results

while ($r = mysgli_fetch_array($result))//print as normal
{

echo $r("firatnamg"]l." ";

echo $r["surname"]."<kr>";

}

mysqli_stmt_close ($stmt) ;
mysqli close ($1ink) ;2>




Writing prepared statements (inserting records)
Prepared statements are even more important when inserting records if user input is involved. We do not want our database to be accidentally (or intentionally!) corrupted.

Traditionally, we might write something like this:
[image: image17.png]$newfirstname=5$_POST ["firstname"]/
$newsurname=$_POST ["surname"];
$newdob=5_POST [ "dok"]

$query="INSERT INTO people (firstname,surname,dateofbirth)
VALUES ('$newfirstname', '$newsurname', '$newdob')";
$result=mysqli_query ($link, $query) ;




To write a prepared query, once again, we replace the variables in the query with question marks (?):
[image: image18.png]$query="INSERT INTO people (firstname,surname,dateofbirth)
VALUES (2, 2,2) "7




Then we bind in the types and parameters accordingly:

[image: image19.png]mysqli_stmt_bind_param($stmt, "sss”, Snewfirstname,$newsurname,Snewdob) ;




Here is the complete code:
[image: image20.png]<?include "GonninfQ-php":
$newfirstname=$_POST["firatname"]l’
$newsurname=$_POST ["surname"] ;

$newdob=$_POST ["dok"]/

$query="INSERT INTO people (firstname,surname,dateofbirth)
VALUES (2, 2,2) "7

$stmt - mysqli_stmt_init ($1link);//link to database
mysqli_stmt_prepare ($stmt, $query);//prepare query

mysqli_stmt_bind_param($stmt, "sss”, Snewfirstname,$newsurname,Snewdob);
mysqli_stmt_execute ($stmt) ; //execute query

nysqli_stmt_close ($stmt) ;
mysqli_close ($1ink) ;2>
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