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Main purpose of this report to complete given 5 worksheets with main theories. As worksheets are refer for practical part, this paper rather summarizes and collect the main bullet points of theoretical material. To dig so deep in topics is not goal of the report. This handout lights up and places focus the most important part of material what regards the given worksheet.
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“Active Directory was created over 18 years ago with Windows 2000 Server to consolidate a model introduced in Windows NT4. The idea of AD is to have a database with all the information about users, groups, computers and other items to simplify access to resources. Like a database, the applications and the Windows roles can read the properties, the permission and many other details. An important feature of Active Directory is the possibility to extend the schema to add new columns, properties and values. Some applications, like Exchange Server, use Active Directory to add their components and features to read properties and avoid the need to use different systems. It is necessary to learn a couple of terms regarding Active Directory, because these are part of the model, and knowing them is critical to create the right configuration and understand how to troubleshoot:
· Forest: the first domain name, the forest name is unique and should not be changed
· Domain: The domain name is the heart of everything, choose the domain name and that label will be added to every resources of your infrastructure”
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“Active Directory monitoring is typically performed manually by the server/network administrator using the AD and Windows Server native administration and management features and components. The primary objective of AD monitoring is to automate Active Directory user provisioning processes, compliance with regulations and audits, security, and access to each user’s account and preferences from a central location. AD management is also performed through purpose-built software designed to automate most of the AD management processes. The Active Directory structure is formed by groupings of information, also referred to as objects. Each object represents a unique network entity such as a user or computer, and it is described by a set of attributes. For example, a user object can be specified by name, ID, address, telephone, and more. Objects fall into two different categories: Resources and Security Principals. The objects within the resource’s category can be printers, computers, or other shared devices. Objects within the security principal’s category are users, passwords, groups, etc., or any object that needs to be authenticated, or that can be given permissions. AD allocates a unique Security Identifier (SID) to each of these security principals objects. The SID is used to allow or deny access to the object to the resources within a domain.
· Users: These are the objects assigned to individuals who need access to the domain resources. A user account has a username and a password
· Computers: It represents a workstation or server within the domain
· Groups: These objects represent a collection of user accounts, computers, or contacts. There are two types: Security and Distribution groups. Groups ease the management of many objects into a single unit”
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“Administrators who use the supported version of Windows can refine the application and management of access control to objects and subjects to provide the following security:
· Protect a greater number and variety of network resources from misuse.
· Provision users to access resources in a manner that is consistent with organizational policies and the requirements of their jobs.
· Enable users to access resources from a variety of devices in numerous locations.
· Update users’ ability to access resources on a regular basis as an organization’s policies change or as users’ jobs change.
· Account for a growing number of use scenarios (such as access from remote locations or from a rapidly expanding variety of devices, such as tablet computers and mobile phones).
· Identify and resolve access issues when legitimate users are unable to access resources that they need to perform their jobs.
Permissions define the type of access that is granted to a user or group for an object or object property. For example, the Finance group can be granted Read and Write permissions for a file named Payroll.dat. For any object, you can grant permissions to:
· Groups, users, and other objects with security identifiers in the domain.
· Groups and users in that domain and any trusted domains.
· Local groups and users on the computer where the object reside.”
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“The Windows Server 2003 DNS Service offers several new features and enhancements, and many of the Windows 2000 features have been carried over as well. For example, you can configure conditional forwarders on your Windows Server 2003 DNS server to forward all DNS queries for a specific domain name to an IP address of a specific DNS server or servers. Conditional forwarders can be used in both intranet and Internet queries. Microsoft DNS is not a requirement for Active Directory, but it is recommended. Microsoft DNS on Windows Server 2003 is compliant with most of the RFC specifications used to define the DNS protocol and allows deploying Active Directory under other DNS implementations. The Windows Server 2003 DNS service supports the following features:
· IETF Internet-Draft "A DNS RR for specifying the location of services (DNS SRV)" (SRV records)
· Dynamic updates
· Secure dynamic update based on the General Security Service Transaction Signature (GSS-TSIG) algorithm
· WINS and WINS R (reverse) records
· Fast zone transfer
· Incremental zone transfer
· Support for UTF (eight-character encoding)”
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“Dynamic Host Configuration Protocol (DHCP) automatically configures the IP address for every host on a network, thus assuring that each host has a valid, unique IP address. DHCP even automatically reconfigures IP addresses as hosts come and go. As you can imagine, DHCP can save a network administrator many hours of tedious configuration work. DHCP allows individual computers on a TCP/IP network to obtain their configuration information — in particular, their IP address — from a server. The DHCP server keeps track of which IP addresses are already assigned so that when a computer requests an IP address, the DHCP server offers it an IP address that’s not already in use. Although the primary job of DHCP is to dole out IP addresses and subnet masks, DHCP provides more configuration information than just the IP address to its clients. The additional configuration information is DHCP options. The following is a list of some common DHCP options that can be configured by the server:
· The router address, also known as the Default Gateway address
· The expiration time for the configuration information
· Domain name
· Domain Name Server (DNS) server address
· Windows Internet Name Service (WINS) server address”
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