


Contents
PART I	3
IMPLEMENTATION OF AUCTION API AND WEB UI	3
PART II	4
BEST PRACTICE FOR RESTful WEB SERVICES	4
INTRODUCTION:	4
RESTful BEST PRACTISE:	4
PART III	13
SERVERLESS	13
INTRODUCTION	13
ARCHITECTURE	14
ADVANTAGES	15
DISADVANTAGES	15
FUTURE WORK	16
CONCLUSION	16
CIRCUIT BREAKER PATTERN	16
WEB DESIGN PATTERNS	16
USE OF CIRCUIT BREAKER PATTERN	17
References	18



Figure 1 Richardson Maturity Model [5]	5
Figure 2 Auction Site profile	5
Figure 3 Example of manipulation of resources	6
Figure 4 Error Catching	7
Figure 5 Easy to infer names	9
Figure 6 Connectedness example	11
Figure 7 Use of Parameters	12
Figure 8 Survey Trend of Cloud Computing [13]	13
Figure 9 Evolution of Technology [15]	14



[bookmark: _Toc7988437]PART I
[bookmark: _Toc7988438]IMPLEMENTATION OF AUCTION API AND WEB UI




[bookmark: _Toc7988439]PART II
[bookmark: _Toc7988440]BEST PRACTICE FOR RESTful WEB SERVICES
[bookmark: _Toc7988441]INTRODUCTION:
Representational State Transfer(REST) is a kind of architectural style for distributed hypermedia system delivered through the web, the other being Simple Object Access Protocol(SOAP). In REST, the services (web services) typically software functions for tasks act on resources that are identified by the uniform resource locator(URL) address. RESTful web services are set apart from the rest of web use through the explicit use of HTTP standardised methods in invocation of the different operations [1].

REST-style architecture is made up of clients and servers. The client sends requests to the server which the server in turn interprets and return with an appropriate response back to the client. It is this nature of division of tasks that web services facilitate the creation of simpler smaller parts of the whole process without affecting the performance or delivery of the final system. Web services establish a layer of indirection that insulate clients on the how of fulfilling the requests [2]. 

[bookmark: _Toc7988442]RESTful BEST PRACTISE:

To consider the best practise for implementing RESTful web service it is important to start from work done by Fielding [3] who identified some constraints of what defines REST as
 
“REST is defined by four interface constraints: identification of resources; manipulation of resources through representations; self-descriptive messages; and, hypermedia as the engine of application state.”

In addition to the named four, two other constraints are stateless and code on demand.

In QCon San Fransciso 2008 conference [4], Richardson introduced the Richardson Maturity Model(RMM). Richardson shared his experiences of building enterprise RESTful webservices and theorised that for a webservice to be truly RESTful it needs a minimum of the following levels of Plain Old XML(POX), Resources, HTTP Verbs and Hypermedia Controls.  

The model stipulates that as development of the RESTful webservices increases in complexity and through the levels it should be possible to achieve maturity that is measurable. It is therefore arguable that in achieving RMM maturity, going through the levels should also result in best practise.

[image: https://martinfowler.com/articles/images/richardsonMaturityModel/overview.png]
[bookmark: _Toc7987783]Figure 1 Richardson Maturity Model [5]

Identification

A RESTful web-service should be independent to what communication protocol is used in identifying it for its consumption. The uniform resource identifier(URI) used for identification should allow for any URI scheme to identify it. If a resources URI changes then the server should be able to use hypermedia to redirect to the new URI [6]. Failure of identification is a red flag that identification and consumption are coupled.
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[bookmark: _Toc7987784]Figure 2 Auction Site profile

Manipulation of resources through representation

A resource can be objects or abstract representation of the objects. The representation is the instantaneous state of the resources. When the state is sent to the client, the state on the server can change without affecting future interactions. It is the changing state of the interaction that enables the success of RESTful web-services. All these actions of manipulation should only be allowed if the client has express permission to do so.

In the designed system a user can be created in the system through the submission of a POST to /auctionusers.
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[bookmark: _Toc7987785]Figure 3 Example of manipulation of resources

Self-descriptive messages

A RESTful web-service should be clearly defined that the interaction to be self-descriptive, stateless and server-defined behaviour. All the information should be contained within the messages and responses during interaction. If for example the expected request body type is JSON, then the request header should identify the request body as containing the stated content type. 

Hypermedia Constraint

This constraint is a result of meeting the requirements of the previous constraints. The application state is driven from the client side and any change is dictated by the responses received via a HTTP request. It is therefore only possible to change the application state from interactions with the RESTful web-service. If a change is evident from the server-side, the application state on the client can change accordingly.

Stateless

Stateless means that the state of the service to handle an incoming request is determined by the incoming request itself. This requires the stated URI, the body, any query parameters if contained in the request, and any headers available. The URI will give the location of the resource, while the body contains all the necessary state of the resource. After processing the request, the server should then be able to return an appropriate response back to the client dependent on the parameters received earlier on through the initial request. It is important to note that at this stage a status code is sent that corresponds to the HTTP status codes. For example a successful response would be a 200 code, or a 405 code would mean a “Method Not Allowed”, or a 400 code would mean “Bad Request”.

Cacheable

Cache allows for performance system improvements, allowing for the client to reuse a previous response if the state has not changed. It is therefore vital that to take advantage of this property that responses should include information about themselves and whether they can be cached. The cache information should allow for the client to identify whether the response being used needs a new request or not. 

Error resolution 

A restful web-service should be able to catch errors without failing. In the system implemented in Part I, this has been implemented on the duplicate plate, automation service when the service system is generating new plates.

@PostConstruct
@Transactional
public void addPlate(){

    Batch newBatch = new Batch();
    
    newBatch.setPrice(batchprice);
    batchRepository.save(newBatch);
    
    GenerateVrm generateVrm = new GenerateVrm();

    for( int i=0;i<batchnumber; i++){
        try{
        newBatch.setPrice(batchprice);
        batchRepository.save(newBatch);
        Vrm vrm = new Vrm();
        vrm.setBatch(newBatch);
        vrm.setVrmno(generateVrm.generateVrm());
        vrmRepository.save(vrm);
        } catch(Exception e){
            Vrm vrm = new Vrm();
            vrm.setBatch(newBatch);
            vrm.setVrmno(generateVrm.generateVrm());
            vrmRepository.save(vrm);
        }
    }
}
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No Versioning

If version is implemented in a RESTful webservices it adds to the difficulty of the consumption of the service. Version will create a requirement for the consumers of the services to always update the clients whenever a new version is released. Fielding states that “versioning an interface is just a polite way to kill deployed applications [7]”. A dead link to a service is therefore best avoided by not implementing any versioning during the deployment of the services. It is for this reason that no version has been implemented on the service.

Use of nouns for resource names

It is always advisable to first determine the resources in a RESTful webservices. This allows for planning to determine which resource will be exposed for use. Nouns should be used for the naming of the resources [8]. Use of nouns allows for the use of properties in relation to the services. For example in the auctioning system, some resources identified were each table of the database is a resource. Therefore, “auctionusers” representing the users is a resource, “vrmno” which represent the number plates is a resource. These resources allow for the CRUD actions of POST (create), GET(read), PUT & PATCH(update) and DELETE(delete). An example of the “vrm” class which is an implementation of the vrmno  is shown below:

@Data
@Entity
@JsonIgnoreProperties({"hibernateLazyInitializer", "handler"})
public class Vrm {
    @Id
    @GeneratedValue(strategy = GenerationType.IDENTITY)
    private int id;
    private String vrmno;

    @ManyToOne(fetch = FetchType.LAZY)
    @JoinColumn(name = "batchid")
    private Batch batch;

    public Vrm(){}

    public String getVrmno() {
        return vrmno;
    }


    public void setVrmno(String vrmno) {
        this.vrmno = vrmno;
    }

    public Batch getBatch() {
        return batch;
    }

    public void setBatch(Batch batch) {
        this.batch = batch;
    }

    public Vrm(String vrmno, Batch batch) {
        this.vrmno = vrmno;
        this.batch = batch;
    }

    @Override
    public String toString() {
        return "Vrm{" +
                "id=" + id +
                ", vrmno='" + vrmno + '\'' +
                ", batch=" + batch +
                '}';
    }
}

Resource name should be concrete and domain specific

This allows for the use of the system to be easily inferred. For example in the auctioning system to view “batches” it is possible to use the URI http://localhost:8080/batches to return the list of available batches.

[image: ]
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Resources number restricted 

The level of abstraction of the system will determine the complexity of the system. In the auction system, the number of resources is kept at a minimum to keep the overall system simple.

Consistency in resource naming

To avoid complexity, it is good practice to avoid a mixture of singular and plural names. The auction services developed makes use of only plural names.

Use of JSON

JSON – Javascript Object Notation is a widely used data format that is increasingly pervasive in the consumption of RESTful webservices. JSON is preferred to other data exchange formats due to it being easy, reliable and fast to use and implementation [9] [10]. JSON is used to encode nested data structures allowing for the ease of transfer and consumption.

Headers

Developing RESTful services with the ability of utilising accept and content-type headers ensures that future formats can be easily integrated. This can easily be done by the use of libraries rather than an extensive redevelopment and redeployment for the new format. In the developed service the use of Jackson with Hibernate support was used to marshall JSON request and responses.

// only the admin should be able to initiate a bid session
@Entity
@JsonIgnoreProperties({"hibernateLazyInitializer", "handler"})
public class Bid implements Serializable {
    @Id
    @GeneratedValue(strategy = GenerationType.IDENTITY)
    private int id;

    @OneToOne(fetch = FetchType.LAZY)
    @JoinColumn(name = "userid")
    //private int userid;
    private Auctionuser userid;

Other headers are also present including Origin headers which are used to control the interactions from cross origin interactions. Accept-Encoding headers allow a RESTful webservice to determined whether to use compressing data methods. Compressing data allows for the transfer of large data packets which therefore helps the performance of the interaction with reduced network traffic. 

Allow Cross origin resource sharing(CORS) 

This follows relates closely with the best practise of use of headers.  Setting of the Access-Control-Allow-Origin to “*” allows for the RESTful webservice to be available across different origins. It allows for the client request to access the HTTP methods. It for this reason why having to set this setting to allow all requests is recommended for public RESTful webservices.

In the developed service, through the use of default Spring Boot configurations of @RequestMapping or the child configurations of @PostMapping or @GetMapping, the service by default allows CORS.

Connectedness

When a client accesses a webservices that has a response that contains a collection, it is important that the returned response is in very least give a point of reference as to the location of current location and also provide pointers to other parts of the service available to the client. For a collection this might involve the use of pagination and a link showing the current location of the link. An example from the developed service is accessing the link list of “vrms”.

[image: ]
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Date/Time

Date/Time should be taken into consideration since different formats, timezone etc have a different meaning dependent on the client and webservice. It is therefore advisable to use standardised time like using the ISO8601 for dates and times.


Use of Parameters


The available webservice should allow the use of parameters for extending the resource [11]. An example in the developed service is extending the vrms resource by searching for specific “batches” by batchid. 

[image: ]
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Application Security

Webservices resources can be secured in the same manner normal enterprise applications can be secured. The principles of security involved authorisation and authentication. Authorisation answers the question of “ Does this user(Principal) have the requested permissions on the resources?” while authentication answers the question of “Does the credentials offered match credentials saved for use of the services?”. Other RESTful security considerations should include, validation of any request payload, restrictions of verbs (GET, POST, PUT, DELETE) actions, and order of instructions received.

  






[bookmark: _Toc7988443]PART III
[bookmark: _Toc7988444]SERVERLESS
[bookmark: _Toc7988445]INTRODUCTION

Why serverless?

Recent surveys [12] [13] have shown that a majority of organisations have enterprise application or a section of their enterprise infrastructure already being delivered through the cloud and more are intending to follow in the near future. But why?

[image: https://blogs-images.forbes.com/louiscolumbus/files/2018/08/Cloud-Has-Come-Of-Age.jpg]
[bookmark: _Toc7987790]Figure 8 Survey Trend of Cloud Computing [14]
Serverless is a misnomer. Serverless does not mean having no servers are in use. Serverless architecture also known as serverless computing is a new software design pattern that started to resolve the issues of infrastructure delivery. 

Initially, any developer who delivered software to be deployed through the internet need to also consider the implications of how to host and how to deliver the application for use. Developers had to plan for the hardware, software, bandwidth, infrastructure, location of where to base the hardware. Over time the demand for more and more applications to be “hosted” on the cloud in datacenters in different location meant that the financial cost and time was proving to be a distraction to delivering cloud applications.

The services from traditional hosting companies such as RackSpace, Heroku, Microsoft, IBM, Amazon, and Google changed to start offering a service, Infrastructure as a Service(IaaS). IaaS has removed the need for developers to think about provisioning of the infrastructure to more pertinent issues of system performance. Serverless has provided the advantages of pay-per-use billing, provision of autoscaling and abstraction of infrastructure.



[bookmark: _Toc7988446]ARCHITECTURE

Serverless architecture is all about building systems on the cloud. It mainly involved three services; Backends as a Service(BaaS) and Functions as a Service(Faas) on top of the main service of IaaS. 

The basic tenet is having not to be involved in managing the servers and having the providers (owners) of the hardware, take charge of providing a server for use; provision. The providers ensure that the servers uptime and updates of dependencies are managed without visibility to the end users.  The focus is on renting space on servers rather than ownership. 

Time of deployment of the service is also an important fact. As a given, provisioning of services is required to be fast in the range of minutes rather than the days or at least hours of configuration it used to take enterprises.  

Serverless is an event-driven model where application run in containers that are started through triggering of events. The application logic and any business logic is handled by functions running as a service. As more demand of the service appears, the system is able to increase (scale) by deploying more functions and vice versa in terms of low demand [15].

[image: ]
[bookmark: _Toc7987791]Figure 9 Evolution of Technology [15]
To be able to deploy application serverless the traditional stack has had to be transformed where the network, compute and database stack is transformed to an API gateway, FaaS and BaaS.

API gateway which is programming that act as a gatekeeper to the application. It acts as the single point of access to the application. It allows for the encapsulation of the application and allows for the working to be hidden to the clients. Examples of API gateway services include AWS API Gateway or Azure API Management. FaaS is the ability to provide custom server-side software that responds to event triggering. This layer runs the business logic. Examples of FaaS include AWS Lambda, Azure Functions and Google Cloud Functions . BaaS is the provision of backends i.e. databases, messaging platforms, user management and other highly scalable data and logic components. Examples of Baas include AWS DynamoDB and Azure CosmosDB.
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Costs:

Before IaaS, the cost to provision hardware for use for internet facing applications involved the need of technical expertise in-house or the ability of hiring the technical expertise. This expertise was required to build, configure, deploy and maintain the servers. In Serverless, all the time, effort and relative cost is handled by the providers. It has greatly reduced the actual cost of deploying application since enterprises are having to leave the task of provisioning physical hardware to third-parties.

Risk:

In the age of cloud computing, the expectation is that the systems are expected to be available 24/7. It is this expectation that any downtime could be disastrous for any application failure. With serverless computing, the use of applications such as Docker and Kubernetes it is possible for a system to be maintained in deliver by spinning up of new instances of the service automatically without intervention. All these systems allow for the risk of failure to be mitigated.

Scaling:

As costs of delivering computing services decreases it is possible to provision more servers in real-time without the worry of the cost. With the model of pay-per-use pricing, it allows for budgeting to be visible at the time of provisioning the services making it easier for scaling decisions to be made.

Lead time:

Serverless allows for agile delivery, continuous delivery and integration to work seamless with deployed application as any new changes that require redeployment of the application require little lead time [16]. 

[bookmark: _Toc7988448]DISADVANTAGES

State:

The management of state is tricky [16]. FaaS is stateless and therefore issues of persistency of data is critical. To overcome this disadvantage it requires the use of externalisation of state outside of the functions, which requires an extra service. 

Execution duration:
FaaS functions are restricted on time of instruction time. If a function exceed the set limits results in a failure of services. 

Cold starts:

This happens when the functions are invoked the first time. This can manifest itself as delayed performance in the service.


[bookmark: _Toc7988449]FUTURE WORK

Due to the nature of serverless computing, dependency on the vendors could lead to a problem of lock-in. It has therefore become obvious that there is need of streamlining deployment of applications in an easier and quicker manner and if necessary from one vendor to the next. It is because of this need that offerings such as the Serverless Framework [17, 18] have appeared. More developments are expected in this field due to its early stage status. 

[bookmark: _Toc7988450]CONCLUSION

Serverless computing is here to stay and adoption of it can only increase. With the new developments in Internet of Things (IoT), Microservices, Big Data, integration of development operations(devops) to cloud operations, serverless computing offers all the benefit of agile computing where the delivery of working software is easier, quicker and cheaper. 
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[bookmark: _Toc7988452]WEB DESIGN PATTERNS

The definition of a design pattern as defined by the “gang of four” (GoF) is 
“description of communicating objects and classes that are customized to solve a general design problem in a particular context [19]”.

The properties of a design pattern are defined by a name, the description of the problem that it helps to tackle, the solution after the use of the pattern and the end result and trade-offs from its use.

Homer et.al [20] with the help of the developer community was able to summarise the most common problems areas during cloud application development. The areas identified were availability, data management, design and implementation, messaging, management and monitoring, performance and scalability, resilience and security.

To mitigate these issues, it is helpful for developers to make use of design patterns. 

[bookmark: _Toc7988453]USE OF CIRCUIT BREAKER PATTERN


Circuit breaker pattern is a design pattern used to improve stability and resilience of an application [20] by providing a means of handling faults. It is used to ensure that a failing service does not cascade to other services being offered elsewhere in the overall system. An example of a circuit breaker pattern is the use Netflix Hystrix. 

[image: ]
Figure 10 Circuit Breaker State Transition [21]
The states of the application are either Closed, Open or Half-Open [21]. The changes in the state of the circuit breaker will need to be logged which can then be referenced to check on the state of the application. This allows for the identification of issues that need to be resolved. On state closed the requests are allowed to pass through to an operation. A counter is maintained of how many failures occur during passing of the instructions to the operation. On open the instruction is failed immediately. On half-open a limited number of requests are allowed to pass through. If the feedback is that the operation was a success the state changes to closed and the counter reset.
The circuit breaker pattern is however different to the retry pattern. The retry pattern enables the application to keep retrying an operation with the aim that it will succeed while circuit breaker pattern prevents an application from performing an operation that has been logged as failing [20]. 

To implement the circuit breaker pattern, consideration should be given to exception handling, what types of exceptions and the logging of the exceptions. There needs to be a method of how recoverability of the service is activated. When a service fails testing of failed operations on the open state to change to half-open can be implemented through a pinging system rather than a timer methodology. The HTTP status code of 503 Service Unavailable. 

To get the best outcome from the use of this pattern it is advisable to complement its use with the Retry Pattern and the Health Endpoint Monitoring Pattern with the latter returning information about the status of a service.
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