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[bookmark: _Toc89856201][bookmark: _Toc89856607]Abstract
With cyber-attacks getting more media exposure, organizations are becoming more aware of possible security issues that they may be exposed to. Penetration testers are experts that test security features of an organization, albeit less destructively than a real attacker, to discern what vulnerabilities, if any, their systems have that would allow it to be breached by an attacker. 
Task One outlines the methods and tests made whilst performing a penetration test on Healios Pharmaceutical Company. There is an accompanying report outlining the vulnerabilities found and the proposed solutions.
Task Two follows a forensic examination to recover a document destroyed by an ex-employee.  It sets out the forensic methodology and recovery processes together with the results in a report to Healios Pharmaceutical Company.



[bookmark: _Toc88991596][bookmark: _Toc89856202][bookmark: _Toc89856608]TASK ONE: Penetration Testing on a Live Website
[bookmark: _Toc88991597][bookmark: _Toc89856203][bookmark: _Toc89856609]Introduction
Organizations are becoming more aware of the cybercrimes perpetrated due to a lack of security practices. Ethical penetration testing can be used by organizations to evaluate their network infrastructure by simulating attacks in the same way an unauthorized attacker (or hacker) would. This penetration test is done using strict guidelines that are agreed by both parties in writing beforehand. Once the weaknesses have been detected security measures can be implemented [1]–[3].
Healios Pharmaceutical Company (HPC) is an organization that is concerned that there may be vulnerabilities within their network and has asked that CEAC Cybersecurity and Forensics Ltd (CCFL) conduct a penetration test on their website and a written report on the results is required. HP has not given CCFL any information regarding the company apart from the name of their website making it a black box penetration test. 
[bookmark: _Toc88991598][bookmark: _Toc89856204][bookmark: _Toc89856610]Literature Review
[bookmark: _Toc88991599][bookmark: _Toc89856205][bookmark: _Toc89856611]2.1	Black Box Penetration Testing
There are various types of penetration testing depending on how much information is given beforehand. In white box testing the full network system and credentials are shared with the tester whereas in black box testing the tester has no information except the name of the organization. This is the most authentic type of test. It is also noteworthy that the organization’s IT department are usually unaware that a test is going to be carried out [2]. 
[bookmark: _Toc88991600][bookmark: _Toc89856206][bookmark: _Toc89856612]2.2	Pentest Standards Organization
In 2009 a group of information security practitioners came together to create a Penetration Testing Execution Standard in the United States. Whilst this is not yet an official standard, it does lay out baseline methods within the industry which will be used as a guide to conduct the penetration test on Healios Pharmacy [3].
[bookmark: _Toc88991601][bookmark: _Toc89856207][bookmark: _Toc89856613]2.3	Shodan
Shodan is a search engine for engineers and developers that harvests publicly available information about devices that are directly connected to the Internet rather than the World Wide Web. The queried devices range from desktops to traffic light systems to nuclear power plants [4]. 
[bookmark: _Toc88991602][bookmark: _Toc89856208][bookmark: _Toc89856614]2.4	Nmap
Nmap is the de facto standard tool that scans networks using IP packets to ascertain what devices are connected to any network and can also provide details about the operating systems and services running on the network [3], [5].
[bookmark: _Toc88991603][bookmark: _Toc89856209][bookmark: _Toc89856615]2.5	OWASP ZAP
OWASP Zap is an open-source dynamic application security testing tool which is used to find vulnerabilities in web applications [6]. 
[bookmark: _Toc88991604][bookmark: _Toc89856210][bookmark: _Toc89856616]Defining Scope
A written agreement has been entered into outlining the scope of the penetration test and the Rules/Guidelines are set out in Appendix 1. 
HPC has asked for a black box penetration test meaning that the usual questions such as ‘are there any devices in place that may impact the test’ have not been asked.
[bookmark: _Toc88991605][bookmark: _Toc89856211][bookmark: _Toc89856617]Contingency Planning
The organization’s services must be maintained whilst the penetration test is conducted. Therefore, a contingency plan will be put in place as follows:
· Tests on critical systems will be carried out after regular operating hours
· Backups and restoration points have been carried out before the penetration test [7]
[bookmark: _Toc88991606][bookmark: _Toc89856212][bookmark: _Toc89856618]Start and End Dates
HPC has asked that work be carried out over the weekends to ensure that the services remain available should there be any tests carried out on critical systems that may fail [8], [9]. Testing would start in November and be finalised by December 2021.
[bookmark: _Toc88991607][bookmark: _Toc89856213][bookmark: _Toc89856619]Penetration Test
[bookmark: _Toc88991608][bookmark: _Toc89856214][bookmark: _Toc89856620]6.1	Reconnaissance & Footprinting
The website (https://healios-pharma.com/) was visited to ascertain what information was readily available. The Chairman, the Chief Scientific Officer and the Chief Digital and Technology Officer were found (figure 1).
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[bookmark: _Toc88990961][bookmark: _Toc88991018]Figure 1: HPC Officials 
Searches were carried out for these HPC officials using Facebook Linked-In and Twitter to no avail. 
The IP address 13.126.252.213 and the physical location was found using SmartWhois as shown in figure 2.
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[bookmark: _Toc88990962][bookmark: _Toc88991019]Figure 2: Address Information from Whois
The IP addresses in figure 2 were run through Whois and the Name Servers being used by HPC were found as shown in figure 3 (.org, .co.uk, .com and .net).
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[bookmark: _Toc88990963][bookmark: _Toc88991020]Figure 3: Data collected regarding HPC’s registrar and servers

[bookmark: _Toc88991609][bookmark: _Toc89856215][bookmark: _Toc89856621]6.2	Using IP Address to Gain Access to Website
Once the IP address was found, it was used to gain access to the website. This showed that the website is ‘not secure’ as illustrated in figure 4.
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[bookmark: _Toc88990964][bookmark: _Toc88991021]Figure 4: Insecure Website

[bookmark: _Toc88991610][bookmark: _Toc89856216][bookmark: _Toc89856622]6.2.1	Error Codes 
Looking at the Console area of the HTML, there are 3 error codes where DevTools have failed to load – one for bootstrap.min.css.map, one for assets/js/popper.js.map and content for assets/js/bootstrap.min.js.map (figure 5). 
This information allows the attacker to know some of the directories available within the system.
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[bookmark: _Toc88990965][bookmark: _Toc88991022]Figure 5: Error Codes
[bookmark: _Toc88991611][bookmark: _Toc89856217][bookmark: _Toc89856623]6.2.2	Network Attributes
There are no network access control lists in place as figure 6 demonstrates that the network requests have not been blocked.
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[bookmark: _Toc88990966][bookmark: _Toc88991023]Figure 6: Network Requests are not blocked

[bookmark: _Toc88991612][bookmark: _Toc89856218][bookmark: _Toc89856624]6.2.3	Defacing/Altering the Website
The next step was to see whether any of the website features could be changed using the HTML or CSS.  Figure 7 shows the HTML code before access. 
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[bookmark: _Toc88990967][bookmark: _Toc88991024]Figure 7: Healios Heading Normal

Figure 8 shows that the background colour of the header has been changed to black, thereby removing the name and defacing the website.
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[bookmark: _Toc88990968][bookmark: _Toc88991025]Figure 8: Blacking out background

The next alteration was to change the colour of the font. A contrast colour was used for illustrative purposes. Figure 9 shows the before image and figure 10 the after image.
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[bookmark: _Toc88990969][bookmark: _Toc88991026]Figure 9: Before Colour Change
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[bookmark: _Toc88990970][bookmark: _Toc88991027]Figure 10: After Colour Change




[bookmark: _Toc88991613][bookmark: _Toc89856219][bookmark: _Toc89856625]6.2.4	Changing Attributes
Some attributes were changed to show that it was possible as shown in figure 11.
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[bookmark: _Toc88990971][bookmark: _Toc88991028]Figure 11: Attributes were changed
[bookmark: _Toc88991614][bookmark: _Toc89856220][bookmark: _Toc89856626]6.2.5	Cookie Poisoning
The website is showing the cookie data. Allowing the cookie data to be visible can allow an unauthorized person to manipulate them and gain access to user data stored in cookies. This will allow for a cookie poisoning attack through cross-site scripting. This is done by inserting malicious script in the page so that it sends the session cookies or every visitor to the page to them, thus gaining access to the user data. This can be mitigated by installing an SSL Certificate.
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[bookmark: _Toc88990972][bookmark: _Toc88991029]Figure 12: Cookie Data

[bookmark: _Toc88991615][bookmark: _Toc89856221][bookmark: _Toc89856627]6.3	Shodan
Shodan was run to ascertain what ports, if any, were open. Port 80 and 443 were open as illustrated in figures 13 and 14.  Although open, these port states do not allow incoming traffic unless it is in a specific response to outgoing traffic. They would however be useful for data exfiltration.
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[bookmark: _Toc88990973][bookmark: _Toc88991030]Figure 13: Shodan result showing ports 80 and 443 open
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[bookmark: _Toc88990974][bookmark: _Toc88991031]Figure 14: Shodan Result showing port 443

Shodan also investigated the Secure Socket Layer (SSL) as illustrated in Figure 15. This allowed for the encryption method to be found – SHA256. The website uses a public key algorithm of RSA encryption with a 2048-bit RSA public key. 
An email address was noted ie. root@ip-172.31.44.145 which could be used to attempt to gain access to the emails using a brute force password cracker.
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[bookmark: _Toc88990975][bookmark: _Toc88991032]Figure 15: SSL Certificate











Vulnerabilities were found as set out in Figures 16-18 and Appendix 3.
[bookmark: _Toc88990976][image: Image preview]
[bookmark: _Toc88991033]Figure 16: Website vulnerabilities 1
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[bookmark: _Toc88990977][bookmark: _Toc88991034]Figure 17: Vulnerabilities 2
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[bookmark: _Toc88990978][bookmark: _Toc88991035]Figure 18: Vulnerabilities 3

[bookmark: _Toc88991616][bookmark: _Toc89856222][bookmark: _Toc89856628]6.4	Scanning with Nmap
[bookmark: _Toc88991617][bookmark: _Toc89856223][bookmark: _Toc89856629]6.4.1	Nmap scanning for open ports
Nmap was used to see whether this tool could find different ports that were open. However, it too only found ports 80 and 443 as detailed in figure 19.
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[bookmark: _Toc88990979][bookmark: _Toc88991036]Figure 19: Nmap showing ports 80 and 443 open
[bookmark: _Toc88991618][bookmark: _Toc89856224][bookmark: _Toc89856630]6.4.2	Nmap Banner Grab 
A banner grabbing scan was made and the results show that Apache 2.4.46 was being used.
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[bookmark: _Toc88990980][bookmark: _Toc88991037]Figure 20: Nmap results of Banner Grab
This website uses Apache 2.4.46 and according to [10]under CVE-2021-40438 states that:
A crafted request uri-path can cause mod_proxy to forward the request to an origin server chosen by the remote user. This issue affects Apache HTTP Server 2.4.48 and earlier  [10].
This vulnerability can be exploited remotely, so it would need to be patched. 
[bookmark: _Toc88991619][bookmark: _Toc89856225][bookmark: _Toc89856631]6.4.3	Nmap Vulnerability Scan
A vulnerability scan was run on Kali against 13.126.252.213 the main vulnerabilities are listed below in Table 1 and in Appendix 3. The majority of these vulnerabilities can be fixed by updating Apache to version 2.4.51.
	cpe:/a:apache:http_server:2.4.46:
	

	CVE-2021-39275  7.5     
	https://vulners.com/cve/CVE-2021-39275

	CVE-2021-26691  7.5     
	https://vulners.com/cve/CVE-2021-26691

	
	

	FDF3DFA1-ED74-5EE2-BF5C-BA752CA34AE8    6.8     https://vulners.com/githubexploit/FDF3DFA1-ED74-5EE2-BF5C-BA752CA34AE8     
*EXPLOIT*

	CVE-2021-40438  6.8     
	https://vulners.com/cve/CVE-2021-40438

	CVE-2020-35452  6.8
	https://vulners.com/cve/CVE-2020-35452

	 

	CVE-2021-36160  5.0     
	https://vulners.com/cve/CVE-2021-36160

	CVE-2021-34798  5.0     
	https://vulners.com/cve/CVE-2021-34798

	CVE-2021-33193  5.0     
	https://vulners.com/cve/CVE-2021-33193

	CVE-2021-30641  5.0     
	https://vulners.com/cve/CVE-2021-30641

	CVE-2021-26690  5.0     
	https://vulners.com/cve/CVE-2021-26690

	CVE-2020-9490   5.0     
	https://vulners.com/cve/CVE-2020-9490

	CVE-2020-13950  5.0     
	https://vulners.com/cve/CVE-2020-13950

	CVE-2019-17567  5.0     
	https://vulners.com/cve/CVE-2019-17567


[bookmark: _Toc89158477]
Table 1: List of Vulnerabilities and Exploits Possible



[bookmark: _Toc88991620][bookmark: _Toc89856226][bookmark: _Toc89856632]6.4.4	Nmap Sitemap Generator
A sitemap scan was run against 13.126.252.213 and the files used, by extensions can be found in figure 21 below.
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[bookmark: _Toc88990981][bookmark: _Toc88991038]Figure 21: Nmap Sitemap Generator Results




[bookmark: _Toc88991621][bookmark: _Toc89856227][bookmark: _Toc89856633]OWASP ZAP
OWASP Zap was used to investigate the website for vulnerabilities. See figures 22-28 below. They were: JQuery Library, Passive X-Frame-Options Header, No Anti-CSFR Token, Cookie Without SameSite Attribute, Server Leaks Information, X-Content Type-Options Header Missing and Suspicious Comments. The explanation and solutions to these vulnerabilities can be found in Appendix 4, chapter 6.
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[bookmark: _Toc88990982][bookmark: _Toc88991039]Figure 22: JQuery Library Vulnerability
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[bookmark: _Toc88990983][bookmark: _Toc88991040]Figure 23: Passive X-Frame-Options Header
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[bookmark: _Toc88990984][bookmark: _Toc88991041]Figure 24: No Anti-CSFR Token
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[bookmark: _Toc88990985][bookmark: _Toc88991042]Figure 25: Cookie Without SameSite Attribute
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[bookmark: _Toc88990986][bookmark: _Toc88991043]Figure 26: Server Leaks Information
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[bookmark: _Toc88990987][bookmark: _Toc88991044]Figure 27: X-Content Type-Options Header Missing
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[bookmark: _Toc88990988][bookmark: _Toc88991045]Figure 28: Suspicious Comments
[bookmark: _Toc88991622][bookmark: _Toc89856228][bookmark: _Toc89856634]Wafw00f
Wafw00f is a tool that is used to detect whether Web Application Firewalls are in place. Figure 29 shows that there are no Web Application Firewalls detected, and this is therefore a vulnerability that will need to be addressed.
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[bookmark: _Toc88990989][bookmark: _Toc88991046]Figure 29: Firewall detection using Wafwoof

[bookmark: _Toc88991623][bookmark: _Toc89856229][bookmark: _Toc89856635]Results
· The IP Address, the physical location and the Name Servers were found using SmartWhois (6.1).
· The IP Address was used to gain access to the Website where it was found to be ‘not secure’ (6.2).
· Error codes were found on the website illustrating what directories were available on the system (6.2.1).
· There are no network access control lists in place – the network has not been blocked (6.2.2)
· The website was able to be modified and defaced (although according to the scope this was not allowed so any changes were for illustration purposes and the changes were reversed immediately) (6.2.3).
· Website attributes were also changed (6.2.4).
· Cookie Poisoning (6.2.5) – use an SSL Certificate.
· Shodan demonstrated that Ports 80 and 443 were open (6.3).
· Ports 80 and 443 were found to be open using Nmap although no incoming traffic is usually allowed through these ports – only return traffic (6.4.1).
· A banner scan showed that Apache 2.4.46 was being used (6.4.2).
· A vulnerability scan showed that this version of Apache allowed for many vulnerabilities to be exploited (6.4.3).  
· OWASP Zap illustrated many vulnerabilities (7).
· WafWoof was used to determine that no Web Application Firewalls were in place (8).
[bookmark: _Toc88991624][bookmark: _Toc89856230][bookmark: _Toc89856636]Conclusion
From the results it can be seen that there are vulnerabilities on the website. A report created for HPC can be found in Appendix 4 which encompasses the vulnerabilities and the steps recommended to mitigate against them.


[bookmark: _Toc88991625][bookmark: _Toc89856231][bookmark: _Toc89856637]Appendix 1: Rules/Guidelines and Test Exclusions
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[bookmark: _Toc88991626][bookmark: _Toc89856232][bookmark: _Toc89856638]Appendix 2: Results of NMAP Vulnerability Scan
NMAP Vulnerability Scan on 13.126.252.213
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[bookmark: _Toc88991627][bookmark: _Toc89856233][bookmark: _Toc89856639]Appendix 3: List of Vulnerabilities and Solutions
	Vulnerability 
	Problem
	Solution

	CVE-2019-1552
	OpenSSLDIR allows untrusted users to modify Open SSL’s default configuration, insert CA certificates.
	Patch using OpenSSL 1.0.2t

	CVE-2018-0737
	OpenSSL RSA key generation algorithm is vulnerable to cache timing side channel attack.
	Patch using OpenSSL 1.0.2p-dev

	CVE-2018-0734
	The OpenSSL DSA signature algorithm is vulnerable to a timing side channel attack.
	Patch using OpenSSL 1.0.2q

	CVE-2018-0732
	During the TLS handshake a very large prime value can be sent to client allowing for a Denial-of-Service attack.
	Patch using OpenSSL 1.0.2p-dev

	CVE-2017-3737
	OpenSSL has error state mechanism. Could allow for decrypted text.
	Patch using OpenSSL 1.0.2n

	CVE2018-5407
	Simultaneous Multi-threading in processors can enable local users to exploit software vulnerable to timing attacks via a side-channel timing attack on port-contention
	

	CVE-2021-39275
	Ap_escape_quotes may write beyond end of buffer when given malicious input.
	Patch Apache server

	CVE-2021-40438
	A crafted request uri-path can cause mod_proxy to forward the request to an origin server chosen by remote user.
	Patch Apache server

	CVE-2021-36160
	Can allow mod_proxy_uwsgi to read above allocated memory and crash (Denial-of-Service attack).
	Patch Apache server

	CVE-2021-34798
	Malformed requested cause server to dereference a NULL pointer.
	Patch Apache server

	CVE-2021-33193
	A crafted method sent through HTTP/2 will bypass validation – allowing for request splitting or cache poisoning.
	Patch Apache server

	CVE-2020-9490
	A cache-digest header in HTTP/2 request would crash the server.
	Configure HTTP/2 server feature via H2Push off.


 
[bookmark: _Toc88991628][bookmark: _Toc89856234][bookmark: _Toc89856640]Appendix 4: Report to Healios-Pharma



CEAC Cybersecurity and Forensics Limited


Penetration Test
Carried out on Healios Pharmaceutical Company


December 2021



[bookmark: _Toc88991629][bookmark: _Toc89856235][bookmark: _Toc89856641]Table of Contents

1.	Introduction	37
2.	Scope	37
3.	Tools	38
4.	Industry Standards	38
5.	Methodology	38
5.1	Scope	38
5.2	Contingency Planning	38
5.3	Start and End Dates	39
5.4	Reconnaissance and Footprinting	39
5.5	Website	39
5.5	Shodan	40
5.5	NMAP	41
5.6	OWASP ZAP	41
5.7	WafW00f	41
6.	Recommendations	42
7.	Invoice	44



1. [bookmark: _Toc88991630][bookmark: _Toc89856236][bookmark: _Toc89856642]Introduction
This report will set out the information ascertained in the black-box penetration test (the Test) conducted on Healios Pharmaceutical Company’s (HPC) website at their request. It will document the steps taken and the results together with the recommendations and invoice.
1. [bookmark: _Toc88991631][bookmark: _Toc89856237][bookmark: _Toc89856643]Scope
The scope of the Test was to determine whether HPC’s website was vulnerable to attacks and to expose any weaknesses and document the results. The rules/guidelines and testing exclusions are outlined in figure 1.
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Figure 1: Rules/Guidelines and Testing Exclusions


2. [bookmark: _Toc88991632][bookmark: _Toc89856238][bookmark: _Toc89856644]Tools
The tools used were as follows:
· SmartWhoIs
· Oracle Virtual Box
· Kali-Linux
· Shodan
· Nmap
· Wafw00f
3. [bookmark: _Toc88991633][bookmark: _Toc89856239][bookmark: _Toc89856645]Industry Standards 
Best practices were followed using the industry standard best practices that include the General Data Protection Regulations United Kingdom (GDPR-UK), the National Institute of Technology (NIST) and the Pentest Standards Organization.
4. [bookmark: _Toc88991634][bookmark: _Toc89856240][bookmark: _Toc89856646]Methodology
· The scope of the test will be defined.
· Contingency planning will be considered.
· Start and end dates will be determined.
· Reconnaissance and Footprinting will be implemented.
· Testing will be executed.
· A report will be generated.
· Recommendations will be made.
[bookmark: _Toc88991635][bookmark: _Toc89856241][bookmark: _Toc89856647]5.1	Scope
The rules/guidelines and testing exclusions were documented between CEAC Cybersecurity and Forensics Limited (CCFL) and Healios Pharmaceutical Company (HPC) and signed by both parties. 
[bookmark: _Toc88991636][bookmark: _Toc89856242][bookmark: _Toc89856648]5.2	Contingency Planning
Contingency planning was put in place to ensure that the services provided by HPC would not be disrupted in any way by the Test. It was decided that tests on critical systems were to be carried out after regular operating hours and that backup and restoration points were created before the start of the Test.
[bookmark: _Toc88991637][bookmark: _Toc89856243][bookmark: _Toc89856649]5.3	Start and End Dates
The Test would commence in November 2021 and be finalised before the end of December 2021.
4.4 [bookmark: _Toc88991638][bookmark: _Toc89856244][bookmark: _Toc89856650]Reconnaissance and Footprinting
SmartWhoIs was used to discover the Internet Protocol address (IP Address) of Healios-Pharma.com together with the physical location as illustrated in figure 2.
[image: Graphical user interface, text, application

Description automatically generated]
Figure 2:  IP Address and Physical Location

[bookmark: _Toc88991639][bookmark: _Toc89856245][bookmark: _Toc89856651]5.5	Website
The IP Address was used to gain access directly to the website without going through a Domain Name Server. This showed that the website is unsafe ie. the website can be modified as shown in figure 3.
[image: Graphical user interface, application
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Figure 3: Website Not Secure 
Taking into consideration the testing exclusions, minor alterations were made for illustrative purposes but were immediately returned to the original layout as shown in figure 4 where the heading has been put into black to make it unreadable.
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Figure 4: Website Change
 
4. [bookmark: _Toc88991640][bookmark: _Toc89856246][bookmark: _Toc89856652]Shodan
Shodan was used to test the IP Address to see if any ports were in an ‘open’ state. The results show that both Port 80 and Port 443 were in fact open.
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Figure 5: Open Port

4. [bookmark: _Toc88991641][bookmark: _Toc89856247][bookmark: _Toc89856653]NMAP
Nmap was used to create a banner grab that revealed that Apache 2.4.46 was being used (figure 6). This is outdated with many vulnerabilities and should be replaced with version 2.5.51 which has mitigated the vulnerabilities.
[image: ]
Figure 6: NMAP showing Apache version 2.4.46

4. [bookmark: _Toc88991642][bookmark: _Toc89856248][bookmark: _Toc89856654]OWASP ZAP
OWASP ZAP found many vulnerabilities and they are set out together with the solutions in Recommendations below.
[bookmark: _Toc88991643][bookmark: _Toc89856249][bookmark: _Toc89856655]5.9	WafW00f
Waffw00f was used to detect the use of Web Application Firewalls. The results, shown in figure 7 illustrate that none were found. 
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Figure 7: WafW00f detects a lack of Web Application Firewalls
5. [bookmark: _Toc88991644][bookmark: _Toc89856250][bookmark: _Toc89856656]Recommendations
The following vulnerabilities were found, and the following recommendations are advised to ensure that the website is no longer vulnerable to any of these attacks:
	Vulnerability Issue
	Solution

	The website is not secure.
	Use HTTPS without a redirect of use HSTS.

	No Network Access Control Lists
	Create Network Access Control Lists

	Cookie Poisoning
	Use an SSL Certificate.

	Use of Apache 2.4.46
	Update to Apache 2.5.51

	No Web Application Firewall
	Put a Web Application Firewall in place

	The JS Library (JQuery) runs version 2.1.0 which is vulnerable.
	Upgrade to the latest version of JQuery.

	Passive X-Frame-Options Header. The X-Frame-Options header is not included in the HTTP response to protect against Clickjacking attacks – where the attacker deceives users into clicking malicious links. 
	Ensure the X-Frame-Options is set on all web pages using SAMEORIGIN or use DENY. Alternatively, implement Content Security Policy’s “frame Ancestors” directive.

	Absence of Cross-Site Request Forgery (CSFR) Tokens are a low to medium risk – they are used to prevent Cross-Site Scripting Forgeries.
	Phase: Architecture and Design – use a vetted library/framework to mitigate this.

	Set-Coookie-PHPSESSID means that there is no SameSite attribute. This can allow for Cross-Site request forgery, cross-site script inclusion and timing attacks.
	Ensure that the SameSite attribute is set to lax or strict for all cookies.


	X-Powered by PHP/7.2.34 is the web/application server is leaking information via one or more X-Powered-By HTTP response headers which may allow attackers to identify other components of the web application.
	Ensure the web, application server etc is configured so that it suppreses X-Powered-By headers. 


	The Anti-MME Sniffing header was not set to ‘nosniff’ which is vulnerable to Multipurpose Internet Mail Extension sniffing allowing users to upload content to the website.
	Set the Content-Type header to ‘nosniff’ for all web pages.

	Passive Information Disclosure – return information gives information that may assist an attacker.
	Remove all comments that give return information and fix underlying issues relating to them.


Table 1: List of Vulnerabilities and Solutions 


[bookmark: _Toc88991645][bookmark: _Toc89856251][bookmark: _Toc89856657]Invoice

Invoice
CEAC Cybersecurity and Forensics Ltd

Date: 20 December 2021
Invoice Number: 21-5076
Healios Pharmaceutical Company
L&T Business Park, Gate No 5, Tower A, Ground Floor
Sakivihar Road, Pawari, Mumbai 
Maharashtra
400072, India

	Description
	Price

	
Standard Penetration Test 
on Healios-Pharma.com website






	
£3,000

	
	£3,000

	VAT at 20%
	£600

	TOTAL
	£3,600



  	
[bookmark: _Toc88991646][bookmark: _Toc89856252][bookmark: _Toc89856658]TASK 2: Research into Cybersecurity Incident and Defensive Technique Case Study
Abstract 
Computer forensics is the science of preserving, retrieving, acquiring and present data that has been electronically processed.  The purpose is to provide unbiased evidence to form a conclusion without assigning innocence or guilt. This assignment will set out the steps and procedures taken to recover documentation that was destroyed by a former employee of Healios Pharmaceutical Company.
1. [bookmark: _Toc88991647][bookmark: _Toc89856253][bookmark: _Toc89856659]Introduction 
Forensic investigators are trained to use specialised tools that can recover data forensically and forensic examiners independently analyse this evidence to provide logical, unbiased data and give an expert evaluation of the history of the artefacts found and from these provide a logical explanation of what took place and when [11]–[13].
The management of digital evidence is crucial as it can be fragile. There are systematic and legal procedures that assist with keeping the integrity of the data intact [11]. 
CEAC Cybersecurity and Forensics Ltd (CCFL) was engaged by Healios Pharmaceutical Company (HPC) following the destruction of documentation by their employee. The document was crucial to the company, worth approximately $3 million, and had not been ‘backed-up’ since the final version had been created. CCFL’s brief was to recover the deleted file using forensic methodology. This assignment will set out the procedures taken to recover the document.
1. [bookmark: _Toc88991648][bookmark: _Toc89856254][bookmark: _Toc89856660]Background
· CCFL’s policy was that documents would be stored in MS Word or RTF and critical documents were stored as pdf.  
· The employee’s actions were discovered one week after they had left the company. 
1. [bookmark: _Toc88991649][bookmark: _Toc89856255][bookmark: _Toc89856661]Assumptions 
· HPC will want to take their employee to court.
· CCFL is using Windows OS.
1. [bookmark: _Toc88991650][bookmark: _Toc89856256][bookmark: _Toc89856662]Literature Review 
Digital forensics is: 
The use of scientifically derived and proven methods towards the preservation, collection, validation, identification, analysis, interpretation, documentation and presentation of digital evidence derived from digital sources for the purpose of facilitating or furthering the reconstruction of events found to be criminal or helping to anticipate unauthorized actions shown to be disruptive to planned operations [1]. 
The goal is to find facts to recreate the truth of an event by examining the tell-tale artifacts left on a digital device when it has been used, whether this is by a document being altered or a website visited [2],[13]. Digital forensics relies on the interpretation of the data and information retrieved by tools and the procedures and principles are basically similar irrespective of the type of investigation performed [1].  
However, using tools is not sufficient, there must be an understanding of how data is stored in a computer system to be able to apply the scientific methodology required [3]. All data is stored on media, eg. hard disk drives, external hard drives, USB flash driver etc. as a string of binary digits (bits) with a value of either one or zero and just one number incorrectly recorded can cause files to be corrupted [4].  
Data is stored in orderly patterns on sectors of a drive and a map of sectors tell the computer what sectors are free, and which are in use. In Windows the sector map is called a File Allocation Table (FAT). When data needs to be stored, the map is interrogated and the computer then stores the data on a free portion.   Once a file has been deleted, the map considers the space free by removing a pointer in the FAT. Until it has been overwritten, this data can be retrieved [5].    
[bookmark: _Toc88991651][bookmark: _Toc89856257][bookmark: _Toc89856663]4.1	Forensic Investigation Process 
According to [6] there are 8 distinct phases to a forensic investigation process:
· Search Authority 
· Chain of custody 
· Imaging/Hashing Function 
· Validated Tools 
· Analysis 
· Repeatability (Quality Assurance) 
· Reporting 
· Possible Expert Presentation 
These can be categorised in three separate phases, the Pre-Investigation, the Investigation and the Post-Investigation phase. 
[bookmark: _Toc89856258][bookmark: _Toc89856664]4.2	Pre-Investigative Phase 
The pre-investigative phase involves getting as much information as possible before setting out to the crime scene so that the correct tools are selected. In some cases, for example, Faraday bags may be required to block alteration of wireless devices by blocking remote wiping which is done by preventing signals from being sent or received [7]. 
Regarding volatile data, ie. data that has been stored temporarily and would be lost should power be removed, a ‘live’ examination is required.  This volatile data is usually stored in Random Access Memory (RAM) [15].
Persistent data can be found even when the device has been powered off and is usually held in a memory card or hard drive.
All legal prerequisites, such as search warrants and company security, health and safety procedures should be in place before the examination commences [11], [16].
[bookmark: _Toc88991653][bookmark: _Toc89856259][bookmark: _Toc89856665]4.2.1	Chain of Custody Form
A Chain of Custody Form should be created. This is a legal document recording the movement of the ie. it governs the acquisition, testing and storage of the evidence and contains that date, time and location together with the name/job title of the person handling it. This information is imperative to prove the integrity should it be required in a court of law [17].
The form also contains information pertaining to the evidence state for example, if it was switched on/off or in sleep mode etc. An example Chain of Custody Form can be found in figure 30.
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[bookmark: _Toc88990990][bookmark: _Toc88991047]Figure 30: Evidence Chain of Custody Form [18]

[bookmark: _Toc88991654][bookmark: _Toc89856260][bookmark: _Toc89856666]4.2.2	Evidence labels
Labels are used to tag individual items and are referenced according to the file and evidence type used by the forensic laboratory.
[image: Evidence ID Only Tags - 100 tags/pkg]
[bookmark: _Toc88990991][bookmark: _Toc88991048]Figure 31: Evidence Labels [19]
[bookmark: _Toc88991655][bookmark: _Toc89856261][bookmark: _Toc89856667] 4.2.3	Preservation of Physical Evidence
Physical evidence covers a large scope of evidence from computers to cables, removable media etc. The preservation of the integrity of physical evidence is important. Wearing gloves whilst handling the evidence prevents contamination [20], [21].  
[22] recommends that the following steps be taken:
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[bookmark: _Toc88990992][bookmark: _Toc88991049]Figure 32: best practice in digital evidence collection - modified to incorporate live volatile data collection [22]

[bookmark: _Toc88991656][bookmark: _Toc89856262][bookmark: _Toc89856668]4.2.4	Collection of Evidence
The recovery of data should be conducted by trained personnel and the chain of custody document updated accordingly. The evidence is transported to the forensic laboratory where the extraction/copy of the data is initiated [23]. 
Forensically sterile equipment is used to create a disk image ie. the digital device is duplicated using a bit-by-bit procedures which is an identical copy of the original, including the partitions and operating systems [20], [22], [23].
A program, using a mathematical algorithm, eg. Hash Calc is used to calculate the checksum of the original disk before the copy and the copy is then verified against the original to ensure that data integrity has been maintained [24]. 
Write blockers, either hardware or software, are used to ensure that no additional information is added to the disk either before, during or after the copying process.
[bookmark: _Toc88991657][bookmark: _Toc89856263][bookmark: _Toc89856669]4.3	Tools 
Tools are used to extract the evidence before it can be analysed.
[bookmark: _Toc88991658][bookmark: _Toc89856264][bookmark: _Toc89856670]4.3.1	Forensic Tool Kit (FTK)
FTK is software, developed by Access Data specifically for computer forensics and provides investigators which amalgamates many common forensic tools [25].
[bookmark: _Toc88991659][bookmark: _Toc89856265][bookmark: _Toc89856671]4.3.2	The Sleuth Kit (TSK), incorporating Autopsy
TSK is open source and supports Linux, Mac and Windows file systems [26].
[bookmark: _Toc88991660][bookmark: _Toc89856266][bookmark: _Toc89856672]4.3.3	Kali GNU/Linux Rolling 
Kali GNU is an open source set of digital forensic software tools maintained by Offensive Security. This software provides many common tools.
[bookmark: _Toc88991661][bookmark: _Toc89856267][bookmark: _Toc89856673]4.3.4	Oracle Virtual Box VMWare
Oracle is an open source virtualisation environment tool providing forensic investigators with a forensically sterile environment.
9. [bookmark: _Toc88991662][bookmark: _Toc89856268][bookmark: _Toc89856674]Data Analysis and Reporting
This section is the investigative and post-investigative phases. 
Once the forensic acquisition is completed an analysis of the disk image is initiated. 
Following the collect and analysis of all the data/artefacts a report is made based on the findings [22]. 
[bookmark: _Toc88991663][bookmark: _Toc89856269][bookmark: _Toc89856675]Conclusion
Using the forensic methods outlined above, an investigation was made into the documents deleted from HPC’s system.  The investigation together with the results can be found in Appendix 1. An invoice for the work can be found in Appendix 2.
[bookmark: _Toc88991664][bookmark: _Toc89856270][bookmark: _Toc89856676]Appendix 1: Forensic Report for HPC





CEAC Cybersecurity & Forensics Limited


Digital Forensic Report
for
Healios Pharmaceutical Company


Case Number: 20210579
December 2021




Table of Contents

1.	Executive Summary	56
2.	Introduction	56
3.	Background	56
4.	Pre-Investigative Phase	56
5.	Investigation	57
5.1	Tools	57
5.1.1	Forensic Tool Kit (FTK)	57
5.1.2	Oracle VirtualBox v6.1.26	57
5.1.3	Kali Linux 2021.3 Debian 64-bit Virtual Machine	57
5.1.4	Recuva version 1.53.1087	57
5.2	Chain of Custody	57
5.3	FTK	58
5.4	Oracle Virtual Box	60
5.5	Kali Linux/Recuva	61
6.	Conclusion	64
Invoice	65



1. [bookmark: _Toc89856271][bookmark: _Toc89856677]Executive Summary
Case number 20210579 is the report for Healios Pharmaceutical Company following the deletion of a document by a company employee that contained a formula worth approximately $3 million. This report documents the steps taken by CEAC Cybersecurity & Forensics Limited to recover the document, which was a success.
2. [bookmark: _Toc89856272][bookmark: _Toc89856678]Introduction
This report was created for Healios Pharmaceutical Company (HPC) following an incident at their Headquarters when a file was deleted by one of their employees. CEAC Cybersecurity & Forensics Limited (CCFL) were engaged to find and recover the deleted file.
3. [bookmark: _Toc89856273][bookmark: _Toc89856679]Background 
One of HPC’s research scientist that was working on a $3 million formula became a disgruntled employee and left the company. On 1 December 2021, before leaving the company they destroyed the document containing the formula. 
Unfortunately, the formula had not been backed up on to the company’s server due to previous technical issues. 
The fact that the formula and other critical documentation had been destroyed did not come to light until a week after the employee left the company ie 7 December 2021. HPC’s IT department were unable to resolve the issue and contacted CCFL to investigate the matter and attempt to recover the deleted formula.
4. [bookmark: _Toc89856274][bookmark: _Toc89856680] Pre-Investigative Phase
A discussion between CCFL and the IT was held to ascertain where the deleted formula was situated. This allowed the investigator to prepare for the search. A contract was entered into allowing CFFL to search the computers to find the deleted documents – no search warrant was required.



[bookmark: _Toc89856275][bookmark: _Toc89856681]Investigation
[bookmark: _Toc89856276][bookmark: _Toc89856682]5.1	Tools
[bookmark: _Toc89856277][bookmark: _Toc89856683]5.1.1	Forensic Tool Kit (FTK)
FTK was created by Access Data. It enables bit-by-bit copies of evidence files to be created allowing the original to remain intact. Bit-by-bit copies were used in conjunction with a write blocker that permits the files to be copied but not altered in any way [27].
[bookmark: _Toc89856278][bookmark: _Toc89856684]5.1.2	Oracle VirtualBox v6.1.26
Oracle virtual machine is cross-platform software that allows virtual machines to be created that run different operating systems on the same computer [28]. 
This system allows digital forensic examiners to undertake their examination in a sterile environment [29].
[bookmark: _Toc89856279][bookmark: _Toc89856685]5.1.3	Kali Linux 2021.3 Debian 64-bit Virtual Machine
Kali Linux is an open source project maintained by Offensive Security that includes tools aimed at penetration testing and security auditing. Creating a virtual Kali Linux machine allows for non-invasive procedures to be carried out on copies of the evidence  [30], [31]. 
[bookmark: _Toc89856280][bookmark: _Toc89856686]5.1.4	Recuva version 1.53.1087
Recuva is an application created to restore/recover deleted files from hard drives or storage devices [32], [33].
[bookmark: _Toc89856281][bookmark: _Toc89856687]5.2	Chain of Custody
A chain of custody form was created as follows:
	 Location
	Item No.
	Date
	Description
	Investigator

	IQ Building,
SA1 8AH
	2021-1301/1
	28/11/2021
	Dell Optiplex
Serial number: 2548734698
	Mrs Helen Frey




	Item Number
	Date/Time
	Held by
	Released to
	Comments/location

	2021-1301/1
	07/12/2021
09.45
	Derek Philips
	Helen Frey
	Swansea
The handover for forensic examination was made. The Dell machine was off at the time of handover.

	2021-1301/1
	07/12/2021
10.30
	Helen Frey
	
	Forensic Laboratory
Disk Image created and mounted on Virtual Machine.

	2021/1301/1
	07/12/2021
17.00
	Helen Frey
	Laboratory safe
	Held in safe whilst work was performed on the copy



[bookmark: _Toc89856282][bookmark: _Toc89856688]5.3	FTK 
An image was taken of the original hard drive using FTK as shown in Figures 1-4. 
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Figure 1: FTK Creation of Bit-by-Bit copy of evidence
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Figure 2: Evidence Item Information
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Figure 3: Creation of the Image
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Figure 4: FTK Image
[bookmark: _Toc89856283][bookmark: _Toc89856689]5.4	Oracle Virtual Box
A virtual machine was created in Oracle VM VirtualBox using Kali Linux to enable the evidence to be forensically analysed as shown in Figure 5.
[image: Graphical user interface, text, application
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Figure 5: Kali Linux Machine in Oracle VM VirtualBox
[bookmark: _Toc89856284][bookmark: _Toc89856690]5.5	Kali Linux/Recuva 
The virtual Kali Linux machine was used to run Recuva. Figures 6-11 show the processes taken to recover the documents.
[image: ]
Figure 6: Recuva Set up 1
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Figure 7: Recuva Set up 2
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Figure 8: Recuva Set up 3
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Figure 9: Recuva Running
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Figure 10: Recuva Results
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Figure 11: Recovered Documents



[bookmark: _Toc89856285][bookmark: _Toc89856691]Conclusion
A bit-by-bit copy of the evidence was made using a write-blocker to ensure the original remained intact. The copied drive was used to recover files that had been deleted using various tools. The recovered files were returned to Healios Pharmaceutical Company.



[bookmark: _Toc88991665][bookmark: _Toc89856286][bookmark: _Toc89856692]Appendix: Invoice
Invoice
CEAC Cybersecurity and Forensics Ltd

Date: 20 December 2021
Invoice Number: 21-5077
Healios Pharmaceutical Company
L&T Business Park, Gate No 5, Tower A, Ground Floor
Sakivihar Road, Pawari, Mumbai 
Maharashtra
400072, India

	Description
	Number of Hours @ £80
	Total

	
Disk retrieval
Setting up and creating copy disk
Investigation
File retrieval
Written report – standard fee

	
1
5.30
2.00
1.30

	
£80
£440
£160
£120
£300

	
	
	£1,100

	VAT at 20%
	
	£220

	TOTAL
	
	£1,320
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CVE-2019-1552

CVE-2018-0737

CVE-2018-0734

CVE-2018-0732

e vinerabilfies are implied based on version

OpenSSL has internal defaults for a directory tree where it can find a configuration file as well as
certificates used for verification in TLS. This directory is most commonly referred to as OPENSSLDIR,
and is configurable with the ~-prefix / --openssldir configuration options. For OpenSSL versions 110
and 111, the mingw configuration targets assume that resulting programs and libraries are installed in
aUnix-like environment and the default prefix for program installation as well as for OPENSSLDIR
should be /usr/local’ However, mingw programs are Windows programs, and as such, find
themselves looking at sub-directories of ‘C./usr/local which may be world writable, which enables
untrusted users to modify OpenSSLs default configuration, insert CA certificates, modify (or even
replace) existing engine modules, etc. For OpenSSL 10.2, ust/local/sst is used as default for
OPENSSLDIR on all Unix and Windows targets, including Visual C builds. However, some build
instructions for the diverse Windows targets on 10.2 encourage you to specify your own --prefix.
OpenSSL versions 111, 110 and 10.2 are affected by this issue. Due to the limited scope of affected
deployments this has been assessed as low severity and therefore we are not creating new releases
at this time. Fixed in OpenSSL 111d (Affected 111-111c). Fixed in OpenSSL 1101 (Afected 110-110Kk)
Fixed in OpenSSL 102t (Affected 10.2-10.25).

The OpenSSL RSA Key generation algorithm has been shown to be vulnerable to a cache timing side
channel attack An attacker with sufficient access to mount cache timing attacks during the RSA key
generation process could recover the private key. Fixed in OpenSSL 110i-dev (Affected 110-110h)
Fixed in OpenSSL 10.2p-dev (Affected 10.2b-10.20)

The OpenSSL DSA signature algorithm has been shown to be vulnerable to a timing side channel
attack. An attacker could use variations in the signing algorithm to recover the private key. Fixed in
OpenSSL 111a (Affected 111). Fixed in OpenSSL 110j (Afected 110-110i). Fixed in OpenSSL 102q
(Affected 10.2-10.2p).

During key agreement in a TLS handshake using a DH(E) based ciphersuite a malicious server can
send a very large prime value to the client This will cause the client to spend an unreasonably long
period of time generating a key for this prime resulting in a hang until the client has finished. This
could be exploited in a Denial Of Service attack. Fixed in OpenSSL 110i-dev (Affected 110-110h)
Fixed in OpenSSL 10.2p-dev (Affected 10.2-10.20)
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CVE-2017-3735
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OpenSSL 10.2 (starting from version 10.2b) introduced an error state” mechanism. The intent was that
if a fatal error occurred during a handshake then OpenSSL would move into the error state and would
immediately fail if you attempted to continue the handshake. This works as designed for the explicit
handshake functions (SSL_do_handshake(, SSL_accept() and SSL_connect(), however due to a bug it
does not work correctly if SSL._read( or SSL_write( is called directly. In that scenario, if the handshake
fails then a fatal error will be returned in the initial function call. If SSL_read0/SSL_write( is
subsequently called by the application for the same SSL object then it will succeed and the data is
passed without being decrypted/encrypted directly from the SSL/TLS record layer In order to exploit
this issue an application bug would have to be present that resuited in a call to
SSL._read()/SSL_write() being issued after having already received a fatal error OpenSSL version
10.2b-10.2m are affected. Fixed in OpenSSL 10.2n. OpenSSL 110 is not affected.

While parsing an IPAddressFamily extension in an X509 certificate, it is possible to do a one-byte
overread. This would result in an incorrect text display of the certificate. This bug has been present
since 2006 and is present in all versions of OpenSSL before 10.2m and 110g.

There is an overflow bug in the AVX2 Montgomery multiplication procedure used in exponentiation
with 1024-bit moduli. No EC algorithms are affected Analysis suggests that attacks against RSA and
DSAas aresult of this defect would be very dificult to perform and are not believed likely. Attacks
against DH1024 are considered just feasible, because most of the work necessary to deduce
information about a private key may be performed offine. The amount of resources required for such
an attack would be significant. However, for an attack on TLS to be meaningful, the server would have
to share the DH1024 private key among multiple clients, which is no longer an option since CVE-2016-
0701 This only affects processors that support the AVX2 but not ADX extensions like Intel Haswell (4th
generation). Note: The impact from this issue is similar to CVE-2017-3736, CVE-2017-3732 and CVE-
2015-3193. OpenSSL version 10.2-10.2m and 110-110g are affected. Fixed in OpenSSL 10.2n. Due to
the low severity of this issue we are not issuing a new release of OpenSSL 110 at this time. The fix will
be included in OpenSSL 110h when it becomes available. The fix is also available in commit
£502¢c86d in the OpenSSL git repository.




image19.png
CVE-2019-1559

CVE-2018-0739

CVE-2017-3736

CVE-2018-5407

If an application encounters a fatal protocol error and then calls SSL_shutdown() twice (once to send a
close_notify, and once to receive one) then OpenSSL can respond differently to the calling application
if a O byte record is received with invalid padding compared to if a O byte record is received with an
invalid MAC. If the application then behaves differently based on that in a way that is detectable to the
remote peer, then this amounts to a padding oracle that could be used to decrypt data. In order for
this to be exploitable ‘non-stitched" ciphersuites must be in use. Stitched ciphersuites are optimised
implementations of certain commonly used ciphersuites. Also the application must call
SSL_shutdown( twice even if a protocol error has occurred (applications should not do this but some
do anyway). Fixed in OpenSSL 10.2r (Affected 10.2-10.2q).

Constructed ASN.1types with a recursive definition (such as can be found in PKCS7) could eventually
exceed the stack given malicious input with excessive recursion. This could result in a Denial OF
Service attack There are no such structures used within SSL/TLS that come from untrusted sources
so this is considered safe. Fixed in OpenSSL 110h (Affected 110-110g). Fixed in OpenSSL 10.20
(Affected 10.2b-10.2n).

There is a carry propagating bug in the x86_64 Montgomery squaring procedure in OpenSSL before
10.2m and 110 before 110g. No EC algorithms are affected Analysis suggests that attacks against
RSAand DSA as a result of this defect would be very dificult to perform and are not believed likely.
Attacks against DH are considered just feasible (although very difficult) because most of the work
necessary to deduce information about a private key may be performed offline. The amount of
resources required for such an attack would be very significant and likely only accessible to a limited
number of attackers. An attacker would additionally need online access to an unpatched system using
the target private key in a scenario with persistent DH parameters and a private key that is shared
between multiple clients. This only affects processors that support the BMIL BMI2 and ADX
extensions like Intel Broadwell (5th generation) and later or AMD Ryzen

Simultaneous Multi-threading (SMT) in processors can enable local users to exploit software
vulnerable to timing attacks via a side-channel timing attack on ‘port contention’
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$ nmap we.healios-pharma.com —vv

starting Nmap 7.91 ( https://nmap.org ) at 2021-11-20 05:24 EST
Initiating Ping Scan at 05:24

Scanning ww.healios-pharma.com (13.126.252.213) [2 ports]
Completed Ping Scan at 05:24, 0.14s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. at @5:24

Completed Parallel DNS resolution of 1 host. at 05:24, 0.01s elapsed
Initiating Connect Scan at 05:24

Scanning ww.healios-pharma.com (13.126.252.213) [1000 ports]
Discovered open port 88/tcp on 13.126.252.213

Discovered open port 443/tcp on 13.126.252.213

Completed Connect Scan at 05:24, 11.78s elapsed (1000 total ports)
Nmap scan report for wi.healios-pharma.com (13.126.252.213)

Host is up, received syn-ack (0.15s latency).

TDNS record for 13.126.252.213: ec2-13-126-252-213.ap-south-1.compute.amazon
aws.. com

Scanned at 2021-11-20 05:24:47 EST for 12s

Not shown: 998 filtered ports

Reason: 998 no-responses

PORT  STATE SERVICE REASON

80/tcp open http sy

443/tcp open https.

Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 12.18 seconds
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—$ nmap -sV -T5 13.126.252.213 script banner

Starting Nmap 7.91 ( https://nmap.org ) at 2021-11-15 13:52 EST

Stats: 0:00:31 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE Timing: About 98.86% done; ETC: 13:52 (0:00:00 remaining)

Nmap scan report for ec2-13-126-252-213.ap-south-1.compute.amazonaws.com (1
3.126.252.213)

Host is up (0.15s latency).

Not shown: 98 filtered ports

PORT  STATE SERVICE VERSION

2.4.46 (O) OpenSSL/I 0.2k-fips)

| up server-header: Apacne/z 4.46 () OpensSL/1.0.2k-fips

Service detection performed. Please report any incorrect results at https:/
/nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 40.75 seconds
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§ nmap —script http-sitemap-generator 13.126.252.213
Starting Nnap 7.91 ( htps://nmap.org ) at 2021-11-15 15:26 EST
Nmap scan report for ec2-13-126-252-213.ap-south-1.compute.amazonaws.com (13.126.252.213)
Host 15 up (0.175 latency)
Not shown: 99 filtered ports

Directory structure:
/
other: 1
/assets/css/
coi 3
/assets/inages/
3pg: 3; png: 3
Jassets/js)
ss: 8
/includes/
phpfcontact-us: 1; phpsubscribe: 1
Longest directory structure
Depth: 2
Dir: fazeate/ie
Total files found (by extension)
Other: 1; css: 3; Jpg: 3; Jsi 8 phpfcontact-us: 1; phpfsubscribe.

[443/Tcp open hTtps.

Directory structure:
/
other: 1
Jassets/css/
css: 2
/assets/inages/
3pg: 2; png: 7
Jassets/js/
jsi 7
/includes/
phpticontact-us: 1
Longest directory structure:
pth: 2

i phpcontact-us'

Nmap done: 1 IP address (1 host up) scanned in 32.80 seconds
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Passive (10020 - X-Frame-Options Header)

ader Not Set

Description:
X-Frame-Options header is not included in the HTTP response to protect against ‘Clckjacking' attacks.

Other Info

Most modern Web browsers support the X-Frame-Options HTTP header. Ensure it's set on all web pages
returned by your site (if you expect the page to be framed only by pages on your server (eg. it's part of a
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page to be framed, you
should use DENY. Alternatively consider implementing Content Security Policy's "frame-ancestors" directive.
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Description;
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‘Other Info

Solution:
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Passive (10021 - X-Content-Type-Options Header Mssing)
Description:

‘The Ant-MIME-Sniffing header X-Content-Type-Options was not set to ‘nosniff. This allows older

versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body, potentially
causing the response body to be interpreted and displayed as a content type other than the declared
Other Info:

“This issue il applies to error type pages (401, 403, 500, etc.) as those pages are often stil affected

by injection Issues, in which case there s stil concern for browsers sniffing pages away from their
actual content &

Solution:

Ensure that the appiication/web server sets the Content-Type header appropriately, and that It sets the
X-Content Type-Options header to "osnif? for all web pages.

If possible, ensure that the end user uses a standards-complant and modern web browser that does
Reference:

hitp://msdn.microsoft.com/en-usflbrary/ie/gg622941%28v=vs.85%29.aspx
https:/fowasp.orghwww-community/Security Headers.
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Fie Edt View Analyse Report Tools
Standard Mode [} @
@stes
e
5 Contexts
@ Defautt Context
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] i}

BHistory & Search

ee s/ w
© Alerts (7)

P Alerts # Output

 Vuinerable JS Library

e X-Frame-Options Header Not Set (3)

2 Absence of Ant-CSRF Tokens (6]

# Cookie without SameSite Attribute (2)

2 Server Leaks Information via "X-Powered:8y" H]
£ X-Content-Type-Options Header Missing (36)

4 Spider

import_Online _ Help

CFEIEEEEL Y RIO Xmumolem
{ #QuickStart = Request ¢ Response 4
Header: Text - Bodyi Text (] [

HITP/1.1 260 0K

Date: Thu, 25 Nov 2021 11:52:11 GHT

Server: Apache/2.4.45 () OpenSSL/1.0.2k-fips
Last -Hodified: Fri, 28 Jun 2019 03:19:20 GHT
ETag: "146a1-58¢59b036300"

Accent -Rannes: butas

new Hegkxp( + L\ | \da- ] (1,6] +Ke 7] (K<) ], "iq"] ,Bb=Function(a,b,c) {var d="6:"
4b-65536; return d!==d| | 7b:0>d7St ring. fronCharCode(d+G5536) :St ring. fronCharCode (d>>
1655296, 16236d|56326) } s try{G.apply (D-H.call(t .childNodes) ,t .childliodes) D[t .
childilodés. Length) .nodeType} catch(cb) {6-{apply D Langth function(a,b) {F..appLy (a,H
call(b) )] :function(a,b) {var c=a.length,d=0;while(aic++]=b{d++]) ;a.length=c-1}}}
function @b(a,b,d.e) (var f,g,h.i,),n,p.q,u,v;if((b%.ounerDocunent | [b:t) !

+

2 Active Scan
200

Passive (10027
Descrption:

“The respanse appears to contain suspicious comments which may help an attacker. Note: Matches
‘made within script blocks or fles are against the entire content not only comments.

Information Disclosure - Suspicious Comments)

Other Info:

The following pattern was used: \bDB\b and was detected 2 times, the frst in the element starting
withs *!function(a,b) { "object"= =typeof module&&"object"= =typeof

module exports?module.exports=a.document7b(a,!0):function(a) {Ifl!a docu’, see evidence flld for

Solution:

Remove all comments that retur information that may help an attacker and fix any underlying
problems they refer to.
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$ wafu00f -v http://healios-pharma.com/

92 (8¢

~ WAFWOOF : v2.1.0 ~
The Web Application Firewall Fingerprinting Toolkit

[*] Checking http://healios-pharma.con/

[+] Generic Detection results:

[-1 No WAF detected by the generic detection
[~1 Number of requests: 7
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The Rules/Guid

s for the test are:

Do not modify any contents on the website
Provide details of the vulnerability and exploit methodology including information
needed to reproduce and validate the vulnerability and a Proof of Concept.

Make a good faith effort to avoid privacy violations destruction of data and

interruption or degradation of services.

Do not modify or access data that does not belong to you.

over further

Do not use vulnerabilities (reported or not yet reported) to pivot and

vulnerabilities.

Test Exclusions

>

In no event penetration testers are permitted to access download or modify data

residing in any other account or one that is not registered to them
Execute or attempt to execute any Denial-of-Service attack

Knowingly post transmit upload link to send or store any malicious software

Test in a manner that would result in the sending of unsolicited or unauthorised junk
mail spam pyramid schemes or other form of duplicative or unsolicited messages.
Test in a manner that would Hegrade the operation of the service.

Tes

g third-party applications or websites or services that integrate with or link to

the service.
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443/tcp open ssl/http Apache httpd 2.4.46 (() OpenSSL/1.0.2k-Fips)

http-csrf:

Spidering linited to: maxdepth=3; maxpagecount=20; withinhost=ec2-13-126-252-213.ap-south-1.conpu
te.amazonaws . con

Found the following possible CSRF vulnerabilities:

Path: https://ec2-13-126-252-213.ap-south-1. compute .amazonaws . cor
Form id: contact
Form action: includes/contact.php

Path: https://ec2-13-126-252-213.ap-south-1. conpute . anazonaws..cor
Forn id: subscribe-now
_ Form action: includes/subscribe.php
http-dombased-xss: Couldn't find any DOM based XSS.
http-enun:
/icons/: Potentially interesting folder w/ directory listing
/includes/: Potentially interesting folder
_ /portal/: potentially interesting folder
http-server-header: Apache/2.4.46 () OpenssL/1.0.2k-fips
http-stored-xss: Couldn't find any stored XSS vulnerabilities.
http-trace: TRACE is enabled
http-vuln-cve2017-1001000: ERROR: Script execution failed (use -d to debug)
sslv2-drown:
Vulners:
cpe:/azapacheihttp_server:
CVE-2021-39275 7.5 https://vulners.con/cve/CVE-2021-39275
CVE-2021-26691 7.5 https://vulners.con/cve/CVE-2021-26691
FOF3DFAL-ED74-SEE2-BFSC-BA752CA34AES 6.8 https://vulners.con/githubexploit/FDF3DFAL-
ED74-SEE2-BFSC-BA7S2CAJMAES  *EXPLOIT*
CVE-2021-40438 6.8 https://vulners.com/cve/CVE-2021-40438
CVE-2020-35452 6.8 https://vulners.con/cve/CVE-2020-35452
4810E209-ACSF-5B08-BFB3-DDAFA2F63332 6.8 https://vulners.com/githubexploit/4810£209-
ACSF-5BOB-BFB3-DDAFA2F63332  *EXPLOIT*
CVE-2021-36160 5.0 https://vulners.com/cve/CVE-2021-36160
CVE-2021-34798 5. https://vulners. con/cve/CVE-2021-34798
CVE-2021-33193 https://vulners. con/cve/CVE-2021-33193
CVE-2021-30641 5. https://vulners. con/cve/CVE-2021-30641
CVE-2021-26690 https://vulners. con/cve/CVE-2021-26690
CVE-2020-9490 5. https: //vulners. con/cve/CVE-2020-9490
CVE-2020-13950 5. https: //vulners . con/cve/CVE-2020-13950
CVE-2019-17567 5. https://vulners. con/cve/CVE-2019-17567

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 152.93 seconds
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RULES/GUIDELINES:

> Do not modify any contents in the website as this s in production status (Encouraging to report the
vulnerability)

> Provide details of the vulnerability and exploit methodology, including information needed to reproduce

‘and validate the vulnerability and a Proof of Concept (POC).

Make a good faith effort to avoid privacy violations, destruction of data, and interruption or degradation

of our services.

> Do not modify or access data that does not belong to you.

> Do not use vulnerabilitis (reported or not-yet-reported) to pivot and discover further vulnerabilitics.

v

TESTING EXCLUSION

> Inno event penetration testers are permitted to access, download or modify data residing in any other
Account, or one tht is not registered to them.

> Excuting or attempting to exccute any Denial of Service attack.

> Knowingly posting, transmitting. uploading, linking to, sending or storing any Malicious Software.

> Testing in a manner that would result in the sending of unsolicited or unauthorized junk mail, spam,

‘pyramid schemes or other forms of duplicative or unsolicited messages.

Testing in a manner that would degrade the operation of the Service.

> Testing third party applications o websites o services that integrate with or link to the Service.

v
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=% wafwoof v http://healios-pharma.com/

Lt

()

~ WAFWOOF : v2.1.0 ~
The Web Application Firewall Fingerprinting Toolkit

[*] Checking http: //healios-pharma. con/

[+ an results:
[-1/No WAF detected |by the generic detection
[~] Number of requests: 7
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Photograph the computer and scene
If the computer is off do not turn it on

If the computer is on photograph the screen

Collect live data - start with RAM image (Live Response locally or remotely via F-
Response) and then collect other live data "as required" such as network connection
state, logged on users, currently executing processes etc.

If hard disk encryption detected (using a tool like Zero-View) such as full disk
encryption i.e. PGP Disk — collect "logical image" of hard disk using dd.exe, Helix -
locally or remotely via F-Response

Unplug the power cord from the back of the tower - If the computer is a laptop and
does not shut down when the cord is removed then remove the battery

Diagram and label all cords

Document all device model numbers and serial numbers

Disconnect all cords and devices

Check for HPA then image hard drives using a write blocker, Helix or a hardware
imager

Package all components (using anti-static evidence bags)

Seize all additional storage media (create respective images and place original devices
in anti-static evidence bags)

Keep all media away from magnets, radio transmitters and other potentially damaging
elements

Collect instruction manuals, documentation and notes

Document allsteps used in the seizure
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[created By AccessData® FTK® Imager 3.4.3.3

Case Information:
Acquired using: ADI3.4.3.3

Case Number: ACCA703

Evidence Number: 1

Unique description: Hard Drive

Examiner: Helen Frey

Notes: hard drive with deleted documents

Information for C:\Users\helen\OneDrive\Documents\MSc\ACCA703:
Source data size: 32768 MB

Sector count: 67108864

[Computed Hashes]

MD5 checksum:  eaedc5363be6bBa2feff1837d85ad6ee

SHAL checksum: ~ 41f792b8a568F709595c@cdbbBed1b9bba387485

Inage Information:
Acquisition started: Mo Dec @6 18:58:19 2021
Acquisition finished: Mon Dec @6 19:37:30 2021
Segment list:

:\FTK\ACCA703.001

:\FTK\ACCA703.062

:\FTK\ACCA703.003

\FTK\ACCA703. 604

\FTK\ACCA703.605

:\FTK\ACCA703.086

:\FTK\ACCA703.007

:\FTK\ACCA703.008

:\FTK\ACCA703.009

:\FTK\ACCA703.010
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Recuva Wizard X

File type 2
What sortof fies are you trying to recover?

@ AllFiles
Show al fies.
OPictures
Show only fles of common image formats, such as digital camera photos.
OMusic
Show only fles of common audio formats, e MP3 player fies.
O Documents
Show only fles of common office document formats, such a5 Word and Excel fies.
O video
Show only video files, like digtal camera recordings.
O Compressed
Show only compressed fils.
O Emails
Show only email from Thunderbird, Outiook Express, Windows Mail and Microsoft
Outlook.
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Recuva Wizard

File location
Vihere were the fles?

OTmnot sure
Search everywhere on this computer.

O 0n my media card or iPod
Search any removable drives (except CDs and fioppies) for deleted fles.

(O 1Tn My Documents.
Search user documents folders.

(® In the Recycle Bin
Search for fies deleted from the Recyde Bin.

(O1na specific location
e\ Browse.

onac/ovD

<gack |[ Next> Cancel
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Thank you, Recuva is now ready to
search for your files

After the search is complete you wil see a st of the fles.
Recuva has found. Simply check the fies you would ke to
recover and dick the Recover button.

Check tis box i pevious scans have faied to find your
fles. Note that this may take over an hour on a large drve.

Enable Deep Scan

CldeStart to begn the search.

<Back Start Cancel
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& scan

‘Scanning 20f 6 dives
Stage 1.0f 3: Scanring crive for deleted fles
Current progress: 3%, 26 fle(s) found

Estimated time left: 1 hour
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Select the fies you want to Recover by tckng the boxes and then pressig Recover.

For the bestresus, restore the fles t a dfferent dive.

Fiename
@ $IGWMOZ doox
@ SITPIFKP.docx
@ SIDAHMVG.doox
@ SILDHEFS.doox
@ 51406078.docx
@ SW20607.docx
@ $14LKQOA docx
@ $1905FQ7.docx
@ SU3FOTI.pof.

@ SINOZ2ES docx
@ sii7EAH.dotx
@ SIEABUWP dotx
@ SRO0SFQT.docx
@ SRIZFOTI.pdf.

@ SRNOZ2ES docx
@ SROT8AH dotx
@ SREABUWP. dotx
@ SRATQ5QSIsx
@ SRKBGOFS.dotx
@ SRMPO9GA docx
@ SRZPYCAV.docx
® SRNSBOLT.docx
® SRGW2MOZ docx
@ SRFOTIWC.doox
@ SRTPIFKP.docx
@ SRDAHMVG.docx
@ SRLDHEFS docx
® $RADSQZE docx
@ SRW2QG07.docx
® SRALKQOA docx
@ SROCKSI4.docx
@ SRO9WCFN.docx
@ sisTro0C

@ svokcaz
@ SHHLMKHjpg
@ SRWAWG2.d3
@ SIRPSMWU.2d1
@Ss106Tac2

@ SIVVAWG2.2d3.

A RRRRRRRRRRFQRRRRRR R R QR R R QR QR RRRQRQRR[RR R &

Found 49 le(s) i 7.5 seconds.

Path
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle 8in\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\s-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
CA\SRecycle Bin\S-1-5-21-3327510180-3064080303- 2480599294 1002\
(CA\SRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510180-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510180-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
‘CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510180-3064080303-2480599294- 1002\
(CA\SRecycle Bin\S-1-5-21-3327510180-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
‘CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510180-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle 8in\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\s-1-5-21-3327510160-3064080303- 2480599294 1002\
(CASRecycle Bin\S-1-5-21-3327510160-3064080303-2480599294- 1002\
(CASRecycle Bin\S-1-5-21-3327510180-3064080303-2480599294- 1002\
(CA\SRecycle Bin\S-1-5-21-3327510180-3064080303- 2480599294 1002\
(CASRecycle 8in\S-1-5-21-3327510160-3064080303-2480599294- 1002\

Last Modified
05/12/2021 1528
05/12/2021 1528
0571212021 1528
0571212021 1528
0571212021 1528
0571212021 1528
0571212021 1528
0571212021 1528
05/12/2021 1528
05/12/2021 1528
0571212021 1528
0571212021 1528
021172021 0843
2771072021 1042
02112021 1081
2871072021 1200
2871072021 1200
2871072021 1200
2871072021 1201
3071072021 1031
3071072021 1031
3071072021 1031
3071012021 1031
3071072021 10:30
3071072021 1031
3071072021 1031
3071072021 1031
3071072021 1031
3071072021 1031
3071072021 1031
3071072021 1031
3071072021 1031
0571212021 1504
0471212021 1005
30711/2021 0939
0571212021 1352
05/12/2021 1408
0571212021 1408
05/12/2021 1408

Size
Wibytes
26bytes
24bytes
20bytes
Wobyte:
250bytes
24bytes
160 bytes
158 bytes
148 bytes
20bytes
2B bytes

K8
147K8
k8
2e1K8
20k8
32K8
PT
s3ke
25eke
252¢8
252K8
254K8
259K8
s1k8
232K8
T
255K8
2518
251K8
251K8
122 bytes
184 bytes
184 bytes
546347K8
120bytes
120 bytes
120 bytes

State
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Excellent
Poor

Excellent
Excellent
Excellent

Comment
No ovenwritten clusters detected.
No ovenwritten clusters detected.
Noovenwrtten clusters detected.
No ovenwrtten clusters detected.
No overwrtten clusters detected.
No overwrtten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No overwriten clustes detected.
Nooverwritten clusters detected.
No ovenwrtten clusters detected.
No overwrtten clusters detected.
No overwrtten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwrtten clusters detected.
No ovenwrtten clusters detected.
No overwrtten clusters detected.
No overwrtten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No overwritten clusters detected.
Nooverwrtten clusters detected.
No ovenwrtten clusters detected.
No overwrtten clusters detected.
No overwrtten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
Noovenwrtten clusters detected.
No ovenwrtten clusters detected.
No overwrtten clusters detected.
“Tis fle s ovenitten with *CA\SRecycle Bin\S
Noovenwritten clusters detected.
No ovenwritten clusters detected.
No ovenwritten clusters detected.
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& Operation completed

Total recovered 4 fle(e):
Fully recovered 47 fle(s)
Party recovered 2 fes)
Operation completed in 2. 14 seconds.
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