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1. Review complex types of internet dependant crimes

The internet is used by millions of people all over the world. According to (Lambert, 2022), there is at present approximately 4.66 billion active internet users worldwide. Amazingly this is over half of the world’s population. There are many people that have contributed to the internet over many years. There is not one inventor but many contributors. The internet started back in 1962. An American scientist by the name of J.C.R Licklider came up with the idea of a galactic network as a way of governments communicating should the Soviet Union attack the telephone lines during the Cold War. From this date the internet has grown and is still growing and presumably will continue to grow (History.com Editors, 2019).

The internet has many uses. According to (Featured, Technology, 2013)the top use for the internet is communication. The internet is a useful tool in keeping family and friends connected whilst living in different countries. It allows them to video chat and stay in contact with the use of social media sites such as Facebook and Skype. The internet is used not any by the general-public, but many organisations use it to keep in touch with staff and keep them updated. Often via emails. Emails can do wonders for an organisation. It is an easy and cost-effective way to keep in touch with staff and customers. It allows for easy marketing and almost everyone these days will have an email account. It will allow the organisation to lower their carbon footprint by no longer sending out flyers or letters printed on paper and sent out in an envelope via mail (Site Seeker, Inc, 2022). The internet is used by many for education. During the Coronavirus pandemic (World Health Organisation, 2022), many schools, colleges and universities all over the world closed due to the unknown threat of Coronavirus. Education was delivered via online teacher-led lessons and remote learning. (Neil Stringer, 2022) Students would submit work via many different portals, including but not limited to Microsoft Teams, Microsoft Outlook and Turnitin.  

The above examples are just a select few ways that the internet is used. The above examples are positive ways in which the internet can improve or make one’s life a little bit easier. However, for every one way the internet can benefit a person there is someone who will exploit the use of the internet for their own personal gain. It is estimated that since March 2020, in England and Wales, there has been 37% rise in fraud and computer misuse crimes. Although the Coronavirus pandemic seems to be the reason for the increase it shows that these kinds of crimes are on the rise and almost anyone with access to the internet is capable of committing internet crimes (Elkin, 2022). 

According to (National Crime Agency, 2022), the most common crimes committed via the internet is, hacking, phishing, malicious software and distributed denial of service. This list is not an exhaustive list. It is estimated that there are over 71 million victims of cybercrime each year. (Howarth, 2022)  

Cybercrimes can only be committed online. There are two types of crimes that fall in this category. They are cyber-dependant crimes and cyber-enabled crimes. 

Cyber-dependant crimes can only be committed through the use of online devices. This is where the device is the tool used to commit the crime and the target of the crime. An example of a cyber-dependant crime would be a ransomware attack. (Crown Prosecution Service, 2022)

Ransomware is malicious software, also known as malware. A ransomware attack is usually aimed at an organisation rather than an individual. During an attack the data stored by the organisation under attack will be subsequently encrypted or stolen. The attackers will usually threaten to publish the stolen data online.  Attackers main goal will be to obtain a ransom for the stolen data. Hence the name ransomware. The ransom is normally paid in cryptocurrency. (National Cyber Security Centre, 2021)

One of the most famous cases of a ransomware attack in the UK is the attack on the NHS. This attack happened in 2017 and the ransomware in this case was known as “Wannacry”. This was delivered via email and will trick the recipient into clicking a link. This technique is known as phishing. Once the link has been clicked the computer is affected and will result in the encryption of sensitive files and they cannot be accessed unless a payment is made. 

Any disruption to the NHS could lead to catastrophic results for the public. During this particular attack thousands of appointments and operations were cancelled. Reportedly, no ransom was ever paid. However, the cost to NHS was estimated at 92 million pounds. The attack was only stopped when a computer security researcher accidentally stumbled across a kill switch. (Acronis, 2020)

Cybercrime is often committed from a different country and it can often be hard to find the perpetrators due to this. According to (National Crime Agency, 2022), they key to finding and bringing these cyber attackers to justice is by sharing information globally. The National Crime Agency work with British Police, FBI, Europol and the US Secret Service to name a few. The source of the attack will need to be established and identified before any investigation can start. 

Cyber-enabled crimes are traditional crimes that can be enhanced in scale with the use of an electronic device. An example of a cyber enabled crime would be cyber bullying or revenge porn. Whereby a victim has explicit photographs posted of them online via a third party. Whether they consented to having the photographs taken or not (Crown Prosecution Service, 2022). 

Revenge porn is a relatively new offence. It is the sharing of private sexual materials with the intent to cause distress. It is covered under section 33 of The Criminal Justice and Courts Act of 2015. Disclosing, or threatening to disclose private sexual photographs and films with the intent to cause distress. This in an either way offence and should a person be found guilty on a summary conviction they can face up to 12 months imprisonment and or a fine. Conviction on indictment could result in a prison sentence of up to 2 years and or a fine. (Crown and database, 2022)
Revenge porn can be committed by anyone and against anyone. It is likely to be caused by a scorned ex-partner to get revenge for the subsequent break-up. However, it can committed by a friend or stranger that has taken photographs or taken a video of their victim without the victim’s prior knowledge. The photographs and or videos will then be uploaded to the internet where they can be viewed by millions of people to cause the victim distress and embarrassment. (Smith, 2018)

A study conducted by Afroditi Pina, a forensic psychologist has suggested that perpetrators who commit the act of revenge porn, often lack empathy and have few concerns about hurtful or questionable behaviours in others. (Pina, 2017) 

Due to revenge porn being a relatively new offence, not a lot of research has been completed regarding the effects on victims. According to American Law firm (Ruppert Manes Nahari, 2022), the effects of revenge porn vary between victims. Some of the effects include, emotional distress, job loss, humiliation, harassment and stalking, body shame and vulnerability to blackmail amongst others. 

One of the most serious effects that isn’t highlighted above is suicide. In the news there have been many reported suicides due to the effects of revenge porn. The victims in these horrific cases are also the family of the victim that has taken his or her life. Such as in the case of 15 year-old Audrie Pott from California. Audrie committed suicide and was found by her family at their home. An investigation unearthed the horrific details that Audrie had been sexually assaulted at a party by three boys whilst she was drunk and was laying unconscious throughout the attack. According to (CBS News, 2013), this horrific act was captured on video via the boys’ mobile phones and subsequently posted online for everyone to view. Not only did Audrie have to deal with the fact that she had been sexually assaulted but also had to relive it through the internet. Audrie could not cope with the cruelty of the world and as a result left a post on Facebook telling her friends and family that she had the worst day ever and proceeded to hang herself. Audrie died a few days later in hospital. 

Revenge porn has a devastating effect. As reported by (Dowling, 2019), the number of cases of revenge porn has risen in England and Wales from 852 in 2015-16 to 1,853 in 2018-19. The number of charges during the same period has dropped from 207 to 158. It is also reported that a third of victims decided not to proceed with a prosecution as their names are not anonymised. This is due to the fact that revenge porn is categorised as a communication crime. Therefore, victims are not granted anonymity.  This is a clear barrier for the prosecution of perpetrators and a barrier for the victims reporting the crimes. 

There is clearly room for improvement when it comes to supporting victims of cyber-crimes and how cyber crimes are investigated. At present there is an ongoing study by Alishya Dhir for Durham university regarding online sexual images of young people, sexting and image-based sexual abuse. Some of the objectives of this research is to understand different crimes which can be considered as online sexual images of young people, such as sexting and possibly revenge porn. Another objective is to understand the frontline challenges of officers when dealing with these crimes. The research is said to be completed by September 2022. 

It appears from research I have conducted, that cyber-crimes are evolving along with technology. It seems to be a game of cat and mouse. A cyber-attack happens and software is evolved as well as learning on how to protect oneself against an attack that another attack is made with more sophisticated software. An attack can only be investigated after the fact. It is imperative that organisations and individuals educate themselves in keeping themselves safe when online. There is a plethora of information available online on how to protect oneself. This could be as simple as having a complex password and changing your password frequently. One such organisation with useful hints is (NortonLifeLock, 2021). 

Keeping oneself safe against a cyber-enabled crime appears to be more difficult. The attacker is not trying to access your personal data or infiltrate an organisation. They are there to merely cause some form of harassment and cause distress. Quite often being carried out by someone that you love and care about. My findings show that again these types of crimes cannot be investigated until the offence is complete, whether that be a threat to commit the offence or the offence being committed. Education appears to be key for these types of crimes. As the offences are often committed by young people, it could be sufficient to educate them at comprehensive school age where they are “finding themselves” and experiencing relationships for the first time. 

More research is needed into what makes a person commit cyber-enabled crime. More research is needed into how to deal with victims and make them feel like what has happened is not their fault and that they are being supported. 

The internet is a wonderful place and is full of information, it helps families and friends stay in touch from all over the world. It can help you reach out to your loved ones at times of loneliness, so you feel less alone. With the internet anything is possible. Unfortunately, with the wonderful comes the unremarkable. With every opportunity there is someone waiting in the shadows to exploit people for their own personal gain. It is essential that education is provided on how to stay safe online. 
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2. Assess the role of community policing in fostering and maintaining community cohesion. 

Communities play a major role when it comes to policing. Without a good working relationship between the police and the local community, the police would not be able to carry out their roles as efficiently as they would like . The police rely on the information and intelligence provided by members of the public to keep them safe and in the investigations of bringing perpetrators to justice (College of policing , 2022)

I am going to show how maintaining community cohesion from a policing perspective is beneficial to both the police and the community it serves. I will be looking at the effects of community cohesion when they have lost faith and trust in the police and look at how this will affect policing. I will be looking at the George Floyd case and show that even though the events happened in America, it had detrimental effects in the UK between the police and the community. The trust the community had for the police seemed to evaporate overnight. I will be looking at how the police interact with the community and what more can be done, if anything to improve the relationship between the police and the community they protect. 

The police service adhere to the 9 principles developed by Robert Peel in 1989. Some of which relate directly to policing in the community. Community policing has been at the heart of the British Police Service since the beginning. There are three main principles that relate to community policing such as, “To maintain at all times a relationship with the public that gives reality to the historic tradition that the police are the public and that the public are the police, the police being only members of the public who are paid to give full time attention to duties which are incumbent on every citizen in the interests of community welfare and existence.” (Home Office, 2022)

There are many roles within the police, most of which deal with the public. However, there is a special role within the police designed to specifically deal with the community and issues that arise within the community. This department is called the Neighbourhood Policing Team. The neighbourhood team consists of police officers and Police Community Support Officers. Their role is to police the communities and engage with the communities to help break down the barriers between the police and the community. Their role is to find solutions to the problems within the communities. They are to be present in the places where crime and anti-social behaviour has risen. (Police Now, 2022)

One of the ways in which the police engage with their local communities is through local community events, where the community is given a voice to put their questions and ideas to the police commissioner. (Police and crime commissioner , 2022). South Wales Police often attend local events such as Pride and charity sporting events. A presence at such events will make the police more approachable. It makes them appear more human. Especially if they are engaging with members of the public whilst these events. It is a way of engaging on common ground whereby neither the police, nor the public are there for any reason other than to enjoy the event and make sure that everyone is safe. 

Another way in which the police engage with the communities is by hosting PACT meetings. PACT stands for police and communities together. The meetings are a chance for the neighbourhood and the police to get together and it gives the neighbourhood a voice. In these meetings they can ask the police questions and they can voice the concerns over any issues troubling them. It is a way for the neighbourhood policing team to gain the trust of the community they are policing. (Lancashire Contabulary, 2022)

During the Coronavirus pandemic, it was difficult to police within the communities due to the nationwide lockdown and restrictions. Some forces such as South Wales would host questions and answers with high ranking officers on social media platforms such as Facebook. Facebook is used my millions as a way to communicate. This way the public could still voice their concerns and be heard. The police had to think of new ways to keep in touch with communities and to make them feel that they were not deserted by the police service due to the pandemic. The pandemic was a lonely time for much of the community especially those that live alone. 

Due to the rise in the use of social media platforms such as Facebook and TikTok, some police forces from across the UK have created social media accounts to help them stay in touch with the younger generation. South Wales police have a TikTok account that they regularly post videos on. Videos include one of a ride along, whereby a journalist has accompanied officers during their shift and has compiled a video to show exactly what police officers deal with on a daily basis. This helps the public see what officers see and will hopefully give an educational insight into the sometimes dangerous and courageous job they do. It is also a way to show the fun side of police officers and see them laughing and enjoying their job (South Wales Police, 2022)

According to a study conducted in 2021 by (Home Office, 2021), the police were favoured less by individuals who identified as black. The study was conducted over three years and included results from members of the public aged 16 and over. The graphs show that between 2017 and 2020 the number of black individuals who had confidence in the police, plummeted from 76% to 64%. Whereas every other group tended to stay roughly the same. What could have caused this and how will the police gain more confidence from the black minority group?

On May 25th 2020 a horrific even unfolded in America, whereby a black citizen by the name of George Floyd, died at the hands of police officers. The incident was filmed by members of the public and posted on social media. The footage went viral. The footage shows Floyd being apprehended by police officers, three white and one Asian officer. This incident was immediately deemed as a racist incident and quickly tensions between the police and the black community were rising. The death of Floyd lead to many nights of protesting and the start of the Black Lives Matter movement. (BBC, 2020)

Even though this incident happened in America, it had a profound effect on the world, especially here in the UK. As (Muir, 202) explains, the tragic death of George Floyd brought back the painful memories of the Stephen Lawrence case (Stephen Lawrence Day Foundation, 2020), whereby there were failings by the police in the investigation and as a result the McPherson’s report (House of Commons Committees, 2021) was published. The report concluded that the police service will not mirror the diversity of its communities for at least another twenty years, it claimed that stop searches for young black males for outweighed those of stop searches for young white males. The UK police force was seen as institutionally racist. Since this report the police have worked hard to improve the image portrayed to the public. They have embarked on a recruitment scheme whereby BAME groups (black, Asian and ethnic minority groups) and women are positively encouraged to apply for the role of police or police staff. They are encouraged to climb the ranks within the force (Alogba, 2020). It seemed that all the hard work that had been put by the police to try and stamp out the image of being institutionally racist was being quickly unravelled. 

The UK police force needed to act quickly and carefully. The police needed to show empathy and that they stood by what was right. However, they needed to point out that the violence and behaviour happening in the US will not be tolerated in the UK. They needed to tread carefully as tensions were already high. A statement was released by (Martin Hewitt, 2022) explaining the UK police were appalled by the death of George Floyd. They explain that policing by consent (Jonathan Jackson, 2022) is an integral part of policing along with transparency and how the UK hold their officers accountable should they fall below the standard set. As they explain in the statement nobody is perfect and there is always room for improvement. 

The police are held to a higher standard than members of the public and rightly so. They are in a position of power and are able to take away a persons’ liberty. To ensure all police officers in England and Wales adhere to the high standards expected of them, they have to abide by the police code of ethics. The code of ethics is intended to encourage police officers in their decision making. It is a positive decision-making framework. (College of policing , 2022)

The code of ethics is about doing things right in the right way (College of policing , 2014)

From the research I have conducted, community policing is an integral part of maintaining a trusted relationship with the community. The neighbourhood policing team are there to be able to spend time with the community. They spend most of their tour on duty on foot patrol. Thus giving them time to stop and talk to members of the community. Sometimes all it takes is the presence of the police to make a community feel safe. 

Whilst neighbourhood officers are getting to know the people in the community, they are building a trusting relationship. If the trust is mutual it is highly likely that the members of the community will engage with officers. Planting the seed from school age when children are at an impressionable age could be a way to secure future trust in the police. 

There is clearly a delicate line between the trust in the police and the black community especial within the last few years. There is no doubt room for improvement and a lot effort and resources need to be distributed within these communities to regain their trust.

The police could not police without the help of the community. It would be hard to complete an investigation without the input of information and intelligence provided by the general public. The police need the community and the community need the police. One cannot work without the other. It is in this time that both the community and the police come to realise this. Trust is key. 

The police need to ensure that they remain impartial and transparent. The public need to know that if a member of the police, staff or officer is not above the law and they will be held accountable for any actions that fall below the standard set. This will help to build trust. 
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