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Section 1: Introduction
This document will cover the risk management, code of practice such as legal and ethical issues and quality assurance issues within this third sector project. Risk management will cover the risks involved with the current project also provided with a risk assessment matrix diagram.

Section 2: Risk Management 
Below are some of the risks factored into the team’s solution for natural disaster recovery provided with a risk assessment matrix.
· Risk 1: SQL Injection.
· Risk 2: No longer able to access internet.
· Risk 3: Website servers shutting down.
· Risk 4: Internet mains destroyed in disaster.
· Risk 5: User’s purposefully entering false information.
· Risk 6: User’s not using the website for its intended purposes. 
· Risk 7: User’s not following the provided rules.

All the risks listed above were valued between numbers one to five and were scored by the impact of the risk would cause to the solution and the probability of the risk happening.
	Risk Factors
	Impact
	Probability

	R1
	5
	3

	R2
	3
	2

	R3
	5
	3

	R4
	5
	1

	R5
	5
	3

	R6
	4
	3

	R7
	4
	2

	R8
	4
	3



Risk 1 – SQL Injection: According to [1]Stack Overflow, 
“SQL Injection is "a code injection technique that exploits a security vulnerability occurring in the database layer of an application". In other words, its SQL code injected in as user input inside a query. SQL Injections can manipulate data (delete, update, add etc...) and corrupt or delete tables of the database.”

This could have a massive impact to the solution presented as if hackers were able to inject their way into the websites database holding the user’s information, this will then allow them to use data for their personal gain or they could delete fields of data or even the entire database holding records of every user that has entered data on the website. This data is needed for authorities to check up on community members who truly need help and without this information the recovery time from a disaster will become a lot slower. SQL Injections are a common way to gain access to websites databases due to poor website design so to prevent such thing happening the team will work hard to put security measures in place. On the risk matrix diagram this risk was scored with an impact level of ‘five’ and a probability level of ‘three’.

Risk 2 – No longer able to access the internet: This is also another huge impact to the solution if a user is no longer able to access the internet because the solution presented is a web-based solution.

Risk 3 – Website servers shutting down: This would also have a massive impact on the solution as users would no longer be able to access the website if the website’s hosting servers were to be shut down. Now even though this is unlikely to happen due to the team choosing a hosting provider that has a guarantee uptime of 99%, it still is a risk that needs to be considered and have a backup strategy needs to be put in place in the event of this happening. A solution to the web servers shutting down would be to have a backup server at the ready with the website files loaded on it so if the main server was to shut down the backup server would be able to take over and have the website backup and running within a couple of minutes. On the risk matrix diagram this risk was scored with an impact level of ‘five’ and a probability level of ‘one’.

Risk 4 – Internet mains being destroyed: Again, this is another massive issue that needs to be considered due to the solution provided being web-based. Internet mains are usually a green box located at the end of a street of houses which everyone’s internet is connected to. This could have a huge impact if one of these boxes were to get damaged as this can cut the internet connection for a street(s) of homes. One strategy to prevent this from happening could be to reinforce all internet mains with some sort of shielding to prevent the box damaging but this is time consuming and very expensive as this would have to apply to every single main box in the UK. In this era a lot of community members now have access to 3G or 4G services provided by their phone provider but not everyone is computer literate or might not have 3G or 4G connections with their phone services to access the website.

Risk 5 – User’s purposefully entering false information: Even though this doesn’t seem like a big risk the team is still treating this as having a big impact on the service provided. Entering false information can be considered malicious in this incident and this information could be putting peoples lives at risk. For example, someone with bad intentions could enter information for a full street of residents deeming them all ‘safe’. A strategy to manage this risk could be to ask for some validation such as a picture of the user’s valid passport when the they’re filling out their details on the website.
 
Risk 6 – User’s not using the website for its intended purposes: This risk links in with previous risks mentioned (Risk 1, Risk 6) with this risk also having a big impact to the solution. Every web-based service on the internet will also have users trying to use the service for not it’s intended purpose such as risk 1, hackers trying to exploit the website with SQL injections to gather user’s information from the database or users entering false information putting people at risk. Strategies have been put in place to prevent these issues such as security measures for the database and validation for when users are signing up to the website. Also, the website has a feature where you are required to login or signup to the service first before you can start searching for postcodes which is another level of security.
[image: ]
Risk 7 – User’s not following the provided rules: As most of the other risks listed above, this can also have a huge impact on the service by people not following the rules of the website. The website was designed to have a professional look but also be very easy to navigate and read so the user in need of help would easily be able to enter the data asked for authorities to see if users need help or not. However, there will always be users in any web-based service that don’t fully understand how the service works and will not follow the rules provided by the website. This will have an impact on the service as users could unintentionally be entering the wrong data into wrong fields or deeming themselves as ‘unsafe’ when there isn’t anything wrong with them and there are other communities far worse that actually need help. The strategy for this risk has already been implemented and it’s to clearly outline how the website works and instructions on how to use the website on the index page of the website.
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[image: ]

Section 3: Code of Practise 
Section 3.1: Legal and Ethical Issues
Ethical Issues are problems or situations that require either an individual or an organization to choose between a selection of options that either must be evaluated as right which is classed as ethical, or wrong which is unethical.  [2]Robert Ayres’ definition of ethics
	“Ethics is concerned with questions of right and wrong, good and bad, and determining how people should behave in particular situations”.
The [3]British Computer Society created an ethical Code of Conduct that expect members who follow it to make judgement that is reasonably justified to meet their requirements. One example from the [3]BCS Code of Practice that applies to the team’s web-based solution is the commercial sensitivity of data and taking measures to prevent unauthorised access without effecting legitimate user’s access to information. This means putting the right security measures in place to stop malicious behaviour whilst still allowing legitimate users to use the service without being affected.

Definition of a legal issue according to [4]USLegal,
	“Legal issue or issue of law is a legal question which is the foundation of a case. It requires a court’s decision. It can also refer to a point on which the evidence is undisputed, the outcome of which depends on the court's interpretation of the law.”
One legal issue that was discussed for our disaster solution was the storage of personal data. Because the team’s disaster recovery solution was a website that displayed the data of community members such as their name, house number, street and postcode, even though this is public information for the most part, people could still feel uncomfortable with that sort of information being stored and displayed so the team agreed and decided to automatically wipe every users information after two weeks so the information being entered into the website will always be fresh when another disaster happens and it will also oblige by the [5]Data Protection Act.
With the [6]GDPR, they recommend that data is minimized,
“both in terms of the volume of data stored on individuals and how long it's retained. To summarise the legal requirements, Article 5 (e) of the GDPR states personal data shall be kept for no longer than is necessary for the purposes for which it is being processed.”

However, these data laws set for the UK are currently based on a European Data Directive and will need to change to be compatible with the General Data Protection Regulations (GDPR). For UK business to comply with data laws, it is essential that the UK law is equivalent to the European protectors. With the UK leaving the EU, consumers want a safer online experience not just from malicious attackers, but from companies not overstepping the mark. Inside the [7]BCS Digital Brexit report, it also explains that UK consumers want a more ethical system that makes it easier to make decisions on how their information should be used and should easily be able to change their mind if need be.

Section 4: Quality Assurance Issues
A ‘Quality Assurance’ system is when an organization takes a systematic approach in finding the needs of a user that uses your service so that you can provide an appropriate service to a consistent level. Quality Assurance can be measured by a factor of things, such as functionality, reliability, usability, maintainability and portability. The functionality of the website will satisfy the users needs. It has all the functionality needed to be able to input the data needed for authorities to know exactly where the user lives and their level of safety. Reliability could be classed as an issue with the service due to it being web-based, it is prone to not being accessible if the internet mains near the user’s area is destroyed. The team made the web-based service very easy-to-use and navigate with a clean professional design and easy to follow instructions on how to signup to the website and enter the data needed. Maintainability of the website is straight forward as it only takes a click of a button to delete all fields of information stored in the database when it comes to removing everyone’s information. The service provided also ticks the box of portability quality assurance. Due to the service being a web-based solution, it can be accessed from any smart device that has access to the internet or a phone service provider such as 3G or 4G connection.
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1. You will firstly have to log into the website using your username and password.
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