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[bookmark: _Toc1666481149]Abstract
In this report I will be discussing and explaining what Ransomware is, the ways you can be susceptible to an attack, and will go in depth into CryptoWalls specifically. This is to help better your understanding of the subject so that this can prevent your company from having to deal with this kind of malware. I will gain insight on ransomware via research online.

[bookmark: _Toc1888888599]What is Ransomware?
Ransomware is a type of malicious software (malware) that targets victims, and it does its damage by stealing and encrypting the victim’s personal data and files whilst also locking them out of their device. Info that an attacker might steal can include, bank account numbers and details, addresses, social security numbers, company details, etc. The victim's data is then held for ransom and can be threatened to be released (if it happens to a business, the information can be threatened to be deleted or given to competition) and won’t be given back until the attackers are paid. The attackers will typically demand payment in cryptocurrencies such as bitcoin due to the transfer process being quick and easy and so that it won’t be easily traced back to them. And once the attackers have been paid, the victim will be given back their data, but even so there is no guarantee that your data will be given back and will just encourage more attacks if anything.  A1., A2.



[bookmark: _Toc1262695165]Methods used to carry out attacks
Attackers will use a variety of methods to break into and encrypt a victim’s data, here are some ways that an individual may be infected with ransomware; 
· Phishing
· Malvertising/ Drive-by-downloads
· Infected removable drives (IDR’s)

[bookmark: _Toc1155733328]Phishing

Cybercriminals would need to gain access to a user's device and their personal data, and they would use the method of “phishing” to do so. This is when they use fake website links, emails, etc., disguised as a familiar person or as a large company who make it seem urgent so that an unsuspecting victim wouldn’t think twice before opening these links and putting in their sensitive and personal details. Once the victim has done this, the attacker can steal the victims' bank details, passwords, and can also lock them out of their device and encrypt their data and hold it for ransom. As well as this, victims don’t have to actively hand over their personal details, as the initial opening of the link is enough for an attacker to release malware into your device that steals sensitive and personal information without being detected. A3.

[bookmark: _Toc1255566]Malvertising/ Drive-by downloads
Malvertising is another method that is utilized by cybercriminals to spread malware to unsuspecting victims. As the name suggests, it disguises its malicious nature by pretending to be advertisements that are displayed on websites, which when clicked redirects an individual to a separate page which then releases the malware into the user's device. Attackers breach actual advertisements networks and release their malware into legitimate ads which then is then widespread to any sites that use that ad network without being detected. A4.

A drive-by download is a forceful download that happens just from being on a website page that has been designed to appear normal but deceptively carries malware that without even having to click on them, it infects the users device without pressing on a pop-up, or giving any warning and doesn’t give the user the option to decline the download and silently infiltrates the victims device by finding any vulnerabilities within their system. A5.

Once the malware has set itself into the individuals device, it can then steal sensitive data and encrypt it and hold it for ransom.

[bookmark: _Toc1592101298]Infected removable drives (IRD’s)
Another way that hackers can release ransomware into a victims device is through the use of IRD’s such as a USB, or memory stick. These drives are infected with malware and once inserted into a device, the malware automatically spreads and infects the system usually without being detected.
A way that you can gain access to one of these infected drives if by having attackers leaving the unsuspecting drives for someone to find and insert into their device. A6.

[bookmark: _Toc1515881630]Cryptowall

[bookmark: _Int_QaeyqVOW]Cryptowall is a dangerous type of ransomware that first appeared in 2014 with the purpose of infecting devices and encrypting their files (this will includes documents, images, databases and archives) making them unusable, whilst also deleting copies or backups that the device may have. This is all done whilst also leaving a note that is in demand for a ransom payment for the decryption key (access back to the files) , and the payment will be demanded in the form of cryptocurrency, which again is not guaranteed to get you back your data. The ransom will also contain a deadline (where if the payment is not made, the payment will increase), a link for the payment page and as well as a warning if the payment isn’t made.
A cryptowall infection can be caused in many ways including phishing, malvertising, drive-by downloads, etc., and once the unsuspecting victim interacts with the malicious links, or files, the cryptowall will install itself quietly without being detected. 
Once the device has been infected, the malware affects the system's settings so that every time the device is started, the malware will be running. A7.

[bookmark: _Toc2094033955]Why is Cryptowall dangerous?
The reason as to why cryptowall is so dangerous is due to its; strong encryption, its violent nature of spreading throughout the victims' devices, and the way that it manages to go undetected until too late. Cryptowall has caused up to $325 million (£246,847,250) in financial damage globally and is indiscriminate of who it targets as it can target regular households and large businesses. A8.

[bookmark: _Toc1610251030]How to prepare and prevent an attack
It is essential to prepare for the potential risk of a ransomware attack as the consequences of a successful attack are detrimental as it can pause business operations, encrypt sensitive and important info and data, and cause significant financial loss. Luckily preventing common ransomware attacks from happening is quite easy as you would need to carry out frequent data backups, practice proper online safety, and have the correct safety measures.
[bookmark: _Toc1229065883]Backing up data
By creating and maintaining copies of your files and data, you have the opportunity to restore them in the case you experience a cyberattack like ransomware which otherwise encrypts and makes your data inaccessible. These backups should be kept regular and up to date on a separate system or network so that if you are infected with malicious software, the back ups won’t be immediately affected. A9.

[bookmark: _Toc1469305645]“3-2-1" Backup rule
The “3-2-1" method is an effective strategy that ensures that important info is kept secure. This is where you create 3 copies of your data (the original, and two backups), which is then stored on two separate forms of storage (such as an external hard drive, or a cloud service like Dropbox), to protect the data from being harmed during an attack on the primary device, and finally one copy should be kept off-site, away from your main network so that in the case of a ransomware attack, the copies won’t all be affected.
A10.







