Task 1:
Information Technology Infrastructure Library (ITIL) 
Information Technology Infrastructure Library (ITIL) is a framework developed by CCTA in the late 1980s to manage IT services. It summarizes the best practices of IT management in various industries in the UK into norms, and provides methods to continuously improve quality, aiming to improve The utilization rate of IT resources brings good service quality to users. ITIL has been written into books. These books are divided into volumes according to their functions, including service design, service strategy, management, service transformation, service operation, and service improvement. The corresponding software can also be purchased online.
Nowadays, IT service is a comprehensive service, and the latest version is ITIL V3. The characteristic of the service is that it has to be consumed after it is generated, otherwise will be wasted. In the V2 version, various processes are piled up together, and IT services are not handled as a whole. In addition to this shortcoming, another is that although the functional balance of the system is taken into consideration, the human factor is not taken into consideration.
[bookmark: _GoBack]Advantage: Firstly, customer-centric to provide IT services. Improve the relationship between customers and managers by negotiating services. Secondly, can better manage many aspects, such as service quality, reliability, etc. Besides, since the improvement department and the IT department share a framework, it is more convenient for them to communicate. And, it has a very clear structure. Last but not least, it controls the infrastructure to make it more manageable.
International Organization for Standardization
ISO (International Organization for Standardization) is an international organization and is not a government organization. ISO was established in 1947. ISO is a mechanism, mainly to facilitate people to reach an international standard opinion. Its express provisions are written in the ISO/IEC as the technical guidelines. So far, ISO has issued many international standards, such as A4 paper and the container size. There is also the famous ISO27000 information security management system standard.
P2DR model
Security = risk analysis + implementation strategy + system implementation + vulnerability monitoring + real-time response. 
It is a time-based dynamic safety loop model. In the late 1990s, the US International Internet Security System (ISS) proposed the security model P2DR, which is a time-based adaptive network security model. The larger feature of this model is that it can be quantified and proved by data. While using static defence tools such as encryption and firewalls, the P2DR model uses detection tools to evaluate the security status of the system and achieves a dynamic security cycle through security strategies, protection, detection, and response.
PDRR model
It emphasizes repair capabilities. At this stage, the concept of security began to expand from information security to security assurance. The PDRR model proposed by the US Department of Defence(DoD) has functions such as protection, detection, recovery, and response, and emphasizes the ability of automatic fault repair.
ISO 27000
The ISO27000 series includes 27000 to 27007. These standards include safety management requirements, codes of practice, guidelines, risk management, and other standards. I think ISO27000 and 27005 are more important. ISO27000 is the foundation and terminology of the information security management system, which stipulates the most basic standards. Also, it is an important indicator for all subsequent. At the same time, it realized the coordination between the terms of different standards. The other is risk management. This standard introduces information security risk guidelines and risk management processes. There are several important steps, such as risk assessment, which is used to assess the threat and loss caused by the risk. There are also risk treatment, risk acceptance, and asset risk assessment methods. This provides a meaningful reference value for companies to assess risks.
information assurance technical framework
The Information Assurance Technology Framework was developed by the National Security Agency. IATF provided important guidance for US information technology facilities. It creatively puts forward three elements: Information assurance relies on people (as the core of information assurance), technology (as an important means to realize information assurance), and operations (as an active defence system for security assurance) to realize information management.
It divides the information assurance technology level of the information system into four focal areas, local computing environment, regional boundaries, network infrastructure, and supporting infrastructure. In each focus area, describe its unique safety requirements. Not only does it formulate controllable options for corresponding technical measures, but it also extends the protection of the information infrastructure to multiple layers. Until now, the IATF is still constantly improving, revising, and developing.






Task2 
CaribbeanCoffee Information Security Management Optimization Strategy Research
Abstract. In today's business age, information is vital to enterprises. While information creates value for enterprises, it faces hidden dangers of information security. As an important asset of an organization, information must be properly protected. International and domestic research on information security theory is a research direction that has rapidly developed and emerged in recent years, and a series of information security standards have also been issued. In recent years, the problem of enterprise information security has become more and more prominent. Many enterprises have brought huge losses to enterprises due to their poor management of information security. How to build a safe and reliable information security management system for enterprises is a practical problem that all enterprises urgently need to solve. For a long time, many companies have been accustomed to solving information security issues through pure technical means, but information security issues not only involve information-related technologies, but also involve the management of personnel who use information. It is a systematic engineering. Only through technology and management. Combination can truly solve the information security problem.
This article first conducts an in-depth study and analysis of the status quo of Caribbean Coffee's information security, and finds out the scope of the risk assessment. Then the paper takes IS027000's related theories as the guiding ideology and adopts a standardized information security management assessment process to conduct a risk assessment of CaribbeanCoffee assets, threats and weaknesses within the assessment scope. Then, according to the risk assessment report, the thesis puts forward the safety management model, practice and strategy implementation, as well as the corresponding emergency plan and service level agreement. The research results of this paper can also provide reference for the information security of similar enterprises.
1. Introduction
1.1 Information Security Status of CaribbeanCoffee安全现状
With the improvement of the level of enterprise informatization, e-mail, enterprise management information systems, and remote office are widely used. The management of enterprises is increasingly dependent on information systems such as computers. Information systems bring convenience to enterprise management while also bringing the problem of information security.
Caribbean Coffee Company is a company that sells coffee. Its business spreads all over the world and sells various types of coffee. CaribbeanCoffee company uses online services to internal employees and its consumers. In order to ensure its normal operation and profitability, the company has developed a very developed online customer and business, which has brought huge workload and work difficulty. However, they do not have a policy or process regarding data security. As a large coffee company with businesses and customers all over the world, its intellectual property and company confidential data (including the company’s employee data and customer data) are now the top priority. The following content is my analysis and planning of the company's information security management.
1.2 CaribbeanCoffee information security management hidden dangers安全隐患
1.2.1 Information security is not taken seriously in the company不受重视
Both the company's top management and the information department themselves believe that the information department is not a direct profit department of the company, and will not invest too much expense and effort. As long as normal operations are maintained, the requirements for information security mainly remain on availability. I don’t know that information security is a system engineering that requires a combination of management and technology applications, and the lack of any aspect may cause major losses to the company. On January 6, 2019, Marriott International Hotel, the parent company of the hotel chain giant Starwood, affected 383 million customers due to its big data breach. More than 5 million unencrypted passport numbers were stolen, bringing the company’s reputation Irreparable loss.
1.2.2 The information security system is not in place
The company has established an information security policy and some information security systems, but in the specific implementation, many employees often choose to bypass these security systems for convenience or when working hours are tight. Some approval procedures are implemented on the grounds of affecting production and then supplemented. Approval has led to the information security policy and information security system only on the surface, and cannot be strictly implemented.
2. Strategy Research
2.1 Compliance
Nowadays, with the rapid development of science and technology in the world, information security is particularly important. In order to circumvent and prevent the problems caused by information leakage, it is necessary to formulate legal and ethical compliance. The foundation and framework of morality include the following content: normative ethics, metaethics, descriptive ethics, applied ethics and moral ethics.
 proposes four norms, namely, protect society, act honestly, servce diligently and advance and protect the profession. Civil law encompasses a wide variety of laws that regulate relationships between and among individuals and organizations. Criminal law addresses violations that harm society and that are prosecuted by the state. Tort law is a subset of civil law that deals with lawsuits by individuals rather than criminal prosecution by the state. Nowadays, many companies and organizations have standardized codes of conduct and ethics and hope that employees will follow them.
2.2 Governance and Strategic Planning for Security安全治理与战略规划 策略制定
According to the ISO27001 standard and combined with the actual situation of CaribbeanCoffee, several aspects are summarized as shown in Figure 1.


Fig. 1. Different aspects of information assets
After analyzing the problems and causes of CaribbeanCoffee security management, they are classified and summarized according to the indicators to obtain Table 1.
Tab. 1. Summary of branch company information security management issues and causes
	First level indicator
	Problem description
	The reason

	Human Resources Security
	There is no information security related content in the background investigation and job description documents of the recruits.
	There is no dedicated information security department with a high position in the company to lead the communication with the personnel department, and insufficient attention to information security.

	Physical and environmental safety
	The risk of information leakage of documents taken away from the factory.
	The professional and management level of information security personnel needs to be improved.

	Information Security Organization
	Information security responsibilities are not clear, and external organizations lack risk identification. No confidentiality agreement was signed with a third party, and information security was not emphasized in the contract.
	There is no dedicated information security department with a high status in the company. The professional and management level of part-time information security personnel needs to be improved. There is a lack of information security-related training inside and outside the company and insufficient attention to information security.

	Access control
	Abuse of privileged account and shared account and password.
	There is no regular internal information security audit, and no related penalties.

	Information system acquisition, development and maintenance
	The source code has no access control. The supplier has not conducted relevant information security awareness training.
	The information security awareness training of the information department is not in place.


	Communication and operation management
	The vulnerability patch is not installed on all computers. Loss of the habit of information department employees to record faults.
	Some employees of the information department do not pay enough attention to information security. They lack understanding of the advantages of system documentation.



It can be seen from Table 1 that CaribbeanCoffee information security management has problems in six areas: information security organization, human resource security, physical and environmental security, access control, communication and operation management, and information system acquisition, development and maintenance. The fundamental reasons are the lack of a dedicated information security department, the low status of the information security department in the company, the lack of professional information security personnel, inadequate information security awareness training, and unclear information security responsibilities. From the weight ranking, it can be seen that the establishment of a special information security department and information security awareness training are the primary tasks that the company's information security management needs to solve.
According to information security issues and root causes and weights, the following optimization strategies are proposed for Caribbean Coffee information security management.
2.2.1 Recruit professional information security personnel to form an information security department 
CaribbeanCoffee currently does not have a dedicated information security department, and information security matters are handled by personnel from the network group of the Ministry of Information who also serve as information security officers. The personnel organization structure also needs to be changed. Handing over the actual business activities to the deputy general manager, who leads the information security department can not only ensure the authority of the department, but also facilitate coordination with other departments.
3. Security Policies 
CaribbeanCoffee basically did not involve information security related content in the process of personnel recruitment and appointment. In addition to the lack of information security awareness of personnel in the human resources department, it was also related to the lack of full-time personnel and the communication and requirements of the human resources department. The information security department should organize meetings to strengthen the management of human resources information security, convene human resources department managers, supervisors, information department managers, and managers of various departments to meet and discuss, emphasizing the importance of human resources department to information security management. In response to the fact that information security was not mentioned in the employee background investigation before the recruitment, the Human Resources Department was required to improve the personnel recruitment procedures. Regarding the job responsibility description documents that do not involve information security-related content, the human resources department is required to work with various departments to improve the job responsibility description documents. Each job responsibility should include what information, information types, and information the position may contact the company. Confidentiality level, how to store and access information of different confidentiality levels, what kind of approval is required to access this information, and how to discard it. In response to the unclear penalties for violations of information security, the human resources department is required to work with the information security department and the information department to improve the personnel reward and punishment rules and regulations. The information security department and the information department list the items that violate the information security system and list their severity according to the weight. (I (most serious) level, II level, III level), and propose penalties.
4. Risk Management  
4.1 Risk identification 
The goal of implementing risk assessment for CaribbeanCoffee is to fully identify its information assets by analyzing CaribbeanCoffee's business framework and core business processes. According to the risk analysis theory of ISO27000, the risks faced by information assets are identified and scored, and the final risk value of information assets is obtained, which provides a theoretical basis for subsequent risk control.
From the analysis of CaribbeanCoffee's core business modules, during this risk assessment process, the engineering department is the core control department, and the IT department, document management department, human resources department, and financial department are the key control departments. The responsibilities of these departments are shown in Table 2.
Tab. 2. Department Responsibility under Risk Control
	Department
	Duty

	Engineering Department
	CaribbeanCoffee's core business department is mainly responsible for the engineering design of various projects under construction. They use various professional design software and databases.

	IT department
	CaribbeanCoffee's system support team. They are the leaders and main executors of information security management system construction.

	Document Management Department
	The management department of written documents and electronic documents conducts daily document collection, sorting, updating, filing and destruction.	

	Human Resources Department
	Mainly responsible for all employee information management, recruitment, dismissal, etc. of CaribbeanCoffee, using SAP system for management.

	Finance Department
	Use SAP and other systems to manage CaribbeanCoffee's accounts, income, and expenditures, and use various software for financial analysis.




4.1.1 Asset identification
Assets are one of the basic elements of risk assessment and are the objects involved in building an enterprise information security management system. Asset identification is to list assets related to the business environment, operations and information that are assessed within the scope of the information security management system, and is the first step in risk assessment. In the research of this article, CaribbeanCoffee's asset identification was mainly discussed by the heads of various aspects of the IT department and the heads of the administrative department. Since the valuation of information assets is not completely equated with monetary value in some aspects, in the research of this article, the three dimensions of confidentiality, integrity and availability specified by ISO27001 are used to assess the criticality of information assets. . The information assets identified by the assets include both tangible assets and intangible assets, and the objects of focus are determined based on the scores of the three dimensions.
This article refers to the ISO27001 standard and the characteristics of the actual situation of CaribbeanCoffee, after categorizing similar information assets, the information assets of CaribbeanCoffee are divided into five categories: physical assets, software assets, data document assets, personnel, and services. See Table 3 for details.
Tab.3. Asset Classification
	Classification
	Assets

	Physical Assets
	Computer equipment, communication equipment, removable media, security equipment and other equipment such as coffee machines

	Software Assets
	System platform, application software(SAP and SQL) and source code

	Data assets
	Business plans, financial data, employee information, databases, system documents, operating documents, contracts and emails, etc.

	Personnel
	Maintenance personnel, coffee shop employees and users

	Service
	Network service and after-sales service



4.2 Risk control
Risk control is the process of using the results of risk assessment to give appropriate and rational decision-making judgments on risks. According to the risk control requirements of ISO27001, the implementation process of CaribbeanCoffee risk control is shown in Figure 2.


Fig. 2. Risk Control Process
4.2.1 risk protection
Risks are like viruses living in the air, which are difficult to completely eliminate. Sometimes even if it spends a lot of financial and material resources, it cannot significantly improve some risks. For this kind of risk, it is obvious that reducing risk is not the best solution, and other methods should be adopted to avoid or reduce, or even accept. When thinking about risk handling decisions, the following five starting points can be used:
(1) Accept the risk: calculate the risk value and know how to bear the consequences of the risk.
(2) Avoidance of risks: Ignoring risks is not the correct solution. However, risks can be avoided by moving assets out of the risk area to avoid risks or completely abandon commercial activities that may cause security weaknesses to avoid risks.
(3) Transfer risk: transfer risk by purchasing insurance or outsourcing.
(4) Reduce damage: reduce losses through post-event compensation, emergency response, disaster recovery, etc.
(5) Reduce possibility: implement control measures to reduce risks to an acceptable level.
The goal of CaribbeanCoffee's information security management system is to establish and improve CaribbeanCoffee's information management system to ensure CaribbeanCoffee's business continuity, reliability and confidentiality of relevant important information. When malicious damage occurs from the outside, it can block and intercept the damage as much as possible, and at least ensure that the damage is reduced to a minimum. At the same time, it effectively reduces the occurrence of objective force majeure or unintentional damage, and establishes a corresponding disaster recovery mechanism, and has the ability to restore the company's core business in the shortest time.
5.  Security Management Models and Practices
In the third chapter, I have already talked about the company's recruitment, so here is mainly about employee training. The lack of information security awareness training is the fundamental reason for CaribbeanCoffee. Most employees don't pay enough attention to information security and think that information security has little to do with them. Through information security awareness training, it is necessary to educate employees that the company’s safety is not only about fire safety, environmental safety, personal safety, and article safety. Information security is also important as the company’s intellectual assets. There is a lack of necessary understanding of information security, intentionally or unintentionally. Violations of information security can sometimes cause major losses to the company. Let employees understand that everyone will be more or less exposed to information. It is the duty of every employee of the company to maintain information security.
6. Contingencies Planning
6.1 Emergency response recovery
CaribbeanCoffee's business activities are closely integrated with the information system to fully realize the information management of business processes and data. The safe and reliable operation of the information system has become the focus of CaribbeanCoffee's attention. Security management practices have proved that information systems can hardly achieve 100% safe and reliable operation. Any information system has more or less security threats that cause system services to be interrupted. Therefore, an emergency response and recovery mechanism for information systems has been established to make the information system in a sudden Fast recovery in the event of a security incident is the ultimate guarantee for the safe and reliable operation of the information system.
Formulate a unified work process for the availability and continuity management of IT information systems, conduct availability risk assessments on important business information systems, IT infrastructure, and networks every year, formulate and revise system emergency response plans, and implement system disaster backups. Real-time backup of important business data such as ERP and PLM systems in the same city and different places. Carry out system emergency response exercises on a regular basis to ensure that the system can be recovered in the shortest time when a security incident occurs. At the same time, increase capital investment in security construction for informatization year by year, establish a system redundancy architecture for the optimization of information systems, implement dual online load balancing and mutual backup for important switching equipment at the core and aggregation layers, metro backbone networks, and branch companies interconnected WAN The network implements link load balancing and mutual backup, and strives to eliminate security risks caused by single points of failure.
Through the establishment of the system emergency plan mechanism, the implementation of disaster recovery strategies, and the deployment of redundant load balancing, the CaribbeanCoffee information system can improve the response and recovery capabilities of the CaribbeanCoffee information system in response to sudden information security incidents.
7. Protection Mechanisms 
In view of the reality of CaribbeanCoffee, refer to the data encryption content in the database security management specification and implement the following measures.
7.1 Define sensitive data
The production system contains a large number of company core data. In order to protect data assets, it is recommended that sensitive data be defined first. For example, company production data, customer data, transaction data, business data, company personnel data, system password data, etc.
7.2 Encrypt sensitive data
Advanced Security can completely encrypt static application data without changing the application, preventing IT personnel or operating system users from directly accessing the exported data and other data stored in database files, while providing centralized key lifecycle management.
7.3 Use Oracle Label Security
When accessing sensitive data, the need to protect data privacy according to the confidentiality level becomes more and more important. Protecting highly confidential and sensitive information in the database is a costly task, and it may also bring a lot of unnecessary system overhead. Therefore, it is necessary to label confidential data to ensure that only personnel with the corresponding confidentiality level can access the confidential information.
In order to achieve this requirement, you can use Label Security (Oracle label security) to support access control, classify users and data according to business requirements, implement different levels of access control in the database, and classify users through Oracle Label Security adds labels to the branches of the data table so that different people will be able to see different information when accessing the same table.
8. Service Level Agreement
Without a service level agreement, there will be great deviations in the understanding and communication of service quality between business departments and IT organizations, and it is difficult to quantify the effectiveness of IT service management. In order to fundamentally avoid this situation, it is necessary to formulate a reasonable service level agreement that is approved and signed by the business department and IT organization. Since the project goal, the network will be migrated and will be a big change to the entire infrastructure, it is not suitable to develop a complete service level management agreement for the network. Therefore, when introducing the service level management mechanism, the focus was on server management and service desk. Figure 3 is the business flow chart of the entire service level agreement design.


Fig. 3. Service level agreement design process


8.1 Identify customer business needs 
Confirming the real business needs of customers is the key to implementing service level management. The preparation mainly includes two aspects. One is to learn from users and customers the views of different levels of users and customers on service levels through research. The second is to evaluate in advance the level of service that the current IT infrastructure can achieve, which is particularly useful when the customer representative puts forward high service level requirements.
8.2 Define Service
After determining the customer's overall business needs, the IT side should sort out and design services that can meet these needs according to the service needs. The IT department should serve the current work and divide it into several relatively independent service components based on the principle of no overlapping of functions.
8.3 Quantitative definition of service level 
With the specific service description derived from service requirements, the next step is to formulate relevant service quantitative parameters for different service components. Taking server operation as an example, its quantitative parameters are server online level, server support time, increased extended support time, and maximum allowable time for system offline. 
8.4 Signing of task responsibility list and service level
When the IT department communicated with the customer on the service description and the quantitative definition of the service level, it was found that since it was the first time that the service level agreement was formulated, the customer still had many questions about the responsibilities of the service party and itself. After internal discussions in the IT department, the work contained in each service component was further refined into a single task, and the party responsible for the single task was clearly defined.
9. Conclusion
With the increasing application of information technology, the importance of corresponding information security management has risen to a new height. Comprehensively strengthening security management and risk management and establishing an information security system are major issues that urgently need to be resolved in the current development of Caribbean Coffee.
After analyzing CaribbeanCoffee, it is found that there are information security problems, including unclear division of labor in the information security organization, lack of information asset classification management, imperfect information security management system, lack of strict information security technology management system measures, and security loopholes in the core business information application system risk. In the end, the reasons were analyzed. There were insufficient attention paid to information security at the company level, management systems were mere formalities, personnel security management responsibilities were disconnected, and technical safeguard measures were ineffective. Use information security technology as a carrier to strengthen the awareness of process management and control, and promote and ensure the safe, healthy and rapid development of CaribbeanCoffee. In the security operation assurance system, the construction planning and planning of the respective information security risk assessment, monitoring and early warning, event management, emergency response and recovery, information security training and assessment are carried out. CaribbeanCoffee's information security management is a long-term and arduous task that requires the participation of all employees. The information security management system itself cannot bring information security. It can only be solidified to every employee through the process, and actively participate in the implementation of the security system to gradually build information. All aspects of the security information management. Although this article has conducted a preliminary study on the information security management of Caribbean Coffee, and the information security management measures are still in the draft stage, due to my limited experience and research level, this research still has many shortcomings and needs to be continuously improved in practice.
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