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SECTION A:  ANSWER ALL (55 marks)

Each multiple-choice question equal 1 mark, Choose the correct answer and record the appropriate letter representing it.

1. What is the name of the process that is used to establish whether or not a user’s identity is legitimate?
A. Availability
B. Accountability
C. Authorization
D. Authentication


Answer D

2. Which of the following terms can be used to describe trade secrets, copyrights, trademarks, and patents?
A. Quality of service
B. Availability
C. Intellectual property
D. Competitive intelligence


Answer C

3. A person who has authorization from an organization to test its information systems and network defence is known as which of the following?
A. script kiddie
B. penetration tester
C. professional hacker
D. packet monkey

Answer B

4. What type of malware actually evolves, changing its size and other external file characteristics to elude detection by antivirus programs?
A. Trojan horse
B. trap door
C. polymorphic threat
D. macro virus

Answer C

5. Which is NOT one of the core principles in traditional management theory?
A. Staffing
B. Leading
C. Directing
D. Controlling

Answer C

6. What is the name of the agreement screen that prompts for user acceptance of fair and responsible use terms for a particular software package?
A. End-user license agreement
B. End-user fair-use policy
C. End-user terms of use agreement
D. End-user distribution policy

Answer A

7. True or False: A CISO never reports to the CIO and must always go through management hierarchies.

Answer False

8. Which security role is typically an entry-level position responsible for monitoring some aspect of the organization’s security posture?
A. Security technicians
B. Security administrators
C. Analysts
D. Watchstanders

Answer D


9. All but which of the following is certification training recommended for a student focusing on managerial information security?
A. Certified Information Systems Security Professional
B. Security+
C. Certified Information Security Manager
D. Global Information Security Officer

Answer D

10. Which of the following is the first stage of the RM framework?
A. Framework design
B. Framework monitoring and review
C. Continuous improvement
D. Executive governance and support

Answer D


11. An evaluation of the threats to information assets?
A. threat assessment
B. risk analysis
C. data classification scheme
D. risk identification

Answer D

 
12. In some corporate models, information assets can be categorized into which of the following groups?
A. People, planning, technology
B. Planning, performing, tasking.
C. Preparedness, planning, and technology
D. People, process, and technology

Answer D

13. Which of the following is NOT one of the three types of plans included in a mitigation risk treatment strategy?
A. Incident response (IR) plan
B. Disaster recovery (DR) plan
C. Business continuity (BC) plan
D. Risk control plan (RC)


Answer D

14. Which risk treatment strategy approach can also be referred to as an avoidance strategy?
A. Termination
B. Acceptance
C. Defence
D. Transferal

Answer A

15. When using the U.S. military classification scheme, which classification indicates that disclosure of contained information could cause minor or moderate damage to national security? 
A. Confidential data
B. Need-to-know.
C. Top secret data
D. For official use only

Answer D

16. True or False: Organizations that provide complete job descriptions when advertising open positions should include the elements of the job description that describe access privileges.

Answer False

17. Which type of security (background) check might be required by someone applying for jobs in law enforcement or high-security positions?
A. identity checks
B. credit history
C. polygraph test
D. reference check

Answer C


18. Which personnel security practice is used to ensure that no one employee is performing actions that cannot be knowledgeably reviewed by another employee?
A. mandatory vacation policy
B. two-person control
C. separation of duties
D. task rotation

Answer C

19. Which of the following contains the contact information of individuals that need to be notified in the event of an actual incident?
A. incident response policy
B. business process
C. alert roster
D. after-action review

Answer C

20. Which of the following is NOT a major component of contingency planning?
A. Incident response plan 
B. Disaster relief plan 
C. Disaster recovery plan
D. Business continuity plan

Answer B


21. Which type of offsite backup service provides backups for transactional data only, typically in real time?
A. Electronic vaulting
B. Traditional data backups
C. Database shadowing
D. Remote journaling


Answer C


22. Which of the following terms best describe a procedure that compares the current state of a network-segment against a known previous state of the same network segment?
A. difference analysis
B. external monitoring
C. internal monitoring
D. intrusion detection

Answer A





23. True or False: An intranet vulnerability assessment is designed to find and document selected vulnerabilities that are likely to be present on the organization’s public network.

Answer FALSE


24. What is the name for a network segment that exists as an intermediate area between a trusted network and an untrusted network?
A. Proxied network zone (PNZ)
B. Sanitization zone (SZ)
C. Demilitarized zone (DMZ)
D. Internal-External zone (IEZ)

Answer C

25. All but which of the following is one of the five fundamental privacy principles of HIPAA?
A. Public control of medical information
B. Boundaries on the use of medical information
C. Balance of public responsibility for the use of medical information
D. Security of health information

Answer A
 

26. Which of the six PCI DSS standard areas includes the requirement of using maintained and updated malware and anti-virus protection?
A. Cardholder Data Protection
B. Vulnerability Management Program Maintenance
C. Strong Access Control Measure Implementation
D. Network Monitoring and Testing


               Answer B


27. Which of the following is NOT a typical permission available for use in ACLs?
A. Read
B. Write
C. Delete
D. Expunge

Answer D




28. What is used to regulate the who, what, when, where, and how aspects of access to a system or resource?
A. Configuration rules
B. Access control lists
C. Rule-based policies
D. Security policies

Answer D



29. Which of the following represents a sequence of activities or events that take the majority of time to complete on a PERT or CPM diagram?
A. Critical order
B. Absolute path
C. Slack time
D. Critical path

Answer D

30. The study of choices that have been made by individuals in the past is known as which of the following?
A. Normative Ethics
B. Applied Ethics
C. Meta-Ethics
D. Descriptive Ethics


Answer D



31. Define "Compliance" in the context of data security and explain why it is essential for organizations.       (5 marks)

Compliance, in the context of data security, refers to the practice of adhering to laws, regulations, standards, and internal policies that govern the handling, protection, and management of data. compliance is an essential component of data security, as it helps organizations meet legal requirements, protect sensitive data, build trust, mitigate risks, gain a competitive edge, and ensure data governance. By implementing and maintaining compliance measures, organizations can effectively safeguard their data assets and the interests of their stakeholders.

32. What is the role of "Cryptography" in data security, and how does it protect sensitive information?     (5 marks)
provides a set of techniques and methods for protecting sensitive information through encryption, which involves converting plaintext data into a secure, unreadable format (ciphertext). cryptography is a cornerstone of modern data security. It protects sensitive information by making it unintelligible to unauthorized parties and ensuring the confidentiality, integrity, authenticity, and non-repudiation of data. Cryptographic algorithms and best practices continue to evolve to address emerging security challenges and threats in an increasingly digital world.

33. Define "Information Security Policy" and list three key elements that should be included in a comprehensive policy. (5 marks)
An Information Security Policy is a set of documented guidelines, rules, and practices that an organization establishes to ensure the secure handling, protection, and management of its information assets. This policy serves as a foundational document that outlines the organization's commitment to information security and provides a framework for implementing security measures. It helps in maintaining the confidentiality, integrity, and availability of sensitive data. Three key elements that should be included in a comprehensive Information Security Policy:
 
Scope and Purpose, Roles and Responsibilities and Security Controls and Procedures:

34.  Define "Intrusion Detection Systems (IDS)" and briefly describe how they help organizations maintain data security.   (5 marks)

            are security mechanisms and software tools designed to monitor and analyze an organization's network traffic, system activities, and behavior in real-time or near real-time. Their primary function is to identify and alert on any suspicious or unauthorized activities that may indicate potential security threats or breaches. IDS play a crucial role in helping organizations maintain data security in the following ways: Threat Detection, Real time monitoring, Alerts and notifications, Incidence response, compliance and reporting, e.t.c


35. Explain the concept of "Physical Security" and provide an example of a physical security measure.  (5 marks)

is a branch of security that focuses on protecting an organization's physical assets, facilities, and resources from unauthorized access, damage, theft, and other physical threats. It encompasses a wide range of measures and practices designed to safeguard the physical infrastructure and assets, including buildings, equipment, data centers, and personnel. Access control systems are critical in maintaining physical security because they ensure that only authorized individuals can enter specific areas, reducing the risk of unauthorized access, theft, and other physical threats


	SECTION B answer Three out of Four questions (45 marks)


1. Write an in-depth essay on "Security Mechanisms" used in data protection. Discuss various mechanisms, including access controls, firewalls, and intrusion detection systems, and their integration into an organization's security strategy. (15 marks)


       Introduction (1 Mark):

Briefly introduce the importance of security mechanisms in data protection.
Provide an overview of what the essay will cover.

Access Controls (4 Marks):

Explain the concept of access controls in data security.
Discuss the different types of access controls, including role-based access control (RBAC), mandatory access control (MAC), and discretionary access control (DAC).
Provide examples of how access controls are used to restrict access to data and systems.
Explain the principle of the principle of least privilege (PoLP) in access controls.
Discuss the integration of access controls into an organization's security strategy.

Firewalls (5 Marks):

Define what firewalls are and their role in network security.
Explain the types of firewalls, such as packet-filtering firewalls, stateful inspection firewalls, and application-layer firewalls.
Discuss how firewalls are used to filter network traffic and prevent unauthorized access.
Provide examples of how firewalls can be deployed to protect an organization's network infrastructure.
Explain the importance of firewall rule configurations and best practices.
Discuss the integration of firewalls into an organization's security strategy.


Intrusion Detection Systems (IDS) (4 Marks):

Describe the purpose and functions of intrusion detection systems (IDS).
Differentiate between host-based IDS and network-based IDS.
Discuss how IDS detect and respond to security incidents and threats.
Explain the role of signatures and anomaly detection in IDS.
Provide real-world examples of how IDS are used to enhance data protection.
Discuss the integration of IDS into an organization's security strategy.

Conclusion (1 Mark):

Summarize the key points discussed in the essay.
Emphasize the importance of a layered security approach that includes access controls, firewalls, and IDS.
Highlight the critical role of security mechanisms in safeguarding data and maintaining data protection.


2. Evaluate the role of "Risk Management" in data security. Explain the processes of identifying and assessing risks and discuss strategies for controlling and mitigating these risks effectively. (15 marks)

Introduction (1 Mark):

Introduce the concept of risk management in the context of data security.
Provide an overview of the importance of risk management and its role in protecting data.
Identifying Risks (4 Marks):

Explain the process of identifying risks in data security. This may include identifying potential threats and vulnerabilities.
Discuss the sources of risks, such as external threats, insider threats, and environmental risks.
Provide examples of how organizations identify and categorize risks in their data security assessments.
Discuss the role of risk assessment tools and methodologies in this process.
Assessing Risks (4 Marks):

Explain the process of assessing risks, including the determination of the likelihood and impact of each risk.
Discuss risk quantification and qualitative risk assessment methods.
Explain the concept of risk tolerance and how organizations establish acceptable levels of risk.
Provide examples of risk assessment frameworks and their application in data security.
Controlling and Mitigating Risks (5 Marks):

Discuss strategies for controlling and mitigating risks effectively. This may include risk treatment options such as risk avoidance, risk transfer, risk reduction, and risk acceptance.
Explain the importance of risk mitigation measures, including the implementation of security controls and best practices.
Provide examples of specific risk control measures, such as the use of encryption, access controls, and incident response plans.
Discuss the role of employee training and awareness in risk mitigation.
Highlight the iterative nature of risk management and continuous improvement in data security.
Conclusion (1 Mark):

Summarize the key points discussed in the essay regarding the role of risk management in data security.
Emphasize the proactive nature of risk management in preventing data breaches and incidents.
Highlight the need for organizations to continually adapt and evolve their risk management strategies to address emerging threats and vulnerabilities.

3. Explore the importance of "Governance" and its impact on strategic planning for security. Provide examples of how effective governance can influence an organization's ability to manage data security.  (15 marks)

Introduction (1 Mark):

Introduce the concept of governance in the context of data security.
Highlight the importance of effective governance in shaping an organization's security strategy and protecting data.

Governance in Data Security (3.5 Marks):

Define governance and its relevance to data security.
Explain the role of governance in setting the direction, policies, and guidelines for data security.
Discuss the principles of good governance, such as accountability, transparency, and compliance.
Provide examples of how governance structures are established within organizations to oversee data security.
Strategic Planning for Security (3.5 Marks):

Describe the process of strategic planning for security and its significance.
Discuss the development of security policies, standards, and procedures as part of strategic planning.
Explain the alignment of security strategies with an organization's overall goals and objectives.
Provide examples of how strategic planning contributes to a proactive and holistic approach to data security.
Impact of Effective Governance (4 Marks):

Explore how effective governance influences an organization's ability to manage data security.
Discuss how clear governance structures can lead to well-defined roles and responsibilities in data security.
Provide examples of how governance supports compliance with data protection laws and industry regulations.
Explain how governance fosters a culture of security awareness and accountability among employees.
Case Studies and Examples (2 Marks):

Present case studies or real-world examples of organizations that have successfully implemented effective governance for data security.
Highlight the outcomes and benefits achieved through strong governance practices.
Conclusion (1 Mark):

Summarize the key points discussed in the essay regarding the importance of governance and its impact on strategic planning for data security.
Emphasize the pivotal role of governance in creating a secure, compliant, and proactive data security environment.


4. Compare and contrast different "Security Management Models and Practices." Discuss the advantages and disadvantages of each model and provide recommendations for selecting the most suitable one for an organization.  (15 marks)


              Introduction (1 Mark):

Introduce the concept of security management models and practices.
Highlight the importance of selecting an appropriate security management model for an organization's data security needs.
Security Management Models and Practices Overview (3 Marks):

Provide an overview of commonly used security management models and practices, such as the ISO 27001 framework, NIST Cybersecurity Framework, and COBIT.
Explain the role of these models in guiding security management processes and best practices.
Comparison of Security Management Models (4 Marks):

Compare and contrast different security management models, highlighting their key features, objectives, and areas of focus.
Discuss the strengths and weaknesses of each model in terms of adaptability, comprehensiveness, and industry recognition.
Identify common elements among these models, such as risk assessment, policy development, and incident response.
Advantages and Disadvantages (4 Marks):

Examine the advantages of each security management model, emphasizing how it contributes to effective data security.
Discuss the disadvantages or limitations of each model, addressing potential challenges and constraints.
Provide real-world examples or case studies that illustrate the practical implications of these advantages and disadvantages.
Recommendations for Model Selection (2 Marks):

Offer recommendations for selecting the most suitable security management model for an organization.
Consider factors such as the organization's size, industry, regulatory requirements, and specific security goals.
Provide guidance on the importance of customization and integration of multiple models to address an organization's unique needs.
Conclusion (1 Mark):

Summarize the key points discussed in the essay regarding the comparison of security management models, their advantages and disadvantages, and recommendations for selection.
Emphasize the significance of choosing a model that aligns with an organization's data security objectives and operational context.

Diwedd/End
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