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THE MANAGEMENT OF POLICE INFORMATION (MOPI)

Information needs to be accurate, relevant and accessible. MoPI ensures that all information is managed in a consistent way. The code and guidance make sure that this happens.

"The transfer of information between forces is now paramount. It's the lifeblood of the organisation. We need to make sure that the intelligence and information which we hold on people is fully accurate and that the transfer of this between forces actually exists and happens." Gary Thompson, Superintendent, Gloucestershire

Relevant guidance, including: 
· Management of Police Information (MOPI) 
· APP Information Management https://www.app.college.police.uk/information-management-index/ 
· Government Security Classifications (GSC) 
· Information Sharing Agreements (ISA) 
Following Huntley’s conviction it emerged that Huntley had in fact been known to both the police and social services over a number of years. Between 1995 and 1999 he came to the attention of Humberside Police in respect of allegations of eight separate sexual offences involving young girls. During the same period he came to the notice of Humberside Social Services in respect of three separate complaints involving young girls, none of which were notified to the police. As a result of various failings in the way in which that information was handled by the agencies involved, none of these instances were revealed in Cambridgeshire Constabulary’s Record search in 2001. The then Home Secretary, Rt. Hon. David Blunkett MP, ordered an inquiry into child protection measures, record keeping, vetting and information sharing in Humberside Police and Cambridgeshire Constabulary. That inquiry opened in January 2004 chaired by Sir Michael Bichard. 

The key findings of the inquiry found: 
1. A failure to record information properly - ignorance at all levels of how to create records on force data bases and inadequate guidance and training on intelligence systems. 
2. A failure to submit intelligence reports - because officers did not realise their importance and in some cases it was considered unnecessary as other documents had been submitted. 

3. A failure to review information - there was no ‘weeding’, ‘reviewing’ and planned ‘deletion’ of records. There were ‘automatic deletions’ of records regardless of the importance of the information contained in the records. 

4. A failure to share information between police and other agencies - lack of any information sharing protocols between agencies or where they did exist, a lack of knowledge of them. 

5. The inquiry concluded that weaknesses were not confined to a particular force, individual or set of circumstances. Weaknesses existed throughout the whole information management process. 


Recommendations: The inquiry made a total of 31 recommendations some of which relate to the Home Office, Social Services and other agencies. However, there are four which have direct relevance to the police and the management of police information. 

1. Development of a Code of Practice for the management of police information (MoPI) 
2. The Code must set out the key principles of good information management 
3. The Code must create standards for systems, accountability, training, resources and audit with regard to information management 
4. The Code must have particular regard to the review of intelligence in the case of sexual offences. 

The Code of Practice on the Management of Police Information states: ‘Information gathered by the police must be; For a policing purpose and Managed Lawfully.’
Policing purpose refers to:
· Protecting life and property;
· Preserving order;
· Preventing the commission of crime;
· Bringing offenders to justice
· Any other duty or responsibility of the police;
· Gathering and storing information and intelligence;
· Sharing information and intelligence;
· Legal considerations;
· Crime and Disorder Act 1998
· Computer Misuse Act 1990
· Criminal Procedure and Investigations Act 1996
Information/intelligence gathered must be stored as accurately as possible – the 3X5X2 system assists in categorising how accurate (or inaccurate) the officer thinks it is. 

Crime & Disorder Act 1998 states partners are required to share information. This is overcome by information-sharing protocols, which are written and signed by partners allowing the sharing of data relevant to crime and disorder under the strict guidelines of the protocols.

Information Sharing Agreements are formal agreements for the exchange of information and intelligence between the Police and its partners. The shared information is typically used to prevent, detect, and/or reduce crime.

Computer Misuse Act 1990 outlines offences of accessing data you’re not entitled to see (such as PNC/Intel systems) and a more serious offence of using that data to commit a crime.

The Criminal Procedures & Investigations Act 1996 requires the police to Record, Retain and Reveal any material gathered during a criminal investigation (not just data) and disclose anything relevant to the investigation which may weaken its own case or strengthen that of the defence.

The implications of gathering inaccurate data will be felt if the case collapses when the information is disclosed to the defence – but the police could also be in breach of the MOPI guidelines. This could also lead to discipline issues for officers & police service

Police officers are not allowed to disclose data held on computers to anyone not entitled to receive it (such as members of the public or partners). 

Review procedures should be:
· practical
· risk focused
· able to identify valuable information
· as straightforward as is operationally possible.
The police service should have standard procedures in place for reviewing records and making accountable decisions on the retention or disposal of information. Review procedures ensure that information retained by the police service is held lawfully, and may help to prevent forces being overloaded by the volume of information captured and recorded.

All person records held by the police service are subject to:
· an initial review and evaluation
· any necessary triggered reviews
· scheduled reviews.
For audit and supervision purposes, a record must be kept of every review undertaken, irrespective of whether it results in any alterations or disposal.

Group 1 – certain public protection matters
Information is placed within this group until a subject has reached 100 years of age (calculated using the subject’s date of birth). This information should be reviewed regularly, ie, every 10 years, to ensure that it is adequate and up to date

Group 2 – other sexual, violent or serious offences
This group also includes all specified offences that are not serious offences as defined in the Criminal Justice Act 2003. A full list of these offences is recorded on the PNLD.
Information relating to sexual, violent or serious offences that are not listed as serious specified offences in the CJA can be retained only for as long as the offender or suspected offender continues to be assessed as posing a risk of harm, using the NRAC.
After every 10-year clear period, these records should be reviewed and a risk-based decision made on whether they should be disposed of or retained. This group includes any information related to persons convicted, acquitted, charged, arrested, questioned or implicated with an offence within this group. If the individual in question continues to offend or is implicated in continued offending, records relating to them must be retained. In these circumstances, however, the absence of a clear period means that forces do not have to conduct a scheduled review or justify the continued retention of such records. The triggered reviews process ensures that records relating to this group of offenders remain adequate and up to date.

Sexual offences: For the purpose of information management, a sexual offence is any listed in Schedule 3 of the Sexual Offences Act 2003.

Violent offences: For the purpose of information management, a violent offence is any of those specified as such in the current Home Office counting rules for recorded crime.

Serious offences: For the purpose of information management, a serious offence is any offence detailed, recorded or listed as such on the PNLD.

Group 3 – all other offences
Records relating to people who are convicted, acquitted, charged, arrested, questioned or implicated for offending behaviour which does not fall within group 1 or group 2 are dealt with in group 3. Records that fall within this group do not necessarily have to be reviewed. Forces may opt to use a system of time-based, automatic disposal for classes of information in this group.
Forces which opt to use time-based disposal for all or a proportion of their group 3 records must observe the following principles:
· The criteria by which forces decide which group 3 records to review and which to automatically dispose of must be outlined in the information management strategy
· The risk of disposing of records without review lies with the chief officer
· All records subject to time-based disposal must still be retained for an initial six-year period
· Forces must have a mechanism for identifying those group 3 individuals who continue to reoffend or who are implicated or suspected of being implicated in offending, and retain records relating to them
· Forces must have a mechanism for identifying those individuals who have demonstrated a capacity for inflicting serious harm, using the NRAC and by flagging records relating to them for exception reviews
· Any group 3 records that forces wish to retain for longer than six-year clear period must be reviewed at five-yearly intervals and risk assessed using the NRAC.

Group 4 – miscellaneous
This group contains information on undetected crime, intelligence products, missing persons, and victims and witnesses.

Undetected group 1 offences – records should be retained for a minimum of 100 years from the date reported to the police. Other records of undetected offences should be retained for a minimum of six years from the date reported to the police. Forces should be mindful that these are minimum periods and that they may keep undetected crime records for longer if they feel it necessary. There are no additional requirements to review these records above and beyond the requirements imposed by relevant investigative guidelines.

Intelligence products – should be reviewed in accordance with the review schedule guidance. The type of criminal activity being examined determines the length of time between reviews.

Missing persons – information relating to open missing persons cases should be retained until the person is located. For cases of missing persons who have subsequently been located safe and well, information should be retained for a minimum of six years. If this initial six-year period is clear, ie, the individual does not go missing again and there are no subsequent indications of abuse, domestic violence or other factors that might place the individual at risk, the record should be disposed of.

Victim and witness information – should be retained for an initial six-year clear period or for the length of time required by the Criminal Procedure and Investigations Act 1996, if this is longer. Beyond this point, the decision about whether to retain victim and witness details should be made on a case-by-case basis. Records should be retained if they provide detail of an offender’s MO or any relevant risk factors. Witness statements generally fall into this category. If, however, this detail is duplicated elsewhere, it could be deleted from the system.
In all cases victim and witness details should be handled with care and in accordance with their right to privacy.
In circumstances where a victim or witness is recorded on police systems as an offender or suspect in another matter, their details should be retained and reviewed in accordance with the incident in which they are the person of interest.
https://www.app.college.police.uk/information-management-index/ 

This is a hyperlink to the College of Policing APP website. It outlines what processes and procedures the police service must have in place for the management of police information. How these are applied is determined at force level
Sources of information and intelligence
· Open/closed sources 
· Police National Computer (PNC)
· Police National Database (PND) 
· Policing registers 
· Other forces/agencies 
· Covert Human Intelligence Sources (CHIS) 
· Social media 
· Community intelligence 
Information and intelligence is the life-blood of the police service and it should be considered not just as a local but a regional and national policing resource. Information collected in one area of a force may have a value to another or to another force or agency, eg, the National Crime Agency (NCA) or Social Services. 
Traditionally, however, information has been held in discreet business areas and was not capable of being searched. This has resulted in the ineffective and difficult linking together of people, objects, locations and events, even within the same force. This problem had been magnified at regional and national levels because of the lack of common standards for information recording and evaluation, and as a consequence the sharing of information within the police service and with key partner agencies was, in some cases, impossible and in others unnecessarily complicated. 
The purpose of managing information effectively is therefore to facilitate effective and efficient policing everywhere. 

Police National Database (PND)
· Allows the Police Service to share, access and search local force information on a national basis
· Updated in “near real time”
· Information from 3x5x2 may be entered on PND
Sharing of all intelligence information between forces i.e officer in Swansea puts a log in about someone who lives in Llanelli but the information relates to something in the Swansea area our intelligence system would not show that log but a PND check would. If you suspect that there may be cross border information you should go through to the FCC and also request a PND check. We do not have access to this system without separate training and access to the database.

Benefits
· Identify new lines of enquiry
· Identify new patterns in crime
· Remove the current artificial borders
· Make much better risk-assessments and improving decision making
· Uncover bad character evidence
Witness data should not be included on the PND but some victim data will, in limited cases be available.

POLE Searches
PND searches operate on four areas that give structure to the speed and quality of the information that can be searched:
· People
· Objects
· Location
· Events 
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