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Computing and technology are major elements in most people’s everyday lives, that includes the general day to day and in work. As technology and computing has become more important, there has been more development in the area to make everything more user friendly. One concept that is utilised by more industries nowadays is cloud computing. Cloud computing involves the deployment of network applications in a flexible and virtual environment. This makes service delivery and safeguarding simpler and more consistent, use of development resources more efficient [1], and is often a lot cheaper and more convenient. However, cloud services can have downsides, such as, consuming a large portion of a network and typically due to the distance between the source and a data centre, there can be a frequent delay issue [2]. 
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Cloud computing has had a significant impact on a range of industries, not just the IT industry, however, this has been implemented unevenly throughout the different industries. Industries that are more IT oriented have adopted the cloud much heavier than the likes of the energy industry, who have been more cautious and using private solutions over the public and hybrid solutions. With the cloud seemingly being the way forward, it is clear why the IT industry has aggressively adapted to the change. 

As with everything there are both advantages and disadvantages to adopting solutions like the cloud. Some of the advantages include the costs. Operating costs are lower as organisations can simply pay for the exact capacity they require, but with the option to expand in the future if it is ever needed, and there is the option to rent cloud services meaning a lower or no capital investment. The cloud is highly scalable and so as already mentioned, cloud providers typically make it possible for organisations to scale their resources if there is a demand. As the cloud is typically a web-based resource, it means that it can be accessed on any device with internet access. Therefore, the cloud is useful for mobiles, as well as laptops and desktops. A final advantage example that is more security related is that by organisations using cloud infrastructure, that is rented out by an external provider, it means that the organisation can transfer their business risks and possibly maintenance costs onto the providers who manage the service and infrastructure as they are more specialised in the area, and so likely will be able to manage any issues more effectively [3].

However, there are disadvantages to the cloud, a lot of which are security related. As data is being shared to the cloud, there is a loss of physical control over potentially sensitive data. The data location would be difficult to pinpoint as it could be stored anywhere within the cloud. There are the traditional risks, such as Distributed Denial of Service (DDoS), Man in the Middle (MitM) and other cyber-attacks, but there also needs to be a level of assurance involved with the external provider so that confidentiality, availability, accessibility, and security can be ensured to a certain standard. This can be a difficult stage in the cloud’s procurement, as an organisation, especially those that hold sensitive data need to be confident that an external source can keep their data secure, so there are no data breaches [4]. Data in the cloud can be stored in different formats, making it difficult for an attacker, but also a provider to secure the service. Cloud architecture is made with security in mind, but also ease of use and lower costs. There are multiple levels of security involved with the cloud. Network, data, and application security and so cloud architecture must be designed to support all these levels. However, with so many elements to secure, there are many different vulnerabilities that could potentially have an impact on the service and so the overall security of the cloud, while keeping it an easy-to-use service, can cause development issues for providers and procurement and assurance issues for organisations looking to adopt the cloud [5]. 

Although the cloud has positives and negatives, industries, especially the IT industry is heavily implementing the service into as many areas as possible. The cloud has already been heavily adopted within the IT industry and has meant that organisations and professionals in the organisations have had to adapt their role and how they complete their work. However, the cloud is the way forward in IT and so even though it has already changed the way organisations run, it has also created more issues that result in the need for external providers and IT professionals to upskill in their profession so they can help protect data against potential threats. Overall, the development of the cloud is a positive for the IT industry and will continuously develop and improve over the coming years. 
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As there has been a widespread adoption of the cloud, there will also have been a job role change for IT professionals to meet the new ways of working. Individuals would possess different skills and disciplines typically and so there would be specific networking professionals, as well as database, hardware, software, and security professionals. As there are now cloud service providers, these will typically take on the bulk of the roles and responsibilities, however, instead of the traditional roles previously mentioned, cloud computing means an IT professional would have knowledge of all areas and become more of an all-round expert. This meaning that IT professionals have had to evolve and learn different disciplines so that they can keep up with the new standard of the job role [6]. 

Hugh Cox from Rosslyn Analytics believes that the training required for general IT is still relevant for cloud computing, and even though it may be perceived as easier on IT departments, it can actually make things more difficult as there will need to be an integration process for on-premise and cloud applications, with the usual budget restrictions that incur in business. Jens Ziemann of Red Hat has stated that their training certifications have not been changed due to the cloud as it requires the same IT skills as other technology. Microsoft’s Pirie had agreed with the statements saying that cloud does not radically differ from traditional IT in a way that warrants a curriculum change. Having said that, Alan Pettman from Global Knowledge believes that cloud presents more opportunities for IT professionals to evolve their skills and now will need to now advise and influence others on what should be retained in a typical environment and what should now be moved to the cloud. Martin Corbelli of Star has a similar view that IT professionals now must upskill and manage people more than they typically would in the past. The biggest change according to CA’s Rasmussen would be the requirement for IT professionals to have more language skills. There are many different language skills available that many IT professionals will need knowledge or awareness of including the likes of JSON, XML, and HTML [7]. 

As IT and cloud develop further, there will be a need for IT professionals to develop their skills. As already mentioned, cloud computing won’t completely change the IT profession, however, there will be a change for professionals to adapt to new ways of working as they will have had to already do in an always changing profession. As with everything, there will be different approaches to the changes and so some companies and organisations will need current staff to undertake a lot more training, and there may also be a requirement for new staff to have experience and knowledge of the cloud to get into certain roles in the first place. 
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Representational State Transfer (REST) is an architecture style used with web services to improve certain properties, such as, performance, scalability, and modifiability. REST web services are used to create APIs for web and mobile applications due to the high scalability. The standard protocol for REST is HTTP and with this style, clients and servers exchange resources through a standardised interface and protocol. 

Due to the increase in cloud development, modern applications typically created with cloud compatibility in mind. Cloud architecture uses REST and so the simplest way to create applications is also using the REST principles. Some key aspects of REST that make it the go-to option is that it faster than other options such as SOAP, while also consuming less bandwidth and resources. Even though REST may be a better option than SOAP, it is still compatible and so SOAP could be used for parts of implementation. REST also can be written in any programming language, on any platform, and supports multiple different data formats, including, JSON, HTML, and XML [8]. REST is also stateless and usually HTTP based which minimises network volatility and increases the discreteness. It is easy to invoke due to the URL base, and the delivery can be succinct with no unnecessary elements [9]. 

API cloud models like REST have aided in facilitating changes to the industry as they enhance the cloud experience and have provided an integration method that allows administrators and developers to integrate any work into the cloud. The rise of cloud has made the IT industry depend on APIs like REST more so that they can deliver the multi cloud strategies that many organisations are moving to [10].  

Therefore, RESTful web services have helped IT professionals in facilitating the changes required to move to the cloud by providing an architectural style that supports multiple different principles, languages, and formats, while also being highly scalable and remaining relatively simplistic when creating applications built to be cloud compatible. 
[bookmark: _Toc153062883]Software defined networking

The aim of Software Defined Networking (SDN) is to make networks more agile, adaptable, and to reduce the management overhead for a network or IT professional. This can be done through a centralised controller that provides improved visibility over the networks state. The adaptability is important so that adjustments can be made to the network to deliver the specific service needs at any given time, depending on workloads or communications needed. This could include configuring the network for traffic steering, meaning allowing or disallowing certain traffic. This could also include removing certain configurations in the network when something has been decommissioned or if there has been a change in service direction. 
SDN has increased the markets competitiveness as there has been a move from a complete lock-in vendor stack to a multi-vendor environment. The networks can be more effectively programmed to be reactive to particular events or failures. This benefits the industry as it can reduce the overall costs of networking and operational expenditure. 
As mentioned previously with cloud computing, SDN will require IT professionals to adapt. Although some of the training and skills currently possessed will be useful, however, there will be the need to upskill due to the need to develop and control network platforms. With SDN being a multi-vendor environment, there is a need for IT professionals to make sure that software is interoperable with the other services in use in the network [11]. 
Like with cloud computing, SDN can provide major benefits to the IT industry, however, adjustments must be made within organisations and with IT professionals who now must take more control, responsibility, and need to further upskill so they can keep up with the developing industry. 
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To begin with, when looking at some of the standards that are connected to the cloud, interoperability is important. Interoperability is when different applications, devices, systems, and formats can communicate effectively and efficiently with little or no end user input [12]. 

[bookmark: _Toc153062885]JSON

One of the main standards used within cloud computing is the JSON data format. It is a like the C-family but is also language independent and easy to read and write, making it popular with programmers [13]. JSON is typically used due to it being viewed as the simplest solution when working with data in web browsers. Also, JSON documents always use UTF-8 encoding [14]. UTF-8 encoding is when Unicode numbers are translated into binary so that they can be stored within a computer and so adds an extra level of security to data [15]. JSON can be used with any programming language making it a highly interoperable standard perfect for use with the cloud [16].
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Infrastructure as Code (IaC) is a coding language that can be used to automate the provisioning of infrastructure. This means developers no longer have to manually provision infrastructure elements such as servers, operating systems, and databases whenever there is a need for development, testing, or deployment. This automation means that an organisation can scale their cloud and IT applications much faster, at a lower cost, and with less risk.

Traditional IT provisioning can be time consuming and expensive, and although cloud virtualisation and development still requires a certain level of expertise, it does either lower or sometimes completely eliminate the issues that occur with physical hardware management. Virtualised infrastructure can still be time consuming and overall, a distraction from coding, but IaC allows a developer to create scripts to complete the process and therefore lowering the time needed for setting up infrastructure. There are many different IaC tools available, some of the more common ones being Ansible and Terraform. Ansible is an open-source project by Red Hat, designed for automating the provisioning, configuration, and deployment of applications. Ansible uses YAML to create playbooks that specify what a developer wants for the infrastructure and then provisions it all for them. Terraform can be used to automate all provisioning of cloud and on-premise infrastructure. Although terraform does not provide the same configuration capabilities as Ansible, it can work alongside other tools when necessary to automatically provision infrastructure described in the configuration files and can automatically update the provisioning if there are configuration changes [17].
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RESTful APIs are designed to be scalable and due to REST being stateless, the requests can carry all information required to fulfil the specific request. A developer can easily scale an application as demand increases by adding servers with little to no worry about the sessions state. REST is highly interoperable as they can be integrated with different platforms, services, systems, and programming languages with relative ease, allowing seamless communication between applications [18]. 
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To conclude, cloud computing has been a positive development in the IT industry and has therefore had a major impact on the industry itself and on IT professionals as it has meant that organisations need to change the way they work, and professionals have had to adapt and upskill to incorporate the cloud into their skillset. There have been multiple different standards, principles, data formats, and solutions, such as SDN, REST, JSON, and IaC. All of which have different roles within IT and the cloud but are now key elements of an IT professional’s role. Although, there are obviously downsides to the cloud, as there is more development in the area over the coming years, it is likely that the IT industry, and other industries, will move away from physical and on-premise hardware, in favor of adopting cloud based infrastructure and near complete virtualisation. 
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