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Governance of AI and Machine Learning Systems: Managing risk, ethics, and compliance for AI data and models.

Introduction: 
Artificial intelligence (AI) and machine learning have seen a huge increase across different industries in the workplace. While AI and machine learning can help people in certain sectors such as programming, using AI in the workplace can also create challenges sounding how we use and govern AI and machine learning models. As artificial intelligence is evolving at an extremely rapid rate, policy makers and businesses are struggling to update and create policies that help govern how these Ais are being implemented and used. As a result, many organizations and governments are struggling to control how AI is being used. As a result, there needs to be new rules and policies put in place that better govern and manage the ethical use, legal use, security risks and operational risks surrounding AI and machine learning. In this paper, I aim to analyse how modern businesses can anticipate these risks, respond and protect themselves. 
Defining AI Governance and why it’s important:
Ai governance is a series of policies, rules and regulations that are used to help ensure that AI systems and models are safe and used appropriately. AI governance ensures risks involved with AI and machine learning such as bias, privacy concerns, and malicious use is reduced as much as possible while also allowing AI to be innovated and used responsibly. [1] AI governance highlights the laws that are linked to the way AI is created. For example, AI is often written and learns from human behaviour meaning it is susceptible to human Bias and human errors. [1] A real life example of how AI can be cause ethical concerns and be misused for human bias is Microsoft’s ChatBot Tay, This is a chatbot that was launched in 2016 by Microsoft and was used on X (formally Twitter). The AI was designed to learn from other users and create its own tweets however, within 24 hours of it being used it was found to be posting racist, sexist and other harmful content. [2] Another example is an Ai avatar app called Lensa. This app had a feature that allowed users to use AI to enhance selfies however, users found that the app had several ethical problems such sexualising woman. The app also had several copyright issues as many artists found that the AI had been stealing their work and using without consent from the copyright owner. The app also raised a lot of concerns about the privacy of its users as many found that the AI was collecting data that they didn’t know about. [2] [3]
These examples highlight how important it is that we govern AI and machine learning appropriately to prevent any ethical, bias or privacy concerns that artificial intelligence presents and why it’s important that relevant policies are introduced to minimize the ethical, privacy and security risks

Current challenges in AI and machine learning:
There are several issues with governing AI currently. For example, one major issue with AI governance is accountability. This is because if an AI is used maliciously, Such as using AI for creating fraudulent emails using an AI model such as Open AIs Chat GPT, is we are unsure who can be held responsible for the actions of the artificial intelligence as many people argue if we should hold the company that created the AI (Open AI in this case) or the person using misusing the AI. [4] Some people argue that the company should be held liable as they have failed to implement relevant safeguards to prevent fraudulent use whereas some argue AI is a tool that can be misused like any other tool and as a result the persons using is it 100% responsible for its use. Another challenge with Ai governance is bias and censorship. There is worry that AI models are trained and sometimes written with human bias and censorship integrated into the model. This can cause issues as AI bias is more difficult to detect as people have trust in different companies and don’t believe AI bias can occur which can then lead to misinformation and fake news spreading which can be harmful. This can also cause issues for different organizations such as finance companies. A bias in a credit score system for example can lead to issues for consumers leading to low scores and preventing them from getting loans and other credit. [5] Another challenge faced in AI governance is the speed in which AI is evolving. AI is changing and improving in its capabilities so quickly that policymakers are struggling to keep pace with it. This is because AI is constantly changing in what it is capable of and as a result is constantly being used for different purposes. For example, Using AI for generating images and video. 

Managing AI’s impact. Risk, Ethics and compliance in AI: 
Identifying Risks: 
 Organisations and businesses should perform a risk assessment when implementing AI into their business. These risk assessments should assess the technical risks involved in implementing AI. This means they should assess whether the AI can perform the tasks as efficiently as a person could. The business should also risk assess the ethical aspects of implementing an AI into the workplace. For example, if the AI is being used for customer service, they should risk assess biasness and whether the AI could discriminate. They should also assess if this AI would result in redundancies. The organization also needs to assess the security risks surrounding AI. This means the business needs to fully risk assess the different vulnerabilities that surround using AI. For example, the business should fully assess the risks surrounding ‘prompt injection attacks. This is when a user creates an input that confuses the AI and tricks it into leaking person and sensitive data that could be potentially harmful for the company if in the wrong hands [6]. The company should create policies and protocols surrounding how to avoid this happening and what to do if it did happen. And security concern with AI that the business would need to anticipate is a ‘data poisoning attack.’ This is when a user tampers with the data that is training the AI model. This is done so the user can make the AI produce an outcome that could help a malicious user gain access to information they shouldn’t have access to [6]. The business should anticipate these risks when implementing AI so they can better plan how to prevent the vulnerabilities and what they should do if it does happen. 

Ethical and compliance frameworks. 
Ethics and compliance frameworks in AI and machine learning are connected and work with each other. This means fairness, privacy and accountability all play an important role in ethical and compliance frameworks. The Uks data and AI ethics framework explains this and explains that explicit documentation, human intervention and oversight of these AI models, and safeguards against potentially harmful outputs. [7] 
The Uks data and ethics framework highlights that transparency is “foundational to all other ethical principles.” [7] This is because having transparency in how a company is using AI allows consumers and governments to hold businesses accountable and help build trust with their consumers. [7] Uks data and ethics framework also states that not having transparency in how a company is using AI can lead to “solutions being designed suboptimally” [7] meaning that consumers are given a less efficient and useful tool. A lack of transparency can also lead to a lack of accountability and public distrust because of this, especially if the AI is being used for an automated system [7]
Another important aspect of AI governance is accountability, The Uks data and AI ethics framework states “Accountability involves setting clear roles and responsibilities and being transparent about decisions.” [7] Accountability is important as it allows us to ensure that organisations are able to justify and explain what their AI does and why it does it. Asking about transparency in the data collection that these Ais do and how the data is used. [8] However, while accountability is important in AI governance there are some issues surrounding accountability in AI governance. For example, if a mistake is made by a human then its easy to hold the persons accountable and question why they made the choices they did, however, if an AI makes the same mistake investigators can question the AI as easily as the AI itself and its hardware cant be held directly accountable making it more difficult to create plans to prevent the same mistake. [9]
AI governance frameworks should also highlight the importance of privacy and data security. The EUs “ethics guidelines for trustworthy AI” talks about how privacy should still be respected and that companies and businesses should still follow current governance on data protection and security and consider the integrity of the data. [10] It is important that AI companies follow ethical practices and governance when implementing AI as AI often collects a large amount of data to teach its self and improve. Because of this privacy can be a major concern when using AIs and companies need to ensure that all privacy and data collection laws are followed. 


Governance Mechanisms to Anticipate, Protect, Detect, and Response in AI and Machine Learning. 
Organisations can implement multi-layered frameworks and tools such as a dedicated job role that focusses on ensuring AI is used ethically and legally that will allow them to better operate governance and ensure that their AIs comply with AI legislation and governance. The persons in these roles would ensure that the AI model is trained correctly and isn’t used incorrectly or unethically. having this dedicated role and responsibilities such an AI ethics officer that ensures that AI is being used correctly and ethically within the company. By having these positions in a company, businesses can protect themselves from possible scrutiny and possible legal trouble if the AI acts irresponsibly. 
Organisations should also implement protection controls for their AI models. This means ensuring that AI models have appropriate data protection such as having access control. Access control ensures that malicious users cannot tamper with the data that the AI is trained on or cannot access what data the model has stored. Companies should also stress test AIs to ensure that they can’t be breached easily even when they are under pressure. This will help limit the possibility of security breaches and data loss. 
Businesses should also implement an automated detection system that automatically finds threats within an AI system. Having this in place will also allow companies to better monitor their AIs performance. This will allow the company to ensure that the model is performing up to standard and ensure the AI is following all governance and is making fair decisions. Having and automated detection system and allowing the business to use a real time risk monitoring system better reduces the risk of any errors and prevents any problems that are found from escalating and getting the company into potential trouble. [11]
Responding to AI misuse and error 
Companies can respond to issues regarding an AI model by having a response plan in place that carefully explains how users can resolve issues caused by an AI model and how they can train the model to not repeat the mistake. Businesses can also utilise automation to respond to problems with by automatically reducing the AIs capabilities and roles if an error is found. Companies should also ensure that humans are always able to intervene manually with an AIs output to ensure errors can be prevented or solved more easily.  
Conclusion:
If a company is utilising artificial intelligence in their company’s day to day operations its important, they use it responsibly and ethically and utilise governance frameworks to ensure this. It’s important that companies utilise a good framework and have an appropriate guideline to prevent a loss of productivity and maintain transparency and honesty with their customers to further prevent distrust. Maintaining an appropriate risk management and guide will help ensure compliance with governance and help the company get the most out of using modern artificial intelligence and machine learning ethically and safely. 
Task 2
Zero-Trust Security Programme for ResilientIntellect Ltd (EU Expansion)

Organisational structure: 
  ResilientIntellect Ltd could implement a CISO or head of information security. Implementing this is important for ResilientIntellect as this job role would allow them to meet the requirements for NIS2 that will aid in their EU expansion. This job role allows the company to better their security and is often required. The persons in this role responsible for overseeing the data security of the company better allowing the company to maintain good security. [12] It’s also important that ResilientIntellect Ltd implements appropriate cloud security architects. This is because the company has a heavy reliance on cloud computing using it for their storage and services. This job role is crucial as the persons is responsible for ensuring the cloud computing used by the company is secure and maintains appropriate security. 
ResillientIntellect will need SOC managers. SOC managers are important as they oversee the cybersecurity aspects of a company ensuring compliance with laws and regulations are met and also is responsible for dealing with any cyber security responses and incidents ensuring its dealt with appropriately. SOC managers will also be needed for the company to comply with DORA and NIS2 as a company needs to prove it has measures against attacks. [13] A DevSecOps leader will also be needed by ResilientIntelect as they are responsible for AI risks. They are also responsible for integrating and deploying changes within software and often use the CI/CD pipeline. [14] This role is important for the company as they will assist in improving their security and assist in the EU expansion. 
Policies and procedures
ResilientIntellect should implement a number of policies and procedures. For example, the company should implement a policy which mandates tracking and monitoring its artificial intelligence and documenting its actions and also carefully document its training data to ensure that its being trained correctly and efficiently. This would also help the company to be able to track back to its training data if the AI made an error to see if there was any mistakes in its training data. Monitoring and keeping records of the AIs training data will also help the company ensure there is no bias in the model’s performance or output reducing the risk of unethical AI outputs. ResilientIntelect can also restrict the use of third-party AI tools. The company should implement this policy as using 3rd party AI tools when handling sensitive data can create a number of risks involving security. for example, using a 3rd party AI puts the company in a position where their data is being processed outside their security environment. This would mean that the business could be vulnerable to security breaches. Third party AI companies also often collect a huge amount of a user’s data and input to train its models meaning ResilientIntellects data could accidently be shared. [15] The company should implement restrictions on what AI models can be used and conduct formal assessments to ensure they are ok to use within a zero trust AI governance. 
 Secure SaaS Configuration Policy
As ResilientIntellect uses cloud-based services and has a hybrid workforce, secure configuration of SaaS (Software as a Service) is an important aspect of the company’s security. The company should have policies and procedures that help determine which users need access to which software and why. The company should use access control to stop users from accessing software services they don’t need or shouldn’t have access to. [16] SaaS policy should be implemented through the zero-trust access to ensure that the decisions surrounding access is made based on evaluation of identity and not on where the network is based or who management believe they can trust. 
This policy ensures that authentication and least privilege authentication across the SaaS platforms are continuously enforced and required. Using different security resources such as authentication apps such as Microsoft authentication can be used in this policy to greatly reduce the chances of malicious users gaining access to these software services and improve security. 
BYOD (bring your own device) policies
As ResilientIntellect Ltd uses a hybrid workforce, employees will often have to use different devices on their network. As a result, it is important that the company implement different policies surrounding what users can do on the network with different devices. While BYOD allows for a more modern working environment and can help with employee flexibility and productivity, [17]it can also create a number of security concerns as the company can’t enforce security restrictions on personal devices. As a result, ResilientIntellect can assign company owned devices to users to ensure that they have the appropriate security on them. This would allow the company to have better control over what is being done on the devices and better monitor how they are used significantly lowing the chances of a device with weak security gaining access to company data
Compliance with DORA and NIS2 
DORA (the Digital Operational Resilience Act) is important for ResilientIntelect in understanding how to risk manage their IT systems. It will help the company create a IT risk management framework that. DORA helps protects ResilientIntelect Ltd from possible cyber related incidents such as security breach by ensuring the company has an appropriate plan in place. It also protects the company legally as they need to follow DORA guidelines in order to be able to operate within the EU. [18]DORA also ensures that the risk management accounts for newer technologies and therefore newer risks that come along with it. The company can also use NIS2 alongside DORA to create a better framework for risk management. NIS2 means the company can use the “govern” and “identify” aspect of NIS2 to create a better policy enforcement for its cloud services and AI models.  
Governance and strategy 
The NIS2 cybersecurity framework puts the governance as the most important aspect of a company’s cybersecurity strategy. This allows for business aligned risk management. By using effective governance, ResilientIntellect can ensure that the security controls can reduce security risks within their business and allow for compliance. The govern aspect allows for the company to have accountability to follow the policies created under NIS2.  Following NIS2 and DORA with a strong governance structure shows compliance with regulations and as a result creates trust improving the business. These policies also govern the companies AI use and data ensuring that AI is used responsibly and ethically in the business. It’s important that Preventative measures are used and appropriate safeguards are used to reduce the likelihood of a security incident. Using a control such as the zero trust architecture and cloud security posture management can significantly reduce the likelihood of this happening by implementing privilege access and verification. 
[image: Zero Trust Strategy & Architecture | Microsoft Security]
Figure 1. Zero Trust Strategy and Architecture | Microsoft Security [19]

Risk management strategies. 
ResilientIntellect should have risk management strategies in place for different types of attacks they could face. For example, the company should risk mange AI poisoning. This is when a malicious user tampers with the data that is being used to train an AI model to create outputs that can be dangerous or bias and can be used against the company by them. [20] To prevent this the company should have carefully assessed by humans to ensure there isn’t anything malicious that could be used against them. They should also monitor who has access the training data and monitors who changes anything. This can also be used to track who is responsible if data poisoning was to occur. [20] Another risk that needs to be managed is vulnerable dependencies. This is when a 3rd party code in software has a vulnerability that creates risks for the company such as a data breach. [21]The company should risk manage this vulnerability by only using 3rd party software that is fully assessed by cyber security specialists. They can use different tools that can be used track dependency releases to reduce the likelihood of using one of this software. [21] Another possible vulnerability that needs to be risk managed is cloud misconfiguration. This is when a cloud service isn’t correctly configured and can lead to vulnerabilities such as too many people having access to data they shouldn’t. This can be caused by human errors in the configuration. [22] This can be prevented by identifying and creating solutions to the different cloud misconfigurations such as unrestricted inbound ports, unrestricted outbound ports and secret management.  [22] The cloud team need to be aware of the possible risks so they can understand how to prevent them. 
Contingency Planning in a ransomware.
ResilientIntellect is extremely susceptible to a ransomware attack and as a result, its important they have a contingency plan in place. The company should have a detection system in place that helps identify ransomware such as an EDR (Endpoint Detection and Response) and a SIEM (Security Information and Event Manager). These will help detect a ransomware attack early so the company can better prepare on how to respond. If a ransomware attack is found the company should isolate the computer that the ransomware was detected on to reduce the risk of the attackers spreading and causing further issues. The company can then recover and restore and data that was found to have been lost in the ransom attack by using their back up systems. The company can then focus on reviewing what happened and how it happened to better understand how they can prevent future attacks. 

Protection Mechanisms
ResilientIntellect should implement protection controls to better improve their security. For example, the company should implement CSPM (Cloud security posture management). Implementing this will allow the company to assess different cloud resources to ensure they are safe to be used across the network. [23] The company should also implement a phishing resistant MFA (multi-Factor Authentication). This is a MFA that can be compromised as easily as a regular MFA. This is because it requires the user to present two authentication methods which significantly reduces the chances of malicious users gaining access to an employee's account. An example could be requiring both a password and a 2-step authenticator app. [24]
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