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[bookmark: _Toc215500033]Task 1. Report: Research
[bookmark: _Toc215500034]1.1 Research on Hypervisor
Hypervisors, classified as Type 1 (bare-metal) and Type 2 (hosted), present distinct architectural approaches. Type 1 hypervisors like VMware ESXi and Microsoft Hyper-V install directly on hardware, offering superior performance and security through direct hardware access, making them suitable for production environments [1]. Type 2 variants such as Oracle VirtualBox and VMware Workstation operate atop a host OS, providing greater flexibility for development and testing scenarios at the cost of performance overhead [2].
For the SWANSEA.ACCA topology, a Type 2 hypervisor proves most suitable despite performance compromises. This topology represents a developmental/testing environment rather than production infrastructure, where flexibility outweighs raw performance needs. VirtualBox specifically accommodates the heterogeneous OS requirements—Windows Server 2022 and Debian Server—within a single host system, crucial for educational demonstration. The Enhanced Topology's inclusion of additional services (Broom Controller, DNS, RDS Server) further benefits from VirtualBox's snapshot functionality, allowing state preservation between configuration phases [3] Security considerations remain manageable as the environment operates in isolation, while hardware constraints favor Type 2's lower resource footprint compared to Type 1 alternatives requiring dedicated hardware partitioning.

[bookmark: _Toc215500035]1.2 Research on IP Addressing
IP addressing forms the fundamental addressing scheme enabling global internet communication through structured data routing. Research indicates that IPv4's 32-bit addressing (e.g., 192.168.1.1/24) provides hierarchical network identification but faces exhaustion challenges, while IPv6's 128-bit hexadecimal system (e.g., 2001:0db8::1) offers virtually limitless expansion [4]. During data transmission, routers utilize IP addresses as destination identifiers, consulting routing tables to forward packets across interconnected networks, while switches operate at layer 2 using MAC addresses for intra-network delivery.
The topology exemplifies practical subnetting application through segregated network segments (192.168.1.0/24 and 192.168.2.0/24). This design enhances network efficiency by minimizing broadcast domains and logically grouping devices by function—client systems versus server infrastructure. The /30 subnet (20.0.0.0/30) between Windows Server 2022 interfaces demonstrates efficient address utilization for point-to-point links, reserving only two usable addresses from the allocation. Such structured addressing supports scalability as SWANSEA.ACCA expands, while facilitating simplified troubleshooting through clear network segmentation [5].
Network 1: 192.168.1.0/24
Router (S-DC): 192.168.1.1
Windows 10: 192.168.1.10
Usable Range: 192.168.1.2-254

Network 2: 192.168.2.0/24  
Router (L-CD): 192.168.2.1
Client11: 192.168.2.10
Debian Server: 192.168.2.20
Usable Range: 192.168.2.2-254

[bookmark: _Toc215500036]1.3 Research on Routing
Routing protocols govern path determination between network segments, operating through either static configuration (manual route entries) or dynamic exchange (protocol-automated updates). Static routing proves administratively intensive but offers predictable traffic flow, whereas dynamic protocols like OSPF and EIGRP automatically adapt to topology changes but introduce complexity [6].
For the SWANSEA.ACCA topology, static routing represents the optimal approach given the limited network scale and simple hub-and-spoke design. The Windows Server 2022 router requires only two persistent routes: one directing 192.168.2.0/24 traffic toward the L-CD interface (20.0.0.2), and another routing 192.168.1.0/24 traffic to the S-DC interface. This simplicity aligns with the Debian Server's DHCP relay role, which requires consistent network paths for broadcast forwarding between subnets. Dynamic protocols would introduce unnecessary overhead without providing tangible benefits in this three-segment design, while static configuration ensures deterministic behaviour essential for service reliability [7].

[bookmark: _Toc215500037]1.4 Research on Network Services
Modern network services provide critical infrastructure functionality: VPNs establish encrypted tunnels for secure remote access, DHCP automates address allocation, AD DS centralizes authentication and policy management, and Certificate Authorities enable cryptographic trust through digital certificates [8].
In the Enhanced Topology context, these services interact synergistically. The Debian Server as DHCP relay agent extends address distribution across subnets, while Windows Server 2022 could potentially host AD DS for centralized SWANSEA.ACCA domain management. Research indicates best practices recommend segregating these roles: certificate services should operate independently from domain controllers to limit attack surfaces, while VPN termination ideally resides on perimeter devices [9]. The topology's separation of Debian and Windows services aligns with security-through-separation principles, though the limited scale may justify service consolidation. Future expansion should maintain clear role segmentation while implementing certificate-based authentication for administrative access, particularly given the Broom Controller's security-sensitive function [10].

[bookmark: _Toc215500038]Task 2. Report: Technical Documentation
[bookmark: _Toc215500039]2.1 Choose your Hypervisor
The selection of a hypervisor is a critical foundational decision for this project. Based on comprehensive research and the specific requirements of the SWANSEA.ACCA topology—both for the initial build (Coursework 1) and future service integration (Coursework 2)—Oracle VM VirtualBox (Type 2 Hypervisor) was chosen.
The justification is multi-faceted. Firstly, the topology represents a development, test, and educational environment, not a production deployment. The primary requirements are flexibility, ease of use, and cost-effectiveness, not the raw performance and minimal overhead offered by bare-metal (Type 1) hypervisors like VMware ESXi or Microsoft Hyper-V [11]. VirtualBox excels in this context by running atop a host OS (e.g., Windows), providing an accessible platform for building heterogeneous virtual networks.
Secondly, hardware and licensing constraints typical in academic settings favor VirtualBox. It is free, open-source, and has modest host system requirements, eliminating procurement and licensing complexities associated with enterprise-grade Type 1 solutions. This allows the project to focus on networking concepts rather than infrastructure logistics.
Thirdly, operational features align perfectly with project phases. For Coursework 1, VirtualBox's support for complex networking modes (NAT, Internal Networks, Host-Only Adapters) is essential for creating the isolated segments (192.168.1.0/24, 192.168.2.0/24). For Coursework 2, the snapshot and cloning functionality will be indispensable. As noted by Johnson (2023), the ability to save a known-good state before deploying services like DHCP Relay, DNS, or Active Directory mitigates risk and saves time during iterative configuration and troubleshooting [12]. Furthermore, its excellent support for diverse guest OSes, including Windows Server 2022 and Debian, ensures compatibility across all topology nodes.
While a Type 1 hypervisor might offer superior performance and security in a data center, its complexity and resource demands are excessive for this lab-based topology. VirtualBox provides the optimal balance of capability, accessibility, and manageability for the project's lifecycle.

[bookmark: _Toc215500040]2.2 Download and Setup
2.2.1. Source-Verified Downloads
All software was downloaded from official or authorized sources to ensure integrity and licensing compliance. 
Hypervisor: Oracle VM VirtualBox 7.2.4 was downloaded from the official Oracle website (virtualbox.org).
Server Operating System: Windows Server 2022 Evaluation Edition (build 20348) was downloaded from the official Microsoft Evaluation Centre. This provides a full-featured, time-limited license ideal for lab work.

Client Operating Systems:
Windows 10: The latest stable release ISO was obtained using the official Microsoft Media Creation Tool, ensuring a clean, licensed copy.
Debian: The debian-12.7.0-amd64-netinst.iso image was downloaded from a primary Debian project mirror (deb.debian.org), verified with its SHA256 checksum.

2.2.2. Network Deployment
The virtual network was deployed in Oracle VirtualBox according to the specified topology. The configuration utilizes Internal Networks to create completely isolated broadcast domains, simulating distinct physical network segments.

Virtual Machine Creation: Four VMs were created with specifications tailored to their roles:
[bookmark: _Hlk215497102]Router-Windows: (Windows Server 2022, 4GB RAM, 40GB HDD, 2x NICs)
[bookmark: _Hlk215497118]Client-Windows10: (Windows 10, 2GB RAM, 30GB HDD, 1x NIC)
Client-Debian: (Debian with GUI, 2GB RAM, 20GB HDD, 1x NIC)
Server-Debian: (Debian CLI, 1GB RAM, 20GB HDD, 1x NIC) 
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Network Interface Configuration:
Adapter 1 on Router-Windows and the NIC on Client-Windows10 were attached to VirtualBox Host-Only Ethernet Adapter.[image: ][image: ]
Adapter 2 on Router-Windows and the NICs on Client-Debian and Server-Debian were attached to VirtualBox Host-Only Ethernet Adapter #2.
[image: ]
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This configuration logically separates the 192.168.1.0/24 and 192.168.2.0/24 networks at the hypervisor level.
[image: ]
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[bookmark: _Toc215500041]2.3 Configure IP Addressing
IP Addressing Scheme Implementation
For this initial deployment of the SWANSEA.ACCA topology, the IP addressing scheme was implemented using the straightforward /24 network blocks as specified in the original topology diagram. This approach prioritizes clarity, simplicity, and direct alignment with the provided design, establishing a solid foundation for future expansion and service integration planned for Coursework 2.

Final Device Configuration:
Router-Windows (Windows Server 2022):
NIC1 (NET1): 192.168.1.1/24
NIC2 (NET2): 192.168.2.1/24
Client-Windows10: 192.168.1.10/24 (Default Gateway: 192.168.1.10)
Client-Debian: 192.168.2.10/24 (Default Gateway: 192.168.2.10)
Server-Debian (CLI): 192.168.2.20/24 (Default Gateway: 192.168.2.20)

Configuration Evidence:
The configuration was applied directly within each operating system. Screenshots with system timestamps provide documented proof of the setup process.

[image: ][image: ][image: ][image: ]



Windows Server 2022 Configuration:
The IP addresses were assigned using PowerShell with administrative privileges.

powershell
# Command executed on Router-Windows
New-NetIPAddress -InterfaceAlias "Ethernet" -IPAddress 192.168.1.1 -PrefixLength 24
New-NetIPAddress -InterfaceAlias "Ethernet 2" -IPAddress 192.168.2.1 -PrefixLength 24

Debian Systems Configuration:
Static IPs were configured by editing the /etc/network/interfaces file on both Debian Client and Server.

bash
# Example configuration for Server-Debian
auto enp0s3
iface enp0s3 inet static
    address 192.168.2.20
    netmask 255.255.255.0
    gateway 192.168.2.1

This /24 addressing scheme successfully creates two logically separated broadcast domains, enabling the subsequent testing of basic intra-network connectivity and the verification of inter-network isolation prior to the implementation of routing services.

[bookmark: _Toc215500042]2.4 Test and Troubleshoot
2.4.1 Connectivity Tests
Testing followed a structured approach to validate Layer 3 configuration and baseline routing.

Outcome 1: Successful Connectivity Within Same Networks
Test 1A: Intra-Network Ping (192.168.2.0/24 Server Segment).
Action: From Server-Debian (192.168.2.20), ping Client-Debian (192.168.2.10).
Result: SUCCESS. ICMP echo requests and replies confirmed.
Conclusion: Both Debian machines are correctly configured on the same Layer 2 broadcast domain (NET2) and Layer 3 subnet (192.168.2.0/24). No firewall rules on the Debian clients were blocking ICMP.

[image: ]

Test 1B: Gateway Communication.
Action: From Client-Windows10 (192.168.1.10), ping its default gateway, Router-Windows (192.168.1.1).
Result: SUCCESS.
Conclusion: The Windows client has corrected IP configuration and can reach its first-hop router, confirming local network integrity.
[image: ]
Outcome 2: Unsuccessful Connectivity Between Different Networks (Without Routing)
Test 2: Inter-Network Ping Attempt (Pre-Routing).
Action: From Client-Windows10 (192.168.1.10), attempt to ping Server-Debian (192.168.2.20).
Result: FAILURE. The command resulted in "Request timed out" or "Destination host unreachable".

2.4.2 Analysis & Troubleshooting
Check Local Routing Table: On Client-Windows10, route print showed only a route to its local network (192.168.1.0/24) and a default route pointing to 192.168.1.1. No specific route to 192.168.2.0/24 existed.
Check Router Configuration: The Router-Windows had IP forwarding disabled initially. The command Get-NetIPInterface | Select-Object InterfaceAlias, AddressFamily, Forwarding confirmed both interfaces had Forwarding: Disabled.
Root Cause: The router was operating as an end host, not a router. It received the ping from the Windows client on its 192.168.1.1 interface but had no instructions to forward packets destined for 192.168.2.20 out of its 192.168.2.1 interface. Furthermore, with IP forwarding off, the OS kernel would not perform this function even if a route existed.
After enabling routing services, we achieved positive results, as confirmed by the screenshots.
[image: ]
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Conclusion: The test failed successfully, demonstrating that simply configuring IP addresses on a multihomed host does not enable routing. This confirms network segmentation and requires routing services to be enabled for proper operation.

[bookmark: _Toc215500043]Task 3. Report: Reflection
[bookmark: _Toc215500044]3.1 Technical Reflection
The primary technical challenge was establishing inter-network connectivity. Initial pings between 192.168.1.0/26 and 192.168.2.0/27 subnets failed. Systematic troubleshooting isolated the cause: the Windows Server 2022 router was not forwarding traffic. The diagnostic command Get-NetIPInterface revealed Forwarding: Disabled on both network interfaces. The solution was enabling IP routing via PowerShell (Set-NetIPInterface -Forwarding Enabled) and installing the Remote Access Routing role. Another issue was Debian's networking service failing to start due to a missing /etc/network/interfaces file. This was resolved by creating the file with correct static configuration for the enp0s3 interface. Firewall blocks on Windows hosts were pre-emptively addressed by temporarily disabling Windows Defender Firewall profiles for testing using Set-NetFirewallProfile -All -Enabled False. These steps confirmed that without explicit routing configuration, segmented networks remain logically isolated, which was a key learning objective.

[bookmark: _Toc215500045]3.2 Personal Reflection
This project was a profound exercise in systematic problem-solving and resilience. The initial frustration when pings failed transformed into a focused investigation, teaching me to hypothesize and test one layer at a time: IP configuration, local firewall, and finally routing logic. Working with heterogeneous systems (Windows and Debian) highlighted the importance of adapting methodologies to different environments. Managing the entire virtual network from scratch significantly boosted my confidence in handling complex IT infrastructure. The experience underscored that theoretical knowledge of networking concepts is fully realized only through hands-on implementation and methodical troubleshooting, a crucial insight for my future career.
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~oot@server-debian: *# Uname -a
inux server-debian 6.1.0-41-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.1.158-1 (2025-11-89) x86_64 GNU/Linux
root@server-debian:™# ip add show
lo: <LDOPBACK,UP,LOWER_UP> mtu 65536 odisc nogueue state UNKNOWN group default glen 1008
Link/loopback 00:00:00:08 0 brd 09:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
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valid_Lft forever preferred_lft forever
: enpes3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
Link/ether 08:00:27:0:a9:36 brd ff:ff:ff:ffiffff
inet 192.168.2.20/24 scope global enpos3
valid_Lft forever preferred_lft forever

inete fe0::a00:27ff:fe0a:ad36/64 scope link
valid_Lft forever preferred_lft forever
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root@server-debian:“# ping -c 4 152.166.2.10

PING 192.168.2.10 (192.168.2.10) 56(84) bytes of data

64 bytes from 192.168.2.10: icmp_seg=1 ttl=64 time=0.911 ms
64 bytes from 192.168.2.10

64 bytes from 192.168.2.10

64 bytes from 192.168.2.10:

- 192.168.2.10 ping statistics ---

4 packets transmitted, 4 received, 8% packet loss, time 308ems
rtt min/avg/max/mdey = 0.563/0.673/0.911/0.138 ms
root@server-dehian: “#
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ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = ems, Maximum = ims, Average = ems

C:\Users\localadmin>"Q"Q
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tine=o.
7 tine=0.548
tine=0.653 ms
tine=0.650

ansmit ted 0% packet loss, tine 303

Javg/max/ndey ~ 0.546/0.659/0.787/0.084

er-debian:"# ping -c 4 192.168.1.10

+168.1.10 (192.166.1.10) 56(84) bytes of data.
68.1 icmp_seq=1 ttl=12

168.1.10: icmp_seq=2 ttl=127 time=

*H

.10

icmp_seq=3 ttl=12 1S
0 icmp_seq=4 ttl=12 ns
192.168.1.19 ping statistics
4 packets transmitted, 4 received, 0% packet 5 3005ms

tt min/ave/max/mdey = 1.081/1.513/2.36
ooteserver-debian:
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C: \Users\localadminsping 192.168.2.10

Pinging 192.168.2.16 with 32 bytes of
Reply from 192.168.2.
Reply from 192.168.2.1
Reply from 192.168.2.1
Reply from 192.168.2.1

ping statistics for 192.168.2.1
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

C: \Users\localadminsping 192.168.2.20

Pinging 192.168.2.20 with 32 bytes of
Reply from 192.168.2.26:
Reply from 192.168.2.2
Reply from 192.168.2.2
Reply from 192.168.2.2

ping statistics for 192.168.2.26:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss)
Approximate round trip times in milli-seconds
Minimum = 1ms, Maximum = 2ms, Average = ims

C: \Users\localadminsg v
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