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ABSTRACT 
An ISMS is an important system within an organisation. Through research performed into different ISMS frameworks, it is possible to produce a (basic) framework in order to fulfil the tasks of the module and ensure that the needs of CaribbeanCoffee are met to guarantee data security, governance and compliance.
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[bookmark: _Toc7275742][bookmark: _Toc57907776]Introduction
With an ever-increasing quantity of interconnected devices dependant on computer systems [1], the risk of cybercrime and possible threats to data grows alongside this due to the rise of overall potential targets to attack - whether it be a single day-to-day Internet user or a business (or supply chain) of mixed size [2, p. 4], there is the chance that any unsecure device could be distinguished as an attack vector. 
To assist with keeping an information system secure, an appropriate Information Security Management System (ISMS) framework or model can be deployed to provide support with identifying, managing and potentially diminishing any security risks [3]–[5]. 
This report aims to outline what an effective ISMS framework comprises of via background research, and along with this an approach for the CaribbeanCoffee scenario will be defined to ensure governance, security and compliance within the organisation.
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[bookmark: _Toc57907778]ISMS
An ISMS is an approach, whereby the processes and procedures used within an organisation, are implemented to effectively manage sensitive information and ensure it remains secure [3], [6]. Information security stands on three main pillars; Confidentiality (the ability to protect information from any unauthorised access), Integrity (the ability to prevent any unauthorised persons from modifying or destroying the information) and Availability (ensuring that the information can be accessible in a timely manner when it is required). 
These three concepts are known as the CIA triad (Figure 2-1), and they exemplify the security measures that are essential for data and information services [5], [7], [8], [9, p. 7], [10, p. 55]. 
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[bookmark: _Toc61203428]Figure 2‑1 The CIA triad [9, p. 8]

The CIA triad is one of the core factors in every ISMS framework or model, and there are several available, such as:
· Information Technology Infrastructure Library (ITIL), 
· Control Objectives for Information and Related Technology (COBIT), 
· International Organisation for Standardisation/International Electrotechnical Commission (ISO/IEC) 27000 family,
· National Institute of Standards and Technology Cybersecurity Framework (NIST CSF).

[bookmark: _Toc57907779]ITIL
ITIL is a framework that has evolved several iterations since its creation in the 1980’s by the UK Government (now ITIL 4 as of 2019). The framework has been designed for the implementation of best practices compiled from both public and private sector organisations around the world. It is one of the most popular frameworks for ISMS and has been adopted globally by a variety of different sized companies [3], [11]–[13]. 
	ITIL describes the development of documents that contain processes, procedures, and tasks of which an organisation can first utilise as a baseline. Moving forwards from this baseline, planning, implementation and measurements of said tasks would be carried out to align their various IT departments of the business (infrastructure, development, operations, etc…) with the needs of the business to ensure the best service possible will be provided by promoting efficiency and effective organisation [11], [14, p. 55], [15, p. 225].
	The key components of the ITIL 4 framework are the service value system (ITIL service value chain, ITIL practices, ITIL guiding practices, governance and continual improvements), and the four dimensions model (organisations and people, information and technology, partners and suppliers, value streams and processes) of which each must be appropriately addressed, else this may result in undeliverable services. [16, pp. 14–15]. 
	The ITIL focus on the lifecycle of services (renewing and withdrawing of older services) and has been shown to increase the business in areas such as service quality, customer satisfaction and return on investment improvement [17]. However with the reliance ITIL has on the implementation of processes, it can be problematic due to the vast amount of unique literatures on how to apply these processes, as it can be difficult to find a common approach [18].
	ITIL 4 offers four certification levels [19]:
· Foundation (an introduction to ITIL and ITSM), 
· Managing Professional (aimed toward IT practitioners which are working within the digital and technology teams across a business), 
· Strategic Leader (for someone working with any digitally enabled services),
· Master.

[bookmark: _Toc57907780]COBIT 
COBIT, now at its fifth iteration, is an internationally recognised framework created by the Information System Audit and Control Association (ISACA) and the IT Governance Institute (ITGI) [14, p. 28], [15, p. 225]. COBIT, similar to ITIL, is a framework that comprises of best practices for IT management, providing users with measures, indicators and processes to help develop the most beneficial behaviours, governance and control in a company and assesses the maturity level of information systems by measuring its development and implementation [4].
COBIT has a broad coverage of general IT topics that concentrate on five key areas of IT governance, of which are defined by a process reference model [20]. These five key areas are strategic alignment between business goals and IT usage, value delivery, resource management, risk management and performance measurement [3], [14, p. 59]. 
It is thought by some that organisations which implement COBIT assessments into their risk management operations may be better prepared in terms of information security [21, p. 429].
COBIT offers three certification levels [22]:
· Assessor (ensuring stronger and more reliable control over processes and communication with stakeholders), 
· Foundation (understanding of the IT management issues that organisations face in the current day and how COBIT can be used in response to said challenges),
· Implementation (professionals who have mastered applying governance of enterprise information technology, knowing and demonstrating how to apply COBIT to the needs of an organisation).

[bookmark: _Toc57907781]ISO27001
Another of the more prevalent ISMS standards is the ISO 27001, of the ISO 27000 family. ISO 27001 can be used to form a baseline for information security guidelines, and then ISO 27002 can be used further to enhance the controls that are implemented by it as 27001 is the ISMS specification and 27002 is the code of practice [23], [24, p. 419].
The ISO 27001 does have certification available, but it is not a requisite. It may be that some organisations implement the standard to benefit from the best practices, whilst other organisations acquire the certification for reassurance for their clientele, showing that the recommendations have been followed and potentially showing the management attitude toward information security being proactive and complying with international standard [24, p. 489], [25] and furthering themselves in compliance with GDPR [26]. 
ISO 27001 has been said to be extremely well designed with documentation and also the requirements that it necessitates with clear definitions regarding the types of documents and records which are needed, and the very minimum which must be implemented [27]. This can push the organisation to distinctly identify responsibilities and roles, adding simplicity and structure to an ISMS.
ISO 27001 is primarily focused on information security, rather than covering other domains. Due to this, other models may prove to be more useful if they have a broader coverage. However on the other hand, as ISO 27001 specifically surrounds information security, it may be more detailed in its requirements and may be better suited to information security than a model such as COBIT [20].

[bookmark: _Toc57907782]NIST CSF
The NIST CSF was born via presidential order in 2013 under “Improving Critical Infrastructure Cybersecurity”, and was created by the NIST [28], [29].
The NIST CSF is structured in such a way that it could be advantageous over other frameworks - it has been deemed more user friendly and streamlined by some as it is broken down into five domains which are [27], [29]–[31]:
· Identify (develop an organisational understanding and awareness of a security risk), 
· Protect (develop and implement safeguards to ensure service delivery), 
· Detect (develop and implement appropriate organisational activities to ensure timely identification of a security risk), 
· Respond (develop an appropriate action model to implement once a security risk is detected),
· Recover (develop a process to maintain resilience and restoration facilities that may have been impacted by a security risk). 

An advantage the CSF has is that several categories and sub-categories within the framework provide direct references to other frameworks such as the ISO 27001 and COBIT, discussed earlier, which can provide the ability to effectively combine different (and potentially better) elements from several other frameworks [27], [32].
There are a number of publicly available documents available from NIST, covering areas such as accepted principles and practices for securing IT systems (SP 800-14), introductory documents to information security (SP 800-12), a guide for management (SP 800-100), and several more [24, p. 241]. These documents being publicly available for a long time period means they have been scrutinised, reviewed and updated by relevant professionals to allow for the best practices to be followed.



Staying Updated
The reason that the aforementioned frameworks have updated through several cycles can be represented by a number of explanations. As previously mentioned, due to the ever-increasing number of devices connected to the Internet, coupled with this comes an increase in potential attack and threat vectors. Potential network-based security risks can be easily deterred by keeping the regulations on cybersecurity up to date. But risk does not end there – there are potential risks with various sections of an organisation ranging from systems and information to staff and company property. Each of these can be covered by a security framework section to ensure security and integrity. 
Therefore policies must be updated to ensure they are current, accurate, and to retain their effectiveness within an organisation [24, pp. 210–211].

[bookmark: _Toc57907784]CaribbeanCoffee Framework Proposal
There has been exploration completed into how to combine several of the previously mentioned frameworks, taking strengths from each to develop an end framework encompassing all areas [33], and it is important that the author of an information security framework proposal adopts first an existing framework to ensure correct coverage [34, p. 25]. Following the same principle, a framework has been produced for the CarribbeanCoffee organisation which has attempted to merge distinct areas of each framework into one best suited for this case study, while using the NIST CSF as a backbone.
	The framework proposal for CaribbeanCoffee has considered risk assessment and management, policies for staff and users for utilisation of the cloud services, security measures for the network, policies for the online side of the business (social media included), and the security of their information and intellectual property.
	The framework proposal is split into three sections; Classify, Conserve, and Counter.
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Classify
The classify section of the framework primarily is concerned with risk, performing reviews of the current processes, completing risk assessments, and managing the risk(s).

Review
In line with the information provided on ITIL, regular reviews should be performed by the relevant persons, and as a result from the review(s), documents and policies should be created or updated surrounding processes, procedures, and tasks for inspection and implementation. 
For example, it is recommended to either procure a dedicated cyber security team or utilise a reputable third-party company to carry out “red team” testing to highlight any security flaws or weaknesses – once this penetration testing document has been created or received, it will outline areas where best to concentrate efforts that tie in with other points within Classify such as risk assessment and management.
Further information:
· ISO/IEC 27001 
· A.5.1.1 (Policies for Information Security), 
· A.5.1.2 (Review of the Policies for Information Security),
· COBIT 
· APO13.01 (Establish and maintain an information security management system)

Assess Risk
As part of the review section a major part of any ISMS must be risk assessment. This is to identify risk from any potential risk areas from information security, physical security, employee, user device, etc… This also comprises of risk identification, prevention and management and is key to ensure risk is mitigated or policies and procedures are outlined to deal with the possibility of risk.
	Further information:
· ISO/IEC 27001 
· Clause 6.1.1 (Risk Planning), 
· 6.1.2 (Risk Assessment), 
· 6.1.3 (Risk Treatment),
· COBIT 
· DSS04.02 (Maintain Business Resilience), 
· DSS04.03 (Develop and implement a business continuity response)

Conserve
Conserve has the primary goal of ensuring the CIA triad is met by various measures such as controls and policies to safeguard the information stored by CaribbeanCoffee. This will predominantly outline the areas that these policies will cover.

Network
It is assumed that CaribbeanCoffee have their own IT, helpdesk, and network operations team, rather than this being outsourced. It would be beneficial to have router and switch configuration policies to ensure there is a baseline for security controls, intrusion detection system controls, access control lists, along with service level agreements to ensure swift action in the instance that there is a problem or loss of service.
	For the internal IT and helpdesk, it will be required for virus control and malicious software controls to be in place to ensure machines are kept secure.
	For staff, an acceptable usage policy will need to be in place for using the network-based equipment, outlining what they are and are not able to do on the network.
	Further information:
· ISO/IEC 27001 
· A.13.1.1 (Network Controls), 
· A.13.1.2 (Security of Network Services)
· COBIT 
· DSS01.05 (Protect against Malicious Software), 
· DSS05.02 (Manage Network and Connectivity Security), 
· DSS05.03 (Manage Endpoint Security)

BYOD / Wireless Access
The two have been combined, however there would need to be in place a policy for the staff to bring their own devices and connect to the network (if allowed). This would need to outline the device(s) that would be allowed to connect to the network, the type of connection they may have (for security purposes it may be best to have a guest network not connected to the core network), and the content that they can access. The wireless configuration will also need to be defined to ensure an appropriate level of security, and the connection must also be behind some form of intrusion prevention / detection system.
This would also include an acceptable usage policy for clients and customers, outlining the limitations of usage such as a limited bandwidth or a set amount of data that they can upload or download per hour or day.
· ISO/IEC 27001
· A.6.2.1 (Mobile Device Policy),
· A.13.1.1 (Network Controls),
· A.13.1.2 (Security of Network Services)
· COBIT
· DSS05.03 (Manage Endpoint Security)

Remote Access
It is assumed that there may be remote access for staff working off-site, so a remote access policy will need to be created outlining any restrictions in place such as VPN usage rather than a simple RDP connection.
	Further Information:
· COBIT 
· DSS05.03 (Manage Endpoint Security)

Social Media
Though it has proven difficult to find social media policies or controls within the frameworks mentioned, as CaribbeanCoffee has a social media presence, there should be a policy outlining items such as the type of communication(s) broadcast via social media, access should perhaps be restricted to a dedicated social media team, what would be deemed as unacceptable and potentially damaging to the brand.

Password
A basic authentication method is having passwords on systems, accounts and networks. A password policy would entail that a password must be of a minimum length, contain a mixture of upper case, lower case characters, numbers and/or special characters. This can be taken further by not including dictionary words, or consecutive numbers (12345). A password should expire on a regular basis such as every 30/60/90 days and a new one to be set.

Further information:
· NIST 
· SP 800-63-3 (Digital Identity Guidelines)

Intellectual Property
As part of CaribbeanCoffee, their intellectual property is of utmost importance and extremely high priority for information security. Along with all of the previous controls and policies, it should be that anyone with a specific level of access to company information must sign a non-disclosure agreement (NDA). The NDA can assist with protection of important assets, such as the secret blend of coffee, for fear of legal action. This can also help with potential disgruntled, or previously dismissed employees.
Further information:
· ISO/IEC 27001 
· A.13.2.4 (Confidentiality or Non-Disclosure Agreements)
· COBIT
· DSS06.02 (Control the Processing of Information),
· DSS06.03 (Manage Roles, Responsibilities, Access Privileges and Levels of Authority)

Equipment Disposal
Any equipment or media sanitisation required must adhere to a policy created surrounding it which outlines secure disposal or deletion of data.
Further information:
· NIST
· SP 800-88 (Guidelines for Media Sanitisation)
· ISO/IEC 27001
· A.8.3.2 (Disposal of Media),
· A.11.2.7 (Secure Disposal or Reuse of Equipment)

Counter
The Counter section of the framework principally surrounds responses to data breaches, and disaster recovery.

Security Response
There must be a security / incident response policy in place outlining detection, containment, eradication, data / forensic collection, potential escalation paths, roles, and responsibilities of members of the security response team.
	Further information:
· ISO/IEC 27001
· A.16.1.5 (Response to Information Security Incidents),
· A.16.1.6 (Learning from Information Security Incidents),
· A.16.1.7 Collection of Evidence
· COBIT
· APO12.06 (Respond to Risk),
· DSS02.02 (Record, Classify and Prioritize Requests and Incidents)
· DSS02.04 (Investigate, Diagnose and Allocate Incidents)

Disaster Recovery
[bookmark: _Toc57907785]A major concern within any organisation is what to do in event of a data breach. Following on from the security response, a disaster recovery policy plan must be in place to ensure the company suffers minimal downtime and ensure that any events are recorded to improve security moving forward.	
	Further information:
· ISO/IEC 27001
· A.16.1.5 (Response to Information Security Incidents),
· A.16.1.6 (Learning from Information Security Incidents)
· COBIT
· DSS02.05 (Resolve and Recover from Incidents)


Conclusion
An ISMS is a paramount system for any organisation to ensure information and data security is successfully accomplished. Through the research completed, it is clear that the world of information security is of substantial size, and it requires a lot of information about a company in terms of processes, information held, roles and responsibilities to successfully produce an effective framework.
	Going forward, a larger knowledge of data security would be required in order to provide a full framework for guidance as the one given within this report is basic due to limited knowledge, however the gained experience has proven useful and interesting.
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[bookmark: _Toc57907787]Appendix A Test Cases
This appendix comprises of all of the test cases for the relevant object files.

[bookmark: _Toc57907788]Appendix A.1 HostAP Test Cases
These are the test cases for the HostAP to ensure the AP is created correctly 
Classify


Conserve


Counter
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