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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Why is IPv6 being introduced?
IPv6 is being introduced as a successor to IPv4 due to the increasing amount of devices that are being produced. Currently, there are 4,294,967,296 possible IP address combinations (Parkhurst, 2004), which in the coming years will not be enough to support all of the devices.

What is IPv4?
IPv4 was introduced in 1983, and nowadays it is the most used scheme for IP addressing. It is the primary internet protocol, and it carries around 94% of all traffic on the Internet.

What is IPv6?
IPv6 was started by Internet Engineer Taskforce in 1994, and is being deployed due to the need for more IP addresses. IPv6 can allow 340 undecillion unique IP addresses, compared to the 4.3 billion that IPv4 can support. IPv6 is also known as IPng, standing for Internet Protocol next generation.

Comparison of structures
IPv4 uses 32-bit binary, which is split into four blocks of eight bits. An example IP address is
192.168.0.1, where each part is a binary number. In this case, it would be 11100000.11000000.00000000.00000001. Only numbers are used in an IPv4 address. (Unknown, n.d.)

IPv6 uses a 128-bit scheme, which is split into eight blocks of 16 bits. In IPv6, the addresses are alphanumeric and each block is separated by colons. An example of an IPv6 address would be 
2001:cdba:0000:0000:0000:0000:3257:9652.

In an IPv6 address, zeros can be omitted and the address will still be valid. So, the address 2001:cdba::3257:9652 would be valid to use instead of the above address. In IPv4, this cannot be done, so the address 192.168.. would not be valid instead of 192.168.0.0. (ipv6.com, n.d.)

Types of addresses
In IPv6, there are three different types of addresses. They are as follows:
Unicast
Anycast
Multicast

Unlike IPv4, IPv6 does not have broadcast addresses, as they have been replaced by Multicast addresses.

Unicast addresses are used to identify a single interface, for example, a single laptop or a computer.
Anycast addresses can be used on more than one device. A packet sent to an Anycast address is usually routed to the nearest device that has a particular Anycast address, according to the measure of distance by the protocol used.

Multicast addresses are used to identify groups of interfaces. If a data packet is sent to a multicast address, then it will be sent to all devices using that multicast address (Hence why it is similar to a broadcast address, as a subnet will have one broadcast address). (Oracle, n.d.)

Features of IPv6
The header format for IPv6 either gets rid of, or makes certain header fields optional. This helps to keep the bandwidth cost of IPv6 low, even though the address is larger (128 bits, compared to 32). Even though the IPv6 addresses are four times as long as an IPv4 address, the IPv6 header is only twice the size of the IPv4 header after getting rid of the fields. As well as this, the way that the header is encoded also results in quicker forwarding speed for a data packet.

As mentioned earlier, IPv6 has more available addresses than IPv4, and all IPv6 addresses will almost certainly never get used, meaning that there will always be addresses available. A larger range of addresses means that ISPs and organisations can be allocated a larger amount of addresses, and as well as this, one prefix can be used for an entire network, making summarisation easier.

IPv6 uses IPSec to secure the network. In IPv6, IPSec is mandatory where in IPv4 it is optional. IPv6 networks are more secure due to the availability of IPSec on all nodes on the network. (CertificationKits, n.d.)

Assignment of IP addresses on IPv6 is also different from IPv4. There are several different options that can be used:
Static (Or manual) address assignment can be used, which is the same as IPv4 where a user can apply an IP address to a host themselves. This is useful where IP addressing schemes are required, such as in a business where IP addresses can be used to identify devices.

Stateless Address Auto Configuration (Otherwise known as SLAAC) can be used to create an IP address for a host. This is done by the nodes listening to messages from the router (Called Router Advertisements, or RAs for short) which can be either sent from the router, or requested by a node using RA solicitation messages. This then uses the mac address, and the link prefix (Which is obtained from the RA). This essentially makes a network ‘Plug and play’ as it does not require anything from the user to set up.

Stateless DHCPv6 uses SLAAC (As mentioned above) is still used to get the IP address as mentioned above, but DHCP can be used to get other configuration options such as DNS server information, and the Network Time Protocol (NTP).

Stateful DHCPv6 functions exactly the same as in IPv4, where hosts receive their IP addresses, subnet masks and default gateways from the DHCP server. Like in IPv4, DHCPv6 consists of clients that request configurations, servers to provide those configurations, and relay agents that convey messages between clients as well as servers when clients are on subnets without a DHCPv6 server. (Yechiel, n.d.)

Security
IPv6 uses IPSec in order to secure traffic on the network. This is mandatory in IPv6, and was optional in iPv4. There are two main protocols used in IPsec, Authentication Header (AH) and Encapsulating Security Payload (ESP).

In the AH protocol, the IP header and the data is hashed. From this hash, a new header is build which is added to the end of the packet. This new packet is transmitted and a router hashes both the header and the payload. Both of these hashes need to match exactly.

In the ESP protocol, the ESP is added to the end of the standard IP header. It is backwards-compatible with IP routers and devices that may not operate with IPsec as it contains a standard IP header. It contains six parts, and two parts (Security parameter index and the sequence number) are authenticated at the IP packet layer, and four parts (Payload data, Padding, Pad Length and the next header) are encrypted during transmission

IPsec uses either Tunnel mode or Transport Mode to encrypt. Both modes have unique uses.
Tunnel mode is used to encrypt both the payload and the header, and is used when transmitting between gateways on a network, or from a node to a gateway.

Transport mode only encrypts the data portion of a packet, and is used when transmitting data between two nodes, or from a node to a gateway. (Anon., n.d.)
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172,16.13.94
	172.16.13.95

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	C
	172.16.13.95
	255.255.255.248
	172.16.13.96
	172.16.13.101
	172.16.13.103

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	E
	172.16.13.0
	155.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	R1-R2
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2-R3
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111 
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