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(1) Introduction. 
In this report will explore the details of Ransomware and Cryptowall, including their origins, key characteristics, and the various problems that can arise from them. Additionally, it will investigate the lots of ways of mitigating the negative and potentially harmful side effects caused by the software’s. By thoroughly examining the preventative measures, and effective countermeasures, you will gain an understanding of how to combat and protect against the detrimental impact of Ransomware and Cryptowall. According to the ‘The Ransomware Dilemma,’ a study containing 300 companies, 64% had previously had a ransomware attack and 63% paid the ransom. Around 8% of that figure got their data back and 63% did not receive the full amount. [1]. This study highlights the risks and potential loss of finances and data that comes with ransomware.




(2) Requirements.
The purpose of this document is to:
· Explain what Ransomware and Cryptowall are. 
· Explain how they work and get into a system. 
· Explain how your files can be protected.
· Explain what to do and how to react. 
· Answer any questions that may be unknown about Ransomware and Cryptowall.

The target audience for the report Is the managing director of *small company* 





(3) The Malware 
(3.1) what is it?
[bookmark: _Int_T5e2jBYX][bookmark: _GoBack]‘Ransomware’ is a violent malware that stop you from opening and using files and data stored on a device using preventative military grade encryption. The computers permissions are removed meaning that it may become inaccessible, stolen or the hackers may threaten to leak the information to third parties that may have a high interest in the stolen data. [1] [2] the hacker gains access to your system using one of the different ways mentioned bellow and encrypts data and files that cannot easily be replaced and locks access to the user behind a paywall (normally paid with crypto or credit cards). The danger behind ransomware is that there is never a guarantee that they will unblock the files after the transfer is complete. [3]

(3.2) How does it work?
Ransomware usually works in three stages. The Access, The Activation, and the ransom demand. 
Firstly, the hackers infiltrate the system and silently gain access to your computer after releasing the encryption software. The hackers potentially clone your files and your data which can be used against you as it can be leaked. 
Secondly, the software that the hackers have installed onto the computer is turned on which locks access to the device and the files on the device. This means that all access to the files has been removed and the hackers are in full control of them. 
Finally, the hackers will then send an alert to the screen of the computer that describes how to make a payment to the hacker to regain access to the files that have been locked. The method of payment is normally through a cryptocurrency to make sure that the payments cannot be tracked back to them. 
After the attack has finished, the hacker could potentially regain access to the computer and conduct another attack in the future. This can be prevented by finding out how the hacker entered the system and implementing a failsafe system. [1] 
A Cryptowall is a trojan horse software that gets into a system, and it hides from the user. The trojan horse then encrypts the data similarly to the ransomware software and provides a threat to the user and requires a payment for the files. The ransomware makes its way to the affected computer primarily through spam emails, which can often seem benign or even relevant to the user. [4] These spam emails take advantage of exploit kits, which are typically hosted through malicious advertisements or websites that have been compromised. In some cases, the ransomware may also be spread through other forms of malware, making it a multi-faceted threat. Given the many ways in which ransomware can infiltrate a computer system, having a robust virus protection program in place is not only advised, but essential. Such a program can provide the necessary security measures to ward off any potential threats and help users stay protected from the damaging effects of ransomware.                                      
(4) Mitigation and solutions
One way that ransomware can be mitigated is being careful of the various sources that somebody can get into the system. For example, an email link, email attachment, a website, social media or a Usb devices. [image: ]   
[5]   

The way the source of the ransomware is always presented as if it was from an authentic source, i.e. a bank, friend, family.  The files normally download automatically when they are clicked and spreading itself through the system. Backups of different files and different mitigations should be taken into place to make sure that the files can be retrieved in the case of a cyber-attack. However, the hacker may be able to attack the online cloud storage if the connection is not secure so a separate reliable method of backing up the data is to keep multiple backups of all the data and make sure that the data is secure, i.e. on an external hard drive such as a USB. [5]  

 However, there are 4 recommendations for methods of preventing ransomware getting into a system. Firstly, back up all data. As all the data would have been backed up and stored somewhere safe, there would be no requirement or necessity to pay the ransom for the information as the data can all be recovered from backups that have been made on the system. [5] [2]
Next, avoid forms of links and attachments that are with emails. Phishing is one of the most common methods of the frauds. They pretend to be an email advertising (malvertising) however can be blocked via an adblocker. Employees within a business should be careful with suspicious emails and the business should standardize and block any ads that may potentially contain a phishing scam. [2]
Next, the patch and block technique are easy to use and implement as it requires the systems to be kept up to date and patched. Other software such as java and flash will need to be kept up to date and patched if allowed by the system operator. The systems operator can limit and restrict the access to the ‘users rights’ to make sure that there is a reduced [2]
[bookmark: _Int_E8ce3i4P][bookmark: _Int_xiqQg7XG]Finally, is the ‘drop and roll’ [2]Method. When there is a sign that there is a virus in the system, it should be turned off instantly and situationally depending, the network it was connected to should be turned off to make sure that the virus cannot spread any further than it already has. However, the risk to business is very high businesses need to make sure that all the private data is safe and not at risk.                                                                                                                                                                                                                                               
(5) Conclusions
[bookmark: _Int_hnCBMuiH][bookmark: _Int_FR3PCpOF]To conclude, ransomware and cryptowall are valid threats and will need safeguards to be put in place which could save not just data but monetary assets. This may require prior investment but will be beneficial in the long run as there will be safeguards in place to make sure that there are no chances that they can become a victim of ransomware. By having these safeguards in place in things such as online services I.e. the cloud or OneNote, or physical copies of the data or on a removable usb drive.  
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Table 3. Key sources of Ransomware propagation.

Rank  Source Percentage
1 Email link 3%

2 Email attachment 28%

3 Website other than social media and email 2%

4 Social Media ax

5 USB stick 3%





