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3.0 Introduction 

This report investigates the design and implementation of choices made for a backend restful web 

service using Spring Boot. The aim was to create a backend service for a road tax management 

system which contained a car registration, car owners, tax information and tax payment entities. As 

well as containing the entities the system needed to contain two DTO’s, OpenAPI documentation, a 

security configuration, automated tests and a docker file which deployed the service. 

4.0 Design 

4.1 Entities  

Within the Spring Boot application there was a total of 8 entities created, with two of them being 

DTO’s, these entities were the Address, Car, Owner, OwnerDTO, Sorn, TaxDTO, TaxInfo and 

TaxPayment. Figure 4.1.1 below shows what the structure of the 6 main entities within the database. 

 

Figure 4.1.1: Database entities 

The relationship between the address and owner was a one-to-many relationship because an address 

can have many people however a person can only have one address. The relationship between the 

car entity and the owner entity was a many-to-one relationship because a car can only have one 

owner, however, an owner can have multiple cars.  The remaining entities all had one-to-one 

relationships because a car can only have one set of tax information and tax information can only 

have one set of sorn and tax payment information. Figure 4.1.2 below shows the code for the 

relationships in each class. 

 

 

 

 



 

Figure 4.1.2: Code for entity relationships 

4.2 DTO’s 

Within this service two DTO’s were created, these were the OwnerDTO and the TaxDTO. The 

OwnerDTO allowed a user to grab all their details from the address entity, owner entity and car 

entity. This was created to allow users to quickly access any of their personal information rather than 

having to make 3 different get requests to the server to receive their personal information. Figure 

4.2.1, 4.2.2 and 4.2.3 shows the code for the OwnerDTO class, OwnerDetailsRespository class and 

the OwnerDTOService class. The OwnerDTO also allowed the user to search for their owner 

information by putting in their owner id to give them instance results. 



 

Figure 4.2.1: OwnerDTO class 

 

Figure 4.2.2: OwnerDetailsRespository class 



 

Figure 4.2.3: OwnerDTOService class 

The second DTO within the Spring Boot application was the TaxDTO. This DTO allowed the user to 

access all the information regarding the tax of their vehicle by accessing the Owner entity, Car entity, 

TaxInfo entity and TaxPayment Entity. This was created to allow users to quickly access any of their 

tax related information rather than having to make multiple get requests to the server to receive their 

tax information. The TaxDTO also allowed the user to search for their tax information by putting in 

their owner id to give them instance results. Figure 4.2.4, 4.2.5 and 4.2.6 shows the code for the 

TaxDTO class, TaxDetailsRespository class and the TaxDTOService class. 

 

Figure 4.2.4: TaxDTO class 



 

Figure 4.2.5: TaxDetailsRespository class 

 

Figure 4.2.6: TaxDTOService class 

 

4.3 Documentation 

The car tax management application used what is known as swagger to generate OpenAPI 

documentation. Swagger was implemented by adding a dependency to the maven file and by also 

adding a swagger config class to the application as well. Both the dependency and the config file can 

be seen in figures 4.3.1 and 4.3.2 below. 

 

Figure 4.3.1: Swagger dependency 



 

Figure 4.3.2: Swagger web config 

When the application is running, the documentation is accessible through the 

http://localhost:8080/swagger-ui/#/ URL. Figure 4.3.3 below shows the webpage of the swagger 

documentation. This documentation shows what can requests are available for each entity so that 

people know what requests can be made to the backend service. 

 

Figure 4.3.3: Swagger Documentation 

 

4.4 Security Configuration  

The security for the application was handled by key clock. Within key cloak two roles were created, 

the admin user role and the basic user role. These roles meant that basic users couldn’t make any 

post, patch, or delete requests to the backend application and that admin users could make any type 

of request. Within the application there are two classes, one class takes a response token and uses it 

to extract the available roles on key cloak. The other class is used to determine what endpoints each 

role has access. The two classes can be seen in Figures 4.4.1 and 4.4.2 below. 

http://localhost:8080/swagger-ui/#/


 

Figure 4.4.1: Realm role convertor 

 

Figure 4.4.2: Key cloak configuration 

 

 

 

 



4.5 Testing  

Spring Boot is a very robust framework and handles problems very well, therefore the Junit tests 

created for the application test the correct authorization, post, and get http codes are returned when 

making requests. However, to make the tests work the access token needed to be retrieved from the 

key cloak server so that all the requests were authorised to have access to the application. Figure 

4.5.1 below shows the code that was implemented to receive the access tokens for the basic and 

admin users. 

 

Figure 4.5.1: functions to retrieve access tokens 

The tests in the application were also ran in a specific order because before a get request can be tested 

that data needs to already exist, therefore this means that the post request need to be ran first. 

Figures 4.5.2 and 4.5.3 below show examples of a get and post request. 

 

Figure 4.5.2: Test post request 



 

Figure 4.5.3: Test get request 

4.6 Docker  

Within the application there is docker file and a docker compose file which is used to run the jar file 

of the tax management application. Figures 4.6.1 and 4.6.2 below show what the docker file and 

docker compose file contain. 

 

Figure 4.6.1: Docker compose file 



 

Figure 4.6.2: Docker file 

Whilst the docker compose sets up the service and the key cloak server there was a problem when 

communicating between the service container and the key cloak serve. This issue meant that when 

running the service, the access token provided by the key cloak server doesn’t authenticate any of 

the requests to the spring service however when the services are run locally the authentication works. 

5.0 Conclusion 

Overall, the application meets the requirements set out by the brief with the exception to the docker 

file not working with the spring and key cloak containers not communicating properly to authenticate 

requests.   
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