Advanced Cyber Security
 
1. Cyber Attacks in the past 5 few years
For this task I have chosen the WannaCry attack. I have chosen this attack as I was working in the HealthCare Networks Team during this attack.
Who were the victims of the attack?
The attack was aimed at computers running Microsoft Windows OS. The most susceptible system was Microsoft Windows XP, by this time a 17 year old system. 
This attack caused millions of pounds of damage to the UK’s NHS largely due to the NHS using outdated and not patched Windows XP systems. This ranged from Desktop PCs to medical devices using windows XP embedded. The estimated cost to the NHS was £92m which includes the clean up and upgrade costs. In our particular Health Board we had already upgraded most of our systems to Windows 7, the only device being infected was an old till using Windows XP embedded software.
What Technologies and tools were used in the attack?
The attack used multiple technologies. The first part was a worm called cryptoworm which infected one host using DoublePulsar a tool to install and execute itself before spreading to other nearby hosts on the network. The worm used an exploit called EternalBlue which allowed it to replicating itself on older Windows devices. EternalBlue used a vulnerability in SMB to spread. Once the device was infected by the worm it encrypted all the files in a ransomware attack. The ransomware demanded bitcoin a cryptocurrency to unlock the files.

When did the attack happen within the network?
The Wannacry attack happened world wide in May 2017.

Motivation for the attack
The motivation seemed to be financial. Demanding a untraceable cryptocurrency. Reports suggest that 327 users made payment totalling $130,634.77.

The Vulnerability
Microsoft had previously identified the vulnerability and created patches for it. However many systems did have this patch applied or were end of life products that didn’t receive it.
The vulnerability was in the SMB – Server Message Block which is used by Windows devices to share files within the same network.
The outcome
A security researcher discovered a killswitch in the form of an URL. Once the URL was registered it prevent any further devices being infected. The WannaCry virus before encrypting a devices checks to see if the URL responds, if no response it carries out the attack.
Since the attack other security researches have found data within the wannacry code that points to its origins being from North Korea.

1.1. Additional Info

1.1.1. Windows 10 - March 2020 Zero-Day
During March 2020, two zero day vulnerabilities were discovered affecting both supported and no longer supported versions of Windows OS [1]. Microsoft Issued a Security Advisory Notice which explained the vulnerability could attack Adobe Type Manager Library that involves the Adobe Type 1 PostScript format [2]

2. Background/Scenario
2.1. List of Cyber Certifications

CEH – Certified Ethical Hacking. One of the most popular certifications provided by EC Council. The exam alone costs around $1200. As of writing this the current version is CEH v11

CompTIA Security+. Provides core and fundamental knowledge required for any cybersecurity role. The certification focuses on techniques in risk management, mitigation, threat management and intrusion detection. The exam can be booked directly with Pearson Vue or a voucher can be bought from CompTIA with prices starting at £207.

CCNP S – Cisco Certified Network Professional Security. Provides the skills to professionally and effectively manage infrastructure security for devices such as switches, routers, firewalls and IDS/IPS systems. Provides very vendor specific knowledge, however the knowledge is transferable to other enterprise class vendors. A few organisations offer the training however the certification or exam is offered by person vue. There are 4 exams that need to be passed.
3. Job Opportunity Investigation
290 Cyber security jobs were posted in the last 2 weeks on glassdoor
4. Salary ranges from £48,000 to £75,000
5. Qualifications
CompTIA Security+ (Security+)Certified Ethical Hacking (CEH)
GIAC Security Essentials (GSEC)
GIAC Penetration Tester (GPEN)
Computer Hacking Forensics Investigator (CHFI)
CREST Practitioner Security Analyst (CPSA)
CREST Registered Tester (CRT)
Licensed Penetration Tester (LPT)
GIAC Reverse Engineering Malware (GREM)
Offensive Security Certified Professional (OSCP)
Offensive Security Certified Expert (OSCE)
Offensive Security Exploitation Expert (OSEE)
Advanced Web Attacks and Exploitation (OSWE)
Offensive Security Wireless Attacks (OSWP)

7. Kali Linux offers a suite of tools for penetration testing.
Ion Cannon provides an easy to use ddos testing tool
Byob – Build your own bot net to provide ddos testing on https://github.com/malwaredllc/byob
Game of hacks similar to Google gruyere
McAfee HacMe Sites


