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ABSTRACT
Nowadays, the various business activities of enterprises increasingly rely on information networks. Establishing an effective information security management system is very critical.
ITIL is a widely recognized method in the field of global IT service management. The basic method of ITIL is: Use information and communication technology infrastructure, according to information and solutions required for business, design, planning and implementation of IT services. ISMS is an effective way to systematically solve information security problems. One of the international mainstream management system standards is the ISO 27000 standard, whose purpose is to provide assistance to the organization's information security management.
This work is based on the research of IT frameworks and models (ITIL, ISO 27001 and SSE-CMM), learning the principles of data security, governance, and compliance, and proposing an ISMS for CoffeeBlue.
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[bookmark: _Toc92198979]INTRODUCTION
[bookmark: _Toc92198980]Data Security, Governance and Compliance
By assessing information security risks, assessing information security risks and taking measures to resolve risks or minimize risks. Due to the continuous development of information technology, new threats have emerged, and information security management should be in a continuously updated and dynamic state to continuously improve the overall information security capabilities.
Enterprises rely on the Internet, which poses an increasing threat of attacks on information assets and requires more professionals who can protect these assets. There are billions of Internet users to access and attack online information anytime, anywhere. As a result, the threat of attacks from individuals, criminals, and government entities is increasing day by day. Information technology (IT) professionals should have the best combination of skills and experience to protect diverse information and computing environments.
As the business is more varied, information security is not only computer security but also many other aspects. The CIA triad is based on three ideal information characteristics: confidentiality, integrity, and availability in order to make it relevant. In order to ensure information security and reasonable decisions, government departments and companies and other institutions must understand the possible threats of information systems and take response measures.
[bookmark: _Toc92198981]Security Frameworks and Models
ITIL is the best practice solution for IT service management issued by the British Government Office of Commerce. ITIL is the most widely used management method. 
ISO 20000 is an international standards organization based on the best practices of IT service management, a set of IT service management standards. From the perspective of service, it summarizes IT services into management processes and combines with the PDCA cycle of the ISO system to form a set of standard requirements for IT service management.
ISO 27000 provides an independent standard for verification by a third party. ITIL provides best practices for IT service management. ITIL is not the only way to obtain ISO 27000, but the introduction of ITIL will have a sounder service foundation and easier to obtain certification.
[bookmark: _Toc92198982]ANALYSIS
This chapter is based on the study of IT frameworks and models, applying the principles and practices to a given case.
By studying three frameworks or models: Information Technology Infrastructure Library (ITIL), security model examples ISO 27000 and GB. Based on the knowledge and understanding gained from the research, it is a good practice to criticize, analyse and compare them.
[bookmark: _Toc92198983]ITIL
[bookmark: _Toc92198984][bookmark: _Hlk92051244]Introduction of ITIL
[bookmark: OLE_LINK1]ITIL provides a very good guiding structure for IT service management[1]. Helped various institutions and organizations to solve how to manage problems, management incidents and many other problems that bothered managers.
[bookmark: OLE_LINK5]Service functions are responsible for data availability management, continuity management, rights management, and service level management. Since its inception, ITIL has been accepted by various institutions and organizations in the world and has become their main IT service management method[2].
The main new features of ITIL are:
· Focus on service quality
· Strive to reach customers and users
· Awareness of the importance of employees
· Pay attention to the company's business and differences
The following 5 parts include the various stages of the service cycle (Fig 1)[1]. From early business, requirements to service design, and then apply the service plan to the actual scenario, and improve the effectiveness of service operation in the actual scenario application.
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Fig.1 service period [1]
[bookmark: _Toc92198985]Concepts and Underlying Principles
[image: ]
Fig.2 ITIL Management model framework[3]
It can be seen from Fig.2[3], in the ITIL framework, there are mainly the following six components.
· Business Management
The most critical idea is to understand service requirements from a business perspective. The business management part helps business leaders analyze problems with their own habits of thinking and manage business processes by mastering IT infrastructure. In addition, using the end-to-end services provided by the architecture, salesmen can handle the relationship with suppliers well and Achieve win-win.
Business management provides IT personnel with suggestions and guidelines to help them work hard for the goals they want to achieve and then play a better role and make the greatest contribution to the business. In other words, the management plan provided by T service mainly considers business organization and operation, important principles and requirements. This kind of thinking will help get close to the business and maximize effectiveness.
· Service management
The service management module is the core module. It is a process-oriented IT service guidance framework centred on customer satisfaction and service quality. It is an innovative process-oriented management model. Help enterprises to effectively manage IT systems. ITIL's service management is divided into two parts: IT service support management and provision management. Service provision includes planning and providing high-quality IT services, and for a long period of time, focusing on and improving the quality of the services provided. Service provision includes availability management, etc. Support management describes the daily maintenance related to the IT services provided. Shut down process. This part includes incident management and routine maintenance.
· IT infrastructure management
Service management is integrated by IT infrastructure. The orderly combination of these infrastructures forms the basic IT architecture. Infrastructure management focuses on facility management from a technical perspective. It includes all aspects of IT infrastructure management, including supporting and maintaining infrastructure, identifying business needs, etc. Its purpose is to ensure that the system structure is stable and reliable to meet business needs and daily business operations.
· Application management
This part is mainly about how to manage applications, from initial requirements to business design, creation, implementation, improvement, and all phases of the operating cycle until it is eliminated. It focuses on ensuring that IT projects and programs correspond to business requirements throughout the life cycle to ensure that the business can help us get the most benefits.
IT service management includes application system maintenance and operation. The application management module guides us in coordinating the creation and protection of application systems so that they can consistently provide support and services to customers' business operations.
· Security management
The safety management module is mainly about safety requirements and formulates safety assurance schemes and safety risk treatment schemes. It is to protect the IT infrastructure of immature applications. The IT security management module mainly considers security management from the perspective of solutions and methods but does not elaborate on the specific content and tasks of security management.
· IT service management planning and implementation
The role of this part is to guide how to implement various programs on the basis of the previous modules, including the combination of these processes. It helps clients analyze and evaluate the status quo, determine reasonable goals, conduct gap analysis, determine priorities, and supervise the specific implementation process. Introduce the management process of IT service security level, including all solutions related to emergencies. It also includes risk assessment and management and the impact of cost constraints on the business. Managers are responsible for adopting corresponding programs and methods to reduce safety risks. This is an important process in dealing with risks.
Table 1 indicates how ITIL serves as an IT governance framework[2]. The index includes three parts: S, P, and R.





Table 1: IT governance practices and corresponding ITIL practices[2]
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[bookmark: _Toc92198986]Table 1[2] provides new insight into how ITIL is positioned in relation to IT governance. ITIL provides corresponding solutions for many businesses. It should be pointed out that ITIL can provide solutions or ideas for almost all IT governance businesses. But it should be noted that ITIL is not suitable when it comes to architecture and contact business. In this case, the company must adopt other models and frameworks.
Evaluation
ITIL regards user satisfaction and service quality as its core process. It applies traditional quality management methods to IT operations and maintenance practices. Its main goal is to take customer satisfaction as a measure of service quality. The goal is to effectively adapt IT technical services to corporate business needs and form a process-oriented approach to optimize IT services.
Process-oriented ITIL enables the company to effectively manage the company's main assets, personnel and business and helps improve service levels and customer satisfaction and reduce costs. It allows IT to use information systems effectively, improving performance and efficiency.
[bookmark: _Toc92198987]ISO 27001
[bookmark: _Toc92198988][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Introduction of ISO 27001
The BS7799 standard includs two parts, namely BS7799-1:199 "Best Practices in Information Security Management" and BS7799-2:1999 "Information Security Management System Specifications." The two parts of BS7799 were successively absorbed into the 1SO international standard. Among them, BS791 was converted to ISO /IEC17799 (BS7799-1) in 2000; and BS77992 was converted to ISO27001 (BS7799-2) in 2005 and continued to maintain BS7799. At present, the ISO27000 series has become the standard family for information security technology and is constantly updated.
As a general information security management guide, the purpose of this series is to provide recommendations for information security management for those security responsibilities in their organizations. It aims to provide an organization with a way to develop security standards and implement security standards. Common elements for effective security management, and enable cross-institutional transactions to obtain mutual trust."
ISO/IEC27001:2005 is a set of requirements specifications for the establishment of ISMS. For management standards, relevant personnel can study how to apply ISO/IEC27001 through ISO/IEC27002, the ultimate goal of which is to establish an ISMS that suits the needs of the organization.
[bookmark: _Toc92198989]Concepts and Underlying Principles
The ISO 27000 standard was issued in 2009 to provide an overview of the ISO 27 K family of standards and a common conceptual foundation. Like most IT standards, the ISO 27K series of standards are directly based on the PDCA cycle. As we all know, the PDCA cycle is a classic quality management process (Fig 3), which emphasizes process orientation and integration operation plan and continuous inspection plan for compatible implementation[6].
[image: ]
Fig 3. PDCA cycle in ISO 27000[4]
The ISMS designation must include planning and implementation. Risks must be guarded against, and information systems and information should be defined as control objectives. Corresponding protective measures and measures to deal with accidents must be taken. The list of standards is in Annex A. The control targets are listed in Table 2[4], broken down by domain. You can find details in the ISO 27002 standard.




















Table 2. ISO 27001 control objectives[4]
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[bookmark: _Toc92198990]Evaluation
The ISMS certification according to ISO 27001 is also demonstrated through system management that verifies information security. It can also provide measurement standards and evaluation bases for other businesses whose main objective is information security. The certificate, according to ISO 27001, proves that it “provide the best security service”. Organizations can prove that they are "fit" to provide IT services in a secure manner. Related to a certificate, the compliance of information security can be verified[5][6].
[bookmark: _Toc92198991]SSE-CMM
[bookmark: _Toc92198992]Introduction of SSE-CMM
The SSE-CMM standard is specifically used to test the capability maturity model of the system security project, which was developed and implemented by the National Security Agency in 1996. Compared with other standards, the process and methods of SSE-CMM are different.
It is an engineering process-oriented method that can evaluate the operational capabilities of system security systems. Its goal is to meet the needs of organizations to improve and evaluate the ability of information systems to maintain security.
[bookmark: _Toc92198993]Concepts and Underlying Principles
Divide the system safety engineering process into R process, E process and A process.
· Risk process
It is necessary to specify risk management measures. We should especially consider the cost of reducing risk investment, analyze specific issues in detail, and consider whether risk management measures are the best measures. Different systems may depend on the specific circumstances of each system. The aspects that constitute risk include three factors.
· Engineering process
The system security project has developed a series of processes, including the main aspects of information systems. During the operation process, the operation of the system security project must cooperate with another system engineering.
· Assurance process.
The role of security assurance is to provide users with certain information about the enterprise's risk management measures. In this way, the organizer of the enterprise needs to formulate a series of relevant arguments to gain the trust of users.
[bookmark: _Toc92198994]Evaluation
The design of the architecture can determine the maturity of the safety engineering organization within the scope of the entire safety engineering. The goal of this system structure is to clearly separate the basic characteristics of safety engineering from management and institutional characteristics.
[bookmark: _Toc92198995]ISMS for CoffeeBlue
[bookmark: _Toc92198996]Company Status 
CoffeeBlue sells Blue Mountain Peak coffee from Jamaica and has a wide range of influences. The company enables many people to provide IT services. 
Due to a large number of task groups, the company is facing great management problems. The company needs to allow a large number of people to use their devices to access company information. The security of employee data and customer data is something that companies need to put in a lot of effort to manage. Information security is the top priority.
[bookmark: _Toc92198997]ISMS based on ISO 27001
We can propose an ISMS framework that is based on ISO 27001 to meet the need of the company information system security[7].
· The following is the information security strategy part:
· Information Security Strategy
The company should develop a plan and strategy to approve the approval decision.
· Mobile devices policies
Companies should develop plans and strategies to manage their employees’ mobile devices to manage remote work access rights.
Develop plans and strategies to manage access procedures for external personnel.
· Equipment policy
The company’s internal and external devices that have been approved to access data and information are specifically placed in the security device catalogue, and unauthorized devices are prohibited from accessing the company’s database.
· Backup process
Develop plans and strategies to back up data, especially the company’s key information. Departments should be specially set up to back up data and deal with accidental data loss accidents.
· Strategy for supplier relations
Formulate plans and strategies to protect the company’s asset information, and find legal institutions for asset certification.
· Incident Procedure
Formulate plans and strategies to deal with the handling procedures in accidents, including emergency response, evidence collection and post-summarization.
· Access control strategy
Develop access control plans and strategies, and prohibit unauthorized organizations or individuals from accessing company data.
· Safety development policy
Companies should develop special and secure software programs to ensure the security of programs that access company data and information.
· Continuity procedures
Formulate plans and strategies to ensure the continuous and stable implementation and operation of the company's business, and regularly check and improve them.
· Compliance policies
Formulate plans and strategies to ensure the legitimacy of the company's operating procedures. You can also seek the help of the legal department to regulate the legitimacy of the company's operations.

· The following are some information security controls that need to be applied:
· User access
The application software should manage the objects that use it to ensure that data information is accessed by authorized users and prohibit unauthorized users from accessing, including:
User registration and deregistration
Administrator rights
password setting
Login procedure
· Safety tools
The software centre should have network security tools such as firewalls to avoid hacker attacks. You should also formulate a strategic plan to prevent the software from being attacked.
· Defence against viruses
The company's internal equipment and external equipment should install anti-virus software and software to detect attacks and install the latest version, which should be handled by a dedicated person.
· Change
The data information and software changes need to go through an approval process, and finally, the company meeting will make a resolution and make it public.
· Monitoring
The company's software and information system should have a security monitoring system that records the information accessed by the company's main data information and generates a response security diary, which is stored in the database for regular inspection.
· Data encryption
To formulate strategies and plans to protect the core data and information in the company's database, encryption technology can be used. In order to protect the communication between company data and user devices, a virtual network (VPN) can be used.
· Backup software
The company should be prepared to deal with backup software and databases when there is a problem with the company's data and information security so as to avoid the company's business from being paralyzed. The availability of software and databases should be tested regularly.
· Backup
The company should regularly back up the company's database to ensure that data is available in the event of an accident. The backup procedure should be tested regularly.
· Software installation
The company should formulate strategies and plans to control software installation to avoid introducing security attacks that may cause company software programs.
· Version update
The company should regularly check whether the software keeps up with the company's business needs and should regularly update the software version.
[bookmark: _Toc92198998]CONCLUSIONS
With the development of information technology, various commercial activities of institutions and organizations are increasingly dependent on information resources and information networks, and its importance is self-evident. Information has become an important resource for the company's production and operations. Information technology can not only win benefits and bring convenience to enterprises but also brings huge security risks and hidden dangers. To eliminate or reduce these risks and hidden dangers requires the establishment of a good management system within the enterprise.
ITIL is a service management program oriented to user satisfaction and service quality. It applies traditional quality management methods to IT operation and maintenance practices. Its main idea is to use user evaluation as a standard to measure the quality of IT services. Its purpose is to effectively integrate IT technical services and enterprise business, forming a series of process-based methods to optimize services.
In general, ISO27001 mainly refers to the establishment of ISMS in the organization to provide guidance to various departments of the enterprise, so it covers a wide range.
In contrast, SSE-CMM is only applicable to security engineering organizations.
The importance of IT service procurement decision-making compliance information security certification will increase.
CoffeBlue's proposed ISMS framework is based on ISO27001. By implementing this framework, it will help ensure and maintain the company's safety.
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Fig. 1 the service lifecycle.
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Domain

Control objectives

Security policy

To provide management direction and support for information security in accordance with
business requirements and relevant laws and regulations.

Organization of

To manage information security within the organization.

information To maintain the security of the organization’s information and information processing facilities
security that are accessed, processed, communicated to, or managed by extemalparties

Asset To achieve and maintain appropriate protection of organizational assets.

management To ensure that information receives an appropriate level of protection.

Human resources
security

To ensure that employees, contractorsand third party users understand their responsibilties,
and are suitable for the roles they are considered for, and to reduce the risk of theft, fraud or
misuse of facilities.

Toensure that all employees, contractorsand third party usersare aware of information
security threats and concems, their responsibilities and liabilities, and are equipped to support
organizational security policy in the course of their normal work, and to reduce the risk of
human error

To ensure that employees, contractors and third party users exitan organization or change
employmentin an orderly manner.

Physical and
environmental
security

To prevent unauthorized physical access, damage and interference to organization’s premises
and information.

To preventloss, damage, theftor compromise of assets and interruption to the organization’s
activities.

Communications
and operations
management

To ensure the correct and se cure operation of information processing facilities.
Toimplement and maintain the appropriate level of information se curity and service delivery in
line with third party service delivery agreements.

To minimize the risk of systems failures. To protect the integrity of software and information.
Tomaintain the integrity and availability of information and information processing facilities.
To ensure the protection of information in networksand the protection of the supporting
infrastructure.

To preventunauthorized disclosure, modification, removal or destruction of assets, and
interruption to business activities.

To maintain security of information and software exchanged within an organization and with
external entities.

Toensure the security of electronic commerce services, and their secure use.

To detect unauthorized information processing activities.

Access control

To control access to information.

To ensure authorized user access and to prevent unauthorized access to information systems.
To preventunauthorize d user access, compromise or theftof information and information
processing facilties.

To preventunauthorizedaccess to networkedservices.

To preventunauthorized access to operating systems.

To preventunauthorize daccess to information held in application systems.

To ensure information security when using mobile computing and teleworking facilties.

Information
systems.
acquisition,
developmentand
maintenance

To ensure that security is an integral part of information systems. To preventerrors, loss,
unauthorized modification or misuse of information in applications. To protectthe
confidentiality, authe nticity or integrity of information by cryptographic means. To ensure the
security of system files. To maintain the se curity of application system software and
information. To re duce risks resulting from exploitation of published technical vulnerabiliies.

Information To ensureinformation security eventsand weaknesses associated with information systemsare

securityincident  communicated in amanner allowing timely corrective action to be taken.

management Toensurea consistentand effective approachis applied to the manage ment of information
security incidents

Business To counteract interruptions to business activities and to protect critical business processes

continuity from the effects of major failures of information systems or disasters and to ensure their timely

management resumption.

Compliance Toavoid breaches of any law, statutory, regulatory or contractual obligations, and of any

security requirements.

To ensure compliance of systems with organizational security policies and standards.

To maximize the effectiveness of and to minimize interference to/from the information systems
audit process.
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