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[bookmark: _Toc230298432]Introduction
Cyber threats are evolving rapidly, posing significant risks to organisations across all sectors, particularly financial services. Vigilant Trust & Asset Management (VTAM) has recently experienced a sophisticated phishing campaign that bypassed traditional email filters and an attempted ransomware infection, highlighting critical vulnerabilities in its current security posture. This report identifies modern internal and external threats, evaluates key risks associated with hybrid working and cloud adoption, and proposes a comprehensive security framework rooted in Zero Trust principles, aligned with NIST CSF and ISO 27001 standards.

[bookmark: _Toc230298433]Modern Threat Landscape
[bookmark: _Toc230298434]Insider Threat
An insider threat is a security risk that comes from someone within an organisation (e.g. employee, contractor or partner) who has authorised access to systems or data [1]. It can be malicious, intentionally stealing data or causing harm, or negligent and accidental actions like clicking phishing emails or mishandling data [1]. 

[bookmark: _Toc230298435]RaaS
Ransomware as a service (RaaS) is a service offered by hackers [2]. They develop ransomware and an affiliate carries out the attack, and they split the money if the victim pays the ransomware [2]. Raas makes cybercrime easier as you don’t need advanced technical skills to launch an attack, it spreads ransomware much more widely and is often run like a business [2].

[bookmark: _Toc230298436]AI Vishing
AI is being used to create highly convincing phishing lures by cloning voices (known as deepfake) [3]. It is highly dangerous because the voice cloning can sound extremely accurate and can happen in real time not just from a recording [3]. AI is also able to mimic writing styles and automate the discovery of system flaws. AI makes these attacks more convincing and harder to detect [3]. 

[bookmark: _Toc230298437]Supply Chain
A supply chain attack is when hackers don’t target a company directly but instead attack a trusted third-party supplier or software that the company uses [4]. Even secure organisations were affected because the weakness was in a trusted supplier, or sensitive data (like employee or customer info) can be stolen [4].

[bookmark: _Toc230298438]Cloud Misconfiguration and Hybrid Work Surface
A cloud misconfiguration happens when cloud services (like storage, databases or permissions) are set up incorrectly, leaving data exposed or systems vulnerable [5]. Common examples include publicly accessible storage, weak access controls and unsecure default settings. Hybrid work attack surface refers to increased number of entry points for cyberattacks when people work both remotely and in the office [5]. This includes home networks and personal devices, VPNS and remote access tools, cloud apps and collaboration platforms [5].

[bookmark: _Toc230298439][image: ]Zero-Trust Policies
Figure 1: Zero Trust Diagram [6]

[bookmark: _Toc230298440]Multi-Factor Authentication (MFA)
MFA and least privilege access support the Zero trust policies of “Verify Explicitly” and “Use least privilege access” [7] . MFA requires users to verify their identity using multiple authentication methods, such as a password and an authentication code which reduces the risk of unauthorised access [7]. Least privilege ensures users only receive the minimum level of access necessary to perform their job role, limiting the damage that can occur if an account is compromised. This policy aligns with NIST CSF PR.AC-1 which focuses on managing and verifying identity and credentials securely [6].

[bookmark: _Toc230298441]Device Health
Device health verification before access supports the zero-trust policy of “Verify Explicitly” and “Assume Breach” [8]. Before a device is granted access to organisational systems its security health is checked to ensure it meets the requirements such as updated software, active antivirus protection and device encryption [8]. Zero trust assumes devices may already be compromised so access is only granted to compliant and secure devices. This control aligns with NIST CSF PR.AC-3 [6] and ISO 27001 a.9 which focuses on secure access control and managing remote access securely [9].

[bookmark: _Toc230298442]Network Micro-Segmentation
Network micro-segmentation supports the Zero Trust principle “Assume Breach” [8]. Micro-segmentation divides a network into smaller isolated sections to prevent attackers from moving laterally across systems after gaining access [8]. This approach is particularly effective against ransomware because infections can be contained within a single network segment rather than spreading throughout the entire organisation [8]. This policy aligns with the NIST CSF PR.AC-5 which focuses on protecting network integrity and controlling network communications [6].

[bookmark: _Toc230298443]Data Classification and Data Loss Prevention (DLP)
DLP supports the zero-trust principle of “protect critical assets” [9]. Data classification identifies information based on sensitivity levels such as “public, confidential or highly confidential” while DLP technologies monitor and prevent unauthorised sharing or leakage of sensitive information [9]. These controls help organisations prioritise the protection of critical data assets and reduce the risk of data breaches [9]. This policy aligns with the ISO 27001 A.8 which focuses on information classification and asset management [10].

[bookmark: _Toc230298444]Cloud Security Posture Management (CSPM)
CSPM supports the zero-trust principle of “continuous monitoring and verification” [11]. CSPM tools continuously scan cloud environments for security misconfigurations, compliance violations and excessive permissions that could expose systems to attacks [11]. Since zero trust requires ongoing verification rather than one-time trust, CSPM helps organisations maintain secure cloud infrastructure through continuous monitoring [11]. This control aligns with NIST CSF DE.CM-1 which focuses on continuous monitoring of systems and networks to detect cybersecurity risks [6].

[bookmark: _Toc230298445]Third-Paty and Supply Cain Vetting
Third-party and supply chain vetting supports the zero trust principles of “Assume breach” and “verify explicitly” [12]. Organisations must assess suppliers, contractors and external vendors before granting them access to systems or sensitive information because third parties can introduce significant cybersecurity risks [12]. Security checks may include compliance reviews, access restrictions and ongoing monitoring of vendor activities [12]. This policy aligns with the NIST SP 800-161, which provides guidance on managing cyber security risks within supply chains and third-party relations [13].

[bookmark: _Toc230298446]Technical Mitigation Measures
	THREAT
	Measure
	Tools/Standard

	Phishing Emails 
	-multifactor authentication [7]

-email sandboxing

	Microsoft Entra ID/ Defender

	Ransomware 
	-Immutable backups (backups that can't be encrypted or deleted) 

-Endpoint Detection & Response (EDR) software 

-Patch Prioritisation (address actively exploited vulnerabilities first)
	Veeam
CrowdStrike [2]
CISA KEV

	Cloud Misconfiguration 
	-Cloud Security Posture Management (CSPM) tools that automatically scan for misconfigurations[11]
	Microsoft Defender for cloud

	Supply Chain compromise  [12]
	-Vendor risk assessments before onboarding third-party software
	NIST SP 800-161 [13]

	Insider threat[1]
	-Privileged Access Management

-DLP
	CyberArk/Microsoft Purview






[bookmark: _Toc230298447]Monitoring and Incident Response
Effective monitoring and incident response are essential for VTAM to detect and contain threats in real time. Log management collects event data continuously from firewalls, operating systems and network routers, providing full visibility across the environment [14]. A SIEM platform centralises this data using correlation rules to identify sophisticated multi-stage attacks. When a threat is detected, SOAR automation triggers an immediate response such as isolating affected devices or blocking suspicious accounts, significantly reducing response times without requiring manual intervention [14]. Endpoint detection and response (EDR) software monitors individual devices, blocking malicious processes autonomously [14]. Network traffic analysis establishes behavioural baselines, flagging anomalies such as unauthorised lateral movement or unexpected data transfers. Together these tools provide VTAM with a robust 24/7 security monitoring capability [2].

[bookmark: _Toc230298448]Training and Awareness
A continuous training and awareness programme is essential to reduce human error which remains one of the most significant cybersecurity vulnerabilities [15]. VTAM should implement a security awareness platform such as KnowBe4 [16] to deliver simulated phishing and vishing attacks, helping employees recognise and report suspicious activity [16] . Staff who fail simulations are automatically enrolled in targeted training modules ensuring improvement without stigma. Training should be role based with finance and HR teams receiving additional focus given their access to sensitive data. Quarterly training refreshers, examples of real-world incident case studies and clear reporting routes will embed security awareness as an organisational value rather than a compliance exercise. 

[bookmark: _Toc230298449]Conclusion
The threat landscape facing financial service organisations like VTAM is increasingly complex, involving ransomware-as-a-service, AI powered social engineering, supply chain vulnerabilities and risks introduced by hybrid working and cloud adoption. A Zero Trust framework supported by NIST CSF and ISO 27001 standards, provides a robust and structured response to these challenges by eliminating implicit trust and continuously verifying all users, devices and systems. Combined with technical controls such as SIEM, SOAR, CSPM and EDR, VTAM can significantly reduce its attack surface and improve resilience against both current and emerging threats. Cybersecurity is not a one-time implementation but an ongoing commitment, and needs regular review, staff engagement, and adaptation to new threats will be essential to maintaining a secure and trustworthy organisation. 
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