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Abstract- This report presents a thorough and detailed critical analysis of Zero Trust Architecture’s core principles, implementation challenges, and its efficacy in relation to modern security, comparing it with traditional security approaches. It also discusses recommendations for organisations regarding the protection of Zero Trust Architecture compared to conventional methods, with a critical evaluation of the benefits, limitations, and challenges of Zero Trust Architecture.
Introduction
Zero-trust architecture (ZTA) is a philosophy that never trusts and always verifies devices and people at all times. It treats all actions as potentially originating from an unauthorised user, regardless of their origin. It could originate from an internal or external computer, an internal or external network, and/or network traffic, or even a high- or low-level user[1]. This approach differs from traditional methods, which typically follow a castle-and-moat approach. This is due to the nature of the infrastructure, which assumes that traffic from internal sources is deemed safe and trustworthy [2].
This strategy is considered insecure by today’s standards, as it has a significant single point of failure, where unauthorised access to one device compromises the entire network. [2] These traditional methods used to work well under the ‘trust but verify’ approach when organisations were local and office-based[2]. 
However, as the working environment has evolved, with more businesses relying on international trade[3] and hybrid work schemes/ work from home, gaining popularity, partly accelerated by the COVID pandemic, organisations have become more vulnerable to potentially serious security breaches[4]. This is partly due to organisations moving their operations from locally controlled infrastructure to services such as Amazon Web Services (AWS) and Microsoft Azure, where a third party hosts the servers, and the company utilises cloud computing [5]. This has resulted in organisations needing to re-evaluate their security practices and adapt to newer security architectures to support the new methodology they are adopting for both work culture and security practices [6][7]. The aims and objectives for this paper are as follows:
Aim:
To critically evaluate Zero Trust Architecture and its role in enabling organisations to anticipate, protect, detect, and respond to modern cyber threats.
Objectives:
· Outline the limitations of traditional security models.
· Describe the core principles and components of Zero Trust.
· Assess how Zero Trust improves threat anticipation, protection, detection, and response.
· Identify key challenges in implementing Zero Trust.
· Compare Zero Trust with traditional security approaches.
· Suggest practical steps for adopting Zero Trust.
This paper will include a background and literature review, analyse zero-trust architecture components and the necessary frameworks involved, and critically evaluate the zero-trust methodology. It will provide recommendations to organisations, followed by a conclusion.



Background and literature review
1) Traditional Perimeter security models
Traditional perimeter security models assume that if a device originates from within the network, it can be trusted. This approach can be thought of as a castle-and-moat approach, or as ‘trust but verify’ [8]. This methodology, by modern standards, is deemed inadequate due to contemporary threats and workplace changes, such as the shift to work-from-home (WFH) arrangements, Bring Your Own Device policies (BYOD), and the adoption of cloud computing [5][4][7]. 
This is due to the assumption that internal network traffic/ users can be trusted, as it originates from internal sources. This results in a network that assumes internal users/devices are trusted, and therefore have extensive privileges without requiring verification at this stage[2]. It can also be overly reliant on inactive security measures, such as Virtual Private Networks (VPN) and firewalls. These measures can aid security as an excellent tool, but have significant limitations on their reach/ability. As VPNs can assist in securing the connection between two devices so it can’t be sniffed, and a firewall can stop specific traffic by blocking ports according to rules, they have limitations. Still, it can only allow/deny traffic [9].
2) Emergence of Zero Trust
The emergence of Zero Trust has been driven by the need to evolve in the digital age. [8] This is due to the modern risks of cyberattacks in a world where we rely on technology for the majority of our activities. Due to this and the evolution of cloud-based computing, as well as the development of WFH/BYOD company policies and the enhancement of computer-related and privacy laws, new frameworks and guidance have emerged to aid in securing businesses and companies[8] [5]. 
This has resulted in zero-trust becoming one of the most popular and significant methodologies adopted [9][8]. One crucial piece of guidance for ZTA is NIST SP 800-207, which provides comprehensive advice from the National Institute of Standards and Technology and was swiftly adopted by the U.S. government [10][11]. Part of the reason ZTA is so successful in its adoption is that it doesn’t require a clear company perimeter, unlike traditional methods; it therefore relies on the default assumption that anyone trying to access the company/files is an intruder and cannot be trusted until otherwise authorised in that moment[8]. 
3) Core Principles of Zero Trust
Zero-trust architecture has fundamental pillars that can be seen as follows:
· Never trust, always verify
· Always provide the least privilege required 
· Assume a compromised state
· Continuous authentication and authorisation
· Identity-centric access
These core principles collectively define ZTA and enable it to secure modern businesses[11][8]. 
“Never trust, always verify” refers to the requirement that network locations or assets requesting access, such as a company laptop/PC, should not be trusted solely because they are requesting access[11]. It also means that trust should not be granted until it can be verified[11][7]. It also requires dynamic authentication/authorisation, meaning that a user/device will need to prove itself, rather than just at the start, continuously [11][7]. 
ZTA also requires that any request is provided with least privilege access to carry out that task, so that if the request is from a compromised device, they do not have a broad set of privileges from the onset, as access is provided based on context to what is required for that job/access request[11][2]. This also feeds into the assumption of a compromised state, where the network does not view the enterprise network as any more secure than the public internet; therefore, it is not considered a trusted source[11][2]. 
Consequently, it will require continuous authentication and authorisation throughout every session, not just at the time of logging into the system[11][7]. The definition of a session in this instance is classified as a dynamically timed session, whose scope is restricted to a limited number of resources, and expanding the scope of resources would require another authentication[11]. 
This combines into identity-centric access, where the device/location that is trying to access an area of resources is irrelevant, as the access it tries to the individual's access permissions upon authentication and therefore can perform their work on any device and at any location, as access will be granted on their credentials[11][7].
Zero Trust Architecture Components
1) Identity and Access Management (IAM)
IDM is a system which handles the authentication of individuals. It can use Multi-Factor Authentication (MFA) and Single Sign-On (SSO) to authenticate users into the network and throughout. It can also risk accessing the device, attempting to access the network, and if the device is deemed too risky, even with correct credentials, access may be declined. It could be for numerous reasons, such as the device is too old/the operating system (OS) is out of date, the applications are out of date, or due to location and time data, the history of the access request is abnormal, and therefore declines if it is seen as too risky. 
2) Network Micro-Segmentation
This refers to utilising software and modifying the network infrastructure to segregate different networks, thereby limiting lateral movement if one network is breached [11]. This can be achieved by utilising tools that enable software-defined perimeter (SDP) functionality. This would require only devices with a custom policy configuration to access the network and would be enforced by a policy enforcement point (PEP) gateway device, which would verify the policies on the device and check the credentials before granting access[12]. 
Due to the lack of a proper network connection before authentication has taken place and been verified, this secures the company’s networks[12]. No external computer can scan the network without a genuine network connection, as no network exists until verification has occurred [12] [11]. This also protects against a Denial-of-Service (DoS) attack, as there is no publicly facing network to attack[12]. This can also make it harder to sniff packets, as some integrations may use SSL to encrypt data/ network traffic [13].
3) Device and Endpoint Trust
Device and endpoint trust refers to two key components: the device posture checking process and the endpoint detection and response (EDR) process[13]. The device posture check involves verifying that a device meets security baselines. It can verify that system settings are correct on the device, along with ensuring it is up-to-date with security patches and that anti-virus libraries are the latest versions[13] [14]. It may also check that SSH login is disabled and that the directory permissions are correctly configured. If the checks are successful, a connection will then be established; if they fail, permission to connect to the network will not be granted[13]. This process is conducted by the security association (SA) agent [13].
The EDR is also conducted by the SA, whereby it continually monitors currently connected devices and sends evaluations to the SA server from the SA agent, which contains traffic data, addresses keyboard strokes, and other necessary metadata[13] [14]. This will then be analysed to determine if there are any anomalies; in such cases, it will request reverification and reauthentication of the user. If it fails, the computer is disconnected; if successful, it will continue to monitor[13]. 
4) Zero Trust Network Access (ZTNA)
ZTNA eliminates the need for a VPN connection due to the fundamental principles of ZTA[11]. A VPN encrypts its connection from point to point, and once inside, the user is trusted and therefore given broad access to internal resources[11][15]. It therefore acts as a network-level access tunnel into the corporate network. On the contrary, ZTNA relies on direct resource paths from the PEP[11]. Due to this, there is continuous verification with a direct link to the resources/cloud infrastructure. Therefore, restricting lateral movements while also limiting access to resources authorised only by the correct user profile, and dynamically per session due to continuous authentication.[11] If VPNs were used instead, they would most likely have access to a broad scope of resources, which is likely to be outside the user's authorisation[11].
5) Monitoring, Analytics, Automation
This part of ZTA aims to analyse the behaviour of users/ services being executed and then determine if it is within normal behaviour or should be stopped/revalidated[11]. Under this category, there are a few processes. Firstly, under Monitoring & Telemetry, this process analyses user activity patterns and interprets them to determine if the user falls within a normal user range [11][16]. It will gather information regarding user logins, access behaviours, resource utilisation, etc., along with telemetry data such as log files and network traffic, and may perform a dynamic risk analysis[11][16]. 
Some Artificial Intelligence (AI)-integrated ZTA will also incorporate behavioural analysis, bolstering detection ability by utilising the technology to analyse human behaviour [16]. This would utilise different behaviour models to produce a score that represents any possible anomalies, which would then be fed into a formula to determine the risk it poses to the system's security[16]. If the risk exceeds a predetermined threshold, it triggers automatic processes to protect the network's security[16][11]. 
Finally, there is automation and automated responses. This process will initially trigger automatically with minimal to no human oversight[11]. This process dynamically adjusts a user’s permissions based on their risk to the system[16][11]. If an area is deemed potentially compromised, it can automatically quarantine and restrict access to the location of the issue, whether it is a service/application, or a section of the network, while notifying a relevant department about the concern/compromise of the infrastructure [11].  
These three sections enhance the detection and security of the overall infrastructure, enabling a more responsive, contained, and controlled environment with reduced risk to the company and its data, while also providing the zero-trust, revalidation, and reauthentication elements of the architecture. 
Anticipate, Protect, Detect, Respond Framework
1) Anticipation
This part of the framework assumes that a breach has occurred and the infrastructure is compromised; therefore, extra vigilance is required to secure the business[11]. The result is that no source of traffic or user requests is deemed legitimate, and therefore, there is no immediate trust/safe zone[11]. Therefore, every request and connection is scrutinised for malicious intent. This process involves asset mapping and reducing attack surfaces[17][11][13]. 
For asset mapping, this involves understanding the privileges of user profiles/services, determining who should have access to what, and who is authorised to perform specialist tasks such as administration on IT equipment within the internal organisation [17][11]. This should include any IT and shadow IT devices, so that they can be monitored as part of the company’s infrastructure and security requirements[11]. 
Once the assets have been mapped, this allows the attack surfaces to be analysed and then reduced to bring them in line with the company's risk management framework, which should be based on industry guidelines, such as NIST SP 800-37 [17]. This enables the company to bring its risk profile and external exposure within its acceptable exposure limits. This would therefore aid in anticipating threats, as only predetermined routes would initiate the process to allow entry, and without allowing any inbuilt trust zones anywhere [11][17]. 
2) Protection
This part of the framework focuses on how it secures the infrastructure. Under the ZTA methodology, it protects the network by providing access to specific resources only, rather than entire network segments[13]. This allows for granular control, so if one bad actor attempts to obtain more access than granted, they will not have access to any other resources, making it harder for them to laterally move around the network [13][11]. It will also only grant the necessary permissions, allowing a resource to be read by only specific departments. This technology protects company resources, services, and workflows more effectively than traditional methods [13] [11].
Its fundamental core is also different, as it doesn’t rely on traditional methods like VPNs or offices to secure connections[13][11]. This means anyone can securely access the network from anywhere, regardless of location. This is due to core services, including PDP/PEP, acting as a gateway to authenticate and authorise users before any access/visibility is granted [13][11]. 
3) Detection
This element of the framework is designed to detect suspicious activity and prompt re-authentication of users if necessary[17][14]. It should also automatically flag if the parameters indicate a possible cybersecurity incident, allowing for further investigation and the implementation of initial security countermeasures[14][11]. This part of the framework should enable the organisation to continuously monitor the company’s security posture and effectiveness, allowing for improvement[17][11]. The monitoring should encompass all systems and users, allowing for the identification and resolution of any unverified or unauthorised changes[11]. 
Parts of this process can be automated, which contributes to the protection aspect of the framework, along with automated responses [11][17]. If the system detects anomalies, it may need to respond, as these may indicate a possible threat to the organisation and therefore the system needs to protect itself[14][17][11].
4) Automated Response
This part aims to support the overall response and operation of the ZTA, while also playing a crucial role in a potential network compromise[11][17]. This is because automation is critical for ZTA, as it enables a quick response to threats and issues within, while also being effective and efficient, thereby enhancing overall security and reducing the risk of a significant infrastructure compromise[11][17]. 
This is due to automated decision-making being maximised and conditional access[11]. The time taken to make a decision is in real-time or close to it, allowing risk-based decision-making to be utilised through ZTA, which enables faster and more secure design making[11][17]. This is because it increases the volume of data/monitoring points that are assessed, improving the overall security standpoint of the infrastructure[14][11]. 
The way it is also implemented under ZTA is essential, as numerous processes continuously monitor users and the processes being executed. This is due to processes such as the PEP, SA, and EDR, which secure the company by isolating or quarantining a section of the network, along with disconnecting devices from the company network [11][17].
Critical Evaluation of Zero Trust
1) Strengths & Benefits
The strengths and benefits of zero-trust architecture, compared to traditional perimeter-based security, are unique and significantly enhance the security of modern companies[7]. This is due to its resistance to breaches and lack of permission escalation once inside. It can reduce the severity and likelihood of threats, both external and internal threats[7]. It has been shown to improve threat detection by 40% and decrease security incidents by 63%[7].
ZTA also adapts well to complex network infrastructures, which are common in modern organisations and governments, as there is an increase in more complex mixed/solely cloud-based infrastructures for company resources[7]. 
ZTA also has a strong ability to reduce recovery time, which is a significant improvement over traditional methods, as it has been shown to reduce recovery time by 69.4% following a disaster[7]. Allowing the company to resume operations sooner. This is partly due to its ability to detect subtle attack behaviours that traditional methods miss [7].
2) Limitations & Challenges
Zero-trust architecture does have some drawbacks and challenges to overcome. These are primarily due to the volume of work and the cost required to implement a new security framework across the entire infrastructure [8]. Some of the work can be rolled out in phases to aid in the adoption workload; however, a significant upfront investment is required to change the systems to ZT[8]. This is because every system under ZTA needs to continuously verify users and monitor the devices/users’ behaviour[8][11]. 
There are also issues in writing the necessary policies for user permissions, as the policies and workflows will need to be rethought[8]. This is due to the shift in ideology from broad scope access to a least privilege granted upon request methodology, where every request is logged and analysed for suspicious behaviour[8]. 
The organisation must also conduct asset surveys, which become more complex with Work-from-home and bring-your-own-device policies, as shadow IT devices need to be included, so the company has a complete picture of its assets, Data flow, and workflow of its users[8].
3) Comparison With Traditional Models
Traditional security models largely follow an ideology where, if a request/computer originates from within the company’s internal organisation’s computer network/perimeter, it can be trusted and, at times, has little to no security oversight [8]. This is based on older, mostly office-based workflows from staff[8][4]. Therefore, the network heavily relies on firewalls, VPNs, and physical network boundaries for security[1].
The main issue with this is that, in a modern workforce, the prevalence of WFH and BYOD policies means there is now no clear definition of a company network perimeter, making it extremely difficult to secure [4][7][12]. Furthermore, due to limited verification and lateral movement controls, there is broad access to company resources once an individual is inside the network, which applies to both internal and external threats[8]. 
Zero-trust architecture provides a solution to the compromises that occur in traditional methods due to the absence of implied trust and the continuous validation/verification of credentials [11]. It also restricts lateral movements through least privilege access[11]. Zero-trust also reduces the infrastructure's attack surface, as it is hidden behind correct credentials, whereas under traditional models, this is usually not the case. ZTA also has built-in monitoring controls for access and response to user/system behaviours, which include quarantining segments of the network[7][11].
ZTA is also adaptable to modern mixed cloud computing operations, along with WFH and BYOD policies, providing secure [11] functionality unlike traditional models, which may require significant time and substantial costs to update the infrastructure to accommodate these policies[11]. 
On the downside for ZTA is its complexity and the cost of implementation compared to traditional methods, along with its central single point of failure: if the control point is compromised, a bad actor can move through the network and remain virtually undetected[16].
In conclusion, for modern organisations, the ZTA approach is more effective and compliant with modern industry guidance and laws, as it offers superior security and better disaster recovery success[10][17][11]. However, the complexity and cost might be a large enough deterrent for legacy companies and newer startups still to utilise the older, less secure traditional methods; however, they may adopt other countermeasures to bolster their security [15][6]. 
Recommendations for Organisations
Upon considering the benefits, drawbacks and complexities in implanting a new security architecture along with current best practices, industry guidance and legislation. It is recommended that a company implement either a hybrid version of ZTA, where the core components and key infrastructure are based on ZTA, to enhance the overall security and core strength of the organisation. Or to fully adopt a zero-trust approach. This is due to its ability to protect data, reduce the likelihood of a significant breach, and recover from a cybersecurity incident, ultimately saving money. 
If the company is transitioning from traditional methods, it should be introduced in phases, allowing for gradual implementation and thorough testing to ensure both security and continuity of operations. 
As part of this approach, staff should be trained in the relevant ZTA areas within the scope of their job to aid in understanding, implementing and configuring the ZTA correctly. This should also involve continuous monitoring to ensure compliance with the implementation of ZTA.
Conclusion
In conclusion, due to the modern cybersecurity environment, traditional perimeter-based security models are no longer effective in securing modern organisations from cyber-attacks[7]. This is partly due to modern working environments, where modern WFH and BYOD policies are blurring the company's perimeter[7][4]. Along with the company’s move to cloud-based computing services. Furthermore, ZTA enhances security by never trusting and constantly verifying connections, along with continuous validation and monitoring of resources [11]. 
Its ability to also secure the company in the event of a compromised network segment is unrivalled by traditional methods[11]. Furthermore, its ability to adopt an 'anticipate-protect-detect-respond’ framework enables a proactive approach to security, built from the ground up[11]. 
Overall, it has been demonstrated that it offers superior resilience, enhanced breach detection and containment, along with faster recovery times, compared to traditional methods[12][7][2]. 
Despite its benefits, this approach presents several challenges, particularly for legacy systems, new startups, and other companies that may lack the technical expertise to implement a drastic security change [16], as well as its high start-up costs and complexity in implementation and policy redesign. It may be difficult for all companies to implement[16]. 
Overall, Zero trust architecture is better suited to securing the modern organisation due to its flexibility with working arrangements/device policies such as WFH and BYOD, and its ability to be used even with cloud-based computing.
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Abstract - This report provides an overview of a zero-trust aligned security program for ResilientIntellect’s new information unit. The designed solution considers both European legislation and industry best practice to justify the proposed solution.
1. Introduction
1) [bookmark: _Toc218264960][bookmark: _Toc218274990]Organisational Context
ResilientIntellect Ltd. is an AI-enhanced threat intelligence company that consults with other companies to enhance their cybersecurity profiles. They aim to provide both proactive solutions to their security and aid in disaster recovery. Due to their success in the local market, they are currently looking to expand their business into the EU market. Due to this expansion, they must ensure their solutions comply with [18]local European Union (EU) law and directives, such as NIS2, DORA and GDPR. These legislations encompass a broad range of areas, including resilience and risk management, as well as data protection and individual rights [18], [19], [20], [21]. These, therefore, must all be considered when developing a new security program for the latest information security unit being developed.
2) [bookmark: _Toc218264961][bookmark: _Toc218274991]Regulatory Drivers
Within the EU, there is an increase in regulatory scrutiny aimed at ensuring compliance with local EU legislation. [22] For example, the Digital Operational Resilience Act (DORA) is a key fundamental act that regulates the financial sector heavily to ensure that the core critical infrastructure in finance is capable of recovering from a severe cybersecurity disaster and to enhance its security to prevent such an incident from happening in the first place[20][23]. There is also more general cybersecurity legislation, such as NIS 1 and 2 [18], the Cyber Resilience Act (CRA)[19], and many others. The purpose of the new information unit will be to ensure regulatory and legal compliance for the expansion into the EU market.
3) [bookmark: _Toc218264962][bookmark: _Toc218274992]Aim of This Security Programme
The new information security program aims to design a modern, EU-compliant security strategy which is based on a strategic and forward-looking framework, such as zero-trust architecture. The program will incorporate a scalable approach that utilises AI threat analysis, with the capability of being deployed on cloud-based computing infrastructure and modern workplace arrangements, such as Work from Home (WFH) and Bring Your Own Device (BYOD) policies. 
1. Security Design Approach & Zero Trust Alignment
1) Zero Trust Principles
The new Security program for the unit should be based on the Zero Trust Architecture (ZTA) principles. This is due to the security benefits that ZTA offers when compared to traditional methods, which primarily rely on firewalls, VPNs, and a company’s perimeter[2] This makes it unsuitable for a modern security framework, as it is also challenging to ensure compliance with current legislation [23][24][2]. The principles of ZTA are discussed in length in Task 1, but are summarised below:
· Never trust, always verify.
· Least privilege access 
· Continuous monitoring and re-validation/re-verification
· Identify-centric security



2) Application to ResilientIntellect
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[bookmark: _Toc218264763][bookmark: _Toc218274949][bookmark: _Toc218277100]Figure 1 – Diagram of ZTA core components [25]
Zero-trust architecture supports ResilientIntellect in its new unit, as it supports the company's hybrid workforce approach. This is due to the use of a Policy Enforcement Point (PEP)[11]. This acts as an interface between external requests and the enterprise resources. It will also enable any device to access the network from anywhere, as the device will only need to communicate with the PEP, allowing the company to continue with its hybrid work approach [11]. This is due to how ZTA’s core components interact with corporate/individual assets, and how its security communicates with its enterprise resources, as shown in Figure 1.
They are also not required to host the company’s resources locally on a company server, as they can host them on an external cloud-based computer without affecting the network security architecture. This allows them to be versatile in their adoption of where/how they host their own company resources[11]. 
ResilientIntellect can also integrate its own AI resources into its ZTA design, enhancing its security posture by incorporating parts of it into the Policy Engine and Security Association (SA), as discussed in detail in Task 1.
ZTA also supports the company’s compliance with various EU legislation, including NIS2, DORA, CRA and GDPR. This is because parts of ZTA provide continuous, real-time security, which includes robust and stringent responses to cybersecurity incidents, as well as effective risk management. This, therefore, aids in compliance with EU legislation[18][20][13]. 




1. Organisational Structure
1) Proposed Security Organisation Structure
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[bookmark: _Toc218277101]Figure 2 - Diagram of ZTA core components [25]
The new information security unit will comprise a Chief Information Security Officer (CISO), a Cloud Security Architect, a DevSecOps Lead, a Governance, Risk, and Compliance (GRC) Lead, and an AI development lead/advisor, who will be sourced from other units within the company.
As shown in Figure 2, senior management (Leads/architects) will manage the team/s and aid each other in the operations of the unit to ensure each branch is compliant and collaborates positively. This is especially important with the AI lead/advisor, as they will need to liaise with other teams on how best to implement/secure the AI-powered threat intelligence software components. Improper implementation may result in data feedback that could breach EU laws[21].
2) Justification
In the organisational structure, the cloud security architect will be responsible for overseeing the implementation of a secure cloud design for Software as a Service (SaaS), AI implementation in the cloud, Cloud Security Posture Management (CSPM), and zero-trust enforcement, along with overseeing the Security Operations Centre (SOC) manager, who will be responsible for planning, monitoring and responding to cyber incidents. 
The DevSecOps lead will be responsible for overseeing the secure development team whose aim is to mitigate software supply chain risks which exist in cloud-based SaaS infrastructure and the integration of our AI products into client solutions. Along with secure CI/CD pipelines and dependency scanning, consider Infrastructure as Code (IaC) security.
The GRC and compliance lead will work closely alongside the CISO to ensure compliance with relevant EU legislation and any other regulatory boards relevant to the clients. Ensuring that any technology, information and security comply with the Acts, Laws and Directives from the EU and the country of operation the clients operate in to avoid any regulatory enforcement actions. The CISO will also be responsible for developing a strategy for managing the unit, as well as ensuring overall regulatory alignment.
The AI Development Lead/Advisor will assist the new unit in implementing their unique AI solutions within relevant software and help clarify how these solutions work, enabling the identification and resolution of any regulatory issues that may arise.
1. Policies & Procedures
This section will provide an overview of some policy areas that concern the new information unit. It will describe an AI usage policy along with a configuration policy for SaaS and a BYOD policy for the Hybrid workforce.
1) AI Development and Usage Policy
This policy will provide comprehensive instruction on how AI can be utilised within the company for both secure tasks internally and externally, as well as for day-to-day tasks.  It will also list several approved Generative AI models, along with guidance on how they should be implemented. For example, any AI must be sandboxed to prevent breaches of confidentiality, company secrets, and Data protection regulations[26][27][21]. This ensures the AI model is not trained on the company’s data, thereby keeping the data secure[26]. 
It will also outline several principles and training sessions to promote the ethical use of AI as a tool, along with an understanding of how it works and the advantages and disadvantages of AI models. It will include training on the limitations of AI model integrity, as each AI is only as good as the dataset on which it is developed, and the possibility of preventing and identifying poisoning in datasets [28]. 
By following this policy, the company will enhance its data compliance and security, protecting both its trade secrets internally and the data of its clients that it holds. This will help the company stay compliant with current legislation and maintain a positive reputation in the industry.

2) Secure SaaS Configuration Policy
This policy will ensure that any new cloud operations, including client cloud configurations, adhere to a high security standard that meets regulatory standards such as NIST SP 800-210 [29]. It will include a basic secure configuration requirement for SaaS, along with access control restrictions, which must align with Zero Trust architecture principles (as outlined in Task 1). It will also expand on the requirements for logging and monitoring unique to SaaS for implementation with the current ZTA. 
Lastly, it will outline an enhanced third-party risk management framework, which includes unique elements to the European market due to their DORA and General Data Protection Regulations [29][11][20][21]. As the core infrastructure must meet legal resilience requirements against cyber incidents, it must also comply with data processing requirements and fulfil legal data transfer requirements[21]. 
By adhering to this comprehensive policy and framework, the company and its clients will be able to comply with the legal frameworks set out in legislation, ensuring the security of all data, including the processing and transfer of data.
3) BYOD Policy for Hybrid Workforce
This policy clearly outlines the requirements that an employee’s device must meet to connect to the company’s infrastructure. This will be enforced by the Policy enforcement point (PEP), which is part of the company’s ZTA security model. This will require, among other things, Full disk encryption, remote deactivation, up-to-date security patches, an up-to-date operating system, a Virtual Private Network and company anti-virus software. Furthermore, due to the company’s ZTA, an Endpoint Detection & Response (EDR) solution must be pre-configured on the device[7][11]. 
For certain employees, it may also be a requirement to use a specialist physical security key as part of multi-factor authentication (MFA) to enhance the company's security posture. [30] This is due to aiding the company’s resistance to a phishing attack or credential sniffing on high-risk credentials.
This policy will enhance the overall security of the company while allowing employees to continue working from home in a hybrid manner. This must be enforced with all employees and contractors, as it also helps the company comply with its legal obligations in the EU market and maintains a good reputation among high-profile clients.
1. Governance & Security Strategy
1) Governance Model Overview
The Governance and security strategy for ResilientIntellect is based on the framework set out in the NIST Cybersecurity Framework (CSF) 2.0. This provides a strong and comprehensive framework for the governance and risk/responsibility that the company and its individuals hold, based on a risk-based approach to managing the company’s cybersecurity frameworks across the board [31]. This enables the company to align its security objectives with the broader business objectives, which include expanding into the larger EU market. It is also suited for the business, as the company is growing rapidly, along with its products, which are cloud-native and develop AI-driven security solutions.
Due to this expansion into the EU, they must ensure compliance with the requirements set out in EU legislation and by regulators. To enhance accountability, the organisation has appointed a CISO in the executive leadership branch. This is to ensure compliance in all areas of the business, treating cybersecurity risk as a business risk rather than a technical concern, so that a risk management approach can be utilised appropriately, and to ensure any design complies with EU legislation and data security requirements. 
To support the governance model, the role of a CISO is now embedded in the executive branch, enabling them to advise and assist other executives in ensuring proper compliance with company policies and relevant legislation. This allows the C-suite to share accountability alongside the CISO in the event of an incident. Furthermore, in the new information unit, there are established GRC & Compliance Leads who ensure compliance and provide advice on compliance with relevant legislation, including DORA and NIS2. They are also able to ensure that the proper risk management process is in place and can escalate any issues to the CISO, thereby providing accountability and regulatory assurance.
2) Mapping NIST CSF 2.0 to Business Goals
As part of the NIST CSF 2.0 framework, it outlines a cybersecurity strategy that encompasses the functions of Govern, Identify, Protect, Detect, Respond, and Recover[31]. Below is a table which shows the corresponding links between ResilientIntellect’s security objectives and their business goals.
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[bookmark: _Toc218264760][bookmark: _Toc218274941][bookmark: _Toc218276943]Table 1 - Shows the link between NIST CSF2.0 Functions, Security objectives and Business goals[31]
Aligning the NIST CSF functions with the security objectives and business goals enables all parts of the company to work towards a unified goal, facilitating collaboration and compliance with the governance framework. This alignment further supports the deployment and development of the Zero Trust architecture and risk management framework, all of which comply with the NIST CSF framework for risk reviews, Incident response times, and include continuous improvement through regular audits.
1. Compliance with DORA & NIS2
1) DORA – Operational Resilience
To aid in compliance with DORA legislation. It comprises five main pillars that the financial sector can follow for its IT infrastructure. Those pillars include ICT Risk Management, ICT Incident Reporting, Digital Operational Resilience Testing, Third-Party Risk Management, and Information Sharing on Threats [20]. These pillars align closely with ZTA’s core components, which are based on the adopted architecture of ResilientIntellect and will continue to be applied to clients, particularly in the finance sector. 
This is because of its strong and comprehensive Risk management framework for both internal ICT infrastructure and third-party risk management. It is also a comprehensive incident prevention, detection, response and recovery framework due to its fundamental stances as discussed in Task 1. It can also be adapted easily to meet the strict DORA standards for Digital operational resilience testing. 
Lastly, it can also automatically generate a report that can be shared, which includes any attempted cyber incidents on the company, along with manually adding any other necessary information that needs to be included to meet DORA reporting/information sharing standards[20][11].
This will enable the company and client to comply with all relevant DORA legislation.
2) NIS2 – Reporting Obligations
To comply with the reporting obligations of NIS2. A stringent incident detection and escalation process is implemented as part of the ZTA, aiding compliance with the NIS2 regulation [24]. Part of the ZTA involves continuous monitoring and response; if a breach is detected, countermeasures will be automatically initiated to prevent a serious breach [11]. However, if a serious violation is detected, a member of the incident response team or the CISO will inform the relevant local authority within 24 hours of the breach, ensuring compliance with the applicable sections on reporting serious breaches from NIS2[24]. They will then coordinate, if necessary, with the local authorities to contain the breach. If the breach is extensive, a mandatory 72-hour notification must also be sent to update local authorities on the initial severity assessment, allowing for an understanding of the extent and scope of the breach to be ascertained[24]. 
A comprehensive post-incident report will then be conducted to determine the root cause (s), along with a detailed action plan and next steps to prevent the same situation from recurring. This must be completed within one month of the breach to comply with the NIS2 legislation, allowing for accountability to be demonstrated and avoiding harsh penalties[24].
This will enable the company and its clients to comply successfully with the relevant reporting obligations under NIS2.
1. Risk Management
As part of risk management, a high-level risk assessment has been conducted regarding ZTA, AI model data, software development, and the use of open-source repositories, as well as cloud misconfigurations. Below is the risk assessment.
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This will aid in both the compliance of and security risk management of the company and the new information unit.



1. Contingency & Disaster Recovery Planning
1) Ransomware Scenario Overview
In the event that ransomware infects and encrypts the company’s AI training data and models, or source code/repositories are compromised, the disaster recovery policy will be implemented to mitigate the loss from the cyberattack(s), while also ensuring regulatory compliance. 

2) Disaster Recovery Strategy
The disaster recovery strategy ensures both regulatory compliance and attempts to mitigate the disastrous consequences of a breach. It outlines timeframes from the moment it is detected to being fully operational again, as well as the requirement for both a post-disaster report and post-disaster security improvements, along with lessons learnt (required under NIS2)[24]. 
It details how to securely recover and utilise the company’s backups in accordance with the 3-2-1-1-0 backup principle[32][33]. This principal overview is as follows:
· 3 copies of data
· 2 different types of storage media
· 1 copy offsite
· 1 copy is immutable/air gapped (Preventing ransomware from being backed up)
· 0 Error execution (regular disaster recovery practice from backup)
This ensures that the company is safeguarded against data theft from a ransomware attack and can recover fully[32].
It also states that the CISO is the incident response team lead and details the point at which to hire an external disaster recovery company and to involve law enforcement for both assistance and to ensure compliance. The CISO will ensure that the Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) are met for different disaster recovery implementations. Below (Table 2) are some timeframes that are detailed in the recovery strategy to ensure regulatory compliance with DORA[20]:
[image: A table with numbers and text

AI-generated content may be incorrect.]
[bookmark: _Toc218264761][bookmark: _Toc218274942][bookmark: _Toc218276944]Table 2 - Shows the Timeframe targets for disaster recovery
If the disaster recovery strategy is required, it will ensure that the company is capable of full recovery without any undue delays. This ensures full compliance with DORA and the reporting requirements under NIS2[24][20].

1. Protection Mechanisms & Security Controls
1) Recommended Controls
Some of the recommended protection controls are required due to the nature of the company's line of business and products, which will enhance their security stance upon implementation. One recommendation is the use of Cloud Security Posture Management (CSPM), which would aid in identifying and remedying issues posed by the implementation of cloud configurations/workflows[34].  They would assist in monitoring/threat detection, as well as correcting misconfigurations in the setup, thereby enhancing the reliability of the cloud service and its security stance [34].
Another recommendation would be Security Information and Event Management (SIEM) with User and Entity Behaviour Analytics (UEBA). This would enhance overall security by combining user behaviour profiling with machine learning (ML) and the collection and analysis of log files from computer systems to facilitate advanced threat detection[35], [36].
A further recommendation would be secrets management for CI/CD pipelines. This would involve security storing and controlling access to critical, sensitive data, such as API keys, passwords, and certificates, while also ensuring, where possible, the regular creation, rotation, and deletion of these key, sensitive pieces of data, especially when used in automated pipelines [37][38].
Other areas of secrets management are an extension of the Zero Trust ethos. This would involve least privilege access, never hardcoding secrets into code and configuration files, always explicitly encrypting secrets when they are in transit, and logging/auditing access to secrets for continuous monitoring and compliance with policies[37], [38][11]. 
A further implementation of this could involve the use of phishing-resistant MFA, such as FIDO2-compliant security keys[30]. This would include utilising advanced cryptography security keys to aid in securing parts of the login/verification process[30][39]. It could be used to replace passwords company-wide, in addition to being utilised as a second factor to enhance the security of secrets management in the CI/CD process [30], [37], [38] [39].
2) Zero Trust Justification
The Zero Trust architecture methodology is a comprehensive ideology which aids in the broad security of the company. This is due to it always anticipating an attack on the company’s infrastructure and, as a result, never trusts incoming requests; therefore, it always asks for verification of user credentials [11]. The fundamental enforcement of this requirement ensures the network maintains its strict security stance. Due to this, it is capable of reducing the attack service of the entire company's infrastructure[7]. This modern approach is also adopted by and endorsed by the United States government due to its security benefits[10]. This, therefore, not only enhances the company's security but also facilitates its compliance with global legislation and bolsters its resilience against attacks, making it the right approach for a modern AI-enhanced security company. 
1. Conclusion
In conclusion, adopting a zero-trust architecture supports ResilientIntellect Ltd.’s expansion into the EU market, thereby aiding in fulfilling its legal obligation to comply with relevant EU and member state legislation.  Such as compliance with NIS2, DORA, GDPR, and other applicable legislation. 
Furthermore, due to ZTA being a modern approach to addressing modern security issues, it is a strategic solution that is future-proof in its design, thanks to its micro-segregation within             internal networks and its continuous verification and validation of users. 
Additionally, the company’s expansion with the ZTA approach further enhances its security stance by incorporating AI into the structure, thereby strengthening its overall security posture through stronger behavioural monitoring and predictive analytics core components.
Therefore, incorporating ZTA with a CISO, DevSecOps, Cloud security architect, and a governance and compliance lead enables the company to expand into new markets with strength and become a strong competitor with its compliance-ready model and secure infrastructure backbone.
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