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1. Purpose
This document provides a detailed mapping between FSB’s regulatory obligations (GDPR, PSD2, DORA, FCA SYSC 8), the adopted security frameworks (ISO 27001, NIST CSF 2.0, COBIT 2019, ITIL 4, SABSA, CSA STAR), and the specific technical controls deployed in the FSB architecture. This mapping demonstrates traceability from business/regulatory requirements through to operational implementation, supporting both internal audit and external regulatory review.
2. Regulatory-to-Framework Mapping
	Regulatory Requirement
	ISO 27001 Control
	NIST CSF Function
	FSB Implementation

	GDPR Art. 25 (Privacy by Design)
	ISO 27001 A.8.11
	NIST PR.DS
	AES-256 encryption; DLP classification; data minimisation

	GDPR Art. 32 (Security of Processing)
	ISO 27001 A.8.24
	NIST PR.IP
	Encryption at rest/transit; access controls; regular testing

	GDPR Art. 33 (Breach Notification)
	ISO 27001 A.5.24–5.28
	NIST RS.CO
	Automated 72-hour notification workflow; SOC escalation

	PSD2 SCA Requirements
	ISO 27001 A.8.5
	NIST PR.AC
	Risk-based MFA; FIDO2 keys; adaptive authentication

	PSD2 Open Banking APIs
	ISO 27001 A.8.26
	NIST PR.DS
	API gateways; rate limiting; mutual TLS; OAuth 2.0

	DORA Art. 5–7 (ICT Risk Mgmt)
	ISO 27001 A.5.1–5.4
	NIST ID.RA, GV
	IGSF governance; Three Lines Model; risk register

	DORA Art. 11–14 (BCP/DRP)
	ISO 27001 A.5.29–5.30
	NIST RC.RP
	RTO/RPO targets; geo-dispersed replication; annual testing

	DORA Art. 19–23 (Incident Reporting)
	ISO 27001 A.5.24–5.28
	NIST RS.CO, RS.AN
	SIEM integration; automated regulatory report generation

	DORA Art. 26–27 (TLPT)
	ISO 27001 A.8.8
	NIST DE.DP
	Annual threat-led penetration testing; red team exercises

	DORA Art. 28–30 (Third-Party Risk)
	ISO 27001 A.5.19–5.23
	NIST ID.SC
	Vendor due diligence; SLA enforcement; exit strategies

	FCA SYSC 8 (Cloud Outsourcing)
	ISO 27001 A.5.19–5.22
	NIST ID.SC
	Audit rights; data localisation; CSP exit planning



3. Framework Integration Points
The following matrix shows how the six adopted frameworks integrate at specific architectural decision points within the FSB security design:
	Decision Point
	ISO 27001
	NIST CSF 2.0
	COBIT 2019
	ITIL 4
	SABSA
	CSA STAR

	Board Risk Appetite Setting
	✓
	
	✓
	
	✓ (Contextual)
	

	Security Policy Development
	✓
	
	✓
	
	✓ (Conceptual)
	

	ISMS Lifecycle Management
	✓
	✓
	
	
	
	

	Incident Response Orchestration
	
	✓
	
	✓ (RS/RC)
	
	

	Cloud Configuration Compliance
	✓ (A.8)
	✓ (PR/DE)
	
	
	
	✓ (CCM)

	Service Delivery & SLAs
	
	
	
	✓ (SVS)
	
	

	Access Control & IAM
	✓ (A.8.3–8.5)
	✓ (PR.AC)
	
	
	
	

	Third-Party Risk Management
	✓ (A.5.19–22)
	✓ (ID.SC)
	✓ (EDM)
	✓ (Engage)
	
	✓ (STA)

	Audit & Certification
	✓ (Cert.)
	
	✓ (MEA)
	
	
	✓ (STAR Cert.)

	Continuous Improvement
	✓ (PDCA)
	✓ (GV)
	✓ (MEA)
	✓ (Improve)
	
	



4. Control-to-Phase Deployment Mapping
Each technical control is mapped to its implementation phase in the 24-month roadmap:
	Control
	Domain
	Phase
	Framework Reference

	IGSF Governance Structure
	Governance
	Phase 1
	COBIT 2019 EDM01–05

	CISO Appointment
	Governance
	Phase 1
	FCA SM&CR

	CSPM Deployment
	Cloud Security
	Phase 1
	CSA CCM, ISO 27017

	MFA (All Users)
	Access Control
	Phase 1
	PSD2 SCA, NIST PR.AC

	CASB Deployment
	Data Protection
	Phase 1
	ISO 27001 A.8

	CWPP Deployment
	Cloud Security
	Phase 2
	NIST PR.IP, CSA CCM

	CIEM Deployment
	Access Control
	Phase 2
	NIST PR.AC

	DLP (Full Deployment)
	Data Protection
	Phase 2
	GDPR Art. 25/32

	ISO 27001 Certification Prep
	Governance
	Phase 2
	ISO 27001

	PAM Implementation
	Access Control
	Phase 3
	NIST PR.AC, ISO A.8.2

	Continuous Access Reviews
	Access Control
	Phase 3
	ISO A.5.18

	ISO 27001 Certification
	Governance
	Phase 3
	ISO 27001

	DORA TLPT (First Cycle)
	Testing
	Phase 3
	DORA Art. 26–27

	CSA STAR Certification
	Cloud Governance
	Phase 4
	CSA STAR + ISO 27001

	Full Zero Trust Maturity
	Architecture
	Phase 4
	NIST CSF 2.0 GV

	SOC Establishment
	Operations
	Phase 4
	NIST DE, ITIL 4 SVS



5. Integrated Audit Strategy
To minimise audit overhead from maintaining six frameworks, FSB will pursue an integrated audit approach where evidence is collected once and mapped across multiple standards:
	Audit Requirement
	Integration Approach
	Frequency

	ISO 27001 Annex A Controls
	Mapped to CSA STAR CCM controls to enable simultaneous certification
	Phase 3–4

	COBIT 2019 MEA Process
	Aligned with Three Lines Model Third Line (internal audit) assurance
	Ongoing

	NIST CSF Maturity Assessment
	Conducted annually as input to COBIT governance reviews
	Annual

	DORA Compliance Evidence
	Drawn from ISO 27001 ISMS records, TLPT reports, and BCP test results
	Annual

	FCA SYSC 8 Evidence
	Compiled from SLA performance data, vendor audit reports, and exit plan tests
	Ongoing
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