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[bookmark: _Toc229591353]Introduction
In this report, I am acting as an IT Security Manager for a fictional company Vigilant Trust and Asset Management (VTAM). It is a financial services company that has recently experienced a series of security incidents and the board has mandated a modern security framework base on a Zero Trust approach. The report will cover prevalent modern threats, new security policies for VTAM, mitigation security measures, a plan for 24/7 incident response monitoring and outline a cybersecurity training program for staff.
[bookmark: _Toc229591354]
Modern Threats

[bookmark: _Toc229591355]Ransomware-as-a-Service (RaaS)
Ransomware is a type of cyberattack where attackers block systems and data in exchange for payment. Ransomware-as-a-Service (RaaS) is where attackers create ransomware tools and then rent them out to other malicious actors. The buyers use the tools to carry out attacks, with little to no skill needed, and share any payments with the creators of the ransomware. This makes ransomware attacks easier to launch and more common.

According to the European Union Agency for Cybersecurity, ransomware remains one of the most serious cyber threats worldwide, mainly driven by financially motivated criminal groups that are becoming more organised and professional. [1, p.29], [2]

[bookmark: _Toc229591356]AI-Powered Social Engineering (Vishing)
Social engineering is a cyberattack that relies on manipulating human behaviour, rather than technical vulnerabilities, to get individuals to reveal sensitive information or give system access to attackers. It includes phishing, spear-phishing, smishing, and vishing.

Social engineering currently is a major cyber threat, with attackers using evermore communication pathways to exploit users. Developments in A.I (artificial intelligence) have improved these attacks by allowing realistic phishing messages and voice impersonation (vishing), increasing the likelihood of deception. [1, pp. 7, 9, 12, 16]


[bookmark: _Toc229591357]Supply Chain Compromises
A supply chain compromise is an indirect attack where the attackers target third party clients such as software providers. Exploiting external client vulnerabilities this way, allows attackers to penetrate an organisation and gain access.

According to the European Union Agency for Cybersecurity, supply chain attacks have increased in frequency and become more and more sophisticated, and attackers becoming more focussed on indirect access. Attacks this way can be injected through multiple organisations at once, if there are multiple customers. [1, pp. 10, 12–13, 16]




[bookmark: _Toc229591358]Risk of Cloud Adoption and Hybrid Work
 The adoption of cloud services and hybrid working models has indirectly increased  the risk of cyberattacks by expanding the attack surface, reducing visibility over endpoints, and distributing data across multiple environments.

ENISA highlights that attackers increasingly exploit trusted cloud platforms and online services to conceal malicious activity and evade detection. The growing amount of remote working has also increased the amount of potential access points with less secure networks, and phishing remains one of the primary intrusion vectors used to gain unauthorised access. [1, pp. 12, 34, 59] [2]














[bookmark: _Toc229591359]Security Policies

[bookmark: _Toc229591360]1. Access & Authentication Policy
All access to VTAM systems must be controlled using Multi-Factor Authentication (MFA), Role-Based Access Control (RBAC), and the principle of least privilege. Access must be continuously reviewed and revoked when no longer required.

[bookmark: _Toc229591361]2. Data Protection & Encryption Policy
All sensitive financial and client data must be confidential and protected using encryption. Data access must be restricted to authorised roles only, and data sharing must be logged and monitored.

[bookmark: _Toc229591362]3. Endpoint & System Access Policy
All endpoints accessing VTAM systems must be approved by organisation, compliant, and monitored. Remote access must only occur through a secure VPN, with device health checks enforced before connection.

[bookmark: _Toc229591363]4. Cloud & Third-Party Policy
All cloud and third-party services/platforms  used by VTAM must be approved, securely configured, and continuously monitored. Third-party access must be restricted and compliant, and all cloud activity must be logged.

[bookmark: _Toc229591364]5. Security Monitoring & Incident Response Policy
All systems must generate logs and be monitored using SIEM (Security Information and Event Management) tools. All incidents must be reported immediately, contained, and responded to using an incident response process.

These policies are aligned with the approach of the NIST Cybersecurity Framework and the security model from the International Organization for Standardization ISO/IEC 27001, ensuring that the security measures are implemented based on organisational risks and needs.[3][4]
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(Fig.1. VTAM Zero Trust Architecture Flow Diagram)














[bookmark: _Toc229591365]Technical Mitigation Measures

[bookmark: _Toc229591366]Multi-Factor Authentication (MFA)
 MFA will be used to login to systems. It will be required for all users, especially for remote access. This is supported by the access policy to reduce the risk of stolen credentials being used.
[bookmark: _Toc229591367]Security Information and Event Management (SIEM)
A SIEM system will be used to collect logs from all systems in one place. It will monitor for unusual activity and alert staff of any suspicious activity so threats can be responded to quickly.
[bookmark: _Toc229591368]Endpoint Detection and Response (EDR)
EDR software will be installed and used on all devices to detect and stop threats. If a device is infected, it can be isolated efficiently. This will be supported by follow up incident response procedures.
[bookmark: _Toc229591369]Cloud Security Posture Management (CSPM)
 CSPM tools will check cloud systems for mistakes like incorrect settings or exposed data. Security rules and cloud policies will be used to fix these issues and keep systems secure.
[bookmark: _Toc229591370]Backup and Recovery Systems:
 Regular backups of organisational data will be made and stored securely offline. These backups will be tested often to make sure systems can be restored quickly after an attack.

The NIST SP 800-53 was used for guidance in the creation of these mitigation measures.[5]

[bookmark: _Toc229591371]Proactive Monitoring and Incident Response
SIEM tools will be used for 24/7 monitoring of systems and networks to detect anomalies. When an anomaly is identified, the SIEM produces an automatic alert. SOAR (Security Orchestration, Automation, and Response) tools can support automated initial response actions, while the cybersecurity team reviews alerts to confirm whether they are legitimate threats or false alarms. If the threat is legitimate, the affected systems or devices are isolated to prevent further impact. The incident is then contained and resolved using appropriate recovery procedures. After the threat is managed, a reflection and improvement stage is carried out to identify vulnerabilities and improve detection and prevention. This response is aligned with the NIST SP 800-61 incident response lifecycle. [6]
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(Fig.2. VTAM SIEM Flow Chart)

[bookmark: _Toc229591372]Training and Awareness
Mandatory cybersecurity awareness training will be delivered every six months to all employees at VTAM. The training will cover the most common cybersecurity attacks and include interactive simulated phishing and vishing exercises to test staff awareness of these attacks. Quizzes will be included at the end of each training section to reinforce learning and improve engagement. It will outline that cybersecurity is a shared responsibility and that organisational security depends on individuals. Results from these exercises will be used to refine future training, and identify areas where additional security may be required.

[bookmark: _Toc229591373]Conclusion
In conclusion, this report has outlined a modern cybersecurity framework for Vigilant Trust and Asset Management (VTAM) in response to recent security incidents. It has identified modern threats affecting the organisation and proposed relevant security policies based on a Zero Trust approach. Technical mitigation measures have been implemented, alongside a structured plan for 24/7 monitoring and incident response. Finally, a continuous cybersecurity training course has been outlined to strengthen staff awareness. Together, these measures provide a modern security framework for improving VTAM’s overall security.
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Presentation for the board of directors is attached as a supporting file.
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(Fig.3. Screenshot of supporting PowerPoint for board of directors)
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