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Network configuration SyStems
Elena Magher 
Practical Demonstration:

Task 2 : 
I had a laptop Hp 8 GB where some virtual machines require at least 4 core (4GB Ram left with not much for your functional CPU running in slow motion , where I wait 3 h for installing a win server ) so I buy apple .
Nevertheless , to run a program with Virtual machine we need 16GB .
A virtual machine of B-Dc  created into Apple silicon . Virtual machine Oracle with ISO fille . On macOS is running with arm64 instead iso. 
A machine Virtual Machine UTM can be a bit different of creation 
A share point of ow I did install from assignement1  where require lot of attention https://uowtsd-my.sharepoint.com/:f:/g/personal/2426374_student_uwtsd_ac_uk/IgDkKUmPk1waQIQ42rebmEwmARv-cjbXI9cWS84_2YSjwEI?e=GIaV5M
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Ping command connecting Birmingham to London. In simple words ping command act as : “is somene at home? Yes! “ Where yes means reply  that works [image: ]
[image: ]To work properly (connection network,  share point network, IPV4 where we do need to install manually)  we need to install Rule for Windows Defender [image: ]
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Network in Active directory 
Hardware network :
I UTM machine for network we do have the following options:
Network Mode : VLAN = Split network into smaller groups where requirea Port + UDP or TCP  
Troubleshooting L-DC  to b-Dc + Client won’t work because we do not have/don’t know in coursework the port [image: ]
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Host Only I did used as B-DC where talks only with host. `no internet
Shared to London-VM uses host internet. Can go out, not reachable from outside
Bridged acts like real devices on network .Gets its own IP ( I did used when I finish installed the software because till I set up I do need automatic internet network for update the software  as Windows client 2010 update as Edition able to join in Domain)
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 Labs at home https://uowtsd-my.sharepoint.com/:f:/g/personal/2426374_student_uwtsd_ac_uk/IgB6c6WN1rlWQafA6anax-gkAbvfo_bNithtXyqMasV_oMQ?e=T37E3f 
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Command Prompt

Windows IP Configuration

Host Name . . . « + +« = = - - : CLIENT

Primary Dns Su{+1x .+ « « - « . ! birmingham.noss

Node Type . . . .+« « - « . ! Hybrid h
IP Routing Enabled [

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : birmingham.noss

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : birmingham.noss

Description . . . . . . . . . . . ! Intel(R) PRO/1888 MT Network Connection
Physical Address. . . . . . . . . : 1E-58-8F-DD-7C-E3

DHCP Enabled. . . . « + o+« i No

Autoconfiguration Enabled .- . . 1 Yes

IPv4 Address. . . . . . . . . . . @ 172.16.1.18(Preferred)

Subnet Mask . . . . . . . . . . . ! 255.255.255.8

Default Gateway e e e e e

DNS Servers . . . == = e e [ |

NetBIOS over Tcp1p .+ « « - « . ! Enabled

C:\Users\MariaDB»>ping 172.16.1.18

Pinging 172.16.1.18 with 32 bytes of data:

Reply from 172.16.1.18: bytes=32 time=2ms TTL=128
Reply from 172.16.1.18: bytes=32 time=1lms TTL=128
Reply from 172.16.1.18: bytes=32 time=3ms TTL=128
Reply from 172.16.1.18: bytes=32 time<ims TTL=128

Ping statistics for 172.16.1.18:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = 3ms, Average = 1ms

C:\Users\MariaDB>_
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Prompt
WINS Proxy Enabled. . . . . . . . : No
DNS Suffix Search List. . . . . . : birmingham.noss

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : birmingham.noss

Description . . . . . . . . . . . : Intel(R) PRO/1888 MT Network Connection
Physical Address. . . . . . . . . : 1E-58-8F-DD-7C-E3

DHCP Enabled. . . . .« .« .t No

Autoconfiguration Enabled .. - . ! Yes

IPv4 Address. . . . . . . . . . . @ 172.16.1.18(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway P

DNS Servers . . . == e e [ [

MNetBIOS over Tcplp + + « « = « . i Enabled

C:\Users\Client»ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time=3ms TTL=128
Reply from 172.16.1.1: bytes=32 time=1ms TTL=128
Reply from 172.16.1.1: bytes=32 time=1ms TTL=128
Reply from 172.16.1.1: bytes=32 time=2ms TTL=128

Ping statistics for 172.16.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
\pproximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 3ms, Average = 1lms

Ci\Users\Client>
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Microsoft Windows [Version 18.8.19845.6456]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Client>ipconfig /all

Windows IP Configuration

Host MName . . . - = = = - - - = CLIENT

Primary Dns SuFle . -« « « . . ! birmingham.noss
Node Type . . . « - « +« « . . ! Hybrid

IP Routing Enabled P [+

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : birmingham.noss

Ethernet adapter Ethernet:

Connection-specific DNS Suffix . : birmingham.noss

Description . . . . . . . . . . . ! Intel(R) PRO/1888 MT Network Connection

Physical Address. . . . . . . . . : 1E-58-8F-DD-7C-E3

DHCP Enabled. . . . . T )

Autoconfiguration Enabled .. . . 1 Yes

IPv4 Address. . . . . . . . . . . @ 172.16.1.18(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . e

DNS Servers . . . S5 5 5 o o o o o= oalRialialal

NetBIOS over Tcplp « -+« +« « . . ! Enabled
C:\UsershClient> h

 OEOGBEBPEBPBBRSSSSSSSSSSSSS..
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& Remote Desktop Connection

,| Remote Desktop
>¢ Connection

Computer: EB-DC

Usemame:  CLIENT\Administrator

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

@ Show Options
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board

mmand Prompt

[SlEthernet adapter LAN-Birmingham:

e
Connection-specific DNS Suffix
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e —
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Dashboard

= PROPERTIES
. For B-DC

Local Server

Domain

®@ IS
jj-l Eemote Access

Computer name

liE All Servers
il ADDs
9@ AD RMS
_ Windows Defender Firewall Public: On, Private: Off
18 DHee Remote management Enabled
& DNS Remote Desktop Enabled
B§ File and Storage Services P NIC Teaming Disabled
- LAN-Birmingham 172.16.1.1, IPv6 enabled

WAN-to-London

Operating system version

Hardware information

B-DC

birmingham.noss

10.0.0.1, IPv6 enablad

Microsoft Windows Server 2019 Standard Evg
QEMU Standard PC (Q35 + ICHS, 2009)

EVENTS

All events | 96 total

Filter

Server Name
B-DC
B-DC
B-DC

D

1076
8193
1014

Severity Source

Warning User32
Error W5S

Warning Microsoft-Windows-DNS Client Events

Tools View

Disk Cleanup

DNS

Event Viewer

Group Policy Management
Internet Information Services (I1S) Manager
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
Metwork Policy Server
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Print Management
Recavery Drive

Registry Editor

Remote Access Management
Resource Monitor

Routing and Remote Access
Senvices

System Configuration
System Information

Task Scheduler

Windows Defender Firewall with Advanced Security

Windows Memory Dl'agnuslilc
Windows PowerShell
Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)
Windows Server Backup
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Apply this rule to the following Intemet Control Message Protocol (ICMP)
connections:

O Ml ICMP types
(®) Specific ICMP types

[] Packet Too Big

[] Destination Unreachable
[ Source Guench
;Re:ied

[] Router Advertisement
[ Router Soliitation

[ Time Exceeded

[] Parameter Problem

[ Timestamp Request
[ Address Mask Request
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To which ports and protocols does this rule apply?

Protocol type: Iﬂ% w
Protocol number: 1|2
Local port: Al Ports

Example: 80, 443, 5000-5010
Remote port: All Ports

Example: 80, 443, 5000-5010

Intemet Control Message Protocol omize...
{ICMP) settings:
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® All programs
Rule applies to all connections on the computer that match other rule properties.
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Topology (For Coursework 1)

NOSS London 2026 Inc
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Windows 10
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ClientL1
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LONDON

Topology Enhanced (For Coursework 2)
You won'’t deploy this topology for your Coursework 1 — This is provided to you
help you for planning purposes.

NOSS London 2026 Inc RiiCIAm. 0

BIRMINGHAM

B-DC
Domain Controller ints1
DNS Server

DHCP Server DHCP ASSIGNED IP

172.16.1.1/24
Server 2022
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nternet Protocol Version 4 (TCP/IPvd) Properties

General

‘You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

@® Use the following IP address: — \WLAN London

IP address:

w.o0 .0 .1

Subnet mask: 255 ., 255 . 255 . 252

Default gateway:

Cbtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit
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Mew Object - Computer

Select User or Group
Select this object type:
User, Group, or Built-in security principal Object Types...
From this location:
Enterthe object name to select {examplss):
Client win (Client@birmingham noss) Check[Mames
Advanced... OK Cancel

b show in

[JAssign this computer account as a pre-Windows 2000 computer
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Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Get-ADDomain

InfrastructureMaster
LastLogonReplicationInterval
LinkedGroupPolicyObjects

B-DC.birmingham.local

AllowedDNSSuffixes : {}

ChildDomains i}

ComputersContainer : CN=Computers,DC=birmingham,DC=local
DeletedObjectsContainer : CN=Deleted Objects,DC=birmingham,DC=local
DistinguishedName : DC=birmingham,DC=local

DNSRoot : birmingham.local

DomainControllersContainer : OU=Domain Controllers,DC=birmingham,DC=local
DomainMode : Windows2816Domain

DomainSID 1 5-1-5-21-1574992422-1646716331-3822388877
ForeignsecurityPrincipalsContainer : CN=ForeignSecurityPrincipals,DC=birmingham,DC=local
Forest : birmingham.local

{CN={31B2F348-816D-1102-945F-BBCA4FEI84FI} ,CN=Policies, CN=5System,DC=birmingham,DC=
local}

ReplicaDirectoryServers {B-DC.birmingham.local}

LostAndFoundContainer * CN=LostAndFound,DC=birmingham,DC=1local

ManagedBy ]

Name : birmingham

MetBIOSMame + BIRMINGHAM

ObjectClass : domainDNS

ObjectGUID : febf41lb-+3+b-4367-9e21-Bbf2376+dddb

ParentDomain g

PDCEmulator : B-DC.birmingham.local k

PublicKeyRequiredPasswordRolling : True

QuotasContainer : CN=NTDS Quotas,DC=birmingham,DC=local

ReadOnlyReplicaDirectoryServers : {}

RIDMaster : B-DC.birmingham.local

SubordinateReferences : {DC=ForestDnsZones,DC=birmingham,DC=1local,
DC=DomainDnsZones,DC=birmingham,DC=1local, CN=Configuration,DC=birmingham,DC=local}

systemsContainer : CN=System,DC=birmingham,DC=local

UsersContainer : (N=Users,DC=birmingham,DC=1local

PS C:\Users\Administrator> _
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