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[bookmark: _Toc129299344]Abstract
Creating a secure environment using a virtual machine and a secure network requires a high level of understanding of the basic technologies being used. A basic environment can be created using free software such as virtualBox and simply using the networking settings available in windows OS. Allowing a connection to named devices through a local area network and static IP addresses can be done simply and allow a data or file transfer. As this is a LAN not connected to the internet malicious attacks are not a large concern.
[bookmark: _Toc129299345]Introduction
Networking is vital to almost every modern-day organisation or business. These can be at any scale and depending on the circumstances a shared virtual environment or specific access restrictions would be needed. Exploring setting up a virtual machine using VirtualBox and assigning time specific access using active directory will provide experience dealing with networking issues. Understanding the situations where this type of system would be used provides essential knowledge with working with any sort of computerised system in the modern workplace. 
[bookmark: _Toc129299346]Part 1 Practical Group Work
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Team Evaluation (Self Evaluate your Team)Cristian Stancu: Was unfortunately unavailable for the assignment and therefore has no score.
Iwan Dyke: Worked to annotate the screenshots which had been collected by the team. The screenshots had been collated as a whole and each one was grouped and annotated. By giving each screenshot extra context through annotation it was easier to decide which ones needed to be selected as as team. 
Joshua Harries: Added technical detail and helped to verify the annotations. The best screenshots were chosen by Josh due to his expert technical knowledge with networking. This ensured the most relevant and best screenshots were used in the final assessment. 
Karen Windsor: Created the practical elements and developed the screenshots to be annotated. The formatting of the screenshots were also decided by Karen. These were done in a timely manner.
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[bookmark: _Toc129299314]Figure 1 (Server Installation)
All servers have been created with a standard setup. These will be enough for standard usage on a LAN (local area network). This configuration has enough memory, and processing for most operations on a smaller LAN. The Sata port has been configured to allow for enough memory to host windows server and basic storage. 
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[bookmark: _Toc129299315]Figure 2 (Client Installation)
The client has been created with a lower specification to the server as it would not be hosting users. The Sata port has been created with a smaller storage amount as it is not hosting any clients. It has enough storage space for windows 10.
[bookmark: _Toc129299352]Installation of server operating System
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[bookmark: _Toc129299316]Figure 3 (Installation of server operating system)
Windows 10 is the most recent operating system available on the market. This would ensure that the most recent security patches would be applied. Windows 11 would also support the most recent version of all software needed for most operations.
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[bookmark: _Toc129299317]Figure 4 (Showing server operating system)
Checks were performed to ensure that the user would be able to logon to the operation system with the specified passwords.
[bookmark: _Toc129299353]Serial Advanced Technology Attachment (SATA) port1
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	The SATA enables communication between storage devices and the motherboard using high-speed serial cable over 2 pairs of conductors.
For the best compatibility settings windows 10 has been used on the client devices as well as the servers. The SATA port has a lower storage capacity due to the fact it is a client machine and will not be hosting multiple users. The storage space will be able to host windows and also be able to store basic data. 



[bookmark: _Toc129299318]Figure 5 (Serial Advanced Technology Attachment (SATA) port1)
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[bookmark: _Toc129299319]Figure 6 (Installation of Client Operating System)
Window 10 pro was installed on the client machines and checks were performed post installation to ensure that the OS had been installed correctly and that the user was able to logon on the account.
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Adaptor configuration for Server and Client
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[bookmark: _Toc129299320]Figure 7 (Virtual Network Configuration)
The network configuration for the LAN which is being set up is called “PublicNet.” As a local area network the server should be attached to an internal network and network access should be enabled otherwise it would be impossible for a connection to be made. 
[bookmark: _Toc129299356]LAN configuration for Servers
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[bookmark: _Toc129299321]Figure 8 (LAN configuration for Servers)
Two networks have been created within Server1: PrivateNet1 and PublicNet. One of these networks is a publicly discoverable and another one is private. The private network is a secure network which will need to be set up in a specific manner to allow devices and users to be able to connect to it. 
[bookmark: _Toc129299357]LAN Configuration for Clients
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[bookmark: _Toc129299322]Figure 9 (LAN Configuration for Clients)
The client has been setup to allow access to the PrivateNet1.
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[bookmark: _Toc129299323]Figure 10 (Firewall deactivation of Server1 and Client 1)
For the connection to be successful the firewalls need to be deactivated on both sides to allow data transfer between the two devices. Private networks are not automatically joined and therefore need extra configuration to be able to set up a successful connection. 
The easiest way to ensure a connection can be successful is by turning off the windows firewall. This can be problematic for security reasons with clients connected to an external network. However as this is a local area network it should not be an issue. 
[bookmark: _Toc129299359]Ping from Server1 to Client1 and Server 2 to Client 2
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[bookmark: _Toc129299324]Figure 11 (Ping from Server1 to Client1 and Server 2 to Client 2)
A successful ping between two devices shows a connection has been made over a network. This can be done using the following command within command prompt: ping <device IP address>. The ping command will send four packets to the specified IP address. If they are returned then it can be considered a successful ping. 
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[bookmark: _Toc129299325]Figure 12 (Sever IP is Statically Defined)
The  ipconfig /all command was used to verify that the static IP that was assigned was pulling through to the network adaptor.

[bookmark: _Toc129299361]Server1 nslookup
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[bookmark: _Toc129299326]Figure 13 (Server1 nslookup)
Nslookup was used to verify that the DNS was configured correctly.
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[image: Graphical user interface, application

Description automatically generated]
[bookmark: _Toc129299327]Figure 14 (Server1 firewalls down)
[bookmark: _Toc129299363]Changing machine name on Server1 to DMC1-NT
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[bookmark: _Toc129299328]Figure 15 (Changing machine name on Server1 to DMC1-NT)
[bookmark: _Toc129299364]Installing Active Directory Domain Services Server1
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[bookmark: _Toc129299329]Figure 16 (Installing Active Directory Domain Services Server1)
Active directory is an essential software which handles security and group policy management across entire network estates. It ensures users and devices are managed by groups, this is essential for larger network estates with multiple users as managing these devices or users individually can get unmanageable quickly. 
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[bookmark: _Toc129299330]
Figure 17 (Paths window Server1)
The active directory installation wizard will specify the paths of the database and the log files. These will hold the policies, users, devices and groups in a secured database at the specified path. 

[bookmark: _Toc129299366]Domain Controllers Window Server1
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[bookmark: _Toc129299331]Figure 18 (Domain Controllers Window Server1)
The domain controllers handle authentication requests from other devices trying to access a network. This is mostly common to active directory but can be used with other software. The domain controllers need to be specified for their permissions to be elevated to handle these requests. 
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[bookmark: _Toc129299332]Figure 19 (Add new logon account to Server1)
[bookmark: _Toc129299368]New Active Directory User Server1
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[bookmark: _Toc129299333]Figure 20 (New Active Directory User Server1)
Users can be added to domains which will allow them to be managed within active directory. Users within a domain can be assigned to security groups. These users will then inherit the permissions and access granted to that group. This could be access to file shares, servers, data, software or networks among many other things.   


[bookmark: _Toc129299369]Logging on active directory Client1
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[bookmark: _Toc129299334]Figure 21 (Logging on active directory Client1)
To connect to a created domain. Once the users have been given the required access, the domain will need to be set on the client device within system properties. This indicates to the client device which domain it should attempt to make a connection with. Any policies which have been applied to that domain will then be carried across to the device after a successful connection.
[bookmark: _Toc129299370]Logging in as alternative NT-ID 
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[bookmark: _Toc129299335]Figure 22 (Logging in as alternative NT-ID)


[bookmark: _Toc129299371]Time restrictions set for user NT-ID
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[bookmark: _Toc129299336]Figure 23 (Time restrictions set for user NT-ID)
Active directory allows for users to be given limited timeframes to log into devices. This can be to limit the number of users which are connecting to a network at any one time. This could be for bandwidth issues or due to lack of resources available on a network or server. 
[bookmark: _Toc129299372]Logging on as Karen Windsor
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[bookmark: _Toc129299337]Figure 24 (Logging on as Karen Windsor)
Accounts without limitations specified by active directory will be able to log into the network at any time. These rights on a limited network could be limited to administrators of the network or users which would require elevated permissions. 
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[bookmark: _Toc129299338]Figure 25 (Final check to verify the user’s name.)
[bookmark: _Toc129299373]Part 2: Observational Tasks
[bookmark: _Toc129299374]Hypervisors
[bookmark: _Toc129299375]Type 1 Hypervisor
Hypervisors can come in two types 1 and 2. A type 1 hypervisor is hosted on a dedicated server and can accommodate multiple users from there. This type of hypervisor directly communicates with the computers components (RAM, CPU, Storage). This type is also quite secure as there is no layer in between the hardware and the software which could be exploited. This type of hypervisor could be used to manage SQL servers or virtual machines for data processing.
Benefits
The benefits of a type 1 hypervisor are that it has direct access to the hardware allowing for efficient allocation of resources. As there is not layers of software between the hypervisor and the hardware it has improved performance and security. As found in a survey by E. Bauman in 2015. [1]
Drawbacks
The issue with a type 1 hypervisor is that it is difficult to set up and would require a team to maintain. It also has a high cost associated with it.
[bookmark: _Toc129299376]Type 2 Hypervisor
A type 2 hypervisor can be installed and run as a software on an existing system as a secondary layer. A secondary name for this type of setup is called a hosted hypervisor. These types of setups are required for a flexible working environment in the modern age as discussed by Ali Al-Shababi. [2] A type 2 hypervisor was used in the practical task as a type 1 would require a physical host server. 
Benefits
Type 2 hypervisors are affordable and also have free opensource versions available. They are easier to set up and maintain than a type 1 and can be done from the host machine.  
Drawbacks
There is limited scalability with a type 2 hypervisor. Resource allocation due to the virtualisation is inefficient and there is a bigger security vector due to the multiple layers.


[bookmark: _Toc129299339]Figure 26 (Difference between type 1 and 2 hypervisor)
[bookmark: _Toc129299377]DHCP
Dynamic Host Configuration Protocol (DHCP) automatically assigns and manages the distribution of IP addresses on a network. [3] DHCP also configures the subnet mask, DNS Server, and default gateway on a device. Depending on the size of the network the DHCP can be handled either by a router such as a home, or where larger networks are concerned in businesses a dedicated system might take on the role. 


[bookmark: _Toc129299340]Figure 27 (DCHP Server in a large Network)
DHCP allows mobile devices to move more freely between different networks as an IP address is automatically leased or assigned when a device connects to a network. Automatically assigning IP addresses helps to reduce the number of conflicts which can arise when more than one device is assigned the same IP address. This can occur often when an IP is manually assigned. 
DHCP assigns an IP address for a limited period of time this is called the DHCP lease time. The device can only connect to the network while the lease is active, once the lease time has expired the connection is terminated. [4] To stop connections being terminated while still in use the device will attempt to renew the lease once half the lease time has elapsed ensuring strong IP address management. 
[bookmark: _Toc129299378]Active Directory
Active Directory is a method of managing and storing access and user connection requirements with the necessary resources. [5] This information is stored in a directory or database and controls access and security across large networks. Active directory makes security management easier and more efficient by grouping users and security policies. 
Active directory uses a tree, forest structure as shown in figure 28. A tree can be defined as a collection of domains, whereas a forest is simply a group of trees. 


[bookmark: _Toc129299341]Figure 28 (Active directory layout of forests and trees)
Active directory allows users to authenticate once and gain access to any location or file within the domain this is called single sign on. Due to the details being stored in a database this can be backed up by an IT department.
[bookmark: _Toc129299379]Server Management
The model of using a server and client machines is one of the most common forms of architecture in the digital world at the moment. [6] Servers usually service multiple users at any one time, meaning that active directory is almost essential for when the user count is above 20 as managing a large number of individual users creates a large attack vector and poses a number of security threats. 
Servers can run software or store data for software run on client machines. This is particularly useful in code repositories for example ensuring that everyone is using up to date code. 
[bookmark: _Toc129299380]Ping
There are instances where a connection will need to be tested to a device, server etc across a network. Ping is a universal command across all operating systems used to test a connection. The command will send packets of data to the target system and will check the time taken to respond but also that the connection was a success or failure. 


[bookmark: _Toc129299342]Figure 29 (Ping command issuing packets)
As seen in figure 29 a collection of four packets is sent to a server. Usually, the ping command sends around four packets of data. As seen in the figure below when trying to ping the google.com website. It states how there were four packets sent and four had been received back at an average of 21 milliseconds round trip. 
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[bookmark: _Toc129299343]Figure 30 (Pinging Google)
[bookmark: _Toc129299381]Reflection
The practical task gave a good insight into the possibilities of networking and virtual machines. It also helped to solidify knowledge and gave experience working with active directory and management tools for security purposes. Active directory is essential for any database administrator or person working with data security and needs to abide by active directory. 
[bookmark: _Toc129299382]Conclusion
Networking is a difficult, but essential system of communication between devices. It provides the framework for which our digital landscape is built upon. Creating virtual environments or domains which can host secure software is a crucial technology for the modern organization. Keeping things secure using LAN (Local Area Network) for data/file transfer can be imperative for sensitive systems.
Using security/policy management software such as Active Directory is critical to maintain a secure and efficient security structure across larger networks. It maintains a single source of access and as it is stored in a database can be backed up. 
These tools are imperative to maintain a secure, robust, and efficient network for use across organisations, businesses, and home use alike. 
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Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .
1Pv4 Address.

Subnet Mask .

Default Gateway .

DHCPYV6 TATD . .

DHCPYV6 Client DUID.

DNS Servers .

Intel(R) PRO/1006 MT Desktop Adapter
: 68-60-27-12-4C-52

No

Yes

: fe80::bc52:3e72:d90:70bd%7 (Preferred)
10.10.10.1(Preferred)

255.0.6.0

101187623
©6-01-00-01-28-76-BD-71-68-60-27-12-4C-52
: fec8:0:0:FFFF::1%1

feco

Feco:0:0:FFFF::
NetBIOS over Tcpip. . . . . . . . : Enabled v
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Microsoft Windows [Version 10.6.19044.2604]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Iwan Dyke>ping google.com

Pinging Google.com [142.250.187.206] with 32 bytes of data:
Reply from 142.250.187.206: bytes=32 time=24ms TTL=119
Reply from 142.250.187.206: bytes=32 time=14ms TTL=119
Reply from 142.250.187.206: bytes=32 time=32ms TTL=119
Reply from 142.250.187.206: bytes=32 time=16ms TTL=119

Ping statistics for 142.250.187.206:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 14ms, Maximum = 32ms, Average = 21ms
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