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Essential Academic and Employment Skills
Three different skills have been identified as essential for cybersecurity professionals. Namely soft skills, hard skills, and professional certifications. This is according to data collected from Stack Overflow and various job advertisements. [1]
Stack Overflow ‘platform is widely used by developers and security professionals as a means of learning and understanding complex expertise’. [1]
Communication skills and project management are the skills that are most sought after in terms of soft skills. Information security, information technology and security clearance are in high demand in terms of hard/technical skills. CISSP and CISM are among the highly recommended for certifications of professionals.  [1]
CISSP is an acronym for Certified Information Systems Security Professional. It covers the following domains: Security and Risk Management; Asset Security; Security Architecture and Engineering; Communication and Network Security; Identity and Access Management (IAM); Security Assessment and Testing; Security Operations; Software Development Security. [2]
CISM is an acronym for Certified Information Security Manager. CISM provides foundational knowledge needed for efficient security management and consulting. ‘It is oriented toward information risk management and addresses management, design, and technical security issues at a conceptual level.’ [2]
Cybersecurity is synonymous with information security, which is the practice of safeguarding information and the electronic systems that process it from unauthorized access. ‘Cybersecurity is the domain of research, technologies and practices aimed at protecting connected technology systems, data and people from attack, unauthorized use and damage’. [3] 
The development of the following essential skills will support a career in cybersecurity: Setting up configured firewalls; Storing or transferring personal data; Detecting and removing malware; Penetration testing; Forensic analysis and security architecture; Incident response; Threat assessment or information risk management; Assurance, audits, compliance or testing; Cyber security research; Implementing secure systems; Governance; Leadership and management skills. [4]
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Mapping Positions and Roles to Knowledge Areas [2]

Academic skills are the core competencies, strategies, and habits required to efficiently research, develop, and communicate ideas
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