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Introduction

This coursework consisted of constructing a chat server/client system from a skeleton of C++ (with some Qt gui
elements) provided. It was designed to test ability with and understanding of C++, of Object Oriented program
concepts and design, of TCP socket programming, of basic Qt, and of working with multiple threads of program
execution, specifically Posix threads and the pthread library functions.

Much of the TCP aspects. the IP address structures and socket manipulation especially, are actually C code
wrapped up in C++ classes. Thus the main.cpp of the server could be said to have strong procedural elements to
its design and implementation, although it also has object oriented design mixed in. It makes use of a system of
external classes which are designed to be highly cohesive and decoupled, but the server’s main and the client’s
ChatClient class (which pretty much functions as a main) are long series of aet-ver-eehesive code , procedural in
conception that make use of the fore-mentioned classes. An option of the coursework was to redesign the system
to be more completely object oriented. Unfortunately time limitation precluded such redesign in this instance.

Structure

Although designed to be used together, the chat server and client are actually completely separate applications.
Indeed, there is not much use for a chat system that cannot run numerous independent clients on computers that
are remote from each other. The server and its clients maintain the ability to understand and manipulate each
other’s messages in ways that are predictable to both through the use of a portion of mirrored codebase in the form
of a set of identical classes common to both the client and the server software.

Common Code

Both projects contain a base class ‘Message” with multiple derived classes for the manipulation, encoding and
decoding of different types of message objects. Both also contain a class, called INet4Address, for the creation
and formatting of IPv4 addresses through the use of the pertinent member of the AF_INET address family, namely
the structure struct_addr_in [1]. Both also contain a class to manage the creation, manipulation and destruction of
BSD sockets| 1]the creation and pairing of which establishes a connection between separate entities on the
internet. In the server, this class is called ServerConn. In the Client it’s called Connection.

API

By utilising the common methods for encoding and decoding the various message types, the client and server
programs can make sense of what they receive. In this, the two software packages create their own APl or
Application Programming Interface [3]. Likewise, the identical INet4Address and Connection classes ensure that
addresses are structured and that socket pairing 1s done according to protocols accepted on the wider internet.

Byte Streaming over TCP

The transport protocol involved, TCP, is a streaming protocol which guarantees that messages are received in the
order in which they are sent without duplication or loss. It is a two way dedicated protocol involving
acknowledgement of receipt of a transmission [4).

TCP streaming involves reading or writing a series of bytes through the socket interface from source machine to
destination machine. Of course, these streams are actually broken into small segments and wrapped up into
frames with headers in order to satisfy the requirements of the network layer and other, lower layers of the OSI
model. But this is abstracted away, so that for the purposes of the transport layer and higher (application layer),
data moves from one paired socket to the other as a stream of bytes with no other identifying information.
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It follows then, that communicating beforehand the number of bytes to expect is a requisite of properly handling
the bytestream. In this Chat system, this is the first thing to be sent. It is handled by the readSize and writeSize
methods of the Client’s Connection class and the server’s ServerConn class (Connection/ServerConn) which also
handle the conversion bacl and forth of this integer data from host to network byte order (little to big endian) and
back. Then the byte stream is sent by the same classes” readn and writen methods. Without further agreed
encoding however. this byte stream has no identification to differentiate the types of the data in the stream for the
receiving machine to use to make sense of it. Further agreed encoding is put in place to address this problem.

XDR Encoding

The messages are sent encoded as XDR streams which is a standard protocol designed to abstract away
differences in architecture and operating system between the sending and receiving machines [3] [6]. Different
architectures and or operating systems may define actual sizes in bytes of primitive types such as int, char or float
differently.

By agreeing to translate the machine specific types into XDR standard types. and by also agreeing a common
format in which data will be sent and received, as is done in the Message derived classes’ encoding and decoding
methods, the two machines know how to divide and handle the incoming byte stream,

For example, when the chat client program wants to join the conversation, it first sends the type of message that it
1s, then send the user’s nickname which is used by the server to identify that subsequent messages are coming
from someone who has asked to join and who is known, at least in the context of the ongoing conversation. The
length of the nickname must be sent before the actual name string, so that the receiving machine can allocate
memory to receive it. So the xdr_encode method of the Join class (which formats the join message) encodes first
an xdr_int for the type, then another xdr_int for the string length of the nickname. then the xdr_string of the
nickname. The xdr_decode method of the Server’s join method knows exactly how many byte of the stream are
taken up by each of those components. It then handles each in the correct way.

Actually, it is a little more complicated than that. Although the different types of message are all encoded in
different series of xdr ints or strings, the first part of all of them is the ttype of the message. Upon receipt of the
byte stream, this first xdr_int only is first decoded by the Message base class and that info then used to ascertain
the message’s type and send it to the correct derived class for handling. For the join message, this means
comparing the nickname to a list of nicknames held in a vector to see whether it is already in use by another user.
If not it 1s stored in the user list and also prepended to actual chat messages from that user in order to identify their
messages throughout the conversation.

Other children of the Message class have xdr_encode/decode methods that their purposes.

Function

In the above example, the essential core functionality of the chat system has been described. There is more of
course, but full elucidation is beyond the scope of this short paper. In brief then, Join messages join the user to the
chat (as above), leave messages remove them from the user list, chat messages contribute a message for display
prepended with the nickname as above), Confirm messages confirm the server’s acceptance of validation for the
three previous types, Request update and Update messages control the display of messages in the chat client’s gui.
This gui consists of a Qt window and widgets that the user manipulates and gains information from to operate and
participate in the program. The chat client initiates messages which are confirmed (or rejected) by the server. All
messages occur in pairs when the program functions properly.

The server doesn’t need a gui. It is operated from the command line interface.As seen above, it has storage vectors
for received messages and a list of active users. When it first starts it creates an IP address structure as described
above and sets up a listening thread. When a client connection request is received and accepted, a new socket is
created for that connection and a new thread is spawned to handle it in all the ways described above.
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One might think that it would be logical for the new thread to handle a continuously maintained connection for all
the messages from one user, starting with the join message through the leave message . [However. this is not the
case. The acceptance of each single message of any type initiates the creation of a new thread which exists only
long enough to handle the pair of messages thus initiated and any actions engendered by that exchange. When the
Confirm or Update message 1s completed, the thread 1s destroyed.

Structured this way, the system is more modular. Each thread does just the single, simple job it’s supposed to do
and 1s thus highly cohesive. An interruption in network communication is more easily recovered from when
communicating components are thus decoupled.

The threads are ephemeral. Continuity is provided on a user conceptual level by use of the messagel.ist vector to
keep track of logged in users’ nicknames and pairing of those nicknames to displayed messages. There is no need
for such continuity for the server software itself. When asked for an update, it sends all the messages since the last
update in the order received. from all the users. All the validation it requests is to know that the user is uniquely
identifiable. To this end, all client messages send the user’s nickname and all of the server replies validate that
before accepting or rejecting.

One complication of using Posix threads is in the management of shared resources to prevent race conditions, the
corruption of data by different threads accessing and performing non atomic operations upon shared data at
mappropriate times, interupting other threads’ operations to do so. This is an artifact of the unpredictability of the
operating system’s scheduling algorithms. It is remedied by locking access to shared data structures with mutexes
before commencing such operations.

There was an error in the codebase for this project in that the client program didn’t send the nickname when
requesting an automatic timed update from the server. Fixing this involved recoding almost all of the
RequestUpdate class. This included adding another overloaded constructor the xdr_encode and decode methods
and the getXDRSize method as well. Client and server code also had to be adjusted to accommodate.

There are numerous bugs still in the code which there is no time to remove. Consequently, the system does not
properly function. However it does build. It is hoped that the essential structure of the skeleton Chat Client and
Server that was provided for this assignment has been, if not actually completed, then fleshed out enough to show
a fair understanding of the issues and skills etc which this assignment was designed to test.
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