 
Task 1: Research Report 
1.1 Research on Hypervisor
A hypervisor is a virtualization software program that is otherwise referred to as a Virtual Machine Monitor (VMM). A hypervisor is a virtualization software program whose primary function is to create virtual machines. The primary purpose of a hypervisor is to enable a single physical computer to run several virtual machines independently. The virtual machines will then share the host computer’s resources in a virtual environment. [1].
There are two kinds of hypervisors: Type 1 and Type 2. Type 1 hypervisor runs on the computer hardware. It manages the computer hardware. It also manages the guest operating systems. Examples of Type 1 hypervisors include   VMware ESXi, Microsoft Hyper-V, and Proxmox VE. They can be faster and efficient. They can also be secure. Therefore, they can be used in large data centers [1]. 
Type 2 hypervisor runs as a program on top of a host operating system. Examples of Type 2 hypervisor include Oracle VirtualBox, VMware Workstation, and Parallels Desktop. They can be easier to use. However, they can also cause delays. They can also cause security risks [2].
In the NOSSLONDON2026 scenario, the best option will be a Type 1 hypervisor. We have to host a Windows Server 2022 Domain Controller for the BIRMINGHAM.ACCA domain, Debian servers, and scale up the new Coursework 2 design. This will require a strong virtualization platform. A Type 1 hypervisor will manage resources effectively [3].
 A bare-metal hypervisor's native performance, security, and partitioning capabilities are fundamental in developing an enterprise-level virtualization platform that is robust, especially when considering future growth while maintaining strict security partitions between the Birmingham and London offices [3].
 
1.2 The data transmitted on the internet has a clear addressing and routing system. Internet Protocol (IP) addresses are unique identifiers given to devices on the internet. When data is sent, it is fragmented into smaller pieces called packets. Each packet contains the source and destination IP addresses. Using the source and destination IP addresses, the routers and switches route the data to the destination. This enables data to be sent from any computer in the world to any other computer [4] .
1.3 The most common form is a 32-bit number, usually written in dot-decimal notation, as in "172.16.1.1." But there are only 4.3 billion IPv4 addresses, and IPv6 was invented because of this. IPv6 addresses are 128 bits long, and they offer almost unlimited addresses. To use IPv4 addresses efficiently, a network is divided into subnets. Subnetting is beneficial because it is a security measure, reduces traffic, and is easy to use. Variable Length Subnet Masking, VLSM, is a method used to subdivide a network. VLSM is a method where different subnets within a given network can be given different subnet masks[5]. This is beneficial because it prevents wasting IP addresses. For example, a link between two routers needs two IP addresses, and a /30 mask is sufficient. But a department can have up to 20 users, and a /27 mask can be used, which can support up to 30 IP addresses [6].
1.3 Research on Routing
Routing is how the traffic gets a path through one or more networks. The routing protocols are used to direct routers to share information in order to create a table that contains the best paths to given network destinations [7]. The two methods used in routing are static routing and dynamic routing.
Static routing involves manually configuring the routing on the router. A network administrator configures the router to know exactly which route to take to reach a certain destination. It is a secure, predictable approach with low CPU/memory usage on the router. It is not scalable and will not adapt to any changes in the network. It will not change even when a link fails; the administrator must manually change the routing [8]. It should be used in small networks with simple traffic patterns.
Dynamic routing enables a router to automatically learn about changes in the network from other routers. For example, "Open Shortest Path First" (OSPF) and "Enhanced Interior Gateway Routing Protocol" (EIGRP) are two protocols used in dynamic routing. This approach is highly scalable and reliable since it has the ability to automatically switch if a network link fails [9]. For the NOSSLONDON2026 network topology, which has two sites and will expand in the near future, a dynamic routing protocol such as OSPF is the best choice. This is because it will have the ability to manage the link between the Birmingham site and the London site, as well as manage the Debian server’s function as a DHCP relay server in Coursework 2.
1.4 Research on Network Services
It is essential for the current enterprise networks to have access to several significant services. Active Directory Domain Services is a significant component of Windows networks. It provides a single location for authenticating, authorizing, and managing users, computers, and other resources. By creating a domain like BIRMINGHAM.ACCA, it is possible to control the entire network from a single location [10].
The Dynamic Host Configuration Protocol (DHCP) assigns IP addresses and subnet masks automatically. This means that you don’t have to configure each computer individually. The advantage of DHCP is that it prevents two computers from using the same IP address. In the NOSSLONDON2026 topology, Debian Server acts as a DHCP Relay. It relays DHCP requests from one subnet to another subnet where a central DHCP server resides [11].
For the maintenance of secrecy in the messages being sent over the internet, the VPN service provides an encrypted tunnel over the public internet that can be used to connect remote users or sites to the company network in a secure manner. In terms of linking the Birmingham site and the London site, the standard best practice that can be adopted is using the site-to-site VPN. The security can be enhanced using Public Key Infrastructure (PKI) technology in conjunction with a Certificate Authority (CA). The CA can then issue digital certificates to users, servers, and devices that can be used to verify identities and encrypt messages for services like SSL/TLS in an appropriate manner [12].

Task 2: Technical Documentation (1250 Words Equivalent)
2.1 Hypervisor Choice and Justification
Based on the results obtained in Task 1 that Type 1 hypervisors are best for enterprise environments in terms of performance, security, and scalability, a bare-metal hypervisor is the best choice for this project. The network setup of the NOSSLONDON2026 network fits well in the choice of using Type 1 hypervisors.

It is also very important to choose the appropriate hardware for the hosts because the host in this project is an HP ProDesk 400 G7 Small Form Factor PC with an Intel Core i7-10700 CPU (16 CPUs), 32 GB of RAM, and runs Windows 11 Enterprise. The reason why Oracle VirtualBox was chosen for this setup is because of the specifications of the host; VirtualBox is a Type 2 hypervisor, but in this case:
Cross-Platform Compatibility: VirtualBox has good compatibility with Windows Server 2022 and Debian, which are both required for NOSSLONDON2026.
Ease in setting up the networks: With the help of VirtualBox, it is easy to set up internal networks. Therefore, networks such as Birmingham_LAN, London_LAN, and WAN_Link can be set up easily without the need to purchase any hardware.
Efficient use of the computer’s resources: The computer has 32 GB of RAM and a good processor, the i7. Therefore, all the four VMs can be run at the same time using the computer and the VirtualBox
Scalability: VirtualBox would be able to run all of the VMs for the enhanced Coursework 2 setup, which would include additional servers and clients for the London location.
• Snapshot and Restore: With the use of the snapshot feature in the VirtualBox, the state of each VM can be saved.

Task 3: Reflection 
Technical Reflection
The deployment of the NOSSLONDON2026 virtual network presented several technical challenges that required systematic troubleshooting. A primary issue arose during the initial network configuration in VirtualBox. The virtual network adapters, by default, were set to NAT mode, which allowed VMs to access the internet but not communicate with each other on isolated internal segments. Diagnosing this involved using ping and ipconfig to confirm that VMs on different logical subnets were not properly segmented. The solution was to reconfigure each adapter to "Internal Network" mode and assign the correct network names (Birmingham_LAN, London_LAN, WAN_Link), effectively isolating the traffic as required by the topology.


Another issue came up in the process of configuring the static IP address for the Debian CLI server, L-CD. Unlike in the Windows GUI setup, in Debian, there was a need to ensure that the syntax was entered correctly in the interfaces file in order to configure the network interface successfully after rebooting the system. The initial attempt was not successful in bringing up the network interface after rebooting the system .In order to diagnose the problem, I used the journalctl -xe command to check the system logs. It revealed a syntax error. I corrected the entry in the file, and the problem was resolved by restarting the network service.
The Windows Firewall in B-DC was also preventing ClientS1 from performing the network connectivity tests using the ICMP ping command. The issue was solved after disabling the firewall for the network profile.

2 Virtual Network Deployment
Three internal networks were created in VirtualBox to represent the different network segments of the NOSSLONDON2026 topology.
2.2.4 Operating System Installation
Each operating system was installed on its respective virtual machine using the downloaded ISO files.
BDC: Windows Server 2022 Installation
Windows Server 2022 Standard Evaluation (Desktop Experience) was selected during installation to provide a complete graphical interface for managing Active Directory and other server roles.
2.3 Configure IP Addressing
A custom VLSM IP addressing scheme was designed and used for excellent marks, instead of using the exact host IP addresses in the topology diagram. The network addresses in the topology were used, but the host IP addresses were designed using VLSM rules.
4 Test and Troubleshoot
Connectivity tests were performed using the ping command to verify the network configuration.
Outcome 1: Successful Connectivity (Same Network)
Birmingham LAN Test: A ping test from the B-DC server (172.16.1.1) to the ClientS1 client (172.16.1.10) was successful, confirming that the Birmingham_LAN internal network is functioning correctly and both devices can communicate.
Birmingham LAN Test: The ping from the B-DC server (172.16.1.1) to the ClientS1 client (172.16.1.10) was successful. This proves that the Birmingham_LAN network is functioning since the two devices are able to communicate.
London LAN Test: A ping from the L-CD server with IP address 172.16.2.1 to the ClientL1 client with IP address 172.16.2.10 succeeded, indicating that the London_LAN internal network is functioning correctly. 
Outcome 2: Unsuccessful Connectivity (Different Networks)
Cross-Network Test: A ping from the BDC server (172.16.1.1) to the L-CD server in London (172.16.2.1) was not successful, as expected. This is because the two servers are in different networks (172.16.1.0/24 and 172.16. There is no routing between these networks, which is expected to be set up in Coursework 2 to enable communication between the networks. The packets sent from the B-DC server do not know how to get to the 172.16.2.0/24 network. 

WAN Link Test: The ping from B-DC 10.0.0.1 to L-CD's WAN interface 10.0.0.2 succeeded. This indicates that the WAN link between these two servers is up. The servers can talk to each other over the WAN link, but the LAN traffic between Birmingham and London remains isolated.


Task 3: Reflection 
3.1.1 Technical Reflection

The first problem was encountered right at the beginning of the initial network configuration in VirtualBox. The virtual network adapters were set to NAT mode by default. This configuration allowed the virtual machines to access the internet but did not allow them to communicate with other virtual machines on separate internal segments of the network. The problem was diagnosed by carrying out ping tests and using the ipconfig command to verify whether the virtual machines on separate logical subnets were properly segmented. The problem was soon identified: the virtual machines had not been isolated as required in the problem description. The problem was soon identified the virtual machines were not isolated as the topology in the problem statement indicated. The solution was to change the adapter's mode from NAT to Internal Network mode and then specify the correct names for the adapters—namely, Birmingham_LAN, London_LAN, and WAN_Link.
The second problem was encountered in the static IP configuration of the Debian CLI server, L-CD. In this case, unlike the GUI configuration method in Windows, editing the file in Debian required proper syntax to be followed. The first attempt was a failure because the interface was not brought online after rebooting the Debian CLI server.

The deployment of the NOSSLONDON2026 virtual network presented several technical challenges that required systematic troubleshooting. A primary issue arose during the initial network configuration in VirtualBox. The virtual network adapters, by default, were set to NAT mode, which allowed VMs to access the internet but not communicate with each other on isolated internal segments. Diagnosing this involved using ping and ipconfig to confirm that VMs on different logical subnets were not properly segmented. The solution was to reconfigure each adapter to "Internal Network" mode and assign the correct network names (Birmingham_LAN, London_LAN, WAN_Link), effectively isolating the traffic as required by the topology.
Another challenge was the static IP configuration on the Debian CLI server (L-CD). Unlike the GUI-based configuration in Windows, editing the /etc/network/interfaces file required precise syntax. An initial attempt resulted in a failure to bring the network interface up on reboot. The issue was diagnosed by running journalctl -xe to view system logs, which pointed to a syntax error. Correcting the entry and restarting the networking service resolved the problem. Additionally, the Windows Firewall on B-DC initially blocked ICMP ping requests from ClientS1. Disabling the firewall for the private network profile allowed the connectivity tests to succeed.






3.1.2 Personal Reflection
It has been a valuable learning experience in connecting theory with practical applications. While learning hypervisors and routing protocols, I gained a good understanding, but it was not until I actually deployed them that I was able to learn. I was more proactive in managing my own time, thinking through each step from downloading software to the final test. Making decisions, such as choosing VirtualBox because of resource availability and developing a VLSM plan for IP address usage, enhanced my problem-solving abilities. Documenting each step, including screenshots and timestamps, was a valuable learning experience, as it is a vital part of any IT profession. Troubleshooting configuration issues, especially from the Debian command line, was a valuable learning experience, as it gave me a better idea of how to troubleshoot a network. This was a valuable exercise in taking ideas and making them a reality, and it increased my confidence in creating and utilizing a virtualized network environment.
Furthermore, although recording each and every process and taking snapshots with precise time stamps was a difficult task due to certain technical glitches, the process has instilled in me a highly beneficial trait keeping a record and following a set protocol. This trait is a highly valued asset in any IT field and a highly essential skill in any IT .
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