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[bookmark: _Toc164001411]1. Introduction
In the rapidly evolving landscape of digital technology, the significance of robust cybersecurity measures cannot be overstated. This project, positioned at the forefront of this critical field, aims to explore the capabilities within Security Information and Event Management (SIEM) systems. This initiative arises from a pressing need identified by Digital Health and Care Wales, my employer and industrial partner, to enhance their defence mechanisms against an increasingly sophisticated array of cyber threats, ensuring the integrity, security, and availability of information assets in the healthcare sector.
As the current SIEM system is not meeting the comprehensive and changing needs of Digital Health and Care Wales, there is a clear and urgent demand for the system's renewal or replacement. This project is not only critical for safeguarding the sensitive health data it manages, but also for maintaining the trust of those whose information is protected and the reputation of the services we provide.
My keen interest in this project stems from its potential to significantly improve how we monitor and alert for abnormal practices within our digital environment. As someone deeply interested in the cybersecurity challenges and innovations within the healthcare sector, I bring a unique blend of technical skills to this project. I have direct access to a skilled team leading this project, and together, we aim to develop and implement a fit-for-purpose SIEM solution that meets the current and future security needs for the organisation.

[bookmark: _Toc164001412]2. Background to the Proposed Research
Security Information and Event Management systems have been instrumental in assisting businesses and organisations from being taken advantage of by security threats and vulnerabilities. When the term SIEM was coined in 2005 by technological research firm Gartner, it was a combination of two different security systems and processes: Security Information Management (SIM) and Security Event Management (SEM). The two “platforms enabled real-time monitoring and analysis of security related events.”  [1]
SIEM systems consist of a few basic principles:
· Centralised logging and monitoring – collecting event data from as many sources across an organisation’s IT infrastructure, both on-premises and hosted in the cloud  [1].
· Real-time event correlation – analysing the log data in real-time to identify patterns that may indicate a security threat or incident [2, p. 190]
· Incident monitoring and response – also in addition with SOAR (Security Orchestration, Automation and Response) tools, SIEM systems can trigger real-time preventative measures to stop attacks. [3]
· Compliance management and reporting – ensuring that systems conform to high cybersecurity standards, such as ISO 27001, GDPR and PCI-DSS.  [1]
Schmidt et al. describe the SIEM infrastructure as, “systems feed into the SIEM, where [it] can either use statistical algorithms to analyze log data or allow an operator to create custom rules that look for specific patterns”  [2, p. 119]
According to Logsign, SIEM, SIM, and SEM systems were first introduced around 2000, with “basic log aggregation across different system types” and “basic event correlation techniques” [4]. In addition, they “relied only on known threat attacks to detect an attack”, meaning the system was unable to mitigate against new and unknown threats and zero-day attacks. SIEM systems, alongside the entire cybersecurity industry, are continuing to evolve year-on-year, with new cloud-based solutions already a commonplace on the market.

DHCW, an organisation within NHS Wales, is currently investigating moving to a new solution. Their current system, a 2017 version of a LogRhythm solution, is nearing its end of life date, with no possibility of extending the support contract. Based on-premises, it gives the organisation full control over data and ownership, and is robust in log management and compliance reporting, but a lack of updates may leave the organisation vulnerable to new attacks. In addition, the LogRhythm system has had difficulties scaling with the growth of the organisation in recent years, and it lacks crucial automated response functionality.
The lead candidate for a replacement system is Microsoft Sentinel, a cloud-native SIEM solution, as it would:
· Directly interface with NHS Wales’ system, which is based on the Microsoft / Active Directory ecosystem
· Be cost-effective, as an additional charge on top of a pre-existing contract
· “By resorting to Cloud services to provide a SIEM, the maintenance costs could be reduced and deployment finished in days, or few weeks” [5, pp. 381]
Of course, other vendors are being considered that meet the organisation’s criteria, but cloud-based solutions are providing greater variety and choice in 2024. LogRhythm themselves also have moved development focus towards their cloud offerings. As stated in a conference paper presented to IEEE Library “Machine learning algorithms will help us detect the malicious fast” [6, pp. 1–5] Compared to other legacy/on premise solutions that may be on offer for Digital Health and Care Wales. Additionally with a cloud based SIEM system it allows for the “provision of the intelligent threat analysis and relevant data output”  [7, pp. 398–399] as the database of threats will be kept update more frequently than an on-premise system due to the fact that an update isn’t needed to be downloaded and installed which can take up valuable time. 

Security researcher Anton Chuvakin recommends SaaS (system as a service) cloud SIEM platforms to companies if they are “cloud first” and “want to have easier threat detection in cloud environments” [8]. Many companies are moving towards hybrid or fully cloud-based environments, with digital tools such as Zoom, Microsoft Office/Teams and Google Cloud common in the workplace, where files don’t necessarily have to be stored on-premises anymore. Migrating cybersecurity tools to the cloud may be daunting for companies that want to retain full control over how data is stored, but migrating to cloud-based platforms provide some benefits that may not be as accessible with on-prem solutions, as Schmidt and others write  [2, p. 397]:
· The system is automatically kept up-to-date
· Companies can pay for what they use (as cloud options are usually offered as PAYG), allowing for full scalability and customisation
· API support to other vendors and platforms - such as file hosting, web hosting and third-party audit tools
· Reduced overhead for physical infrastructure on-premises, reducing investment and operational costs
· AI-powered, pro-active threat detection and automation; using deep machine learning to identify anomalous network behaviour, and identifying a vast range of threats including “insider threats, phishing, ransomware, DDoS attacks, and data theft”  [1]

As previously mentioned, some drawbacks to cloud-based solutions is that the company’s data is in the hands of an external, third-party hosting provider, so there cannot be 100% assurance that data is safer in the cloud than on-premises. However, many providers need to follow high data protection and compliance standards themselves, so it depends on how trusted the provider is. Hosting data externally may cause standards and legal compliance issues if any incidents were to occur on the provider’s end. To mitigate this, some cloud providers support hybrid options, whereby the client company can self-host some of the data  [2, p. 397]. Another issue, which you could argue can also apply to on-premises solutions, is that you may become vendor-locked, or tied to a particular ecosystem; making it difficult to migrate to a different platform or solution later down the road.
· 
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To ensure that my project is a success, I have constructed a primary aim and a set of objectives that I will strive to follow.

Aim:
To revamp and optimise the Security Information and Event Management (SIEM) system at Digital Health and Care Wales, ensuring it effectively detects, monitors, and alerts cyber threats and anomalies, therefore safeguarding sensitive health data and upholding the organisation’s cybersecurity standards.

Objectives:
· Research the current solution
· Conduct a thorough analysis of the current SIEM system to identify shortcomings in its capability to detect, monitor, and alert cyber threats.
· Evaluate the system’s performance and scalability in comparison to other, existing organisation infrastructure by talking to appropriate staff.
· Research the market & new solutions
· Identify and evaluate current SIEM technologies and solutions available on the market, and compare them to the current system in place.
· Identify current cybersecurity strategies recommended by the industry, and assess the feasibility of integrating these into the current system or if a new system is necessary.
· Design a new system solution
· Design a thorough plan and tech-spec for a new system solution, based on insights gathered from internal and external research, considering the features, functionality and technologies required for the system to be fit-for-purpose.
· Devise a realistic project timeline for further research and development, testing, roll-out, and analysis.
· Develop a prototype system based on the design plan, which can be tested in a testing environment.
· Test the new system
· Thoroughly test the new system prototype in a closed environment, before moving into production, ensuring minimal operational disruption.
· Consider test data that could be used during the testing process, and evaluate reporting and data breach prevention strategies.
· Continuingly gather and evaluate feedback during the testing and implementation process to ensure user acceptance and improve the system design to meet the organisation and user’s requirements.
· Evaluate the findings of the new system
· Evaluate the new system and its implementation based on initial objectives: the ability to detect, monitor and alert effectively, its ability to scale upwards with growing company needs, and its performance in comparison to the previous system.
· Propose ongoing reviews of the system, developing and integrating new technologies and methodologies as business requirements change over time.

[bookmark: _Toc164001414]4. Research Methodology
This project calls for a range of research to evaluate the best steps going forward. The methods I will use are structured to ensure I provide a comprehensive overview of the current system and its limitations, as well as exploring new cybersecurity solutions and the criteria needed for a successful system.
Some of the steps I will take include:
· Conducting a detailed analysis of the existing SIEM system to understand its architecture, functionalities, any integration with other systems, and its drawbacks. This will be partly through direct observation, so I can see first-hand how the system operates and why it is not fit-for-purpose.
· Using a combination of qualitative interviews with IT and cybersecurity staff from within the organisation and obtaining quantitative data from staff surveys to assess the system’s performance, personal experiences with the system, and identifying possible areas for improvement.
· Performing extensive research into current SIEM technologies, cybersecurity trends, and best practices for the safeguarding of data within the healthcare industry. This will involve literature reviews.
· Obtaining user feedback from test implementations, primarily through observation, surveys, and focus groups.

An important part of researching for this project is assessing what academics and industry professionals have recommended in regards to cybersecurity preventative measures and the role of SIEM systems as part of cybersecurity infrastructure. Therefore, a large part of my secondary research will be reviewing current (and some historic) literature.
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For this project, I will be using a range of data collection methods and approaches (as mentioned previously). I intend to take a balanced approach to cover all viewpoints and possible decisions.
Following a positivist approach, I will be assessing the performance and effectiveness of the existing system through quantitative data (surveys), and considering relationships shown through the numerical data, such as the correlation between system effectiveness and the number of data attacks/breaches.
Following a phenomenological approach, I am interested in the employees’ own experiences of working with the system, as they will be the daily end users of any new system. As such, feedback expressed within qualitative interviews will directly influence design choices for the new system solution, so that the system works for the end users and the business. However, I must be prepared for dealing with a vast range of complex responses, as detailed responses cannot be analysed quickly without due diligence and further processing.
With that said, I must be aware of, and consider, critical approaches, such as any stakeholders who believe that a new system is not needed purely because of cost implications. I will accommodate these responses by conducting a feasibility study as to whether the current system can be upgraded without an outright replacement system. However, NHS Wales has additional data security challenges compared to other sectors, namely that it stores confidential and sensitive patient data.
Overall, I intend to obtain and present my research in a fair and balanced way that does not favour a particular approach or response.
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In order to provide an appropriate solution, I intend on having a mixed-methods approach towards my research.
I will start with a deductive approach through surveys, reviewing the current system and potential systems against numerical feedback and pre-defined criteria. Then, I will have an inductive approach with interviews, observations and focus groups, so that I can explore responses in more depth; asking follow-on questions that will greatly improve the quality of responses and bearing a positive influence on my solution design.
Where it is possible to test new solutions, I will also employ an iterative approach, whereby I can continuingly gather and analyse data through a feedback loop between myself, the project team, and end users.
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As DHCW is looking for a replacement of their SIEM system, there are a few risks and limitations to consider for this project. Firstly, rushed development will result in a higher risk of faults, so the system needs to be means-tested before reaching production. However, time is a limiting factor, as the end-of-life date for the existing system is fast approaching; and as a major piece of infrastructure for a national health service, it needs to be implemented quickly. Migrating to a new system is going to be expensive, so an adequate budget must be provided. As contracts will be exchanged and discussed, all communications will likely contain confidential data that must be safeguarded by all parties.
As a cybersecurity project there needs to be a specialised set of people needed to carry out the research, development, prototyping and implementation of the system; both within and external to the organisation. I acknowledge that I have a reliance on a member of the cybersecurity team to learn more about the situation and the systems, and to provide support to my own research project. Therefore, if that person leaves, a disagreement occurs, or management decides to terminate the project, it will pose a vast loss of access to resources for myself. To mitigate this, I will ensure that all research I conduct and present does not include confidential information, by checking with the relevant personnel beforehand, and by keeping a positive working relationship with the staff. I will also ensure that I do not get in the way of the project by booking appropriate meeting slots with relevant contributors.

[bookmark: _Toc164001418]4.4 Ethical Issues
As DHCW is my industrial partner for this project, and also my employer, I acknowledge that I have a conflict of interest and natural bias towards the values and thoughts of my company and my colleagues. This may make investigating other viewpoints and ideas challenging, however they are also a reputable organisation, so I may have access to other bodies in the industry for alternative solutions following on from my affiliation.

As a health organisation, there is a high risk of highly personal and sensitive data being exposed to myself and others during the development and implementation process of this system. Should a breach occur, this may cause significant harm towards the project team, organisation, service provider(s), myself, and the university – especially if it were to be myself that was involved in a breach. I will ensure that I only use non-confidential data that I am permitted to use, and check with my contacts within the team that what I am publishing is acceptable and within agreed terms. I will also ensure that I obtain informed consent from my contributors and only include information that they explicitly share with me as part of their consent.

Should confidential data be required for submission to the university, all parties involved will come to an agreement as to what is required to be shared and who it will be shared with. This may be in the form of a contractual agreement between myself, the university, and the industrial partner. However, I expect to not include confidential data.
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4.5.1 Validity
I will ensure that any confidential internal data that I have access to is secured, to protect the integrity of the enclosed data. For my own research, I will make sure that responses to surveys and interviews are tracked, preventing multiple submissions from individuals.
I will also investigate alternative data sources, such as Freedom of Information requests (FOI), and Governmental open data, such as that from the Office of National Statistics, and the UK Parliament’s website, to reinforce the data that I obtain.

4.5.2 Reliability
The possibility of the same results by a different researcher are not certain as Digital Health and Care Wales have completed research on what systems are available to them, but there is going to be bias as they will have an internal shortlisting of contractors and firms who are accepted to work with. Where possible, I will try to obtain external, and third-party data to back up my claims. I will also try to obtain larger datasets, such as by running tests a number of times.
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4.6.1 Data Collection
For my project I am going to be aiming to collect different types of data to assist with my first hand research and investigation towards the project. To assist with this, I am going to be using different data collection to evaluate the thoughts and experiences of both the current and future proposed systems. A method that provides a rapid collection of generalised feedback data is surveys. They can be sent out to a high quantity of recipients, and will gather the thoughts and feelings from relevant staff. Number scales (1 to 10) and multiple choice questions will allow me to perform numerical analysis of responses in a spreadsheet. 
Whilst surveys are a great way of getting generalised data and feedback, a more precise and direct way to gather data is staff interviews and focus groups. Again, they will be held with the staff who have active involvement with the project. Interacting with staff directly and having a discussion allows the staff members to directly talk about their experience about the project and break it down into different parts allowing for more valuable data collection and higher-quality, qualitative responses. 
Observation will also be used as this allows for the direct observation of the system in its running state, which can give valuable insights as to how the current and prototype systems are running, and see if there is any correlation between the data and research that has been compiled.
 
4.6.2 Data Evaluation
The first step of evaluation would be to clean the data, which involves combing through the data collected to make sure that any missing values, inaccuracies or outliers have been accounted for, and noted. If not completed, it could lead to issues when presenting conclusions later on in the project.
The data also needs to be verified, making sure that the data is complete and accurate to what has been collected. The evaluation and analysis can then begin. For numerical data processing, averages such as minimum, maximum, median, mean and mode will be calculated, to identify patterns and potential anomalies. This will then by presented through visualisation such as bar charts, line charts or scatter charts and box-split diagram. Visualisation is great addition to my project as it allows quick reference for the data collected. 
Qualitative responses will require more manual processing as responses may be unique.
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[bookmark: _Toc164001422]5.1 Hardware Resources
The main hardware that I will use for this project is a standard, internal, networked PC with DHCW. I will also be using a corporate laptop with encryption to store my research, as agreed with my employer. 
As the proposed system is cloud-based, this minimises the amount of hardware required. However, some specialist clients and equipment may be required, such as access to an internal VPN. I will confirm the full list of requirements, and system requirements, with my project contacts. I expect that no costs will be incurred for my research during this project, except for obtaining research materials and possible site visits.
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The main software I will use for collecting and processing my data is Microsoft Excel, as it will easily allow me to create charts, tables and graphs to visualise my data. In addition, I will be requesting access to the current SIEM system’s interface to become familiar with the system, as well as other tools (via trials) and the proposed solutions’ tools.

[bookmark: _Toc164001424]5.3 Information Resources
I will have conditional access to internal data, as discussed above, dependent on following agreements. Real-life confidential data will not be accessible, even in the testing phase, so generated test data may be used to test for breaches and the efficiency of the system.

[bookmark: _Toc164001425]5.4 Project Plan
Research has already started and discussions are underway with the team lead (my contact within DHCW), so that I can start to obtain data as early as possible. Time and care needs to be taken in the research period to ensure that all concepts are clearly understood by all parties, and so that my inquiries have enough coverage to provide accurate analysis and conclusions.
Below is a Gantt chart, which visualises my proposed timescale for this project - which also aligns with my organisation’s timescale.
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[bookmark: _Toc164001427]7. Personal Reflection
I am confident with the proposal I have produced, as it is in a line of work that I am interested in - corporate cybersecurity, and the challenges faced by larger organisations. I have already learnt a lot from my preliminary research, such as the role of SIEM systems in an organisation’s cybersecurity infrastructure. Before I started this project, I was not aware of what a ‘SIEM’ was, and I can appreciate now how these systems have developed over the past 25 or so years.
I am excited about the data that I will collect and learning more about how NHS Wales will choose and deploy the final system. It is possible that my plans may change, but I am confident that, at least, I will have minimal issues maintaining my access to the internal project team.
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