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1. SQL Injection method Implementation
This report reveals the concept of SQL Injection, its significance, provides illustrative examples, pinpoints vulnerable sections within the provided site code, and records the defensive strategies that have been put in place[1].
SQL Injection represents a category of vulnerability that occurs when an application formulates SQL commands by directly appending untrusted input into query strings. An attacker capable of manipulating that input can alter the intended SQL command, thereby gaining the ability to read, modify, or delete data, or even escalate privileges [2]. For instance, entering the string     ”OR '1'='1" into an unsecured login form can transform a query designed to verify credentials into one that invariably returns true, thereby granting unauthorized access. This type of injection is particularly perilous as it directly targets the data layer; it has the potential to expose sensitive information, corrupt records, or facilitate the execution of administrative commands when combined with other vulnerabilities [3].
[image: ]Illustrative examples highlight the associated risks. A simplistic PHP login might execute the command $sql = "SELECT * FROM users WHERE username='$u' AND password='$p'" directly. If an attacker inputs username as admin'--, the SQL command morphs into SELECT * FROM users WHERE username='admin'-- ' AND password='...' with everything following the -- treated as a comment, effectively circumventing the password verification [4]. Another prevalent example involves search fields that are utilized in ORDER BY or LIMIT clauses without proper sanitization. If the input is directly integrated into SQL without adequate validation, arbitrary SQL execution becomes feasible [5].Figure 1. Example of a SQL Injection method in the Login section of the website.


To address the risks, present in the supplied site, the foremost defense is the regular implementation of PDO prepared statements with bound parameters. Every SELECT, INSERT, UPDATE, and DELETE statement within the provided core files is prepared and subsequently executed using parameter arrays (for instance, $stmt = $pdo->prepare("SELECT * FROM users WHERE username = :u"); $stmt->execute([':u'=>$username]);). Prepared statements effectively distinguish code from data, ensuring that user inputs are never interpreted as SQL syntax. The search functionality employs a parameterized LIKE clause, where the wildcarded term is bound as :q. All numeric identifiers received through GET/POST requests are converted to integers prior to their utilization, thereby preventing string payloads from being misinterpreted as SQL. Outputs are sanitized using htmlspecialchars to avert reflected XSS, which could otherwise be exploited in conjunction with injection [6].
Password storage employs PHP’s password_hash/password_verify functions, thereby eliminating the use of plain-text credentials within the database. Sessions are utilized for admin authentication, and privileged pages invoke a require_login() helper to obstruct unauthorized access. In instances where user actions modify schema-influencing text (such as dynamic ORDER BY clauses based on user selection), the code must refrain from inserting raw column names; rather, it should map permitted server-side values to fixed SQL fragments. This mapping represents the remaining area requiring protection: if arbitrary sorting or other SQL fragments are permitted via GET requests, they must be validated against an allowlist. Furthermore, file uploads and direct shell execution are absent from the provided code; should these features be integrated later, they must be handled with caution [7].
In unsecured web applications, SQL Injection takes advantage of dynamic SQL construction, enabling harmful input to modify queries. For instance, a username such as admin' OR '1'='1 could circumvent authentication in a susceptible system by compelling the condition to perpetually evaluate as true. In the website that has been implemented, all queries, including those for login, utilize prepared statements, which regard user input strictly as data. As a result, such injection attempts are unsuccessful, and the system replies with "Invalid credentials".
The risks associated with SQL Injection can resurface when queries are constructed dynamically. To mitigate this, it is essential to employ prepared statements, enforce strict type casting, and implement allowlists for user input. These strategies collectively guarantee that input cannot alter the intended SQL logic, effectively neutralizing injection attacks while maintaining system integrity [8].
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if ($_SERVER[ 'REQUEST_METHOD'] "POST") {
$stmt = $pdo->prepare("SELECT * FROM users WHERE username
$stmt->execute([ 'username’ => $_POST[ ‘username’]]);
$user = $stmt->fetch(PDO: :FETCH_ASSOC);|

:username”);

if (Juser & password_verify($_POST[ 'password'], $user['password hash’])) {
$_SESSION[ "user_id"] = $user['id"];
header("Location: dashboard.php™);
exit();
} else {
$error = "Invalid credentials”;
¥
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<IDOCTYPE html>

<html>

<head><title>Admin Login</title></head>

<body>

<h1>Admin Login</h1>

<2php if ($error) echo "<p styl

<form method="post™>
Username: <input type="text” name="username” required><br><br>
Password: <input type="password” name="password” required><brs<br>
<button type="submit">Login</button>

</Form>

</body>

</html>

color:red; '>$erron</ps”; 2>
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